GSA Policy Advisory:

National Guidelines for Assessing and Managing Biological Threats in Federal Mail Facilities

II.  The All-Hazards Approach

Many different threats can be sent through the mail. The initial triage, or sorting and allocation of treatment to individuals according to a system of priorities for any threat situation, must consider all hazards.  A critical element is assessing for the presence of:  

· Radiological threats;

· Explosive devices;

· Dangerous chemicals; and

· Biological threats.


Effective, well-tested procedures exist for detection and response to explosive devices, chemicals, and radiological materials.  This document is specifically designed to deal with suspected biological threats.  This section highlights one important difference in approach between biological threats and other threats.  Chemical and radiological agents are rapidly known and require immediate consequence management.  Biological agents, on the other hand, are not as immediately recognizable and consequence management may be delayed, for example by therapy or vaccination, not traditionally performed by first responders.  However, effective countermeasures are available against many of the bacteria, viruses, and toxins that might be used.  If we develop a solid understanding of the biological threats we face and how to respond to them, many effects may be prevented or minimized.  An on-line course on “Biological Agents in the Mail Center” is also available at www.gsa.gov/mailpolicy.


In response to a suspected known or suspected release of a chemical or radiological agent, authorities may recommend that you “shelter in place.”  This means that, rather than leave the place of work, employees should stay in their office buildings and wait for instructions.  


In a chemical attack, a toxic gas or liquid is used to contaminate people or the environment.  The prevalent symptoms are tightness in the chest, difficulty breathing, blurred vision, stinging of the eyes, or loss of coordination.  If you witness a suspected chemical attack outdoors, move upwind and away from the area as quickly as possible.  If this is not possible, move to a safe location inside a building and shelter in-place.  If you suffer any of the symptoms mentioned above, try to remove any clothing you can and wash your body with soap and water.  Do not scrub the area, as this may wash the chemical into the skin.  Seek medical advice as soon as possible.


Dirty bombs are regular explosives that have been combined with either radiation-causing material or chemical weapons.  While most news reports talk about radiological dirty bombs, chemical agents may be used as well.  A blast from this type of weapon normally looks like a regular explosion, and the contamination spread is not often immediately noticeable.  When it is safe to do so, seek shelter inside a building or basement, putting as much shelter between you and the potential contaminant as possible.  Limit the amount of exposure by leaving the area when it is safe to do so.    


Additional information on dealing with the other types of threats may be obtained from sources listed in Appendix D.  This document may be used to help develop a better understanding of the biological threats we face and the steps to take if a biological agent is suspected of being sent through the mail.  As the anthrax bio-terrorism events in 2001 illustrated, mail supervisors sometimes need to make judgments about mail that relate to their security in receiving it.  This document is intended to provide a more effective process for federal employees to screen their mail. 
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