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SYSTEM ASSESSMENT

A.  Data in the System

	Question
	Response

	1.  Describe all information to be included in the system, including personal data.
	a.  eLease is a framework for the GSA PBS leasing workflow.  The data maintained is in reference to buildings, leases, offerors, lessors, contracts, and documents.
b.  Form 3518 requires the offeror/lessor’s tax identification number (TIN), which could potentially be his/her social security number.  The TIN is either typed or handwritten on the document, which is scanned into and maintained within eLease.  eLease collects the business address and telephone number of offerors/lessors.  These could potentially also be the offeror/lessor’s home address and telephone number.

	1.a.  What stage of the life cycle is the system currently in?
	Mixed lifecycle:  Development/Implementation and Operation/Maintenance

	2.a.  What are the sources of the information in the system?
	The offeror provides information when the lease offer is submitted.  The Realty Specialist inputs or scans the information into the system.

	2.b.  What GSA files and databases are used?
	None

	2.c.  What Federal agencies are providing data for use in the system?
	None

	2.d.  What State and local agencies are providing data for use in the system?
	None

	2.e.  What other third party sources will the data be collected from?
	Broker Contractors under the National Broker Contract update eLease with non-sensitive lease offer information.

	2.f.  What information will be collected from the individual whose record is in the system?
	Tax Identification Number (TIN) (potentially social security  number)

Business address (potentially home address)
Business telephone (potentially home telephone)

	3.a.  How will the data collected from sources other than Federal agency records or the individual be verified for accuracy?
	The Realty Specialist assigned to the project manages the broker contractor and the project.
eLease has mechanisms at the database and the front end to verify the type of data the user entered.  Any errors are communicated to the user via screens and reports.  The eLease application automatically displays formatting for fields such as currency, date, and numerical values.  eLease is designed to prevent data errors at the user interface, where there are extensive data validation mechanisms.

Future enhancements include an online offer module in which the offeror will enter his/her information directly into the system.

	3.b.  How will data be checked for completeness?
	Because of the workflow framework of the system, certain data fields are required by the system before proceeding through the leasing phases.

	3.c.  Is the data current?  How do you know?
	It is the responsibility of the Realty Specialist to maintain up-to-date information regarding their projects.

	4.  Are the data elements described in detail and documented?  If yes, what is the name of the document?
	Yes.  The data elements are listed in the eLease Data Dictionary.


B.  Access to the Data

	Question
	Response

	1. a.  Who will have access to the data in the system?
	Broker Contractors
Contracting Officer Technical Representatives

National Broker Contractors

National Budget Analysts

Ordering Officials

Property Managers

Read-only Superusers

Read-only Users

Realty Specialists

Realty Specialist Supervisors

Regional Account Managers

Regional Budget Analysts

Regional Contracting Officers

Regional Program Managers

Scanning Associates

Single Point of Entry Associates

Single Point of Entry Supervisors

PBS CIO Program Manager

PBS CIO Contractors

Business Program Manager

Business Contractors

eLease Administrator

	1.b.  Is any of the data subject to exclusion from disclosure under the Freedom of Information Act (FOIA)?  If yes, explain the policy and rationale supporting this decision.
	Potentially, FOIA Exemption #6 would exclude Privacy Act data from disclosure.

	2.  How is access to the data by a user determined?  Are criteria, procedures, controls, and responsibilities regarding access documented?
	Users request access through their Help Desk.  There is a process in place for the users to receive approval from the regional Realty Services Officers prior to receiving eLease access.  The PBS Portal provides authentication and authorization.

GSA Enterprise Service Center Overview Guide

Enterprise Service Center System Security Plan

PBS Portal System Security Plan
eLease System Security Plan

eLease Role Security Matrix

	3.  Will users have access to all data in the system or will the user's access be restricted?  Explain.
	Users will have access to project and lease information as well as documents based on their assigned roles and regions.

	4.  What controls are in place to prevent the misuse (e.g. browsing) of data by those having access?
	eLease has application specific login features to track changes to task orders, commissions, evaluations, status, and task related dates.  eLease does not allow users to delete documents or  records.  eLease tracks data modifications the user conducts on important transactions by creating audit trails on all tables and tracking dates and times changes were made.  All business data in eLease is time stamped according to the most recent update.

	5.a.  Do other systems share data or have access to data in this system?  If yes, explain.
	eLease receives project information from STAR through BIS.  These records are the initial project information within eLease.  The data is updated nightly.
No system electronically receives data from eLease.  There is a manual Single Point of Entry process to update STAR data with lease information.

	5.b.  Who will be responsible for protecting the privacy rights of the clients and employees affected by the interface?
	The PBS CIO Program Manager is responsible for ensuring the data is handled properly.

	6.a.  Will other agencies share data or have access to data in this system (International, Federal, State, Local, Other)?
	No other agencies currently have access to eLease.

At a future time, as clients, other federal agencies will have access to certain project data via a secure website.  The data fields are to be determined.

	6.b.  How will the data be used by the agency?
	The other agencies will access information related to their building projects.  The data fields are to be determined.

	6.c.  Who is responsible for assuring proper use of the data?
	The PBS CIO Program Manager is responsible for ensuring the data is handled properly.

	6.d.  How will the system ensure that agencies only get the information they are entitled to?
	Security is determined by the assigned roles given to the users.  A client role will be created when this feature is implemented.  The data fields are to be determined.

	7.  What is the life expectancy of the data?
	Project and leasing data are maintained in the database indefinitely.  Data is continually changed throughout the leasing lifecycle.  The data is not shared with any other systems.  Documents, e-mail correspondence, and communication logs can not be deleted by the users.

	8.  How will the data be disposed of when it is no longer needed?
	Data is maintained in the system indefinitely.  Users can not delete records or documents.  Data will be disposed of according to the NARA authority number NC1-121-81-1.  Lease cases must be maintained for 8 years.


C.  Attributes of the Data

	Question
	Response

	1.  Is the use of the data both relevant and necessary to the purpose for which the system is being designed?
	Yes.  The offeror/lessor address and telephone number are needed for communication between the Realty Specialist and the offeror.  The TIN is required by the IRS to be submitted with the offer.

	2.a.  Will the system derive new data or create previously unavailable data about an individual through aggregation from the information collected?
	No.

	2.b.  Will the new data be placed in the individual's record (client or employee)?
	NA

	2.c.  Can the system make determinations about individuals that would not be possible without the new data?
	NA

	2.d.  How will the new data be verified for relevance and accuracy?
	NA

	3.a.  If the data is being consolidated, what controls are in place to protect the data and prevent unauthorized access?  Explain.
	NA

	3.b.  If processes are being consolidated, are the proper controls remaining in place to protect the data and prevent unauthorized access?  Explain.
	NA

	4.  How will the data be retrieved? Can it be retrieved by personal identifier? If yes, explain.
	eLease contains screens that allow the user to search by fields.  These fields include:
Name

Company

Region

State

	5.  What are the potential effects on the privacy rights of individuals of:

a.  Consolidation and linkage of files and systems;

b.  Derivation of data;

c.  Accelerated information processing and decision making; and

d.  Use of new technologies.

How are the effects to be mitigated?
	a.  Currently there is no consolidation or linkage of files and systems.
b.  The offeror/lessor provides the privacy data.  It is not consolidated or linked with other systems.
c.  Address and telephone have no affect on the decision making regarding available offers. 
d.  New technologies will be held to the same stringent security standards.


D.  Maintenance of Administrative Controls

	Question
	Response

	1.a.  Explain how the system and its use will ensure equitable treatment of individuals.
	The final offer chosen is based on an agency’s building requirements and value for cost, not address, telephone and TIN.

	1.b.  If the system is operated in more than one site, how will consistent use of the system be maintained at all sites?
	NA

Users access eLease via the PBS Portal. There is one database for information which is maintained by the ESC.  All changes to the data are updated in a central database.

	1.c.  Explain any possibility of disparate treatment of individuals or groups.
	None

	2.a.  What are the retention periods of data in this system?
	Data is kept indefinitely.  Lease cases must be maintained for 8 years.

	2.b.  What are the procedures for eliminating the data at the end of the retention period?  Where are the procedures documented?
	Data will be disposed of according to the NARA authority number NC1-121-81-1.

	2.c.  While the data is retained in the system, what are the requirements for determining if the data is still sufficiently accurate, relevant, timely, and complete to ensure fairness in making determinations?
	The Realty Specialists are responsible for the data management of their projects.  Field validations are in place.  Based on business rules, eLease contains a workflow which requires certain data prior beginning other activity.

	3.a.  Is the system using technologies in ways that Federal agencies have not previously employed (e.g. Caller-ID)?
	No

	3.b.  How does the use of this technology affect individuals’ privacy?
	NA

	4.a.  Will this system provide the capability to identify, locate, and monitor individuals?  If yes, explain.
	No
eLease and its users do not have a way to distinguish which business address or telephone number is also a personal address or telephone number.

	4.b.  Will this system provide the capability to identify, locate, and monitor groups of people?  If yes, explain.
	No

eLease does not provide the capability to identify, locate, or monitor groups of people.

	4.c.  What controls will be used to prevent unauthorized monitoring?
	eLease does not provide the capability to identify, locate, or monitor groups of people.  eLease identification and authentication is supported by the PBS Portal and ESC.  Controls include a firewall, vulnerability scans, various security assessments, and password protection.

	5.a.  Under which Privacy Act System of Records notice (SOR) does the system operate?  Provide number and name.
	A SORN is under development.

	5.b.  If the system is being modified, will the SOR require amendment or revision? Explain.
	NA
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