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PRIVACY IMPACT ASSESSMENT
Data Leakage Prevention

Content Filtering

June 9, 2008
PART II.  SYSTEM ASSESSMENT

A.  Data in the System

	Question
	Explanation/Instructions

	1.  Describe all information to be included in the system, including personal data.  


	Data Leakage Prevention product is a security management appliance designed to prevent unauthorized or accidental transmission of sensitive data outside of GSA. The content filtering feature is aimed at reducing accidental data leaks via mail, web traffic, instant messaging, etc.   It includes the capability to filter data  for credit card, Social Security Number (SSN), banking/trading (CUSIP) numbers, and other data.  Data elements could be specific to the message sender, receiver, and/or other third party. Data flagged for suspected data leakage of identifiable information will be monitored for future review by GSA’s Office of Senior Agency Information Security Officer (OSAISO).  



	1.a.  What stage of the life cycle is the system currently in?
	Mixed lifecycle:  Operational Test (i.e. Pilot) 



	2.a.  What are the sources of the information in the system?
	Sources of data leakage could include GSA associates, contractors and other third parties including but not limited to the general public that are sending data out to the Internet through emails, web traffic, instant messaging, etc, from internal to GSA. 


	2.b.  What GSA files and databases are used?


	Database used is part of the Data Leakage Prevention appliance.


	2.c.  What Federal agencies are providing data for use in the system?


	None.  

	2.d.  What State and local agencies are providing data for use in the system?


	None

	2.e.  What other third party sources will the data be collected from?


	None

	2.f.  What information will be collected from the individual whose record is in the system? 
	There are no records in the system, only outgoing Internet traffic containing privacy data including credit card, Social Security Number (SSN), names, and banking/trading (CUSIP) numbers.  



	3.a.  How will the data collected from sources other than Federal agency records or the individual be verified for accuracy?
	Data will not be verified for accuracy.  The system does not process identifiable information but seeks to reduce accidental leakage of privacy data via Internet traffic.  


	3.b.  How will data be checked for completeness?


	Data will not be checked for completeness.  The system does not process identifiable information but seeks to reduce accidental leakage of privacy data via Internet traffic.  



	3.c.  Is the data current?  How do you know?
	Data will not be checked to assure it is current.  The system does not process identifiable information but seeks to reduce accidental leakage of privacy data via Internet traffic.  



	4.  Are the data elements described in detail and documented?  If yes, what is the name of the document?


	No.  Data elements (SSN and any other filtered data) will be documented in the GSA EIO SSP prior to full implementation. 


B.  Access to the Data

	Question
	Explanation/Instructions

	1. a.   Who will have access to the data in the system? 


	Office of the Senior Agency Information Security Officer



	1.b.  Is any of the data subject to exclusion from disclosure under the Freedom of Information Act (FOIA)?  If yes, explain the policy and rationale supporting this decision.


	Potentially, FOIA Exemption #4 would exclude “trade secrets and commercial or financial information obtained from a person [that is] privileged or confidential.

FOIA Exemption #6 would exclude Privacy Act data from disclosure.

	2.  How is access to the data by a user determined?  Are criteria, procedures, controls, and responsibilities regarding access documented?


	Access is restricted to the OSAISO which reviews the data.  Access to the content filtering configuration and data will be coordinated through the GSA SAISO.



	3.  Will users have access to all data in the system or will the user's access be restricted?  Explain.


	Only OSAISO will have access to the system and it will be tightly controlled (i.e. 2-3 people). 


	4.  What controls are in place to prevent the misuse (e.g. browsing) of data by those having access?


	Access is limited on a need to know and must be approved by the GSA SAISO.  Only OSAISO will have access to the system and it will be tightly controlled (i.e. 2-3 people). 


	5.a.  Do other systems share data or have access to data in this system?  If yes, explain.
	No


	5.b.  Who will be responsible for protecting the privacy rights of the clients and employees affected by the interface?


	The CIO Program Manager is responsible for ensuring the data is handled properly.

	6.a.  Will other agencies share data or have access to data in this system (International, Federal, State, Local, Other)?


	No other agencies have access to GSAs implementation of MailGate.



	6.b.  How will the data be used by the agency?


	Internet traffic containing privacy data will be reviewed/verified by the OSAISO.  The purpose to is minimize the accidental leakage of privacy data out to the Internet.


	6.c.  Who is responsible for assuring proper use of the data?


	The CIO Program Manager is responsible for ensuring the data is handled properly.

	6.d.  How will the system ensure that agencies only get the information they are entitled to?


	The system ensures that the agency only gets the information it needs by properly setting the data filters to only monitor for personally identifiable information being leaked out of the agency via the Internet. 


	7.  What is the life expectancy of the data?
	Life expectancy of the data is no more than 30 days. 


	8.  How will the data be disposed of when it is no longer needed?


	Media (i.e. data) will be sanitized when no longer needed. 



C.  Attributes of the Data

	Question
	Explanation/Instructions

	1.  Is the use of the data both relevant and necessary to the purpose for which the system is being designed?


	No, the system does not process data.   OSAISO will advise the sender of agency policy requirements and recommend measures to properly secure the data if electronic transmission is required.

	2.a.  Will the system derive new data or create previously unavailable data about an individual through aggregation from the information collected?


	No.

	2.b.  Will the new data be placed in the individual's record (client or employee)?


	NA

	2.c.  Can the system make determinations about individuals that would not be possible without the new data?


	NA

	2.d.  How will the new data be verified for relevance and accuracy?


	NA 

	3.a.  If the data is being consolidated, what controls are in place to protect the data and prevent unauthorized access?  Explain.


	NA

	3.b.  If processes are being consolidated, are the proper controls remaining in place to protect the data and prevent unauthorized access?  Explain.


	NA.



	4.  How will the data be retrieved? Can it be retrieved by personal identifier? If yes, explain.


	The data can not be retrieved by personal identifier.  The system will be accessed via a management console which will list all instances of personally identifiable information leakages that violate the policy and filtering rules. 


	5.  What are the potential effects on the privacy rights of individuals of:

a.  Consolidation and linkage of files and systems;

b.  Derivation of data;

c.  Accelerated information processing and decision      making; and

d.  Use of new technologies.

How are the effects to be mitigated?


	a.  Currently there is no consolidation or linkage of files and systems.  
b.  Privacy act data contained in web traffic is not consolidated.  Data is reviewed to prevent accidental leakage.
c.  DLP product does not process information for the purposes of identifying users.  Internet traffic is  filtered to identify and prevent leakage of privacy act data. 

d.  New technologies will be held to the same stringent security standards.


D.  Maintenance of Administrative Controls

	Question
	Explanation/Instructions

	1.a.  Explain how the system and its use will ensure equitable treatment of individuals.


	The purpose of the system is to identify and prevent accidental data leakage.  Information is not used to make business/Government determinations.  SSNs and/or the privacy act data found in electronic messages will be reviewed to assure transmission is required and secure.



	1.b.  If the system is operated in more than one site, how will consistent use of the system be maintained at all sites?


	NA.



	1.c.  Explain any possibility of disparate treatment of individuals or groups.


	None


	2.a.  What are the retention periods of data in this system?


	Data is kept only to allow review by OSAISO to assure transmission is required and secure.  Internet traffic containing SSN or credit card number will be quarantined for up to 30 days and then expunged.



	2.b.  What are the procedures for eliminating the data at the end of the retention period?  Where are the procedures documented?


	The data will be deleted off of the DLP appliance.  The procedures will be documented in an OSAISO internal process document. 

	2.c.  While the data is retained in the system, what are the requirements for determining if the data is still sufficiently accurate, relevant, timely, and complete to ensure fairness in making determinations?
	NA – The data will not be used to make determinations.  Fairness is not an issue.  Data will be required only to verify transmission is required and is secure.

	3.a.  Is the system using technologies in ways that Federal agencies have not previously employed (e.g. Caller-ID)?  


	No.


	3.b.  How does the use of this technology affect individuals’ privacy?


	NA


	4.a.  Will this system provide the capability to identify, locate, and monitor individuals?  If yes, explain.


	Yes – The Appliance is used to identify and prevent accidental leakage of privacy data.  To achieve that goal, all Internet traffic will need to be filtered (monitored) to identify cases where data is transmitted against policy. 

	4.b.  Will this system provide the capability to identify, locate, and monitor groups of people?  If yes, explain.

	No.


	4.c.  What controls will be used to prevent unauthorized monitoring?


	System Administrators will not be allowed access to view the collected data.  Only the OSAISO will have access to the data and only 2-3 people in that office that are working on the project.   The principles of Least Privilege and Separation of Duties will be fully enforced.

	5.a.  Under which Privacy Act System of Records notice (SOR) does the system operate?  Provide number and name.

	Per the GSA Privacy Act Officer, “…a SORN isn't needed.  The Privacy Act defines a system as a name with identifying information.  This system will have PII but not associated with any particular name.  Plus, when a SORN is published it provides the public an opportunity to question two things 1) am I in this system and 2) is my information accurate.  This "system" won't have this capability because names and identifiers aren't in the same record.  Also, the intent of this "system" isn't to do anything with the information other than to let us know what unauthorized information is being sent out via Internet traffic.  It will contain PII so all security protocols need to be in place and enforced.  For now I think a PIA is sufficient and hold off on the SORN.”

	5.b.  If the system is being modified, will the SOR require amendment or revision? Explain.


	NA
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