


Memorandum of Agreement (MOA)

Between
The Department of Homeland Security

And

     
1.  Parties.  The Parties to this MOA are the       (     ) and the Department of Homeland Security (DHS). 
2.  Authority.  This Agreement is concluded pursuant to authorities applicable to the Parties, including: the Homeland Security Act of 2002 (U.S.C. § 112(b)(2)); the Federal Information Security Management Act of 2002 (44 U.S.C. §§ 3541 et seq.); Homeland Security Presidential Directive-7; and, National Security Presidential Directive-54/Homeland Security Presidential Directive-23.

3.  Purpose.       , in furthering its responsibility to conduct computer network security, requests participation in the DHS National Cybersecurity Protection System (NCPS), formerly known as the EINSTEIN System, designed to protect the information systems and networks of the federal civilian government.  The purpose of this document is to establish an agreement on the responsibilities of       and DHS in the deployment and operation of the NCPS.  This document does not serve as the authority to transfer funds for any purpose.  
The NCPS consists of computer equipment configured with commercial off-the-shelf and government developed software.  The Networx contract expects to deploy the NCPS in the facility of the Networx contractor with the ability to monitor      ’s network traffic.  

4.  Responsibilities.

a.        will:

1. Designate an administrative point of contact who will coordinate with DHS on administrative and project matters;

2. Designate a technical point of contact who will aid DHS system administrators in managing the NCPS.  This technical point of contact will interact with the DHS technical point of contact when necessary;

3. Ensure, in conjunction with Networx contractor, that only       IP traffic is routed through the TIC portal; 
4. Serve as the “agency of record” for the data collected and ensure that information on the NCPS will not be disclosed without the explicit permission of      ’s point of contact;

5. Notify DHS points of contact of any legal or policy changes affecting the ability to lawfully implement the NCPS for      ’s networks.  DHS shall promptly comply with      requests to accommodate any legal or policy changes affecting the ability to lawfully implement the NCPS; 
6. Notify DHS in writing of any special information handling or security requirements arising from law or policy applicable to      , and coordinate with DHS points of contact to institute appropriate safeguards for data to be monitored by the NCPS;

7. Coordinate with the DHS administrative point of contact before releasing any technical or engineering information related to the NCPS to the public or in relation to any court proceeding;
8. Ensure that appropriate NCSD points of contact are kept apprised of any planned or proposed Networx services or network architecture modifications potentially affecting NCPS functionality; 
9. Ensure US-CERT is notified of all changes in security policy related to the Networx connections; and
10. Enter into a Service Level Agreement with US-CERT to define further information exchange, services and deliverables.

b.  DHS will:

1. Provide guidance and support on the implementation of the NCPS;

2. Provide information on the appropriate way to contact DHS to discuss administrative, technical support, and analysts’ issues;

3. Provide at no cost the hardware and software necessary to deploy the NCPS;
4. Host collaborative events to bring together the various participants of the NCPS;

5. Install the NCPS in accordance with both FISMA and National Institute of Standards and Technology standards;

6. Perform ongoing system administration, patching, testing, and configuration management of the deployed NCPS;

7. Encrypt all NCPS data communications between the NCPS sensor and US-CERT;
8. Provide product training so that       analysts may use the network traffic flow data to analyze their locally collected data;

9. Ensure that all NCPS data is handled and secured in accordance with any specialized handling instructions provided by      , including those required by applicable law;
10. Be responsible for FOIA request that pertain to the underlying NCPS program;
11. Maintain a collection of summary and statistical reports on which US-CERT will perform cross-agency analysis of network anomalies in near real-time; and,

12. Conduct the National Cybersecurity Protection Program (to include information sharing and support for appropriate diplomatic, military, law enforcement, intelligence, and other Federal programs) as authorized by law and in a manner that protects the privacy and other legal rights of U.S. persons.

5. Certification.        certifies that its log-on consent banners or notices; terms-of-use policies or user agreements; computer training programs; and any other mechanisms used to notify users and obtain their consent to the terms and conditions of computer use clearly demonstrate to       computer users and obtain their consent that:
· users have no expectation of privacy regarding any communications or data transiting or stored on       information systems;
· the Government routinely monitors communications occurring on       information systems for any lawful government purpose including, but not limited to, monitoring network operations, quality control, employee misconduct investigations, law enforcement investigations, and counterintelligence investigations; 
· at any time, the Government may for any lawful government purpose monitor, intercept, search and seize communications or data transiting or stored on       information systems; 
· communications or data transiting or stored on       information systems, or any device attached to such systems, are not private; 
· any communications or data transiting or stored on       information systems may be disclosed or used for any lawful government purpose; and
·       information systems include computers, computer networks, and all devices and storage media attached to a       network or to a computer on such network.
6. Points of Contact.  Liaison will be maintained between the following offices:

a.  Administrative matters

	     
	Mike Kern

	Office:                       
	DHS

	Position:      
	Director
Network Security Deployment

	Phone:      
	703-235-5613


b.  Technical matters

	     
	Joshua Paquette

	Office:                       
	DHS

	Position:      
	Network Security Deployment

	Phone:      
	703-235-5189


c.  Operational and Incident Response Matters

US-CERT Operations                     SOC@us-cert.gov , (703)235-5111
7.  Other Provisions.  Nothing in this MOA is intended to conflict with current law, regulation, or the directives of       or DHS.  If a term of this MOA is inconsistent with such authority, then that term shall be invalid, but the remaining terms and conditions of this MOA shall remain in full force and effect. 
8.  Effective Date.  This MOA is effective on the date of the final signature and will be reviewed every two years. 
9.  Modification.  The Parties may modify this MOA by written agreement, signed by representatives of both Parties.  
10. Dispute Resolution. The Parties will make their best efforts to amicably resolve disputes that may arise under this MOA/MOU through discussions.  If resolution cannot be reached, the Parties will solicit the views and mediation of the above referenced points of administrative contact.  If those views or mediation cannot be obtained, or fail to resolve the matter, the issue will be elevated through respective management chains for resolution.  
11.  Termination.  If it becomes necessary to terminate this program,       shall notify DHS and      ’s participation in the NCPS service will cease.  
Approved By:
	Department of      
	Department of Homeland Security

	
	

	
	

	_______________________
	_________________________

	     
	Gregory Schaffer

	Chief Information Officer
	Assistant Secretary

	Department of      

	Cyber Security and Communications

	Date

	Date


MODEL LANGUAGE FOR 

LOG-ON BANNERS

FOR COMPUTERS 

· You are accessing a U.S. Government information system, which includes (1) this computer, (2) this computer network, (3) all computers connected to this network, and (4) all devices and storage media attached to this network or to a computer on this network.  This information system is provided for U.S. Government-authorized use only. 

· Unauthorized or improper use of this system may result in disciplinary action, as well as civil and criminal penalties.  

· By using this information system, you understand and consent to the following: 

· You have no reasonable expectation of privacy regarding any communications or data transiting or stored on this information system.  At any time, the government may for any lawful government purpose monitor, intercept, search and seize any communication or data transiting or stored on this information system. 

· Any communications or data transiting or stored on this information system may be disclosed or used for any lawful government purpose. 

· [click button: “I AGREE”]
[click button: “I AGREE”]

MODEL LANGUAGE FOR 

USER AGREEMENT

By signing this document, you understand and consent to the following when you access this agency’s information systems, which includes (1) the computer used to access the information system, (2) the computer network accessed, (3) all computers connected to the accessed network, and (4) all devices (e.g. BlackBerry, PDA, etc.) and storage media (e.g. thumb drive, flash drive etc.) attached to the network or to a computer on the network:

You are accessing a U.S. Government information system that is provided for U.S. Government-authorized use only;

Unauthorized or improper use of the information system may result in disciplinary action, as well as civil and criminal penalties;

The Government routinely monitors communications occurring on this agency’s information systems.  You have no reasonable expectation of privacy regarding any communications or data transiting or stored on these information systems. At any time, the government may for any lawful government purpose monitor, intercept, search and seize any communication or data transiting or stored on this agency’s information systems;

Any communications or data transiting or stored on this agency’s information systems may be disclosed or used for any lawful government purpose.
I understand and consent.

__________________________ 

_____________

User name




Date
2

