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The mention of any name or product does not constitute endorsement by the General Services Administration (GSA) Office of Transportation and Personal Property. Throughout this Guide, “you” refers to the warehouse/distribution center/facility manager, and “we” refers to GSA.

Introduction

The purpose of this document is to assist federal warehouse and distribution center managers in keeping their facilities safe and secure.  It provides an outline of the planning and preparation that is appropriate for a federal warehouse or distribution facility.  It encourages site managers to communicate with others in the planning process by making them more familiar with the processes of others.  In particular, this document offers:

· Elements of a security plan

· Tips for operations, training, and communications

· A list of on-line resources

· A security checklist

The warehouse security plan has many objectives, including:

· Protecting staff and all other employees and building occupants;

· Avoiding unwarranted, costly and disrupting evacuations;

· Providing a visible screening operation that demonstrates to all employees that management

      is committed to their safety;

· Supporting employee morale and reducing stress by providing reassurance to all employees

      about warehouse safety, incoming materials and other threats;

· Minimizing the likelihood of litigation, which could arise from suggestions that the distribution

      center/ warehouse manager had not taken proper measures to keep employees safe while at

      work.

Security in the distribution services arena has always been important, and security-planning measures for the prevention of a terrorist attack should be based on the concepts which are outlined in the planning steps of this document.

Ask people to visualize a warehouse building and they likely will think of a solid structure, evoking a sense of security and shelter. However, history has proven that buildings are vulnerable to many threats. Some threats, such as tornadoes and other severe weather, are naturally occurring and external. Some, such as insect damage, fire or the manufacture and emission of toxic carbon monoxide from a boiler are internal. Other threats are deliberate intrusions, such as terrorist-piloted aircraft flown into the Pentagon and the World Trade Center. Whether it is planned or unintended, buildings are vulnerable to these threats.

A strong plan for warehouse security, supplemented with regular training, planned rehearsals, and reviews, helps instill a culture that emphasizes the importance of good security.  Involving all members of the team – managers, employees, contractors, security managers, building manager employees, and union representatives -- during development is critical to the security plan’s success. 

For most federal agencies, the practices included in this document are sufficient to ensure security for everyone involved in warehouse/distribution related operations.  Many agencies have satellite locations that have only a small warehouse or distribution facility.  Although the security plans for small operations in satellite locations may be limited, a plan that considers each of the sections listed in Figure 1 should still be considered. However, where a threat or vulnerability assessment dictates, additional steps and procedures should be implemented, as outlined in the Risk Assessment.
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I.  Security In the Warehouse

Before September 11, 2001, protecting a building from terrorism focused mainly on physical security: site considerations, access limitations, and securing the perimeters. Because protection of government facilities from armed attacks and explosives has always been a concern, it is the most extensively covered aspect of security. Some characteristics and attributes of a building can make them more or less of a target.  However, all warehouses have one common denominator, and though it can be the busiest area of the warehouse, it can also be the most neglected.  The receiving and shipping docks, which typically are the most important function of a warehouse, where the transfer of goods takes place from the user or carrier of the merchandise to the warehouse or vise versa.  If these transfers of control are not monitored in an efficient, safe and accurate manner, then the warehouse cannot possibly meet the objective of satisfying safety and security requirements, no matter what other guidelines, rules or quality controls are in place.  

Policies and Procedures for Creating a Safe Environment

All threats and incidents should be immediately investigated and reported to law enforcement officials.

Liaison with local Homeland Security officials and other law enforcement officials should be pre-established by security management personnel for your facility.

Fire officials should be familiar with the building and its contents and systems so that they are aware of particular hazards and building fire equipment that is available to them.

The fire command control panel should be located in an obvious place at the entrance of the building or guardhouse, in accordance with local code/requirements.  The panel should be secured and only designated person should have access.

Specifically designated entry points for emergency personnel should be identified in the security plan.  An on-site contact person familiar with the building characteristics and familiar with emergency personnel should be designated to have access and be able to direct emergency personnel in the areas of operational procedures, maintenance entry points and know where HVAC&R design plans and operational controls are located.

Fire departments must have unimpeded access, i.e. unlimited by blockage of roads or other materials.  Installing on-site water storage for fire protection reduces dependency on public supplies.  Training and equipping select building personnel with fire fighting capabilities can provide some help.

Your facility should have a planograph posted in conspicuous locations showing the location of 

 various commodities, storage areas, equipment and offices within the facility. Special emphasis

 should be placed on identifying areas containing hazardous or flammable materials. 

When creating your security plan, be sure to include current Local, State and Federal Government security contacts, as well as Pubic Health Officials.  This list should be updated regularly.

If your facility handles numerous chemicals or hazardous materials, it should establish a relationship with an appropriate analytical laboratory for assistance in the investigation of emergency incidents.

Security Assessment & Risk Management

The first step in a risk management program is to conduct a systematic comprehensive security assessment for your warehouse and its operation, applying policies, practices and resources to the assessment and control of risk affecting human health and safety and the environment.  A security assessment includes asset identification and a vulnerability assessment, which considers the full spectrum of threats (i.e. natural, criminal, terrorist accidental, etc) for a given warehouse. (Though security assessment and vulnerability assessment are often used interchangeably, they are in fact different).  Together, they lead to a determination of the level of security required for a specific facility.

In order to assure that the recommendations made are appropriate, practical and cost effective, employees who are experienced in security matters should conduct the security assessment.  You may want to confer with your building security personnel, or if it has been determined that your agency is a high-risk agency, you may want to hire a professional security consultant.

Appendix A lists a number of resources are available to assist you in this assessment.

Before beginning the security assessment, you may want to gather the following information as outlined in Figure 2.
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Each federal agency and/or facility should conduct a thorough and honest security assessment.  Managers are responsible for creating a secure environment to protect their employees and the agency they support.  At the same time, they must take a balanced approach that addresses threats in a realistic manner and utilize resources appropriately.
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What Not To Do

Both NIOSH (2002) 3 and ASHRAE (2002, 2003)1 caution building owners and engineers against making changes that may have unforeseen adverse effects on normal building operation. The 2003 ASHRAE report notes that the great majority of operating hours for most buildings are under normal conditions and that intentional threats to buildings are only one of a spectrum of possible incidents, such as fire, earthquake, or other natural disasters, that may place building occupants and contents in jeopardy. Most importantly, an enhanced security building must still meet or exceed the indoor environment and safety standards that apply to any other building. 

Security measures with adverse consequences for building operation include sealing outdoor air intakes, making modifications to H  V   A   C   systems without understanding their effects, and altering fire protection and other life safety systems. A frequently cited example of an HVAC system change with negative consequences for normal building operation is a high-efficiency filter upgrade that permanently increases fan energy use and/or reduces supply air flow rate. 

II.  Risk Management

Security threat/vulnerability assessments and risk analysis can be applied to any warehouse or facility.  Risk is defined as the “possibility of suffering harm or loss.”8  The federal government has been utilizing varying types of assessments and analyses for many years.  The GSA is currently utilizing a methodology entitled Federal Security Risk Management (FSRM).  This process is describe in a paper titled Threat/Vulnerability Assessments and Risk Analysis found at the http://www.oca.gsa.gov website.  After you have logged in to this website, (you must have an e-mail account) click on Resources and then scroll to the above title.  The FSRM can be found on page 5 of this document.  Your risk analysis should include comprehensive security profile evaluations that include specific recommendations designed to reduce risk and identify security vulnerabilities that could lead to potential disaster.  Your stance should reflect your agency’s mission and include agency security, warehouse/distribution facility security/USPS Inspection Service and the Workplace Risk Pyramid, OSHA.  Other areas of consideration are DOT Risk Management Process found at http://hazmat.dot/gov/risk_process.htm, and USDOT/RSPA/DHM-50, Telephone: (800) 467-4922 X 3, or via the internet at http://hazmat.dot.gov/pubtrain/HMT_security_train.exe.
Risk Assessment

The first step in developing a security program is a site-specific risk assessment for your warehouse or distribution facility and its operation. This assessment should be done in coordination with your agency and bureau or department safety and security management.  The objective of a risk assessment is to determine the likelihood that identifiable threats will harm a federal agency or its mission.  Each site has different threats and risk levels, and this will lead to different security measures for each site.  A thorough understanding of the risk assessment process will allow you to be better prepared to meet potential threats and eliminate or mitigate consequences.  A risk assessment incorporates the entire process of asset and mission identification, threat assessment, vulnerability assessment, impact assessment and risk analysis.
A risk assessment should be documented.  It includes identifying your assets, the threat assessment, the physical and or information security assessment and the vulnerability assessment.  Evaluation of the potential risks associated with each threat should be the object of the risk assessment to quantify the existing risks and to make recommendations to reduce high and moderate risks to the least extent possible.  A risk assessment may or may not include a detailed vulnerability assessment performed by subject matter experts.  Risk is not new to warehouse/distribution facilities. Warehouse/distribution facility managers and staff have been on the frontline for years. However, the events of 2001 have brought significant changes to the working environment of a warehouse/distribution facility. It hass altered perceptions of the warehouse/distribution facility’s role. The warehouse/distribution facility is still under pressure to receive, process and distribute goods in a timely fashion. However, it is necessary for the warehouse/distribution facility to accomplish this mission while also strengthening and making visible its role as a federal agency’s first line of defense.
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Figure 3 outlines the components and definitions of a Risk Assessment for you.  These terms were combined from several sources and applied to the most likely incidents that a warehouse/distribution facility would have to consider in the event of a an actual incident.
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The first step in a risk assessment is identifying the assets and missions that must be protected. In the asset identification step, the security specialist with the assistance of the asset owner, identifies and focuses only on those assets important to the mission or operation.  By identifying and prioritizing these assets, you take the first step towards focusing resources on what is most important.  Assets can be tangible (e.g., people, facilities, equipment) or intangible (e.g., information, processes, reputations).  Obvious warehouse assets include employees, data processing equipment, unit load equipment, material handling equipment and storage equipment, all of which combine to represent a sizeable capital investment in the warehouse.  This excludes the inventory in storage.  Your warehouse probably has most of these, and it may have others.  

Since the loading dock is a vulnerable point of entry for threats, your risk assessment must also identify the assets and missions of your facility and customers. The people for whom you receive products for and persons to who you deliver shipments to.  Your warehouse or facility may not be the intended target of an attack, rather it probably could be directed at your customers and/or their missions.  You can use the worksheet Asset Identification in the Appendix to record the results of the asset identification.  The next step is to identify the threats that may adversely impact the assets or mission you identified.  
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The next step in the risk assessment is determination of potential threats.  The threat assessment looks at the full spectrum of threats – natural, criminal, accidental, or terrorist – for a given location.  The assessment should examine supporting information to evaluate the likelihood of occurrence for each threat.

For natural threats, you should look at historical data that shows the frequency of occurrence for tornadoes, hurricanes, floods, fires, and earthquakes in your area.

For criminal threats, look at local crime rates and consider whether your customers’ assets and missions make you or them more attractive to criminals.

For accidents, look at the layout and machinery in your warehouse/distribution center, and also consider your building’s mechanical equipment, especially plumbing.  Also look at your historical accident rate (you should be keeping accessible, long-term records of accidents).

For terrorist threats, look at the missions performed by your customers and the visibility of federal executives located in the facilities that you serve.

For each of these, the security analyst should identify the specific threats that might happen to your warehouse or distribution center.  The analyst then would determine the effect of each threat and how they might enter the warehouse or distribution center or if it actually could happen in your facility.  Then the analyst estimates how likely each threat is.  In making these estimates, the analyst must rely on data and information obtained from research and interviews, not on intuition.

One very important part of this step is simply looking at your distribution flow.  A threat may be introduced by anyone who sends anything through the transportation or distribution system with the intent to frighten, disrupt, injure, etc. It could be the animal rights activist or the environmental radical, the pro-rights or pro-life extremist, the disgruntled employee, the angry spouse, or simply a disappointed citizen. It could be anyone.  Remember: you don't have to be a target in order to become a victim.  

A key question that must be answered in a threat assessment is: “How visible is your agency, your facility, and any executives who work in your facility, and to what extent does their visibility make it more or less likely that a criminal or terrorist might select your facility for an attack”?  Some federal agencies are, of course, highly visible, but many federal agencies and facilities are relatively unknown to the general public and are, thereby, much less at risk. 

The next step is to identify and characterize vulnerabilities related to specific assets or undesirable events.
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While most buildings are vulnerable, the degree of acceptable vulnerability for a given building is determined based on the impending danger to be addressed and those that will be accepted are based on a low level of likelihood. As an example, a building located next to railroad tracks is more vulnerable to a hazardous chemical leak resulting from a train derailment.  So when determining the vulnerability for this building, the infrastructure constraints, need for protective measures, cost, current technology and existing building characteristics have to be considered in determining exactly how vulnerable the building is and what the likelihood of the train derailing and causing an accident could be.  A vulnerability assessment considers the potential impact of loss from a successful attack as well as the vulnerability of the warehouse/distribution facility/facility location to an attack.  The amount of time that a warehouse operation is interrupted would determine the impact on the agency.  It would also depend on how critical the distribution function is to the agency and how much of the distribution operations are impaired.  For example if the facility being assessed has a downtime of 30 minutes and this has a serious impact loss for the agency, then the loss would be considered SEVERE.  The following is a sample set of definitions used by GSA and defined in their Threat/Vulnerability Assessments and Risk Analysis found at the http://www.oca.gsa.gov website.

Once the security analyst has identified your assets, missions, and threats, the next step is to determine how vulnerable your assets and missions are to the threats. In this step, the security analyst looks for exploitable situations created by inappropriate design, inadequate equipment, or deficient security procedures.  In the distribution center, examples of typical vulnerabilities may include:

Poor access controls,

Lack of x-ray equipment,

Inadequate security training or rehearsal,

Lack of stringent service contract management, and

Unscreened visitors in secure areas

A key component of the vulnerability assessment then considers the potential impact of loss from a successful event or occurrence.  Impact of loss is the degree of loss to which the mission of the location is impaired by a successful attack from a given threat. This question looks at the level of deterrence and/or defense existing countermeasures provide, and how attractive is each of the assets or missions to a potential terrorist or criminal?

The significance of each vulnerability would depend on how easily an adversary could exploit it, or the likelihood of an accident or natural disaster.
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The final outcome of the threat assessment should be a list of credible threats and the potential attack scenarios.
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Once you have identified each significant asset and mission, next determine what the impact or consequence would be if that asset were lost, damaged, or destroyed, or if your facility were temporarily prevented from performing that mission, or if its ability to perform it were significantly impaired.  The overall value of the asset or mission is based upon the severity of this effect.

For example, if your warehouse or distribution center were flooded by an overflowing stream or the building’s plumbing, and you could not get back into the warehouse for several days, what would be the impact on your agency’s mission?

Another example:  If an improvised explosive (that is, a bomb) passed through the loading dock doors without being identified, reached its intended target in your facility, and detonated, what would the consequences be on the facility and the people who work there? 
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The final step in the risk assessment process is to combine the four previous steps; that is, to evaluate, for each asset and each mission, how the impact, threat, and vulnerability assessments interact.  The product is a statement of the level of risk for each asset and each mission.

A worksheet such as Risk Management Process sample on the following pages makes it much easier to make this evaluation, by aligning all of the information into a readable and easily understood format.  

The terms used in sample worksheet (high, medium, low) are subjective and hard to define.  Depending on the audience for the risk assessment, the security analyst may chose terms such as these, or he/she may chose a 1 to 10 numerical scale.  The Threat Conditions used by the Department of Homeland Security (DHS) each represent an increasing risk of terrorist attacks.  In our attempt to keep things simple, and so that we do not confuse people with different matrixes for each set of circumstances, we are using the same approach and the same color matrix for this document.

A simple equation provides the underpinnings for rating risks:
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Resources to Help You Plan

The information on the following pages serves as a tool to help warehouse managers with risk management.  For more in-depth information you can also use the diagram provided by of the authors of Applied Research Associates, Inc. as defined on the http://www.oca.gsa.gov website. 
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	Impact of Loss
	Very High
	High
	Moderate
	Low

	Devastating
	
	
	
	

	Severe
	
	
	
	

	Noticeable
	
	
	
	

	Minor
	
	
	
	


1. Low Condition (Green) - (Evaluate for countermeasures to enhance security)

2. Guarded Condition (Blue) - (Countermeasures will enhance security)
3. Elevated Condition (Yellow) - (Determine what measures and costs are required to reduce unacceptable risks to an acceptable level)

4. High Condition (Orange) - (Suggest countermeasures implementation should be planned in the near future)

5. Severe Condition (Red) - (Suggest countermeasure implementation should be planned as soon as possible)

1. Identify Assets - What is my agency protecting?  (types property, hazardous materials, etc)



How much would this loss cost your agency in time, lost productivity or business?  



What is the key function your warehouse/distribution facility plays in this role?  

(This question is the one that you need to restore/preserve under a disaster recover scenario).

2. Threat Assessment  - Determine what credible threats can happen to your facility.  What is the likelihood of a natural disaster, criminal act, accident or act of terrorism striking your warehouse or distribution facility?
3.  Vulnerability – Probability of risk. (Analyze the vulnerabilities)  Identify options that can reduce vulnerability and mitigate the risks.  Determine the necessary level of protection.

a. Does your agency deal internationally, have foreign affairs officers, suppliers or 

has it been the primary focus of a recent crisis or other public interest?

b. Who are your adversaries? (Determine the threat)

c. Is your agency doing business where there is political/religious unrest? 

d. Has your agency undergone recent downsizing, reduction in force or hiring freezes?

e. Has anyone in your agency received an employee threat recently?

f. Is your agency involved in research, products or services of public controversy?

4. Impact Assessment – Determine what the impact on the warehouse/distribution facility and or agency would be if it were damaged or destroyed, or services were temporarily halted. What can you do to ensure that your vulnerabilities are limited and countermeasures are applied?
5.  Risk Analysis – Evaluate each asset and each mission, how the impact, threat, and vulnerability

assessments interact.
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Suggested Sample Policies

· Has a thorough physical security assessment of this facility and the surrounding area been 

completed?

· What type of security equipment, procedures are currently in place?

· Who has conducted this assessment?

· Has security personnel been involved?

	Assets and Missions 

(examples)


	Undesirable 

Events
(examples)
	Loss

Effect

Value of Loss

(examples)
	Threats

(examples)
	Vulnerability

Probability of risk

(examples)
	Counter-

measure

Options
(examples)
	Overall Risk

Evaluation
(examples)

	Equipment
	Fraudulent use
	Medium
	Criminal
	Medium
	Accountability

Management
	Medium

	Staff
	Injury
	High
	Accidental
	High
	Safety Training
	Medium

	Mission Operations
	Loss of Utilities
	High
	Natural
	Low
	Effective OEP
	Low

	Building Operations
	Temporarily disabled
	Critical
	Maintenance Accident
	Low
	Plumbing maintenance
	Low

	Personnel

/Building
	Injury or death
	Critical
	Terrorist
	Low
	Security Operating Procedures
	Low


III.  Physical Security and Safety 
A strong plan for warehouse/distribution facility security, supplemented with regular training, rehearsals, and reviews, helps instill a culture that emphasizes the importance of security.  Involving all members of the team – executives, managers, employees, contractors, security managers, building management personnel, and union representatives -- during development and throughout is critical to the security plan’s success.

For this reason a suitable level of control over access and egress points is required – one that will make life difficult for unauthorized individuals, without hindering the free movement of staff and clients. To facilitate this many companies are turning to modern access control solutions, such as photo identification systems, PIN access control devices and card access control systems.

Is your facility in need of posters to remind your employees to keep safe? Visit the OSHA website at: 
http://osha-safety-training.net/POS/POS1/page1.html.  This website offers safety videos, software, and resources to help keep your facility in OSHA compliance.  For safety training, which covers every topic from accidental investigations to, emergency planning, hazard communications to workplace violence point your browser to: http://www.osha-safety-training.net
How to Identify A Threat

Terrorism is intended to induce fear, generate panic, disrupt operations or patterns of behavior and/or threaten or cause harm to the recipient or the recipients property.  There are many political, religious, environmental and other extremist groups that will use terrorism as a way of seeking publicity for their cause or as a way to punish those who carry out work that they perceive to be unacceptable or immoral. Hazardous items are easy to send through a delivery service or the mail. However, it is impossible for the perpetrator to control the timing of receipt or to control who will open the package or mail. Your agency may not be a target. You may not be a target. Remember: you don't have to be a target in order to become a victim.
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Terrorism - FEMA defines “acts of terrorism” as a range from threats of terrorism, assassinations, kidnappings, hijackings, bomb scares and bombings, cyber attacks (computer based) to the use of chemical, biological and nuclear weapons.

Foreign terrorism - Agencies with high public visibility or international missions have a greater risk of being targeted by foreign terrorists.  Also, agencies located in proximity to significant targets may be victims of collateral effects.

Domestic hate groups - Although there has been a decline in the number of people actively involved with anti-government and hate groups over the last decade, the remaining groups have adopted tactics similar to foreign terrorists.

Disgruntled employees/workplace violence - Reorganizations, layoffs and terminations may lead to theft, sabotage or violence.  Additional steps should be taken to protect individual employees who are being harassed, stalked or threatened inside or outside the workplace.

Acts of nature – (such as fire, flood, severe weather, or earthquakes) - Preparations for a natural emergency are, for the most part, are the same as those for man-made disasters.  Some types of fire related hazards that could be present during and after a tornado or hurricane could include, however are not limited to:

· Leaking gas lines, damaged or leaking gas propane containers, and leaking vehicle gas 

   tanks may explode or ignite. 

· Debris can easily ignite, especially if electrical wires are severed. 

· Pools of water and even appliances can be electrically charged. 

· Generators are often used during power outages. Generators that are not properly used and  

      maintained can be very hazardous. 

· Alternative heating devices used incorrectly create fire hazards. Proper use and maintenance can

     decrease the possibility of a fire. 9
Delivery and Receiving Areas

Driver Assessment:  Is the driver present? 

· Can the driver provide proper commercial drivers license (CDL)? 

· Is the delivery expected?

· If the truck is rented, is the driver authorized to operate the vehicle as shown on the lease agreement? 

·  Does the driver have the proper shipping papers? 

· Does the driver have the proper emergency response contact number(s)? Is it off the interstate in an area where it does not belong?

Cargo Assessment:  Is the cargo suspicious?

· Is it a hazardous material? 

· Is it placarded? 

· Is it identified by a shipper's name? 

· Is it identified by ad DOT number? 

· Is it a rented vehicle? 

Vehicle Assessment: Does the truck seem out of place?

· Is the truck is placarded? 

· Is there another vehicle parked near the truck? 

· Is the truck in a highly populated or volatile area? 

· Is it an area where trucks to not normally travel? 

IV.  Protecting your Employees

The terrorist attacks in 2001 reminded us all to pay close attention to employee safety.  We can’t know what form an attack or emergency will take, but we can take the steps that will increase the safety of our employees. 

The warehouse/distribution facility must protect its staff and all other employees and building occupants. It must avoid unwarranted, costly and disrupting evacuations. It must have a visible security screening operation in place that demonstrates to all employees that management is committed to their safety. It must boost employee morale and reduce stress by providing reassurance to all employees that their facility is a safe place to work. It must have a warehouse/distribution facility security program that is sufficiently effective to protect the agency against any litigation by unions or individuals, which suggests that the warehouse/distribution facility manager had not taken proper measures to keep its employees safe while at work. 

Personal protection

Personal protection equipment should be made available for all warehouse/distribution facility employees.  The Occupational Safety and Health Administration (OSHA) provides guidance on using protective gear and the Centers for Disease Control (CDC) provides guidance on selecting protective equipment to protect against bioterrorism to include gloves and masks.  Using this equipment improperly can cause problems, so properly train employee’s who are required to use it.  For example, removing gloves the wrong way can spread contamination, and masks can induce respiratory problems in some people.

For the most current information, refer to the OSHA website at http://www.osha-slc.gov and/or the Centers for Disease Control website at: http://www.bt.cdc.gov.
To ensure that employees have received the proper training and that training is kept current managers should establish a log that lists when each employee completes equipment training.

Respirators

The "immediately dangerous to life or health air concentration values (IDLHs)" used by the National Institute for Occupational Safety and Health (NIOSH) as respirator selection criteria were first developed in the mid-1970's. The Documentation for Immediately Dangerous to Life or Health Concentrations (IDLHs) is a compilation of the rationale and sources of information used by NIOSH during the original determination of 387 IDLHs and their subsequent review and revision in 1994.

Should everyone have one?  Probably not. As part of the respirator selection process for each draft technical standard, an IDLH was determined. The definition for an IDLH that was derived during the SCP was based on the definition stipulated in 30 CFR 11.3(t). The purpose for establishing this IDLH was to determine a concentration from which a worker could escape without injury or without irreversible health effects in the event of respiratory protection equipment failure (e.g., contaminant breakthrough in a cartridge respirator or stoppage of air flow in a supplied-air respirator) and a concentration above which only "highly reliable" respirators would be required. In determining IDLHs, the ability of a worker to escape without loss of life or irreversible health effects was considered along with severe eye or respiratory irritation and other deleterious effects (e.g., disorientation or in coordination) that could prevent escape. Although in most cases, egress from a particular worksite could occur in much less than 30 minutes, as a safety margin, IDLHs were based on the effects that might occur as a consequence of a 30-minute exposure. However, the 30-minute period was NOT meant to imply that workers should stay in the work environment any longer than necessary following the failure of respiratory protection equipment; in fact, EVERY EFFORT SHOULD BE MADE TO EXIT IMMEDIATELY!

To sum it up, as in a fire drill, people hear the alarm, and often do not heed the warning though they have been told to leave immediately when the alarm sounds.  Once the mask or respirator is put on, the person should leave the area as soon as feasibly possible.  Do not continue working or attempting to save property or gather personal items.  Respirators are tools to help you escape a situation, not prolong your attendance in a working environment.

To read further information or determine what your respirator standards and requirements are visit the OSHA website at:  http://www.osha-slc.gov/html/respirator.html.

The National Fire Protection Association (NFPA) offers a full range of training videos for quality fire, life, and workplace safety instruction to assist in reducing injury and death. For more information visit their website at: http://www.nfpa.org/ProfessionalDev/Videos/Videos.asp.

Helping Employees Cope with the Psychological Effects

More deeply than most of us realize or are willing to admit too, we have been profoundly affected by the attack on America and the specter of a prolonged war against terrorism.  We need to be there for one another and listen with our ears and our hearts.  For many reasons, this elevated need for good listeners will linger for a long time.

Feel and observe what is going on around you.  Listen to what is being said and to what is not being said.  Watch the attitudes, moods and body language of co-workers, friends and others with whom you interact.  Do you sense that unspoken fears are troubling a co-worker?  Does he/she seem unusually quiet, sad troubled or edgy?  Trust your instincts and intuitions.  Don’t hesitate to strike up a conversation.  When you really care and when you are willing to take time to be with another you may be surprised at how readily people will open up and share their feelings with you.  Create an atmosphere that welcomes sharing, while also being respectful of individuals who have little to say or prefer to remain silent.  

For more information on coping with terrorism, visit the following websites:

The American Psychological Association  -- Coping with Terrorism, Tips for helping you cope after a terrorist attack, and reassurance that it is okay to feel fear and uncertainty about the future http://www.helping.apa.org/daily/terrorism.html
The attitudes and feelings of employees are critical to the success of your warehouse/distribution facility during normal operations, and even more so in light of the recent terrorist attacks.  It is important to recognize that some of your employees will have concerns about their personal safety.  Managers need to be prepared to help employees carry out their jobs in these challenging times.

The U.S. Office of Personnel Management has prepared an excellent website with quick access to practical, timely resources: http://www.opm.gov/ehs/terrorism.htm. Topics there include:

· Coping with violence, disaster, and stress

· Hazardous duty pay

· Leave administration

· Responding to telephone threats

American Medical Association – Fear and anxiety are normal human reactions to a perceived threat or danger.  Uncertainty is manageable if people keep the threat of fear in perspective.  “Knowledge and information based on fact can help us manage our anxieties”, says Richard K. Harding, M.D., and APA President Read more at: http://www.psych.org/disaster/copingnationaltragedy-main92501.cfm
American Psychiatric Association – Psychosocial, Post Traumatic Stress Resources, as well as resources for helping children: http://www.psych.org/disaster/copingnationaltragedy-main92501.cfm
The Red Cross also has information available on how citizens can prepare for a terrorist attack at http://www.redcross.org/services/disaster/keepsafe/unexpected.html
Workplace violence

Employees who are being harassed, stalked or threatened inside or outside the workplace should inform their managers.  Building management, supervisors and security should take additional steps to protect these employees.  If there appears to be an immediate threat, notify the law enforcement resource that can most readily provide security in the situation.  This resource may be a local police officer, an Inspector, a Special Agent, or a Federal Protective Service Officer.  Everyone in the office should know who the responsible law enforcement resources are and how to contact them.  Establishing these contacts prior to a crisis can help in the event they are needed in an emergency. 

V.  Equipment

Equipment for screening incoming cargo can be categorized in multiple areas, and it is not the intention of these guidelines to give detailed information about screening or detection equipment.  We do however want to stress the importance of training your personnel to properly use the equipment that you purchase and understand that the equipment is only to act a deterrent, not as a protector.  The operator of the equipment needs to be alert and operate the equipment with the manufacturer’s recommended operating procedures.  Properly used, appropriate equipment and technology can make cargo screening faster and more reliable. 

The purchase of detection equipment does not constitute a safe warehouse or distribution facility.  Procedures must be developed for processing products through the detection equipment and training must be provided on how to properly use the equipment.  This may seem like an obvious statement, however it is a very abused principle.  The space on the loading dock is often too tight to allow for the appropriate screening stations; the availability of staff to operate and support the equipment operations is often a problem and the budget of funds to purchase multiple pieces of equipment is often out of the question.  The result of these circumstances is that the equipment that is purchased is operated using procedures and practices that are not dependable and reliability is sacrificed.  Train, train, train.

Along with the purchase of detection equipment is a maintenance and calibration schedule for the equipment.  The best equipment may be purchased, however it is of little value if it is not properly maintained and if the operators are not trained. Cutting back on scheduled maintenance or the proper calibration of the equipment is similar to leaving the doors open . 

VI.  Communication

Internal and External communications are an essential part of any warehouse operation, especially in the wake of an emergency.  Prior planning, training and rehearsal will ensure that everyone, including the building remain safe and secure through any given emergency situation.

Internal Communications

Good communications are part of any successful operation and are critical for security issues.  As warehouse/distribution facility manager, you have at least three audiences:

Management

Customers/Stakeholders

Warehouse/distribution facility personnel

Management

Schedule regular meetings with a representative from the senior management of your agency (Executive Secretariat, Administrator, etc.), regional office, or facility.  Review the steps you’ve taken to secure the facility, and address any outstanding issues.  Begin with more frequent meetings, perhaps monthly.  As events dictate, you may be able to change the frequency to quarterly or semi-annually.  However, do not let six months pass without a meeting.

Customers/Stakeholders

As a distribution/facility center manager, the aspects of your security plans that will affect customers and stakeholders directly and should be developed with cooperation and assistance from respective representatives.  Highlights of your plans should be communicated to all representatives and their input and procedures for security should also be considered.  These steps will assure customer and stakeholder cooperation and understanding in the event of an emergency.

The Continuity of Operations Plan should address the primary and alternate means of communication that will be used in an emergency. 

Warehouse Personnel

Warehouse/distribution facility personnel also should be thoroughly involved in developing and implementing your security plans.  Once they have been developed, the most important part of communicating those plans is training (which we discuss in the next section).  We also suggest that you set aside time in every meeting with warehouse/distribution facility personnel to discuss security.  Enhanced security procedures and vigilance must become a way of life for those involved.

As part of the security plan, the warehouse should establish a call tree for employees and managers.  The call tree list should include, as a minimum:

· Names

· Addresses

· Work phone numbers

· Home phone numbers

· Beeper numbers

· Cellular phone numbers
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Also, many agencies are providing their employees with portable cards to carry with them at all times, to include phone numbers and meeting places.  Examples are given below:
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External Communications during an emergency

The warehouse/distribution facility should develop a communications plan to be executed when responding to a threat.  This plan should cover how to acquire and distribute information.  Prepare a list of trusted resources to acquire timely and accurate information (e.g., GSA, Local Emergency Responders, CDC, etc.).  Organize a protocol for the approval and distribution of information on the status of the distribution operation.  For more information, also see the section on the Occupant Emergency Plan.  

Clear, consistent, and factual communications are critical in any emergency.  The morale and performance of everyone involved in an emergency could be very seriously affected by inconsistent, vague, and opinionated information.  Anyone in authority must be very careful to check their facts, to know who the designated official spokesperson is for every aspect of the emergency, and to coordinate any messages thoroughly.

During an extreme emergency, the infrastructure of a building can be impacted both inside and outside.  Building occupants come to expect that the infrastructure that serves them will be 100 percent reliable at all times.  Electrical outages or a disruption in water service can impair the operations of a building for days, weeks or months until they are restored.  In order to reduce the risks of disruptions, from natural occurrences and other occasional outages, other provisions that will minimize the risk of vulnerability to the facility should be considered.

For a more complete listing of standards to use when upgrading or assessing the vulnerability standards of your building, go to the http://www.oca.gsa.gov website.  Choose Standards, and then choose Additional Standards.  Here you will find the American Society of Civil Engineers Resource Center and a host of information for additional electrical, plumbing and fire codes, as well as other information for building codes.

VII.  Other Potential Vulnerabilities to Consider (Infrastructure)


Infrastructure failures can happen at any time and are usually manageable.  Most building managers make provision for these disruptions as part of a regular maintenance of periodic renovation.  However it may be necessary to perform special risk and vulnerability assessments for a building/warehouse/distribution facility to determine the extent to which the function or any particular service to the building can be compromised in an emergency.  Should this become necessary, detailed planning by the building manager and licensed professionals should be examined for these “what if” scenarios, to examine any potential problems or unusual events.

Electrical Safety 9 
A single electric distribution circuit serves most buildings from a utility substation.  Many substations have multiple feeds, and reliability of electric service can be disrupted by failure of this substation.  To avoid power disruptions, the electrical system could have power supplied from two different sources coming to a common point where the building manager can change the source if necessary.  Back-up generators, which are sometimes required by code, can also be installed onsite to operate critical functions as determined during design or renovation of a building.  Utility companies and the facility building manager should review the buildings susceptibility to damage that could be caused by natural disasters or other critical emergency incidents.  

Other safety practices to consider when dealing with electricity:

· Assume all wires on the ground are electrically charged. This includes cable TV feeds. 

· Look for and replace frayed or cracked extension and appliance cords, loose prongs, and plugs. 

· Exposed outlets and wiring could present a fire and life safety hazard. 

· Appliances that emit smoke or sparks should be repaired or replaced. 

· Have a licensed electrician check your building for damage. 
Generator Safety 9
· Follow the manufacturer's instructions and guidelines when using generators. 

· Use a generator or other fuel-powered machines outside the home. Carbon dioxide fumes are

      odorless and can quickly overwhelm you indoors. 

· Use the appropriate sized and type power cords to carry the electric load. Overloaded cords can

      overheat and cause fires. 

· Never run cords under rugs or carpets where heat might build up or damage to a cord may go

      unnoticed. 

· Never connect generators to another power source such as power lines. The reverse flow of

      electricity or 'backfeed' can electrocute an unsuspecting utility worker.

Chemical Safety 9

· Look for combustible liquids like gasoline, lighter fluid, and paint thinner that may have spilled. 

      Thoroughly clean the spill and place containers in a well-ventilated area. 

· Keep combustible liquids away from heat sources. 

Gas Safety 9

Natural gas systems serving building can be disrupted by pipeline breaks or explosions or by loss of pumping or compressor stations that move the gas.  Having alternate fuel supplies for some natural gas equipment such as propane or fuel oil can allow limited continued operations.

· Smell and listen for leaky gas connections. If you believe there is a gas leak, immediately

      leave the building and leave the door(s) open. 

· Never strike a match. Any size flame can spark an explosion. 

· Before turning the gas back on, have the gas system checked by a professional. 

Heating Safety 9

· Kerosene heaters may not be legal in your area and should only be used where approved by

       authorities. 

· Do not use the kitchen oven range to heat your home. In addition to being a fire hazard, it can be

       a source of toxic fumes. 

· Alternative heaters need their space. Keep anything combustible at least 3 feet away. 

· Make sure your alternative heaters have 'tip switches.' These 'tip switches' are designed to

      automatically turn off the heater in the event they tip over. 

· Only use the type of fuel recommended by the manufacturer and follow suggested guidelines. 

· Never refill a space heater while it is operating or still hot. 

· Refuel heaters only outdoors. 

· Make sure wood stoves are properly installed, and at least 3 feet away from combustible

      materials. Ensure they have the proper floor support and adequate ventilation. 

· Use a glass or metal screen in front of your fireplace to prevent sparks from igniting nearby

      carpets, furniture or other combustible items. 

Driver Accommodations

When truck driver’s vehicles are being unloaded or loaded, where are the drivers supposed to be?  Truck drivers have the right to go to the restroom or to telephone their dispatchers.  What facilities do the truck drivers use?  In most warehouses, the facilities are the same as those used by warehouse employees.  This can be disastrous.  The warehouse is responsible for the safety of the truck drivers while they are visiting the warehouse.  However the warehouse’s insurance does not always cover the truck drivers.  If a truck driver is injured while they are at the warehouse, the warehouse is liable for that injury without the support of insurance.  Provide a separate truckers’ lounge and confine drivers to that area when they are not servicing their vehicle. The trucker’s lounge should include private toilet facilities and a pay telephone for the truck drivers’ use.

Theft
There are two types of theft. The first is a mass theft where thieves either hijack a truck or break into a warehouse. The second is pilferage or disappearance. Pilferage may involve collusion between truck drivers and warehouse people who load "extra" products on the truck when shipping or receive less than the full quantity of material off an inbound shipment. There are two ways to defend against theft and pilferage. One is a combination of physical deterrents and systems that make it difficult to break security. The second defense is by confirming the honesty of employees.

Electronic systems for warehouse security when the building isn't occupied can cover a wide range of services. They may include window and door monitors, movement sensors, sonic alarms or even closed loop video cameras that can be played back later. Possibly even more important is external security with adequate lighting of exterior walls so thieves don't have the cover of darkness in your parking lots and dock areas. You may also consider a gate to prevent access to the rear of the building.

Management's lack of concern for security is a major factor in thefts by warehouse and delivery people. The number one failure can be pre-employment screening. Personal interviews, drug screening, reference checks and background reviews all have merit. The absolute minimum is a series of phone calls to verify employment dates and whether they would rehire this person. Expect some companies to only disclose the dates of employment and the job title in today's 'sue everybody' environment.

Management can also reduce the risks of employee theft by always driving around the back of the building when coming and going, checking the dumpster from time to time and walking through the warehouse at random times. Insist that your managers do the same. It takes so little time but shows employees that you are alert. 

Bottom line, hire the most honest people you can find yet maintain a healthy skepticism that they will always be honest. Maintain adequate controls and take time to walk the warehouse and check the facility outside regular hours.

VIII.  Training, Testing, and Rehearsal

The actions you take during a threat have an immediate impact on the safety of everyone in your warehouse/distribution facility.  The actions you take before a threat have a lasting impact on the safety of everyone in your agency.  Preparing your warehouse and your employees to handle a threat is an obligation you must meet every day.

Education and awareness are the essential ingredients to preparedness.  Employees need to remain aware of their surroundings and the materials they handle.  You must carefully design and vigorously monitor your security program to reduce the risk for all. 

Through training, you can develop a culture of security awareness in your operation.  Through rehearsal, you can ensure that critical lessons have been learned and retained.  A union representative or other employee representative will ensure employee confidence in their safety in developing and giving training.  Managers should consider security training and rehearsal a critical element of their job.

In addition to educating the employees who work for you, the employees who work for your agency and who are involved with your operations also need to be aware of your day-to-day operations and should also be involved in training.  Employee awareness of the measures you’ve taken leads to confidence in the safety of the materials that are delivered to your warehouse and packages that are delivered to their agencies.

The importance of testing the plan

One key to performance during an emergency is testing of the plan in advance.  Test contingency plans in a way that does not alarm employees but follows the steps to take if there is an an actual event.  The dress rehearsals reinforce the training and in the event of an emergency can more easily be followed. 

X-Ray training

Training is necessary to qualify someone to inspect letters and packages by x-ray.  You should ensure that all of your personnel and any contractors who staff the x-ray machine have sufficient training, and that they keep their training current.

Contents of a complete training program

· Basic security procedures

· How to recognize and report suspicious packages

· Inspecting letters and packages by x-ray

· Proper use of personal protective equipment (PPE)

· How to respond to a biological threat

· How to respond to a bomb threat

· Continuity of Operations Plan (COOP)

· Occupant Emergency Plan (OEP)
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IX.  Letters and Small Packages

This section is from the Federal Mail Center Security Guide and applies to letters and packages received in a Federal Warehouse or Distribution Center.  Employees who do not work in a mail center should still be aware of this information and it should be considered as part of an in-house training session for all employees.

Suspicious letters and packages

Because the mail center is a first line of defense for your agency, you should examine every piece of mail before you do anything else with it.  You should inspect it with an x-ray machine, and look for suspicious characteristics.  Figure 5 is a standard list of characteristics that you and your staff should be looking for.
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If you can stabilize an unopened suspicious letter or package, with some confidence that it presents little immediate threat, try to determine whether the addressee or sender can identify and explain the contents.  The following is quoted from GSA National Guidelines:
Whenever a mail center worker identifies an unopened package or letter as “suspicious”, a mail center supervisor or specially trained employee should examine the mail piece to confirm that it meets the criteria established for the location.  If confirmed, do not open it.  A supervisor or designated mail center worker who is trained to confirm the identification must be available during all working hours.

Next, determine if the mail piece is addressed to a person who actually works in the facility.  If so, and if the addressee can be located in a reasonable period of time, contact the addressee and ask him or her to identify the package.  If the addressee recognizes the package and is certain it is not threatening, deliver it.  If the addressee does not recognize the package, or if you cannot locate the addressee, attempt to contact the individual listed on the return address to verify the contents of the package.  If you successfully contact the sender of the package, ask them to provide a description of the contents, intended addressee, and the reason it was mailed to your location.  Provide this information to the addressee for further verification.  

If the addressee does not recognize the package, or if you cannot locate the addressee, do not open it.  The supervisor or designated mail center worker should call the previously designated first responder (that is, the organization you have identified as the right one for the specific threat in hand).  This first responder will be responsible for opening the package in a controlled environment and following the appropriate protocol for evaluation of the threat.  A “controlled environment” may be a glove box, hood with negative airflow and HEPA filters on the exhaust airflow, or a similar device.  When identifying the first responder who will open suspicious letters or packages, make sure they have such a device available.
Train employees  

Mail Center employees should be trained to recognize and report suspicious packages.  Characteristics of a suspicious package or letter vary, depending upon the types of mail that your operation routinely processes.  That is, what is suspicious in one mail center is not necessarily suspicious in another.  However, anything from the following list that is unusual, in terms or your normal mail, or multiple items from this list, should draw the attention of your employees.

Post examples
Copies of a “suspicious letter” poster should be displayed in every warehouse, distribution facility or mail center.  These posters are available from the Federal Bureau of Investigation (FBI) and the USPS.  We have worked with the FBI, USPIS, and other authorities to develop the standard list shown in Figure 5.  Phone numbers of who to call should be filled in.

Rehearse scenarios and test contingency plans with employees to ensure that, in the event of emergency, they will know how to respond.  Do this in a way that does not alarm employees.  These rehearsals will help ensure that the lines of communication function as planned and that everyone knows their role.  Hold post-test meetings to address problems, and resolve them before the next test.  
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X.  Occupant Emergency Program

The Occupant Emergency Program establishes a process for safeguarding lives and property in and around the facility during emergencies.  The first component of an Occupant Emergency Program is development of a plan, which is the Occupant Emergency Plan (OEP), to protect life and property under certain specified emergency conditions.  The second component is the formation of an Occupant Emergency Organization.

Occupant Emergency Plan (OEP)

The OEP is a set of procedures to protect life and property under defined emergency conditions.  The Warehouse/Distribution Facility Center Manager should be actively involved in the Occupant Emergency Program and in development of the OEP.  
An occupant emergency is an event that may require you to be evacuated from your occupied space or relocated to a safer area.  The emergency may include a fire, explosion, discovery of an explosive device, severe weather, earthquakes, chemical or biological exposure or threat, hostage takeover, or physical threat to building occupants or visitors.  In the event of an emergency, the warehouse/facility distribution center manager must protect the people who work there and ensure their exit from the situation to a safe place.

Chapter 101 of the Federal Property Management Regulations (FPMR), Subchapter D, Part 101-20, spells out details of an Occupant Emergency Program.  The FPMR defines an OEP as …”a short-term emergency response program that established procedures for safeguarding lives and property during emergencies in particular facilities.”

Occupant Emergency Organization

The Occupant Emergency Organization is a group of employees from the agency who carry out the emergency program.  It is comprised of a designated official and other employees designated to undertake certain responsibilities and perform the specific tasks outlined in their OEP.

Designated Official

The designated official establishes, develops, applies and maintains the OEP.  The designated official is the highest-ranking official in a federal facility or may be another person agreed on by all tenant agencies.  In the absence of a designated official, an alternate may be selected to carry out responsibilities.    

XI. Planning for Emergency Situations

Evacuation Plans

Be sure to specify where the warehouse/distribution facility center’s employees should gather immediately after an evacuation, so that the supervisor on duty can take a head count.  In some circumstances employees may be instructed to shelter-in-place.  Depending on the circumstances and nature of the emergency, the first important decision is whether to stay put or get away.  It is critical to understand and plan for either option.  In some circumstances, staying put and creating a barrier between yourself and potentially contaminated air outside, a process known as shelter-in-place, is a matter of survival.  Make sure employees know how to listen for instructions on where to go and when to evacuate.  They must know the exact route that authorities specify.  It is important to follow instructions and do not take any shortcuts as lives are dependent on following instructions.  

Whom to Contact in the Event of an Emergency

All personnel should know whom to contact in case of emergency.  A list of all emergency phone numbers should be available to everyone and updated as assignments change.  The list should be published with the OEP for the facility.  This list should be included in the fly-away-kit.

Building/Occupant Information

The OEP should contain specific information about the building’s construction and its occupants in narrative form or on a Building Information Sheet and Occupant Information Sheet.  Floor plans should be included, with evacuation plans clearly marked.

The “Command Center” 

Emergency operations are directed from a command center.  The command center should be centrally located and easily accessible for effective communication and control.  The command center should have good communications capability, including at least two telephones and, if possible, portable radios and pagers.

More information on OEP's is available on the Internet at http://www.gsa.gov and in the search tool type in OEP or go to the url at: http://www.gsa.gov/Portal/gsa/ep/contentView.do?contentId=13413&contentType=GSA_BASIC
For more information contact your local Federal Protective Service (FPS) Physical Security Specialist or Law Enforcement Security Officer (LESO) can provide further assistance or go to http://www.dhs.gov/dhspublic/ and type in Law Enforcement in the search tool.

Shelter in Place

Some kinds of chemical accidents or attacks may make going outdoors dangerous.  Leaving the area might take too long or put you in harm’s way.  In such a case it may be safer for you to stay indoors than to go outside.

“Shelter in place” means to make a shelter out of the place you are in.  It is a way for you to make the building as safe as possible to protect yourself until help arrives. You should not try to shelter in a vehicle unless you have no other choice.  Vehicles are not airtight enough to give you adequate protection from chemicals.

For more information on sheltering in place point your browser to http://www.bt.cdc.gov/planning/shelteringfacts.asp.
XII.  Continuity of Operations Planning (COOP)

The Continuity of Operations Plan (COOP) is intended to ensure continuance of essential Federal functions across a wide range of potential emergencies.  Essential functions are those that enable federal agencies to provide vital services, exercise civil authority, maintain the safety and well being of the general populace, and sustain the industrial/economic base in an emergency.  The COOP deals with maintaining essential work once the safety of your personnel has been assured.

The warehouse/facility manager should be thoroughly involved in the COOP process in any case.  The actual steps that are included in the COOP plan, to keep incoming and outgoing goods and services flowing in the event of an emergency, depend on the degree to which the property is essential to agency operations.

Key Elements of a COOP?

· Outline essential functions.
· Plan decision process for implementation.

· Establish a roster of authorized personnel. 

· Provide advisories, alerts and COOP activation, and associate instructions.

· Provide an easy reference guide for emergency response.

· Establish accountability. 

· Provide for attaining operational capability within 12 hours.

· Establish procedures to acquire additional resources.

Responsibilities of the Warehouse/Distribution Facility Manager in a COOP?

The following are key suggested questions that the COOP should address for warehouse operations:

· Should you plan an alternate facility for incoming and/or outgoing property?

· How quickly should the alternate facility be ready to operate?

· How much of the original operation will be reconstituted in the alternate facility?

Objectives of a COOP for a Warehouse/Distribution facility?

· Ensure the safety of associates during an emergency.

· Ensure the continuous performance of essential functions/operations during an emergency. 

· Reduce or mitigate disruptions to operations.  

· Protect essential facilities, equipment, records, and other assets.  

· Reduce loss of life and minimize damage and losses.

· Facilitate decision-making during an emergency.

· Achieve orderly recovery from emergency situations across wide range of potential emergencies

      or threats, including acts of nature, accidents, technological, and attack-related emergencies.

· Mitigate risks. 

COOP Background Documents

COOP is a good business practice, and part of the fundamental mission of agencies as responsible and reliable public institutions.  Since 1988, a number of documents have built the foundation for COOP in federal agencies:

Executive Order 12656 assigned responsibility for national security emergency preparedness to federal departments and agencies. 

Presidential Decision Directives 39, 62, and 63 addressed counter-terrorism, terrorism, and critical infrastructure.

Presidential Decision Directive 67 specifically addressed COOP in 1998.

These documents are available for download at: http://www.fema.gov/library. 

XIII.  Emergency Response “Fly-away kits” 

To be prepared for various types of breaches of security or different types of emergencies, each Warehouse/Distribution Facility Center should have a “fly-away kit.”  At a minimum, this should consist of COOP checklists (see Section XI above, key contact lists, diskettes or CDs with critical files, any specialized tools that are routinely used, maps to alternate sites, records, and any other information and equipment related to an emergency operation, such as how to obtain critical supplies, etc.  A “fly-away kit” should contain those items considered essential to supporting contingency operations at an alternate site.  You should designate a key official and one or more alternates to pick up the kit in an emergency.  You should also keep a duplicate fly-away kit at your backup facility.
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XIV.  Review of the Security Plan

Initial Review

An excellent method of ensuring that your plan is complete is to have it reviewed by external sources.  Examples include consultants, the Federal Protective Service, agency security service, and a peer review.

As a minimum, the plan review should provide a written report that covers:

· Location(s) surveyed

· A critique of the formal plan

· Training audit

· Analysis to determine if employees are following established procedures

· Background of the organization conducting the review

Annual Review

Twice a year or if there are any changes, you should review all aspects of your security plan.  Pull them out, read through them, and consider carefully whether any aspect should be updated.  Circumstances change, and the information on protecting your warehouse/distribution facility center and your agency continue to evolve as we travel together in this new world of homeland security.  Re-evaluate your last rehearsal to determine any training needs that might have emerged as a result.  Train your personnel and rehearse your plan.    
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XV.  Contractors

Many agencies use contractors to process their property at warehouse/distribution facility centers.  It is important to remember that facility security remains the responsibility of the agency, even when a contractor takes over part of the process.  Contracts should specify security procedures that the contractor and contract personnel must follow.

Consider addressing the following as part of the process of contracting for services:

Process – The vendor should provide copies of all written procedures on how operations are handled.

Timeliness standards – These will reduce opportunities for mishandling.

Security – The contract should specify the steps the vendor will take to provide the best possible security, including hiring practices and employee screening checks.

Technology – Evaluate the technology that the vendor will deploy to process your property.  Request presentations on electronic manifests for inbound goods, etc.

Performance-based service – Develop a performance-based service contract that focuses on three critical elements:

A performance work statement – The performance work statement defines the Government’s requirements in terms of the objective and measurable outputs.  It should provide the vendor with answers to five basic questions: what, when, where, how many, and how well.  It is important to answer these questions well, to allow the vendor the opportunity to accurately assess resources required and risks involved.

A quality assurance plan – The quality assurance plan gives the Government flexibility in measuring performance and serves as a tool to assure consistent and uniform assessment of the contractor’s performance.  A good quality assurance plan should include a surveillance schedule and clearly state the surveillance methods to be used in monitoring contractor performance.

Appropriate incentives – Incentives should be used when they will encourage better quality performance and may be either positive or negative or a combination of both.  They do not need to be present in every performance-based contract.  Positive incentives are actions to take if work exceeds the standards.  Standards should be challenging, yet reasonable attainable.  Negative incentives are actions to take if work does not meet the standards.

Conduct periodic reviews separate from the acquisition process.  Also, tour the warehouse to see that personnel are following procedures.  Confirm that employees are processing all shipments in a timely manner and that all other performance standards are being met.

More information on Performance – Based Contracting can be found at: http://www.gsa.gov and type ARNET, using the search tool.  This will ensure you the latest information.

XVI.  Conclusion

Each building has a unique set of functions and characteristics. Each of these, functions has a set of "acceptable" performance criteria, including "acceptable vulnerability," should be defined by the building manager, security manager or, accountable person (empowered by agency management), and the occupants, with which to evaluate the health, safety, security, and economic performance of the facility.

What do you expect from a security plan?  You must first understand the need and reasoning behind why these guidelines, policies and procedures are in place. They are not to hinder anyone from doing their job, or to cause people to be mistrusted.  The guidelines are strictly preventative and are suggested to ensure that the employees in your facilities enjoy the quiet and safe environment that a work place should harbor for them to do their job effectively and efficiently.

Storage and distribution site managers have an obligation to ensure that anyone who gains access to their building, or to particular areas within their facility, does so for a legitimate reason.

Appendix A   Resources for Keeping Your Warehouse Safe  

Enhancing Security of Hazardous Materials Shipments Against Terrorism or Sabotage Using RSPA’s Risk Management Self-Evaluation Framework – http://hazmat.dot.gov/rmsef_security_template.pd f

Homeland Security Advisory System - http://www.dhs.gov/dhspublic/display?theme=29
Federal Protective Service, 202-501-0907

Individual agency security service (e.g., Diplomatic Security Service)

Appropriate host authority (e.g., Building Security, Base Security)

Department of Homeland Security - Explanation of the Homeland Security Advisory System, http://www.dhs.gov/dhspublic/display?theme=29
Vulnerability Assessment of Federal Facilities, US Department of Justice, June 28, 1995

http://www.oca.gsa.gov
Workplace Risk Pyramid, OSHA (www.osha.gov/bioterrorism/anthrax/matrix)

Federal Bureau of Investigation,  (The lead federal agency for crisis management) 

http://www.fbi.gov
Hazmat Transportation Security Awareness can be consolidated into five categories: regulatory development, enforcement, training and information dissemination, domestic and international standards, and inter-agency cooperative activities. All functions of this office are subject to the executive direction of the RSPA Administrator, who is advised (by this office) on all hazardous materials transportation safety issues. Training - http://hazmat.dot.gov.

Hazmat Transportation Security Awareness Training  - http://diy.dot.gov/hazmat
Federal Emergency Management Agency (FEMA) (The lead federal agency for consequence management) http://www.fema.gov  

Federal Emergency Management Agency Library, Preparation & Prevention, Terrorism Prevention.  

Appendix B     Glossary:

For more personal property terms and definitions visit the Knownet web site at: http://www.knownet.hhs.gov/log/propmanDR/PPMGloss/glossary.htm
Risk management - the process by which it is determined what protective measures are justified. Protective action -- planning and strategies for sheltering, evacuation, and operation of HVAC systems to minimize the effects of an attack.

For a more comprehensive list of terms and definitions, go to the DOT web site at:

http://hazmat.dot.gov/risk_def.htm
Hazard -  the inherent characteristic of a material, condition, or activity that has the potential to cause harm to people, property, or the environment.

IDLH - immediately dangerous to life or health concentration value

NIOSH - National Institute for Occupational Safety and Health (CDC, DHHS)

OSHA - Occupational Safety and Health Administration (DOL)

Warehouse - facilities that process incoming/outgoing property, 

Facilities  - When used in other than a facilities contract, means property used for production, maintenance, research, development, or testing. It includes plant equipment and real property (see FAR Part 45.101). It does not include material, special test equipment, special tooling, or Agency-peculiar property.

Plant Equipment - Personal property of a capital nature (including equipment, machine tools, test equipment, furniture, vehicles, and accessory and auxiliary items) for use in manufacturing supplies, in performing services, or for any administrative or general plant purpose. It does not include special tooling or special test equipment. (See FAR 45.1)

Risk management - is the systematic application of policies, practices, and resources to the assessment and control of risk affecting human health and safety and the environment. Hazard, risk, and cost/benefit analysis are used to support development of risk reduction options, program objectives, and prioritization of issues and resources. 

Real Property - defined as any interest in land, together with improvements, structures and fixtures, and improvements of any kind. It includes utility distribution systems but does not include foundations and other work necessary for installing special tooling, special test equipment or plant equipment. In other words, the term "real" should be associated with realty, land, or something attached to the land.

Appendix C     FBI Suspicious Package Identifier Poster
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Appendix D:  Safety and Security Checklist

This checklist was first developed in 2002 to assist federal agencies develop and determine the requirements for their security plans in the area of Mail Management Operations.  Revised to meet the needs of warehouse/facility managers, this tool is provided to assist with the preparation of their security plans and is intended to be used only as a guide to assist agencies in determining the security requirements for their buildings.

I.  Outside Security 

YES
NO
N/A





Are the perimeters of the property and the building boundaries clearly defined 

and documented, such as on a blueprint or some other type of available

document?


The perimeter of the property should include all buildings, parking areas

and ancillary storage areas, dock areas and any other structures.  




Is an updated building layout schematic available at strategic locations and are

secured areas on the property identified?

An on-site contact person who is familiar with the layout of the facility and surrounding area should be put in charge to coordinate with emergency personnel.




How many points of access are there to the facility?

For each access point security or an alarmed system should be in place.  Some facilities monitor access points with cameras.  Adequate lighting is also important.




Does each access point have controlled procedures for entering and exiting?

Entrance and exiting registration is a good way to control who is at your facility.  This is also a way to ensure that drivers are not lingering after deliveries are unloaded and that early deliveries do not show up at the loading dock unexpectedly.




Are specific designated entry points for emergency personnel identified?  

Though they may have limited access, they should be accessible for fire, life or safety vehicles in the case of an emergency.  An on-site contact person who is familiar with the facility should be available to give designate entry points in the case of an emergency.  For further explanation see Section X of Federal Warehouse Guidelines.




Is access limited to every entry point against intrusion for the above outside

boundaries?

The perimeter of the property should be monitored for signs of suspicious activity or unauthorized entry, fenced, gated or locked as required.







Are daily inspections conducted to ensure that all entry points that are not used

routinely are secured and not tampered with?

Security of all access points should be considered by all access methods such as guards, alarms, cameras or other security hardware, consistent with national and local fire and safety codes.




Are storage areas for hazardous materials, fuels and potable water protected

from and monitored for unauthorized access?

Controlled areas should be locked at all times when not in use. 




Is outside lighting sufficient to allow detection of unusual activities or is motion

sensitive lighting used to illuminate areas that are not in a high traffic area?

Using motion sensors that automatically turn on temporary lighting is an inexpensive way to ensure that an area is secure, however these systems should be checked routinely.




Are incoming and outgoing vehicles within the property (both private and

commercial) inspected for unusual cargo or activity? 

Parking passes can be issued to employees as well as picture ID’s.  Drivers who are making deliveries should be cleared for access through the main office, and also provide a picture ID.  The manifest should state the purpose and/or contents of the delivery.  If an agency feels it is necessary, x-raying and inspections at alternate locations can be used.  Read section IV of the Federal Warehouse Safety Guidelines.



 
Are parking areas for employees, visitors or guest clearly marked and situated a 

safe distance from buildings or loading docks on the property?

Vehicles of authorized visitors, guests and employees should be clearly identified e.g. decals, placards, etc.  Also, keep a log and updated list of personnel with open access to the area should be kept at the main office.

II.  Building Security 

YES
NO
N/A




Are doors, windows, roof openings, vent openings and loading dock doors

secured to prevent unauthorized entry?




All doors, windows, etc should be secured (e.g. locks, seals, or sensors) at

all times, consistent with fire and life safety requirements.




Are the mail delivery and receiving area separate from the primary facility

entranceway?

If this is not practical or cost effective, proper ventilation should be

dedicated and should be designed and constructed to provide fire, smoke

and particulate separating from other spaces.  




Are all persons having access to the facility provided with methods of positive

identification for the areas they have access to?

Employees should wear identification badges at all times.  Visitors should be signed in and signed out of the facility at a security or reception area and should have limited access into buildings.  They should be escorted whenever possible by a facility employee.




Are all visitors screened and escorted while in the facility?

Visitors, guests and other non-building employees (contractors, salespeople, truck drivers, etc.)  should be restricted to common areas unless accompanied by an authorized facility employee.



Are restricted areas inside the building clearly marked and secured?

Access to central controls for airflow, water systems, electricity, communications, gas and security should be restricted and controlled.



Is access to these areas controlled via key or more advanced access

technologies, e.g. voice recognition or identification code access?

When employees are promoted, change jobs or otherwise disengage from employment, it is a good practice to change access codes or pin numbers.




Are emergency alert systems fully operational and tested?  

Employees need to be reminded during each test to practice safety and treat each test as a real emergency.  Ignoring a safety alarm should never be tolerated.




Are the type and location of fire extinguishers clearly marked, and located in

accessible areas?

The type and location of fire extinguisher in the workplace is determined by the fire risk. Water extinguishers with a high level racking need a  traditional extinguisher with a long throw jet nozzle.  CO2 fire extinguishers are used to fight fires involving electrical equipment.  It is recommended to have fire extinguisher located on exit routes to give operators the opportunity to escape or ring the fire alarm before fire fighters arrive on the scene. (http://www.usfa.fema.gov/public/factsheets/tornado.shtm).



Are emergency exits clearly marked and alarmed?




Emergency exits should also have self-locking doors that can be opened 

only from the inside.

III.  Inbound Materials 

YES
NO
N/A




Are all deliveries verified against a roster of scheduled deliveries, purchase

orders, etc?  

Advance notification via e-mail, fax or phone should be required from suppliers for all incoming deliveries.  Notification of delivery should include pertinent details about the contents of the shipment, including the name of the shipper and when possible the name of the driver.






Is there a system in place for accountable letters and packages (i.e. certified

mail, UPS, FedEx. etc.)?  
Verify all deliveries and accept only complete shipments. Ensure that loading docks are secured to avoid unverified or unauthorized deliveries.  Some agencies are x-raying all packages before accepting delivery into their facility.




Are procedures in place for off-hour deliveries to ensure prior notice of delivery




and the required presence of an authorized person to verify and receive the

shipment?

If an unscheduled delivery is attempted, hold it outside of the secured perimeter pending recipient verification of shipper and cargo.




Is the integrity of all incoming shipments examined at the receiving dock for

evidence of tampering?  

If incoming shipments are sealed with tamper-proof, numbered seals, match them to the number shown on the shipping documents.  Verify them prior to entry into the building if warranted by the level of risk.  




Do delivery personnel have limited access to the warehouse and are received at

a controlled area outside the warehouse when possible?

Do not be assume that the interior of the facility is safe from a possible threat.  Building employees, legitimate clients or contractors present in the workplace can be perpetrators.  Prove security measures inside the building to prevent disorder or introduction of security breach.

IV.  HAZMAT Transportation and Handling

YES
NO
N/A




Is controlled access maintained for all sensitive or hazardous products and are

special policies in place for delivery of these items?

Accept special or hazardous materials in an isolated area where you can inspect them and maintain an access log to prevent disruption of normal working conditions or introduce hazardous materials into the work area.




Are vehicles with hazardous materials secured?

Different types of hazardous materials may require different types of security protocols.




Are untrained personnel restricted from the hazardous materials area?

Train personnel required to handle hazardous materials in the use of proper handling.  Also know what type of protective clothing they should wear.  In some cases, it may be necessary to provide training in the proper use of special or clothing garments, i.e. proper gloves.




Are unauthorized personnel restricted from this area?

Hazardous materials should be secured using alarms and other security systems.  Only persons who are trained and authorized to enter the secure areas where hazardous materials are stored should have keys, combinations, etc.




Are drivers/operators trained to meet all federal requirements for handling and

transporting hazardous materials?

Maintain updated records to ensure that all persons who handle hazardous material are aware of the correct procedures.




Do you maintain an inventory of your hazardous material?

Use a checklist for packaging and transferring hazardous materials to ensure that procedures are followed.




How often is the inventory audited?

Check the inventory routinely to ensure that your procedures for tracking hazardous material are accurate and up to date.




What is the procedure for reporting missing material from the inventory?




Proper label hazardous material to make inventory easier to identify.

V.  Security Training  

YES
NO
N/A




Have you developed basic security procedures and has training been provided?




Document and review training for all personnel at least annually.




Have you trained employees on how to recognize and handle suspicious

packages/letters?  

See section IX of Securing Warehouses and Distribution Facilities.




Are procedures posted on how to recognize suspicious packages/letters and 

staff trained?




Are employees trained on the proper use of personal protection equipment, and

is it being used?




Are employees trained on the Occupant Emergency Plan and is the plan

regularly tested?




See section X of Securing Warehouses and Distribution Facilities.




Do Warehouse/Facility Distribution Managers regularly provide training through

seminars, conference calls, and/or web based training?

Suggested Sources for web based training: http://www.knownet.hhs.gov/log/propmanDR/ or http://www.knownet.hhs.gov/log/matmanDR/



Are Warehouse/Distribution Managers and Mail Managers aware of training

available through other sources such as the General Services Administration and the U. S. Postal Service?

See Appendix A  “Resources for Keeping Your Warehouse Safe” of Securing Warehouses and Distribution Facilities.




Have warehouse employees rehearsed various evacuation plans and/or

scenarios.




See Section XI of Securing Warehouses and Distribution Facilities.

VI.  Carrier and Driver Safety

YES     NO     N/A




Do your operators/drivers carry the proper identification?

Matching the carriers’ identification to the shipping documents is one way to check for peculiar behavior.  




What procedures do you have in place to verify your operator/driver is authorized

to operate equipment and that license/permits are current?

Ask the carrier to check his safety credentials.




Are security spot checks of personnel and vehicles conducted routinely?




Personnel should be trained in how to deal with aberrant behavior.




How is the equipment checked for safety?

Ensure that all handlers are trained in recognition of “How to identify a Suspicious Package.




What monitoring and tracking devices do you have for your equipment?




Ensure that inventory and maintenance records are updated.




Do you check the delivery truck’s cargo before it reaches the loading dock?

Some agencies verify the content in the vehicles at an off site location and put a special seal on the door.  If the seal is broken when it arrives at the final destination for delivery, the shipment would be refused, until the vehicle is re-checked and re-sealed.




Is the delivery schedule followed?

In the event of a delayed delivery or an unscheduled delivery, you should always contact the truck company or commercial vehicle’s agency or company?




Do you attempt to engage in conversation with the occupants of the delivery

vehicle?

Engaging or acknowledging the driver or occupant of a delivery vehicle, can eveal suspicious behavior.

VII.  Communication

YES     NO        N/A




The Warehouse/Distribution Facility Center Manager keeps in contact with

warehouse personnel through regularly scheduled meetings.



Regular meetings are held with appropriate agency personnel concerning

warehouse/distribution facility safety and all agency personnel are advised of 

outcomes/new procedures.




Warehouse/distribution facility center management is involved in developing and

implementing security plans.




A call tree has been established and is continually updated for the

warehouse/distribution facility center managers and employees that include:  Names, addresses, work phone numbers, home phone numbers, pager numbers, and cellular phone numbers.

A communications plan should be developed for use during an emergency

YES
NO
N/A 




Communicate all available information in a timely manner.




Assure everyone is sending the same message.




Confirm all facts with competent authorities.




Designated officials also have designated backups.




Local union officials are involved.




Messages are crafted so that all personnel can easily understand the

information.




Every effort is made to communicate the existing level of risk, and what actions 

are being taken.
VIII.  Security Assessment

YES
NO
N/A




Identify an alternative site for processing incoming shipments in the

event of  the warehouse/distribution facility or building closure.




Perform annual inspections of the warehouse/distribution facility with building

operations and security personnel focusing on potential vulnerabilities.




Develop a written contingency plan for continuing receiving operations in the

event that the warehouse/distribution facility or building is closed.




Conduct regular safety drills for warehouse/distribution facility center staff.




Develop a written emergency evacuation plan and train employees on the

applicable protocols.




Take precautions to ensure the safety and well being of warehouse/distribution

center staff.




Provide safety/security training for warehouse/distribution facility staff on a




regular basis.




Warehouse/distribution facility managers should participate regularly in building

security
 committees.




Develop written procedures and ensure they are in place to handle suspicious

packages.




Ensure that only authorized individuals have access to the warehouse/

distribution facility center.




Be certain that mechanisms are in place to ensure against theft, misuse or

destruction of equipment within the warehouse/distribution facility center.

IX.  Employee Safety

YES
NO 
N/A




Is personal protection equipment available for all warehouse/distribution facility

center personnel and employees and have they been trained on the proper use

of equipment and safety gear.

Training should annotated and tracked when each employee has completed training. 



Information is posted in the facility listing whom to call in the event of

emergency such as fire, theft, suspicious packages, etc.

Telephone numbers should be checked periodically for accuracy.




Instruct staff  to wash hands frequently, especially before eating.

You can never be too cautious, nor can you be certain where the last package has been, or how much residue a package or letter can pick up from other articles being shipped.




Instruct employees to make supervisors aware of unknown persons in the 




warehouse/distribution center.

Never leave visitors unaccompanied in the warehouse or distribution facility.




Establish evacuation procedures and routinely train employees in the event of 

a potential threat. 

Practice, train and rehearse!




Provide a separate and secure area for personal items (e.g. coats, and purses).




This can be a deterrent against theft.

X.  Loss Prevention and Cost Avoidance

YES
NO 
N/A




Are employee background checks conducted, including contract employees?

Employee background checks should be reviewed routinely or periodically and updated. (Each agency may have their own procedures in place and agency protocol should be followed first, as well as any OPM guidelines.) 

Other areas to be checked include gaps in employment, frequent job changes, citizenship, present and prior residence information, personal references, criminal history, military history and for non-US citizens, verify that all immigration papers are on file and properly documented.




Ensure regular inventory counts are logged properly.

Follow the same procedures when a small amount of inventory is missing, as you would if a large amount of inventory is missing.




Perform regular audits for inventory.




Report any suspicious information to your agency’s security specialist.




Bills from carriers should be reviewed regularly to guard against unauthorized

use and to ensure that appropriate refunds are collected.

The shipper should be notified if items are missing or damaged.




Allow only authorized employees to accept shipments.

Provide drivers with a delivery point-of-contact and contact information.




Review and ensure that the designed physical layout of your

warehouse/distribution facility serves as a tool in helping to prevent loss.

Ensure that procedures are in place to inspect packages and shipping

documents.

XI.  Occupant Emergency Plan (OEP)

YES
NO 
N/A




Are procedures established for handling serious illness, injury, or mechanical

          


entrapment?




Have all occupants been told how to get first aid/CPR fast?



 
Are floor plans and occupant information readily available for use by police, fire, 

bomb search squads, and other emergency personnel?



 
Do occupants know what to do if an emergency is announced?



 
Are evacuation procedures established and are employees familiar with  

             

the procedures? 




Have special procedures been established for evacuation of the handicapped?




Have drills and training been adequate to ensure a workable emergency plan?




Are emergency telephone numbers displayed and/or published where they are

readily available?




Are they reviewed and updated frequently?




Did an advisory committee of appropriate officials (Building Manager, Federal

Protective Service, Security Force or Security Protection Official, etc.) assist in

developing the plan for your warehouse/distribution facility?

XII. Continuity of Operations Planning (COOP)  

YES
NO 
N/A




Has an alternate facility been located and are plans in place to accept incoming




and send outgoing shipments? 




Are employees aware of a line of succession and delegation of authorities in 




the event of an emergency?




Have provisions been made for personnel accountability throughout the duration 




of an emergency?




Is a plan established for reliable processes and procedures to acquire resources

necessary to continue essential functions and sustain operations for up to 30

days?



 
Have documents been identified and prioritized as critical, important or routine?




Have standards been developed and procedures identified that enable your

organization to process all critical documents during an emergency?  




Has a plan been developed to work with the USPS and all other carriers as to

what to do with the mail and other shipments or deliveries to alternate locations?




Has your facility created a “fly-away kit” for the center and then designate a key 

official and one or more alternates to pick up the kit in an emergency?  
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Safety Depends on Being Informed and Aware








      1.	Obtain a working knowledge of the warehouse/facility.


Obtain floor plans.  Be sure to outline evacuation plans and ensure they are posted 


      near exits.


b.   Obtain ground plans if possible (include evacuation routes).


Review details of any prior incidents and or security breaches this distribution center/facility has encountered.


             a.   Consider any recent attacks, which have occurred in the geographical vicinity. 


 Learn the crime rates in the surrounding area as an indicator to determine how threatened your facility could be.


Be aware of historical data concerning frequency of acts of nature concerning natural disasters


i.e. tornadoes, hurricanes, flooding, fire, earthquakes, etc.


What is the relative likelihood of occurrence for each of these threats?


How vulnerable is the warehouse/facility to each of these threats?


Review types of equipment in the facility and use these as indicators of potential accidents.


What should be done to protect the warehouse, employees, other agency personnel, and the 


      agency’s missions?


How much security is enough and what assumption should be made?


Figure 2





The Best Security Plan is the One That is Never Needed





Risk = Consequence x Threat x Vulnerability





Critical Elements of a Warehouse/Distribution Facility Security Plan





Risk Assessment


Operating Procedures


Training, Testing, and Rehearsal Plan


Managing Threats


Communications Plan


Occupant Emergency Plan (OEP)


Continuity of Operations Plan (COOP)


Annual Reviews


Figure 1  





Possible credible threats to the warehouse/distribution facility








Components of a Risk Assessment with Definitions of Terms





Asset and mission identification:  Identification of the agency assets and missions that might be damaged by threats that could come through the warehouse or distribution facility.





Threat Assessment:  Identification of potential threats to a warehouse or distribution facility, including natural events, criminal acts, accidents, and acts of terrorism, plus evaluation of the likelihood of each. More information is available at: � HYPERLINK "http://www.oca.gsa.gov" ��http://www.oca.gsa.gov�, choose References and then choose � HYPERLINK "javascript:SmallWindow('	http://216.83.232.122/files/gsa/RiskAssessmentMethodology.pdf')" �Risk Assessment Methodology� 





Vulnerability Assessment:  “Susceptibility to physical injury or attack”. 8  Analysis of the extent to which the warehouse/distribution facility is vulnerable to each of the potential threats identified in the threat assessment.





Impact Assessment:  Determination of the impact on the warehouse/distribution facility, and/or the agency if a specific asset were damaged or destroyed, or if a specific mission were impaired or temporarily halted.





Risk Analysis:  Quantification, based on the impact, threat and vulnerability assessments, of the likelihood and extent of possible damage from each identified threat to the warehouse/distribution facility, other agency assets, and agency missions.  This may help you to identify your “Risk Rating Interpretation” when you complete your Risk Management Process as listed in this guide.





Risk Assessment:  The entire process, consisting of asset and mission identification, threat assessment, vulnerability assessment, impact assessment, and risk analysis.  Risk assessment helps answer the questions in Figure 4.





Figure 3





This step requires the security analyst to look at each asset from the outside inward, as each of the potential adversaries might look at it.  Specifically, the analyst should begin by studying each asset and asking questions such as: 





“If I wanted to physically harm this facility, I would . . .?” or


“If I wanted to attack a specific person?” or 


“If a major hurricane struck?”  etc., down the list of adversaries and undesirable events.





Figure 4





Step One:  Asset and mission identification – What are you trying to protect?














Step Five:  Risk Analysis – What does it all add up to?


































































































































































































































































































































































































Test of update the “Call Tree” regularly.





Jane Doe  -  202.555.1212


e-mail:Jane.doe@myagency 


Jane Doe Cell - 202.444.4444


Jane Doe Home - 202.444-8888





David Doer  -  202.555.4444


e-mail: � HYPERLINK "mailto:david.doer@myagency" ��david.doer@myagency�


David Doer Cell  -  202.555.5555


David Doer Home - 202.333.1111        








Meeting Places – 


In Warehouse Room B-1111





Outside Office:  17th & F Streets


�





Step Two:  Threat Assessment – What bad things could happen?














Step 3:  Vulnerability Assessment





To be effective, any training must be ongoing.  This is especially true with security issues.  Schedule brief update sessions with your employees on a regular basis.  Maintain a log of all warehouse/distribution center employees and training attended, including the date completed.





Characteristics of suspicious packages or letters





Excessive postage, no postage, or non-canceled postage 


No return address or obvious fictitious return address 


Packages that are unexpected or from someone unfamiliar to you


Improper spelling of addressee names, titles, or locations 


Unexpected envelopes from foreign countries 


Suspicious or threatening messages written on packages 


Postmark showing different location than return address 


Distorted handwriting or cut and paste lettering 


Unprofessionally wrapped packages or excessive use of tape, strings, etc. 


Packages marked as "Fragile - Handle with Care", "Rush - Do Not Delay", "Personal" or "Confidential" 


Rigid, uneven, irregular, or lopsided packages 


Packages that are discolored, oily, or have an unusual odor 


Packages that have any powdery substance on the outside


Packages with soft spots, bulges, or excessive weight 


Protruding wires or aluminum foil 


Visual distractions


Suspicious objects visible when the package is x-rayed.


Figure 5





The COOP should be tested on a quarterly basis.  Verify that all the information is up-to-date, that contacts, facilities access, and the call trees are correct.








Like training, reviews should be continual.  You should schedule annual reviews of your security program to be sure that it’s up-to-date and complete.











Make sure the risk assessment is documented!





Step Four:  Impact Assessment – What would happen if your security measures failed?
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Risk Management Process
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 1.  Identify Assets and Mission -  What are you trying to


protect?





 2.  Threat Assessment - Determine the potential threats to your warehouse or distribution facility)





 3.  Vulnerability - Evaluate the risk to the facility. Determine the potential threats to your warehouse or distribution facility.





 4.  Impact Assessment - Evaluate the risk to the facility. Determine the potential threats to your warehouse or distribution facility and or disruption to your operations.





 5.  Risk Analysis - Evaluate each asset and each mission, how the impact, threat, and vulnerability assessments interact.





Re-evaluate the plan after implementation and modify as necessary.





Question Every Suspicious Letter Or Package 
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