GSA's Recommended Methodology for Securing

Alternate Facilities

I.   GENERAL DISCUSSION: This document was developed to provide Continuity of Operations (COOP) planners with a methodology for identifying alternate facility requirements, surveying potential locations, acquiring and modifying locations and documenting and updating information.  

A.  CONCEPT OF ESSENTIAL OPERATIONS: The purpose of an alternate facility is to provide an organization a means of accomplishing its COOP mission essential functions in the event of an emergency or threat if the organization's primary location is unoccupiable.  A thorough understanding of the agency mission, essential functions, the concept for deployment and operations at an alternate facility, communications connectivity requirements, and the resources allotted is essential.

B.  DEVELOPING ALTERNATE FACILITY REQUIREMENTS: The alternate facility requirements are derived from the study of elements necessary to continue essential functions, identified in the COOP.  In this process, tradeoffs may have to be made.  An alternate facilities requirements worksheet is provided in Annex B to assist in requirement's development. 

C.  FUNDING CONSTRAINTS: Acquisition alternatives (e.g.; host/tenant agreements, individual agency leases, co-location, Government owned) for alternate facilities span a broad cost spectrum.  Low cost alternatives and specific alternate facilities requirements may be difficult to reconcile; COOP planners must understand an organization's internal funding mechanisms, and OMB COOP funding guidance. 

D.   TRAINING AND EXERCISE: COOP plans for alternate facilities should consider the acquisition and documentation of training/exercise locations that closely replicate actual alternate facilities.  An alternative to full deployment exercises is  “table-top" exercises which can test continuity of essential operations.  The complexity of exercises is dependent on the resources available for the program.

E.   FORMAL AGREEMENTS: Anticipate that formal agreements such as Memorandums of Understanding, leases, occupancy agreements and contracts will be part of securing the alternate facilities and COOP planning processes.  Plan to include contracting officers and legal review in the process. 

II.   THE ACQUISITION PROCESS: The alternate facilities acquisition process can vary depending on the organization, its requirements and its mission.  However, the following process elements should be standard in securing any alternate facility.  It is important to clarify whether the planning process involves securing the alternate facility in the planning stage to be ready for future use; or identifying the alternate facility requirements necessary for selection after an event occurs, or both.   The term alternate facility can include anything from a borrowed conference room for a few key people on a temporary basis, to a complete facility to house the entire function.  All this is dependent upon the requirements identified within your Continuity of Operations Plan (COOP).  In most cases, it will probably be something in between depending on the circumstances of any given event and available resources.  Plans should include provisions for a worst case scenario.  

ANNEX A (Occupancy Consideration): In this phase, an agency should consider and select one of the following:

· Finding existing available agency-controlled space

· Establishing an agreement to co-locate with another agency

· Participating in a joint-use alternate facility occupancy agreement through GSA

· Securing space for an individual agency to be held for the contingency 

ANNEX B  (Alternate Facilities Requirements Identification): A worksheet is provided to help agencies determine the requirements and acceptable geographic areas.

ANNEX C. (Method of Securing an Alternate Facility): The actual securing of an alternate facility includes a detailed survey of potential locations and an evaluation of whether essential operations requirements will be satisfied.  GSA’s assistance in the securing of an alternate facility requires the submittal of a SF-81 (Request for Space), other supporting documentation, and funding verification.  MOU’s may be used between federal agencies where appropriate if the alternate facility space belongs to another federal agency.

ANNEX D  (Alternate Facility Reevaluation): Any alternate facility must periodically be reevaluated for conditions and functionality based on the COOP.

The information presented summarizes GSA's recommended methodology for securing alternate facilities.  The specific application of these methods must necessarily be tailored to the individual organization's unique functions, requirements, operational plans and resources available.

ANNEX A: OCCUPANCY CONSIDERATIONS:

A. Existing agency-controlled space.

Some agencies may have, or know of space that will be available for a reasonable length of time sufficient to designate it as their alternate facility.  This may be vacant space controlled by the agency, or space currently utilized for another purpose within the agency (training facilities, conferencing facilities, field/regional offices, fitness centers, etc.).  

These spaces should be set up to accommodate the emergency operation to allow for fast implementation of COOP activities.  This can be done by pre-wiring and staging of resources within limits (i.e. Wire for telecommunications but do not activate the phone lines.).

B. Co-locates with another agency (within the same city, state, or region).

Agencies may be able to make arrangements to move in with another agency temporarily (30 – 90 days with only emergency staffing), or to share otherwise available space with another agency.  In this instance, one agency may be impacted by an emergency and one would not.  The agencies would need to establish a written agreement such as a Memorandum of Understanding (MOU), where the agency with the emergency could have a certain number of workstations or space within the unaffected agency (such agreements could be reciprocal if feasible). This space could be either open areas or it could be occupied space that could be made available during times of emergencies (training rooms, conference rooms, telecommuting workstations, fitness centers, etc.).   Any special requirements for security or other services should be addressed before the MOU is signed, so that both agencies understand the potential impact on their operations.

C.  Participating in a shared alternate facility occupancy agreement through GSA.

This agreement would work like an insurance policy, where several agencies share the cost of occupying a facility on the premise that one (or some), but not all may need it at a particular time.  Under this premise if only one (or some) should need to utilize the alternate facility, each would be able to get the necessary space based on their COOP.  However if all participants should need to use the facility it at the same time, each would have a minimum guaranteed space based on the percentage of funding contributed by each agency or based on the occupancy agreement through GSA.  The minimum facility size would meet the maximum requirements of the at least the largest and smallest participant in the agreement.  This plan is currently under development by GSA.

D.  Acquiring independent space to be held exclusively for an alternate facility.

Although this may seem to be an expensive alternative, some agencies may find it necessary due to their mission or other circumstances.  In this situation the new space would likely be only a small percentage of the currently occupied space based on minimum essential operations. 

ANNEX B: COOP PLAN REQUIREMENTS FORMULATION WORKSHEET
ALTERNATE FACILITY REQUIREMENTS

Agency/Bureau: 


_________________________________

Bureau Code: 


_________



Office Name: 
 

_________________________________

Div./Branch/ Region
  

_________________________________

Current Office Address 

_________________________________

(Office to be relocated)  

_________________________________




  

_________________________________

Agency AF Point of Contact
_________________________________

Phone Number:

(      ) 
______- _______   Extension _________

Fax Number:


(      ) 
______-_______

Internet Address:


_________________________________

POC of Office to be relocated



Name:


_________________________________



Address:

_________________________________






_________________________________



Phone:

___________ Fax   _________________

POC – Telecommunications: 



Name:


_________________________________



Address:

_________________________________



Phone:

___________ Fax __________________

Does your agency presently have an Alternate Facility  _____ Yes    ___No

If yes, indicate AF address: 
_________________________________

 




_________________________________

                                        

_________________________________

                                         

_________________________________

If your agency is going to request GSA/PBS to provide an alternate facility, please contact the GSA Regional Emergency Coordinator (REC) before completing the below form.  Attached is a menu of GSA services and a list of GSA REC’s for each region.  

1. Essential Functions.  Identify the mission-essential functions, in priority order, to be performed at the alternate facility. 




Office Name



Square Feet

IT Priority

Priority # 1 

______________________
_________

_______

Priority # 2

______________________
_________

_______

Priority # 3

______________________
_________

_______

Priority # 4

______________________
_________

_______
Total SF

______________________
_________

_______

2. Deployment Planning: 

A. In what area must the AF be located (e.g. “Not less than 150 miles from (address)”;  “An area bounded by Main Street on the North; 12th Street on the West…”

B. Considering the area designated above, how will everyone probably get to the alternate facility? (Private vehicles, agency arranged transportation, mass transit, etc.)


C.   Do cellular phone coverages limit the AF area of consideration?  (See item 6)

3.
Alternate Facility Availability: 



A.
How soon after decision to deploy must site be available?   _________ # of Hours



B.
Identify Equipment/Supplies required at the alternate facility:



C.
 If certain requirements are priority indicate them here in order of importance: (e.g. 1. Onsite Parking, 2. Telecommunications, 3. Location)





Priority # 1

_______________________





Priority # 2

_______________________





Priority # 3

_______________________

4.
Alternate Facility Description:

A. Number of Persons to be supported overall (all shifts):  ____________






Start Time  

Finish Time

# Employees




First Shift (M-F)
_________

__________



_________



Second  (M-F)
_________

__________



_________



Third (M-F) 
_________

__________


__________



Saturday

_________

__________


__________



Sunday

_________

__________


__________

     B.   When this AF is activated, how many hours per day and days per week will it  operate  








Start        
      Finish




Monday - Friday 

_______            _______




Saturday


_______            ________




Sunday


_______          _________

C.  
Describe essential functions and number of personnel (per shift) in distinct areas (e.g.: Operations, Logistics, and Administration).

D. Include relational activities (e.g. Operations must have an adjoining work area to Logistics.  Include area (as req'd) for medical treatment/first aid, storage, food services, lodging, etc.)

E. Identify furniture requirements (# of work stations, chairs, cabinets, tables, etc.)

F. If people must stay overnight at the site, indicate the following  breakout: 




Total:_______
Males: ______   Females: _______

G. If necessary, the number of meals served on site per day? _____ 

(3/2/1 per day). 

5. Power Requirements:

A. Facility special electrical power requirements


Determine requirements for auxiliary power sources (generators).  Determine fuel requirements. 



Determine requirements for multiple substations to the location.  

B. Equipment special electrical power requirements (e.g. computer system)



Describe electrical requirements to support equipment environment.  

6.
Telecommunications:
 
Describe the general requirements for telephone systems as they exist presently and as they would at the AF. 


A.  Current Voice System
1. Name of Provider or Carrier




Local Carrier __________________________________




Long Distance _________________________________

2. Type and number of Lines








Current

Required at AF




Analog


______

________




ISDN



_______

__________

B.  Cellular Service



Name of Service Provider(s) ____________________________




Maintenance Agreements:

C. Data Requirements









Current

Required at AF



Dedicated Circuit Requirement

______

_________



Special Data Requirements

______

_________



Frame Relay, DSL, ATM


______

_________



LAN/WAN/MAN



______

_________

Notes:


1. Telecommunications Service Priority (TSP).  Does the agency have existing or future AF needs   _____ Yes;    ______No


2. Virtual office.  Are all line, instrument, calling card and access capacity needs met for employees who will be performing in a virtual environment.  

D. Radio and satellite communication requirements:

7. Parking:

B.   How many parking stalls will be required
______ Onsite







______stalls within __ blocks

B.  Is secured parking (exterior or interior) parking required, number of each, and parking configurations.






________ stalls.  Describe security requirements:


C.
Determine height of tallest and width of widest vehicle to be stored in interior  

       parking area. (Door size).

8. Local Resources:

Determine requirements for the following resources potentially available in the area near the alternate facility:

A. Emergency:  Fire, Police/Sheriff/Highway Patrol, Hospitals/Pharmacies

B. Fuel (Types and quantities, delivery methods):

C. Vehicle/Equipment Repair:

D. Equipment Rental (Vehicles, Material Handling Equipment):

E.  Food and Lodging:

F. Local post office availablity  

G. Will it be necessary to rent post office boxes ?

H. Department or General Merchandise stores

I.  Building or Electrical Materials:

J. Freight Services (Air or Motor Transport):

K. Financial Services (Bank):

L. Custodial/Trash/disposal requirement

M.  Other:

9.  Security

A. Does security require sole tenant occupancy of space or allow for occupying a building with other tenants. 
_____ Sole tenancy required    ______ Multiple tenancy acceptable

B. Is secured storage for equipment required on site.



_____Yes       _____ No



If yes, please describe the requirement

C. Describe requirements for physical and operations security to include armed and unarmed personnel, security fences, cleared area around the alternate facility, number of access/egress routes, exterior lighting, access control points, etc.  

D. Classified storage requirements       _____ Yes     _____ No

10. Other Considerations for Alternate Facilities selection or modification.  List any other relevant items affecting AF selection here: 

ANNEX C: METHODS OF SECURING AN ALTERNATE FACILITY

The actual securing of an alternate facility starts with the department/agency’s Continuity of Operations Plan (COOP).  The COOP can be put together using the GSA format based on the course offered by GSA’s COOP, or using their own format following the guidance coming out from FEMA and the White House.  Using the Agency COOP as the reference base, the GSA Alternate Facility Requirements Annex needs to be completed.  This document takes information from the COOP and helps to guide the user in determining what the agency needs in its specific alternate facility.

With the GSA Alternate Facility Requirements Form completed, the agency has its base needs set for the alternate facility.  (It is important to remember that this facility is to be operating only the minimum essential operations for a limited period of time.  Your normal daily operations will resume at normal levels and office environment as soon as possible.)  The agency then needs to determine if they have space available that could be used as an alternate facility (See Annex A).  If the agency has space to be used as an alternate facility, it needs to be noted on the Alternate Facility Requirements Form.  If the submitting agency does not presently have an alternate facility identified, the agency needs to identify what method of occupancy consideration the agency wants to pursue in a letter to GSA.  

Regardless if an alternate facility is identified or it is needed, the department/agency needs to submit to GSA a copy of the Alternate Facility Requirements Form. If a department/agency has identified an alternate facility, the information will be recorded in a centralized database as required by PDD-67.  If the department/agency needs GSA to assist in the acquisition of an alternate facility, a letter requesting GSA’s help needs to be sent along with the Form to the Emergency Management Branch (CAFÉ) of the General Services Administration, 1800 F Street, NW, Washington, DC 20405.  After review of the information, if necessary a recommendation for the minimal requirements for an alternate facility will be sent back to the department/agency identified point of contact.  Also returned will be information on completing a Standard Form 81(Request for Space), which GSA will need to assist any department/agency in acquiring an alternate facility.

A. Agency Secured (without GSA): 

1. Agency Owned:

An agency may use one of its own facilities located away from the primary office in a nearby city or state.  This facility can be another office (Regional or Field) or training/conferencing facility, so long as there is enough space and the normal operation can be displaced without impacting the agencies essential operation.

2.   Leasing (If the agency has procurement authority):

Acquisition can be performed directly by the requesting organization through a commercial lease.  

3. Memorandum of Understanding (MOU):

A Memorandum of Understanding (MOU) can be set up between federal agencies to allow for utilization of space within the other agency during an emergency.   The MOU must contain as a minimum the specific areas to be occupied, any security requirements, funding or reimbursement agreements, length of occupancy, and the requirement for prompt notification of any changes that would impact the agreement such as space alterations or availability.

B. GSA Secured: 

1.   Request for space:

GSA will require the submittal of a SF-81 (Request for Space), other supporting documentation and funding verification.   This may be handled as a stand-alone facility, a joint use facility, or a multi-agency facility based on the department/agency’s requirements and needs.

ANNEX D: ALTERNATE FACILITY RE-EVALUATION

1.
Purpose.  Successful execution of COOP contingency missions depends on the accuracy and the currency of COOP plans.  Information about an Alternate Facility, the logistic, telecommunications, and power support arranged, routing details, locations and addresses of local resource providers, etc., will all have to be periodically confirmed in order to satisfy accuracy and currency requirements.  An organization should establish policy directing the frequency of reevaluation and providing resources/funding for this.

2. Preparation for Re-evaluation.  Preparation for re-evaluation is much the same as for preliminary and technical surveys.  A thorough understanding of COOP requirements and a review of site documentation are part of the preparation.   

3.
Re-evaluation Team.  The re-evaluation team should be structured to provide a full-range of technical capabilities, to include the means for testing telephones and power, measuring and recording changes in the alternate facility or the surrounding location, and reassessing local threat conditions. 

4.
Post-Re-evaluation Actions.  Invariably, some information about and conditions at the alternate facility will change.

a. When changes occur, you must determine whether the changes are so significant as to cause the alternate facility to be unsuitable for use or essential operations must be amended.

b. A plan to respond to changes must be developed.  Usually this will consist of documentation changes required and suspense dates for completion.  In more extreme cases, an in-depth re-evaluation of the suitability of the alternate facility is called for, or a plan for additional modifications is needed.

c.   Provisions for back filling unsuitable alternate facilities. 

	Continuity of Operations (COOP)

Alternate Facility Identification/Certification


Once your Department or Agency (D/A) Alternate Facility (AF) has been established, please complete the information below and transmit the document to the General Services Administration (GSA) Emergency Coordinator in Washington, DC.  If the information on this document needs to be treated other than as RESTRICTED INFORMATION, please contact the GSA Emergency Coordinator before transmitting and make the necessary arrangements.

PLEASE PRINT CLEARLY ALL INFORMATION

1. Department/Agency Name:______________________________________

2. Department/Agency Name:______________________________________

3.   Department/Agency Name:______________________________________

4.   Agency/Bureau Code: __________________________________________

5.   D/A Primary Facility Address: ____________________________________

6.   D/A Primary Facility Address: ____________________________________

7.   D/A Primary Facility City _______________________State_____________

8.   Is Primary Facility in Leased (L)__ or Government Owned (gov)__Space

9.   If Leased, when does the lease expire:  ____/____/____

10.  Are services provided by contract ________________________________

  
If so, please specify:

11.  D/A Primary Facility ___________________________________________

12.  Longitude/Latitude:____________________________________________

13.  D/A Primary Facility Square Footage:______________________________

14.  Number of Personnel at D/A Primary Facility:________________________

15.  D/A COOP Point of Contact (POC) Name:__________________________

16.   D/A COOP POC Phone Number: (        )______-_____________________

17.  D/A Alternate COOP POC Name:_________________________________

18.  D/A Alternate COOP POC Phone Number:(     )_____-________________

19.  D/A AF Address:______________________________________________

_______________________________________________

City_______________________ State_________________

20.  D/A AF Longitude/Latitude:______________________________________

21.  D/A AF Square Footage:________________________________________

22.  Proposed Number of Personnel at D/A AF:__________________________

23.  AF Primary Phone Number:
(     )   ________________________________

24.  AF Back-Up Phone Number: (      )  ________________________________

25.  AF Primary Fax Number: 
(      )  ________________________________

26.  AF Back-Up Fax Number:
(      )  ________________________________

27.  AF On-Site POC Name: (         )______-____________________________

28.  AF On-Site POC Phone Number: (        )______-_____________________

29.  AF Alternate On-Site POC Name: _________________________________

30.  AF Alternate On-Site POC Phone Number: (____)_____-_______________

31.  Telecommunications POC _______________________________________

32.  Phone Number (   )_______-______________________________________

If any information requested above is not applicable please mark N/A.

Additional Information/Explanation of Above items:

Item#
Information/Explanation 


_____
_____________________________________________

_____
_____________________________________________

_____
_____________________________________________

_____
_____________________________________________

_____
_____________________________________________

_____
_____________________________________________

_____
_____________________________________________

_____
_____________________________________________

_____
_____________________________________________

_____
_____________________________________________

Certification:

An alternate facility has been provided for the above indicated function by means of:



__________ MOU within the agency



__________ MOU with another agency



__________ MOU/OA/SF-81 with GSA

Signature Date of MOU/OA/SF-81 ___/___/___  

Expiration Date of MOU/OA/SF-81 ___/___/___

I hereby certify that all information is correct as of this date

__________________________________

___/___/___

Signature







Date

_________________________________

_______________________

Typed Name of Signatory



Title

12
16

