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SYSTEM ASSESSMENT

A.  Data in the System

	Question
	Response

	1.  Describe all information to be included in the system, including personal data.  

	 BIS contains data from STAR, OA TOOL, OA BILLING, FMIS, eLease, ADS, IRIS:

· Space: Building, Parking, Space Type, Responsibility

· Lease: Contract, Renewal Option, External Contact 

· Expense: FMIS/FBFD

· Billing: Client Billing Agreement, Billing Transaction 

· Agency/Bureau: Agency Bureau Code 

· OATOOL: Occupancy Agreement Data

Privacy data Field name; Data; Source System

Employee; Name, phone, address, e-mail; STAR, IRIS

Lease External Contact; Tax ID, name, address, phone; STAR

Misc Billing Adjustment; name, phone; STAR

OA Billing Transaction; name, phone, e-mail; OA Billing

PB48 Temp1; name, phone; ILR

RNTLOC Details Temp1; name, phone; ILR


RNTLOC Details Temp2; name, phone; ILR

Billed OA Preview; name, phone, e-mail; OA Billing

Billed OA Master; name, phone, e-mail; OA Billing

OATOOL BPN Info; name, e-mail; OA Tool

OATOOL Member; name; OA Tool

OATOOL OID User; name, user name, phone; OA Tool

OATOOL User; name, user name; OA Tool

OATOOL User Contact; user name; OA Tool

OATOOL User Rule; user name; OA Tool

OATOOL OA Version; user id, e-mail; OA Tool

OATOOL OA2 Billing Master; name, phone, e-mail; OA Tool

Location Building Details; name, phone; ILR

PB48 Building Details; name, phone; ILR

PB48 Lease Details; name, address, phone; ILR

Rent Billing Details; name, phone; ILR



	1.a.  What stage of the life cycle is the system currently in?


	Operation/Maintenance

	2.a.  What are the sources of the information in the system?


	System for Tracking and Administering Real-property (STAR).

Occupancy Agreement Tool (OA TOOL)

Occupancy Agreement Billing (OA BILLING)

Financial Management Information System (FMIS)

eLease

Appraisal Data System (ADS)

Inventory Reporting Information System (IRIS)

	2.b.  What GSA files and databases are used?


	System for Tracking and Administering Real-property (STAR).

Occupancy Agreement Tool (OA TOOL)

Occupancy Agreement Billing (OA BILLING)

Financial Management Information System (FMIS)

eLease

Appraisal Data System (ADS)

Inventory Reporting Information System (IRIS)

	2.c.  What Federal agencies are providing data for use in the system?


	None.

	2.d.  What State and local agencies are providing data for use in the system?


	None.

	2.e.  What other third party sources will the data be collected from?


	None.

	2.f.  What information will be collected from the individual whose record is in the system? 


	BIS stores information on individuals including tax id, name, address, phone number, and e-mail address.



	3.a.  How will the data collected from sources other than Federal agency records or the individual be verified for accuracy?


	N/A

	3.b.  How will data be checked for completeness?


	At this point there are no mathematical calculations or data integrity checks that take place in the loading of the BIS database.  The data is taken as-is from the source systems.    



	3.c.  Is the data current?  How do you know?


	Data is pulled daily

	4.  Are the data elements described in detail and documented?  If yes, what is the name of the document?


	BIS Detail Design Specifications.


B.  Access to the Data

	Question
	Response

	1. a.   Who will have access to the data in the system? 


	Application owners who have a Memorandum of Agreement (MOA) between their AO and our AO – Diane Herdt.
Other users and/or applications may be granted read-only access to data with the approval of the data owner.  

DBAs can view all the data in BIS.


	1.b.  Is any of the data subject to exclusion from disclosure under the Freedom of Information Act (FOIA)?  If yes, explain the policy and rationale supporting this decision.


	FOIA Exemption #6.



	2.  How is access to the data by a user determined?  Are criteria, procedures, controls, and responsibilities regarding access documented?


	A Memorandum of Agreement (MOA) between the application owner’s OA and our OA – Diane Herdt.
Applications which currently have agreements with BIS include STAR, FMIS, eLease & ABP. 


	3. Will users have access to all data in the system or will the user’s access be restricted?  Explain.


	
Applications and individual users can request accounts to view data upon the approval of the data owner.  

Some GSA project managers have individual database access to conduct data quality checks.  An individual may also request an individual account to perform ad hoc reporting.  

Refer to the SOP of BIS

	4.  What controls are in place to prevent the misuse (e.g. browsing) of data by those having access?


	Users are only granted access to the tables the have permission to view.



	5.a.  Do other systems share data or have access to data in this system?  If yes, explain.


	BIS provides access to subsets of data to:

eLease, 
Appraisal Data System (ADS) 
Project Information Portal (PIP)

Inventory Reporting Information System (IRIS)

Reimbursable Work Authorizations (RWA) Entry & Tracking Application (RETA)

Capital Projects

Rent Bill Management (RBM) 

eSmart

Data Validation Tool (DVT) 

GSA Region 4

GSA Region 7

GSA Region 8.


	5.b.  Who will be responsible for protecting the privacy rights of the clients and employees affected by the interface?


	BIS PM will coordinate with individual application PM & Enterprise service Center.

	6.a.  Will other agencies share data or have access to data in this system (International, Federal, State, Local, Other)?


	None.

	6.b.  How will the data be used by the agency?


	NA.

	6.c.  Who is responsible for assuring proper use of the data?


	BIS PM will coordinate with individual application PM & Enterprise Service Center GSA.



	6.d.  How will the system ensure that agencies only get the information they are entitled to?


	NA.

	7.  What is the life expectancy of the data?

  
	The life expectancy of BIS is indeterminate.  




C.  Attributes of the Data

	Question
	Response

	1.  Is the use of the data both relevant and necessary to the purpose for which the system is being designed?


	Yes.

	2.a.  Will the system derive new data or create previously unavailable data about an individual through aggregation from the information collected?


	No.

	2.b.  Will the new data be placed in the individual's record (client or employee)?


	No.

	2.c.  Can the system make determinations about individuals that would not be possible without the new data?


	No.

	2.d.  How will the new data be verified for relevance and accuracy?


	NA.


	3.a.  If the data is being consolidated, what controls are in place to protect the data and prevent unauthorized access?  Explain.


	NA.


	3.b.  If processes are being consolidated, are the proper controls remaining in place to protect the data and prevent unauthorized access?  Explain.


	NA.


	4.  How will the data be retrieved? Can it be retrieved by personal identifier? If yes, explain.


	BIS data is not generally retrieved by personal identifier.  
The SQL users and their supervisors must sign an agreement to protect the confidentiality of BIS data as a condition of their special access to BIS. 



	5.  What are the potential effects on the privacy rights of individuals of:


	a.  Consolidation and linkage of files and systems:
No

b.  Derivation of data:
No

c.  Accelerated information processing and decision      making: 

No

d. Use of new technologies:

 No

How are the effects to be mitigated? NA




D.  Maintenance of Administrative Controls

	Question
	Response

	1.a.  Explain how the system and its use will ensure equitable treatment of individuals.


	BIS data is used for reporting purposes only.

	1.b.  If the system is operated in more than one site, how will consistent use of the system be maintained at all sites?


	NA.


	1.c.  Explain any possibility of disparate treatment of individuals or groups.


	No.


	2.a.  What are the retention periods of data in this system?


	There are no plans to dispose of any of this data.



	2.b.  What are the procedures for eliminating the data at the end of the retention period?  Where are the procedures documented?


	There are no plans to dispose of any of this data.



	2.c.  While the data is retained in the system, what are the requirements for determining if the data is still sufficiently accurate, relevant, timely, and complete to ensure fairness in making determinations?


	All data is derived from other systems.

	3.a.  Is the system using technologies in ways that Federal agencies have not previously employed (e.g. Caller-ID)?  


	No.


	3.b.  How does the use of this technology affect individuals’ privacy? 


	NA.


	4.a.  Will this system provide the capability to identify, locate, and monitor individuals?  If yes, explain.


	No.

	4.b.  Will this system provide the capability to identify, locate, and monitor groups of people?  If yes, explain. 
	No.


	4.c.  What controls will be used to prevent unauthorized monitoring?


	NA.

	5.a.  Under which Privacy Act System of Records notice (SOR) does the system operate?  Provide number and name.

	STAR SOR number is GSA/PBS – 4.

	5.b.  If the system is being modified, will the SOR require amendment or revision? Explain.


	NA.
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PART II.  SYSTEM ASSESSMENT

A.  Data in the System

	Question
	Response

	1.  Describe all information to be included in the system, including personal data.  


	STAR is a real property inventory management system used by PBS to manage the more than 300 million square feet of Government owned and leased space.  STAR contains data elements relevant to its inventory management function; these are described in the STAR Data Dictionary.


STAR contains information identifying commercial entities that lease space to the GSA PBS or entities designated to receive payments on behalf of others.  Some of these entities are individuals.  Personal data collected/processed by STAR on individuals includes Taxpayer Identification Number (TIN), name, and address.  


	1.a.  What stage of the life cycle is the system currently in?

	Operation/Maintenance.

	2.a.  What are the sources of the information in the system?
	Sources of information include official GSA/PBS files, and information provided by Government customer agencies that lease space from GSA PBS.

	2.b.  What GSA files and databases are used?


	OA Tool, OA Billing and hard copy output provided from eLease is entered into STAR .

	2.c.  What Federal agencies are providing data for use in the system?


	All Federal Agencies that lease space from the GSA PBS provide a Government Agency point of contact and information relevant to their space requirements.  None of the information provided by Federal Agencies is Privacy Act related. 


	2.d.  What State and local agencies are providing data for use in the system?


	None.

	2.e.  What other third party sources will the data be collected from?


	None.



	2.f.  What information will be collected from the individual whose record is in the system? 
	Taxpayer Identification Number (TIN) (potentially SSN). 

Business Address  (potentially home address).

Business telephone number (potentially home phone number.

	3.a.  How will the data collected from sources other than Federal agency records or the individual be verified for accuracy?
	All STAR data is collected from official Government records.  

All lessor data is validated by Government personnel against the source data that is provided to eLease by the offeror .  After entering the lessor data a document is then produced (an R 620 Report) that authorizes the obligation of funds to support lease payments.  This document is then reviewed for accuracy and completeness, and signed/approved by a warranted Government official, and forwarded to the GSA finance office. 


	3.b.  How will data be checked for completeness?


	All lessor data is validated by Government personnel against the source data. Subsequent to entering the lessor data into STAR a document is produced (an R 620 Report) that authorizes the obligation of funds to support lease payments.  This document is then reviewed for accuracy and completeness, signed/approved by a Government Contracting Officer, and forwarded to the GSA finance office. 


	3.c.  Is the data current?  How do you know?
	Any changes to the lease require the generation of a revised R620 document.  The revised R620 must then be revalidated and approved by a Government Contracting Officer..


	4.  Are the data elements described in detail and documented?  If yes, what is the name of the document?


	Yes.  The STAR Data Dictionary. 


B.  Access to the Data

	Question
	Response

	1. a.  Who will have access to the data in the system? 


	Access to STAR data is limited to authorized GSA PBS Government officials and Government contractor personnel.  



	1.b.  Is any of the data subject to exclusion from disclosure under the Freedom of Information Act (FOIA)?  If yes, explain the policy and rationale supporting this decision.


	Yes, FOIA Exemption #6 exempts the disclosure of Privacy Act data. 

	2.  How is access to the data by a user determined?  Are criteria, procedures, controls, and responsibilities regarding access documented?


	Access to STAR data is based on the policies and procedures established in GSA Order CIO P 2100.1D (GSA IT Security Policy),  and the STAR National Access Procedure.  Individuals must be authorized to access STAR data by a Government supervisor.  STAR employs role based access controls.  Access to specific data elements to include Privacy Act data is based on the user’s role/ user class  that is assigned to the individual by a Government supervisor.  The STAR Enclave System Security Plan (SSP) details STAR’s system security controls.  

	3.  Will users have access to all data in the system or will the user's access be restricted?  Explain.


	Only STAR users with the Lease Budget Analyst or Single Point of Entry role can access privacy-protected data.    

	4.  What controls are in place to prevent the misuse (e.g. browsing) of data by those having access?


	STAR employs a role-based access system that limits by user class, which users can input or modify STAR data.  Access to STAR data is controlled through user IDs and passwords.  Regional system administrators authorize STAR access within GSA’s Regions.  The STAR User Manual and STAR Enclave SSP document STAR user and system procedures and controls.
STAR was modified to only display asterisks to all other user roles.  Also Privacy data was removed from  the  programmed reports that all users may run.  

	5.a.  Do other systems share data or have access to data in this system?  If yes, explain.


	Yes.  STAR shares  data with the following PBS Systems:

Data Gateway

Occupancy Agreement Tool

Business Information Solution

The Program Managers for each of these systems has signed a Memorandum of Agreement (MOA) to protect the shared STAR data.  Each MOA documents the security controls that the Program Managers are required to follow to ensure the security of the shared data.  



	5.b.  Who will be responsible for protecting the privacy rights of the clients and employees affected by the interface?
	Per GSA IT Security Policy, the STAR Business Line Manager in the Office of Real Property Asset Management is responsible for ensuring the protection of STAR data.



	6.a.  Will other agencies share data or have access to data in this system (International, Federal, State, Local, Other)?


	All agencies or departments that lease property from PBS receive information that is limited to the data relevant to the Agency’s lease with PBS, i.e., the square footage of the space they are renting, information on parking spaces, utilities, and cost data relevant to their lease with GSA.  Agencies do not have access to or receive any lessor data and consequently cannot access or receive STAR Privacy Act data..  



	6.b.  How will the data be used by the agency?


	Agencies receive data concerning their bill for the space they lease from GSA (PBS).  Agencies use this data to validate their lease payment, and may aggregate this data to project future lease costs for their internal budget.  Data may also be aggregated to show leased and Government owned space in a geographic area or lease payments by geographic area.  


	6.c.  Who is responsible for assuring proper use of the data?


	The STAR Business Line Manager, Office of Real Property Asset Management is responsible for assuring proper use of STAR data.

	6.d.  How will the system ensure that agencies only get the information they are entitled to?


	Agencies do not have direct access to STAR.  Internal system edits and reports limit the information that Agencies receive.  These reports include hard copy or electronic reports concerning their lease bills. 

	7.  What is the life expectancy of the data?
	All data since STAR was brought on-line in 1997 is still available.  The life expectancy of STAR data is indeterminate.  



	8.  How will the data be disposed of when it is no longer needed?


	Disposition  is according to NARA guidelines, as set forth in the GSA Records Maintenance and Disposition System handbooks OAD P 1820.2A and CIO P 1820.1, and authorized GSA records schedules.   


C.  Attributes of the Data

	Question
	Response

	1.  Is the use of the data both relevant and necessary to the purpose for which the system is being designed?


	 Yes.  STAR data elements are required by PBS to record information pertinent to occupied property, and are defined in the STAR Data Dictionary.  The Taxpayer Identification Number (TIN), which may also be a Social Security Number, is collected as required by the Federal Acquisition Regulation (FAR) Clause 52.204-3 Taxpayer Identification (October 1998).

	2.a.  Will the system derive new data or create previously unavailable data about an individual through aggregation from the information collected?


	No. 

	2.b.  Will the new data be placed in the individual's record (client or employee)?


	N/A.  

	2.c.  Can the system make determinations about individuals that would not be possible without the new data?

	N/A.

	2.d.  How will the new data be verified for relevance and accuracy?


	N/A. 

	3.a.  If the data is being consolidated, what controls are in place to protect the data and prevent unauthorized access?  Explain.
	N/A.   

	3.b.  If processes are being consolidated, are the proper controls remaining in place to protect the data and prevent unauthorized access?  Explain.

	N/A.

	4.  How will the data be retrieved? Can it be retrieved by personal identifier? If yes, explain.


	STAR is used to manage PBS’s real property inventory of owned and leased space. Users may run canned reports related to agency leased space, production jobs use STAR data to generate monthly agency rent bills, and authorized SQL users may run ad hoc STAR data reports.

STAR records are retrievable by a lessor’s or designee’s name and/or TIN.  STAR application users cannot run any canned reports or search STAR based on a personal identifier.  This capability is restricted to a limited number of SQL users.

	5.  What are the potential effects on the privacy rights of individuals of:

a.  Consolidation and linkage of files and systems;

b.  Derivation of data;

c.  Accelerated information processing and decision      making; and

d.  Use of new technologies.

How are the effects to be mitigated?


	No identifiable effect.  STAR does not differentiate between the TIN of an individual (sole proprietor) and that of another business entity.  PBS collects and inputs into STAR, the TIN, business name, and business address of all entities from which it leases space and to which it makes payments. 
STAR Privacy Act data is not consolidated or linked to derive any information about individuals or to support decision  making.  Per 5 U.S.C.552(b)(6)  personal information  is not disclosed through a FOIA request.  Any new technologies will be held to the same stringent security standards that are in place for STAR.




D.  Maintenance of Administrative Controls

	Question
	Response

	1.a.  Explain how the system and its use will ensure equitable treatment of individuals.


	STAR is used to manage GSA’s owned and leased space inventory and is not used to make decisions concerning business entities, such as the award of a lease or contract to modify space, to a business entity be it a corporation, partnership, or sole proprietor.


	1.b.  If the system is operated in more than one site, how will consistent use of the system be maintained at all sites?


	N/A.  STAR is processed at one site, the GSA Enterprise Service Center. STAR’s technical, operational, managerial controls to ensure data integrity, confidentiality, and availability are described in the STAR Enclave SSP.  

	1.c.  Explain any possibility of disparate treatment of individuals or groups.


	STAR does not capture any data about a business entity other than business name, TIN, and address.  STAR data is used for inventory management and is not used to support the award of a lease or contract to modify space. 

	2.a.  What are the retention periods of data in this system?


	STAR data dating from Fiscal year 1997 to present is still available on line. Historical data is available for research and analysis by authorized government personnel. There are no plans to dispose of any of this data.


	2.b.  What are the procedures for eliminating the data at the end of the retention period?  Where are the procedures documented?


	Disposition  is according to NARA guidelines, as set forth in the GSA Records Maintenance and Disposition System handbooks OAD P 1820.2A and CIO P 1820.1, and authorized GSA records schedules.  

.

	2.c.  While the data is retained in the system, what are the requirements for determining if the data is still sufficiently accurate, relevant, timely, and complete to ensure fairness in making determinations?


	Validation rules, data quality checks, and periodic audits are used to ensure that STAR data is accurate, relevant, and timely.  STAR data is not used to support any business decisions concerning the award or non-award of a contract to a business entity.  

	3.a.  Is the system using technologies in ways that Federal agencies have not previously employed (e.g. Caller-ID)?  


	No.

	3.b.  How does the use of this technology affect individuals’ privacy?


	N/A. 

	4.a.  Will this system provide the capability to identify, locate, and monitor individuals?  If yes, explain.


	No, except for those business entities as required to conduct the business of PBS. 

	4.b.  Will this system provide the capability to identify, locate, and monitor groups of people?  If yes, explain.


	No.    

	4.c.  What controls will be used to prevent unauthorized monitoring?


	Means used by PBS to prevent unauthorized monitoring include monitoring activities described in the GSA System Security Plan (SSP), the PBS ESC SSP, and the STAR Enclave SSP. These means include firewalls, virtual private networks, and security audit software that checks for attacks on the system.  Additionally STAR’s use of role based access controls limits authorized user access to STAR Privacy Act data to only those users assigned to the Lease Budget Analyst or Single Point of Entry Role/user class.

	5.a.  Under which Privacy Act System of Records notice (SOR) does the system operate?  Provide number and name.


	GSA/PBS-4.


	5.b.  If the system is being modified, will the SOR require amendment or revision? Explain.


	STAR modifications are continually made to meet regulatory and user requirements.  Changes that impact STAR’s Privacy Act SOR information will be promptly documented in an Update (as in item 5.a. above); no modifications are currently pending.
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