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Cloud computing technology allows the Federal Goreant to address demand from citizens
for better, faster services and to save resoucoesolidate services, and improve security. The
essential characteristics of cloud computing - emdnd provisioning, resource pooling,
elasticity, network access, and measured servipesvide the capabilities for agencies to
dramatically reduce procurement and operating asisgreatly increase the efficiency and
effectiveness of services. Agencies have realizedenefits of this technology and are
integrating it into their information technologyw@ronment.

On December 9, 2010; the Office of Management amigBt (OMB) released ti#s Point
Implementation Plan To Reform Federal Informatiecinology Managemergstablishing the
Cloud First policy and requiring agencies to useidtbased solutions whenever a secure,
reliable, cost-effective cloud option exists. ThemlEral Risk and Authorization Management
Program (FedRAMP) was established by a memorandsued by OMB on December 8, 2011,
Security Authorization of Information Systems iou@ Computing EnvironmenSedRAMP
Policy Memo) to provide a cost-effective, risk-basg@proach for the adoption and use of cloud
services.

A key element to successful implementation of cloachputing is a security program that
addresses the specific characteristics of cloudpeimg and provides the level of security
commensurate with specific needs to protect goveminmformation. Effective security
management must be based on risk management aondlpan compliance. By adhering to a
standardized set of processes, procedures, antIsprigencies can identify and assess risks
and develop strategies to mitigate them.

This document describes a general Concept of QpasasfCONOPS) for the Federal Risk and
Authorization Management Program (FedRAMP). FedRAM® government-wide program
that provides a standardized approach to secis#gssment, authorization, and continuous
monitoring for cloud-based services. FedRAMP us&®ance, use many times” framework
that intends to saves costs, time, and staff requo conduct redundant agency security
assessments and process monitoring reports.

The purpose of FedRAMP is to:

Ensure that cloud based services have adequatenation security;

Eliminate duplication of effort and reduce risk mgement costs; and

Enable rapid and cost-effective procurement ofrimition systems/services for Federal
agencies.

FedRAMP was developed in collaboration with theid\al Institute of Standards and
Technology (NIST), the General Services Administra{ GSA), the Department of Defense
(DOD), and the Department of Homeland Security (RHany other government agencies and
working groups participated in reviewing and staddang the controls, policies and
procedures.

The major participants in the FedRAMP process are:
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Federal agency customer — has a requirement fad¢kchnology that will be deployed
into their security environment and is responsibteensuring FISMA compliance
Cloud Service Provider (CSP) — is willing and ataldulfill agency requirements and to
meet security requirements

Joint Authorization Board (JAB) — reviews the s@igupackage submitted by the CSP
and grants a provisional Authority to Operate (ATO)

Third Party Assessor (3PAQ) — validates and attestise quality and compliance of the
CSP provided security package

FedRAMP Program Management Office (PMO) — manadgeptocess assessment,
authorization, and continuous monitoring process

A CSP follows the process for a provisional authation under FedRAMP and uses a 3PAO to
assess and review their security control implentams. CSPs then provide documentation of
the test results in a completed assessment patkdige FedRAMP PMO. The security package
is then reviewed by the JAB and if a CSP systeragmis an acceptable level of risk, a
provisional Authorization is granted. Agencies taen leverage the Provisional ATO and grant
their own ATO without conducting duplicative assessts.

Implementation of FedRAMP will be in phases. Thiguiment describes all the services that
will be available at initial operating capabilitytargeted for June 2012. The Concept of
Operations will be updated as the program evoleesitd sustained operations.
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This document provides guidance on the operatibtised~ederal Risk and Authorizati
Management Progra(fFedRAMP. The relationships between this documeamd other referenc
documents for FedRAMB&re illustrated irFigure 1-1.

Policy Memo, released by OMB on Dec 8, 2011 provides the direction and high-
level framework for standing up the government-wide cloud security program.

Baseline Security Controls document is based on the NIST 800-53 rev
3 security controls guidelines and includes additional control

 enhancements to address cloud system specific vulnerabilities. The
FedRAMP Baseline Security Controls document was published separately
on Jan 6, 2012.

Policy
Memo

Baseline Security

Controls CONOPS, Concept of Operations, provides an overview of

FedRAMP the operating model and key processes.

CONOPS

Operating Model for FedRAMP is based on the Policy
Memo. This document identifies the key organizations
responsible for implementing the program and a high-level
description of the operational roles and responsibilities.

Operating Model

Security 3r Party Ongoing B Key Processes are the three main functions that

Assessor Assessment & FedRAMP performs during operations.
Accreditation  Authorization

Assessment &
Authorization

Detailed Templates and Guidelines are

. Automated Feeds documents that provide templates for forms and
Security Asses_sm.enl 3PAO Program - information required by CSPs or 3PAOs through
Templates & Guideline: Description & Annual Attestation the FedRAMP process phases and detailed
Application Event / Incident Handling instructions for each of the process areas. These

documents are provided separately.

This document is intended for Cloud Service liders (CSPs), Third Party Assessm
Organizations (3PAOSs), government employees anttaxiors working on FedRAMP projec
and any outside organizations that want to usenderstand the FedRAMP assessment pro

Thisdocument is divided into sectic and many include subsections.

Section 1describes how this document is organized and iienthe documer
audience.

Section 2describes the purpose of FedRA and defines the relationship betwe
internal and external stakehold

Section 3 describdsedRAMP operational areas, the phased implementapproact
and the FedRAMP priority que.

Section 4describes how to use FedRAMP ¢how a CSP and agency can lever
FedRAMP security assessment packe

Section Sdescribes the role of 3PAOs within FedRAMP, theliappon process for th
3PAO,FedRAMP requirements for 3PAOs and the criteriavhich information system
will be evaluated.
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Section 6 describes the approach for performindRP&dP security assessment for cloud
computing systems.

Section 7 describes how to leverage a Provisionghéyization.

Section 8 describes the ongoing assessment anori@ation (continuous monitoring)
process for cloud computing systems/services wettRAMP Provisional Authorization.
Section 9 provides references, guidance, and reguarelated to FedRAMP.

Section 10 provides a list of all deliverables #meir point of use in the FedRAMP
program.

Section 11 provides a list of acronyms.

#
If you have questions about FedRAMP or somethirtpismdocument, please send messages to:
info@FedRAMP.gov
For more information about the FedRAMP projectapkesee the website at:
http://www.FedRAMP.gov
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FedRAMP is a government-wide program that provalstandardized approach to security
assessment, authorization, and continuous mongtdoincloud products and services. This
approach uses a “do once, use many times” framethatlkwill save cost, time, and staff
required to conduct redundant agency security assss.

The purpose of FedRAMP is to:

Ensure that cloud based services used governmeletiveive adequate information
security;

Eliminate duplication of effort and reduce risk mgement costs; and

Enable rapid and cost-effective procurement ofrimition systems/services for Federal
agencies.

FedRAMP uses a security risk model that can beégesl among agencies based on a consistent
security baseline. FedRAMP provides processegaetdiand a repository that enables agencies
to leverage authorizations with:

Standardized security requirements and ongoingrcdaeurity for selected information
system impact levels;

Conformity assessment program that identifies ¢edlindependent, third-party
assessments of security controls implemented bysCSP

Standardized contract language to help agenciegrete FedRAMP requirements and
best practices into acquisitions;

Repository of authorization packages for cloud ises/that can be leveraged
government-wide; and

Standardized Ongoing Assessment and Authorizatiocegses for multi-tenant cloud
services.

$ %

The FedRAMP stakeholders include entities from sxtbe Federal government and industry. In
general, executive agencies serve in a governartesgiew capacity in the JAB and ongoing
assessments; CSPs are applicants to the procsisseddy the 3PAOs; all agencies are potential
consumers for Provisional Authorizations. The PaogManagement Office (PMO) is the
coordinator of the process and conducts initialen®s. Relationships among the stakeholders are
depicted in Figure 2-1.
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FedRAMP Governance
(Federal CIO Council, OMB, DOD, DHS, GSA, NIST)

Accreditation J FedRAMP
Board
Al Joint Authorization Board (JAB)

(DOD, DHS, GSA)

Third-Party

Assessor
Organization
(3PAQ) Program
Mgmt Office
(PMO) Government Agencies

Incident Response Coordinator (DHS)

"8 %

Stakeholder responsibilities are established by OQivitBe FedRAMP Policy Memo and ¢
further delineated in the Joint Authorization Boehdrtel Table 2-1details the responsibilitie
of each stakeholder.
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The FedRAMP Policy Memo establishes FedRAMP govase between Executive brani
entities as illustrated in Figure2 These entities are:

JAB - performs risk authorization and grants the provialATO; members are the CI(
from the Department of Homeland Security (DHS), @eneral Services Administratit
(GSA), and the Department of Defense (D;

FedRAMP PMO —esponsble for operational management;

NIST —provides technical assistance to the 3PAO proceasitains FISMA standar
and establishes technical stand;

Federal CIO Council €oordinates cross agency communical; and

DHS —monitors and reports on security incidents and idesdata feeds for continuot
monitoring.

» Office of Management and “
Budget Policy

« ISIMC Guidance
» Cross Agency Coordination

+ FISMA Standards
« Technical Advisors
« Technical Specifications

: _—— N E.—,c‘*\ 4 « US-CERT Incident Coordination
Joint Authorization| e : s
« CyberScope Continuous Monitoring
Board (JAB)

Data Analysis
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#

*(+

FedRAMP is a governmeniide, standardized approach to security assessraedtsngoin(
assessments and authorizations (continuous morg)atiesigned tsave cost, time, and st:
required toassess and authorize cloud services. FISMA regFederal agncie: to accept the
risk and authorize cloud systems at the agency.l&ceordingly, the FedRAMP Policy Mernr
requires Federal agenciesuse FedRAMP when assessing, authorizing, anthcausly
monitoring cloud services in order to aid agenaiethis process as well as save governn
resources and eliminate duplicative effo

The FedRAMP security authoation process has four distinct areas:

Security Assessment;

Leverage the Athority to Operate (TO);

OngoingAssessment arAuthorization (Continuous Monitoring); and
3PAO Accreditation.

Figure 3-1lillustrates the relationship of these proce:

3PAO Accreditation Security

 Accredit 3" Party

Security Assessment Leverage Provisional Ongoing Assessment and
Authorization Authorization
« Based on NIST/FISMA (Continuous Monitoring)
Guidelines for Low and « Agencies review
Moderate Level Impact Security Assessment » Provide Automated Data Feed
packages; can leverage APls For Key Controls
+ Assess CSP's Cgmpliance with the FedRAMP s Boorlinate Gausmment
FedRAMP Baseline Controls znms[ona'l Response to Security Incidents
o - % o.nzatlon., sl and Events at Cloud Systems
+ Grant Provisional Authorization security requirements to
address agency security » Perform Annual Review of Cloud
requirements Systems for Compliance

Through Self Attestation

Ongoing Assessment and

Authorization

pissesslch (Continuous Monitoring)

Assessors for

Independence /
Competencies

3PAO Accreditation
Publish and

Maintain List of
Accredited 3PAOs
for Cloud Providers
to Choose

# n

Security AssessmentA CSP or an agency may request a provisional ATédtgd by the JAI
under the FedRMP security assessment proc The process follows the NIST &-37 risk
management framework as tailored for a shared nesiplity environment.The CSP identifies
the appropriate baseline; implements appropriatergg controls, and documents t
implementation. The CSédntracts wit an accredited 3PAO to independently verify .
validate their security implementations aneir security assessment packafjge CSP submit
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the package to FedRAMP for review. Once documentatind test results are completed, the
assessment is measured against the FedRAMP reguiternd if the JAB is satisfied that the
risks are acceptable, a Provisional Authorizatogranted. Agencies can then leverage the JAB
Provisional Authorization as the baseline for gramtheir own ATO.

Leverage ATO. The PMO will maintain a repository of FedRAMP #sional Authorizations

and associated security assessment packages faieg# review. Agencies can use the
Provisional Authorizations and security assessmpaokages as a baseline for granting their own
ATO. If necessary, agencies can add additionalrotsnto the baseline to meet their particular
security profile.

Ongoing Assessment and Authorization (Continuous Matoring) . For systems with a
Provisional Authorization, FedRAMP, in conjunctiaith DHS, conducts ongoing assessment
and authorization (continuous monitoring) actigti©ngoing assessment and authorization
(continuous monitoring) determines if the set gbldged security controls continue to be
effective over time.

3PAO Accreditation. CSPs applying for an ATO must use an accrediB A review board,
with representation from NIST and the FedRAMP PMExredits 3PAOs. The approval process
requires applicants to demonstrate their techmmigphbilities and their independence as an
assessor. The approval process follows the confprssessment approach outlined in ISO/IEC
17020. FedRAMP maintains a list of approved 3PA@fwhich CSPs can choose.

#

FedRAMP is implemented in a phased approach sgantith an initial operating capability,
growing into sustaining operations. The FedRAMP Pigl@sponsible for managing the phased
implementation. The phased approach is detailédgare 3.
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Key
Activities

Outcomes

#

Finalize Requirements and
Documentation in
Preparation of Launch

* Publish FedRAMP
Requirements (Security
Controls, Templates,
Guidance)

* Publish Agency Compliance
Guidance

* Accredit 3PAOs

* Establish Priority Queue

* Initial List of Accredited
3PAOs

* Launch FedRAMP into Initial
Operating Capabilities

FY13 Q2

FY14

Initial Operational Full Operations Sustaining
Capabilities (10C) Operations

Launch 10C with Limited
Scope and Cloud Service
Provider (CSP)s

* Authorize CSPs

* Update CONOPS,
Continuous Monitoring
Requirements and CSP
Guidance

Execute Full Operational
Capabilities with Manual

Processes

* Conduct Assessments &
Authorizations

* Scale Operations to
Authorize More CSPs

Move to Full
Implementation with
On-Demand Scalability

* Implement Electronic
Authorization
Repository

* Scale to Steady State
Operations

Gather Feedback and Incorporate Lessons Learned

* Initial CSP Authorizations

* Established Performance
Benchmark

* Multiple CSP
Authorizations

* Defined Business Model

* Measure Benchmarks

* Authorizations Scale
by Demand

* Implement Business
Model

+ Self-Sustaining
Funding Model
Covering Operations

* Privatized
Accreditation Board

The Joint Authorization Board has the responsipibitestablish the priority queue tt
determineghe order in which security assessments are ymed based on available resour(

The JAB has defined the priority queue

“FedRAMP will prioritize tte review of cloud systems with the objective tceassanc
authorize cloud systems that can be leveraged gmen-wide.

In order to accomplish this, FedRAMP will priorgizecure Infrastructure as a Sen
(laaS) solutions, contract vehicles for condity services, and shared service:
alignment with the Administration’s ‘Cloud Firstbficy as discussed in the ‘25 Po
Implementation Plan to Reform Federal Informatiesinology Managemer

When reviewing cloud systems according to thisryis there are two distinct categori
of cloud systems: (1) cloud systems with exisFederal agenciuthority to Operate
(ATO) designations and (2) cloud systems withouexistingFederal agencATO.”

HH#

As FedRAMP evolves and matures, the Joint AuthtiamaBoard will approve program updai
that affect risk authorization. Changes requiriteksholder compliance will be published w
timelines for compliance. The FedRAMP requiremetaplates, and pporting instructiona
materials may change over time. Updates to theranogvill be posted owww.FedRAMP.go.
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/ 0 !

Federal agencies, CSPs, and 3PAOs will use FedRdiff#?ently, but must all understand and
use the FedRAMP security controls baseline andrapaaying requirements. FedRAMP has
defined the security control baseline for low (LL.and moderate (M-M-M) impact level
systems as defined by FIPS 199. This security otsnvere selected from the NIST catalog of
controls and enhancements as described in Spadit&ion 800-53 as revised. Additionally,
FedRAMP has defined additional requirements thahags, CSPs, and 3PAOs must meet.
These additional requirements include using FedRAdMplates, test cases, and ongoing
assessment and authorization processes. All additrequirements are detailed in subsequent
sections of this document.

/

Federal agencies must use the baseline controlaaminpanying FedRAMP requirements
(templates, test cases, guidance) when leveragsgsaments and authorizations or initiating
assessments for cloud services. After grantingudimoaization, Federal agencies must then
establish a security and privacy incident resp@mgkemitigation capability in accordance with
DHS guidance to ensure the security controls anéiraoously monitored. Federal agencies must
ensure these requirements are all met throughaiogl relationships with CSPs.

/ *(
Federal agencies are required by the FedRAMP Pbl@yo to use FedRAMP when conducting
risk assessments, security authorizations, andiggaan ATO for cloud services. Agencies

begin using FedRAMP by viewing the FeEdRAMP repagito see if it contains an assessment
or authorization package for a cloud system an Agénusing or might procure.

If a cloud system is in the FedRAMP repository, ératiagencies can then leverage the security
assessment package as detailed in Section 7.

/ 1

If an Agency selects a CSP service that is nadigt the FedRAMP repository, the agency must
use the FedRAMP PMO process and the JAB-approveRA&RIP security authorization
requirements as a baseline for granting an ATOefa@égencies may do this through initiating
the process with the FedRAMP PMO and JAB detaite8ection 6 or by completing the
FedRAMP process within their respective agency.

Once an agency has completed the assessmentamfdasgistem and granted an ATO, the
Agency must submit a completed package (using €tiREMP requirements) to the FedRAMP
PMO for inclusion in the FedRAMP repository, whicdin be used by other Federal agencies to
leverage the authorization package.

[ # 1 + 2. ! 3

Once a Federal agency has granted an ATO for @ dgstem they must ensure they implement
an ongoing assessment and authorization (continmaunsgtoring) capability to ensure the cloud
system maintains and acceptable risk posture. Bedgencies must work with CSPs to
implement an ongoing assessment and authorizalkkont@ cover security and privacy incident
response and mitigation capabilities. The FedRABtRirements provide the necessary

Page 17



FedRAMP CONOPS

elements for Agencies to ensure that they havdaifaplemented ongoing assessment and
authorization capability in accordance with all DE@dance.

1) "4 :

Federal agencies are required to ensure that FedRiljuirements are met through contractual
provisions. This is to ensure that a CSP has d tdgigation to meet and maintain the
FedRAMP requirements. To assist agencies in me#tiagequirement, FedRAMP will provide
standard template contract clauses and accompaByiAgyuidance covering all FedRAMP
requirements. Federal agencies can leverage thesg dhe procurement process for acquiring
cloud services.

I . $( (

Cloud Service Providers wishing to provide servimeBederal agencies must use the baseline
controls and accompanying FedRAMP requirements.s@aR follow the security authorization
process to categorize the system, implement cantold document the implementations. A CSP
must then use an accredited 3PAO to independeggtytheir implementations. The completed
security assessment package can be submitted tittiter FedRAMP PMO, or a contracting
agency. After a Federal agency commences operati@gnCSP system, they must follow the
ongoing assessment and authorization processes.

[# & , + 2# +3

Accredited Third Party Assessor Organizations (3pPplay a critical role in the FedRAMP
security assessment process. Accredited 3PAO hemmenstrated independence and technical
competency required to testing the security impleiaigons and collect representative evidence.
The resulting security assessment report and stipg@vidence make up a key requirement for
leveraging agencies to use FedRAMP security assgggpackages. The 3PAO accreditation
process is further described next in Section 5.
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5 & : +

In the security assessment process, FedRAMP reqiia¢ CSP services and system:
assessed by an accredited 3PAO. Accredited 3PAO®quirecto meet the ISO/IE(
17020:1998 standards for independence and manbgemg@etence and meet FedRAI

requirements for technical FISMA competence throdgimonstrated expertise in asses:

cloud-based solutions. The accreditation process for 3F&®ase on the concept ¢

conformity assessmenta-methodology to demonstrate capability in meeteggiirement:

relating to a product, process, system, persomdy as defined by ISO/IEC 170.

For FedRAMP, the conformity assessment ensuresttaedite(3PAOs consistently perfor
security assessments with the appropriate levetjof and independence. FedRAMP will o
review security assessment packages from CSPhdkatbeen assessed by an accredited
In addition to the initial security assesent, 3PAOs perform periodic assessment of
systems to, provide evidence of compliance, ang @taongoing role in ensuring that C<
continue to meet FedRAMP requireme This section will detail how FedRAMP will use
conformity assessment proces accredit 3PAOs. A high level view of this processleéscribet
in Figure 5-1.

3PAO FedRAMP
3PAO Application
Form &
4.1 Apply for FedRAMP Supporting
Accreditation Evidence

4.2 Accreditation Review

<:; Clarification

Questions /

Response
FedRAMP

3PAO | [N
Accreditation

4.0 3PAO Accreditation Process

= =

Material

Change Cloud Service

Reporting Provider
Report 3PAO
Performance

4.3 Maintain 3PAO Status

5 & : +

Additional information about the 3PAO accreditatfmocess, including all documents ned to
apply for accreditation, are availablewww.FedRAMP.gov/3PAOQuestions about this proce
should be directed 8PAO@FedRAMP.gC.
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There are four phases of 3PAO accreditation: apglfor accreditation, accreditation revie
maintain 3PAO status. These phases are ed in the sections that follow.

5 , | "

To become a FedRAMP 3PAO, organizations mustgibimit an application. The 3PA
application requires 3PAOs sthow they me: requirements in two areas:

Independence and management system ards, and
Technical FISMA competenc

For independence and management system standpptisaats must show that they conform
standards and requirements contained within ISOAE@20:1998 for Type A and Type
organizations. For technical FISMA comency, applicants must demonstrate techr
competency by completing a security assessmenhygpathetical cloud system based ¢
subset of the FedRAMP security controls. As pathf demonstration, the 3PAO must deve
abbreviated system securithap (SSP), system assessment plan (SAP), and tyeassessmel
report (SAR) using the provided templates. 3PAOmust also explain the methodology u:
to perform the demonstration assessment, des@s#sens learned, and provide evidence
findingsfrom the simulated execution of the abbreviated. This process is illustratein
Figure 5-2.

5 # + )

After a 3PAO submits an application to FedRAMP, FleelRAMP PMO will coordinate revie
of the application by an Expert Review Board (ERB)e FedRAMP PMO has established
ERB comprised bomanagement, independence, and cyber securitytsxpem NIST and GSA
This ERB reviews 3PAO applications to determingnéy conform to the published FedRALl
requirements.
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The ERB will review 3PAO applicants and provideeaammendation to the FedRAMP Direc
regarding accreditation. The FedRAMP Director Ww#él the authority that issues accredita
decisions for 3PAO applicants. If a 3PAO is acaetlithey vill be publicly listed or
FedRAMP.gov as an accredited 3PAO and may begik with CSPs who wish to obtain
FedRAMP Provisional Authorization. If a 3PAO is teshaccreditation, the 3PAO applicant v
receive a document detailing the findings of-conformance. 3PAOs can apply with new
evidence of conformance or apply for reconsideraifithey believe the denial was based ¢
factual errotin the accreditation decisic Review of 3PAO applications will be on an ongo
basis and reviewed on a fisome, first served bas The accreditation review process
illustrated in Figure 5-3.

S# "

After receiving 3PAO accreditation statuse 3PAO must maintain their accreditation
complyingwith FedRAMP requiremer. 3PAOs must notify the FedRAMBMO of any
material changes that could affect its ability &fprm assessmel or maintain its independen
and management system standarcaccordance with ISO 17020:19%8=dRAMP will alsc
monitor thequality of security assessment packages receivehsisfeedbaclkfrom CSPs and
agencie®n the performance of accredited 3P.. Failure to meet FedRAMP requirements cc
result in the tempary suspension or permanent revocation of the 3PACxredited status al
removal from the accredited 3PAO list. 3PAOs alaweithe option of requesting that FedRA
withdraw their accredited statubhis proces is depicted in Figure 5-4 below.
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5/ " #+$

5/ & ( 6

The accreditation process walentuallymigrae to a board managed by private se
organizations. The privatized board will be resplolesfor assessment and accreditatiol
3PAOs. This board will still assess and accred@®according to the standards as define
the FedRAMP JAB and PMO.

After the private sector accreditation body has les¢ablished, the FedRAMP PMO w
establish a transition timeframe for all 3PAOs ¢odacredited by the privatized board. Dur
this transition timeframe, FedRAMP will accept sdguassessment packas that use either
3PAO that was accredited by the ERB or a 3PAO daer by the privatized board. 3PA!
accredited under the initial ERB process will hawéransition to the privatized accreditati
during the transition timeframe detailed by the RAMP PMO.

The transition to a privatized board will be delina a subsequent publication by FedRA
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Federal agencies are required to assess and a@tlhtiormation technology systems in
accordance with FISMA. The FedRAMP security assessiprocess is compliant with FISMA
and is based on NISSpecial Publication 800-37, Revision 1, Guide fppking the Risk
Management Framework to Federal Information Systét@edRAMP defines a set of controls for
low and moderate impact level systems based on K&é€line controls (SP 800-53 as revised)
with a set of control enhancements that pertatheéaunique security requirements of cloud
computing.

The FedRAMP security assessment process is desigradign with what Federal agencies do
now when assessing and authorizing cloud systehis.allows Federal agencies to meet
FedRAMP requirements if a cloud system they wisautihorize is not prioritized for review by
the JAB (discussed previously in Sections 3.2 athd®)t FedRAMP uses the same documents
and deliverables that NIST requires agencies torutdee SP 800-37 framework. The only part of
the FedRAMP process that is new to Federal agerscoitailed in section 6.1 and involves the
Control Tailoring Workbook and Control ImplementstiSummary. These two documents help
delineate security responsibility and how the CBiA$to address the security controls on their
system.

Agencies and CSPs can both apply to FedRAMP tmiaiin assessment of a cloud service. All
CSP security assessment packages must use aniwctBFRO to verify and validate its
security assessment package before it is subnidtdeedRAMP review. The FedRAMP office
coordinates the work between the JAB, the JAB teahnepresentatives (TRs) and also serves
as a liaison between the CSP, 3PAOs, and Federatms.

During the initiation of this process, FedRAMP d@hd CSP will define timeframes for
submission and review of documents to ensure theegs is as efficient and timely as possible.
Timeframes will not be the same for every CSP dudifference in the size, complexity of the
system being authorized as well as any previouMRI&nd security authorization experience of
the CSP. FedRAMP will work with CSPs to create frammes that are reasonable and all parties
feel comfortable they will be able to meet.

During the entire security assessment process, tinenmitiation and creation of the security

plan through the submission of a finalized secuaggessment package, the CSP and FedRAMP
office are in constant communications to addregstpns, solve challenges, and make the
FedRAMP process as fast and seamless as possible.

A high level illustration of the security assessin@ocess is found in Figure 6-1.

Page 23



FedRAMP CONOPS

[ *(+((

The FedRAMP process can be viewedinear andcontinuous with distinct steps that allow
thereview and approval at each <. While it is expected that this process will reqt
interactions and iteration€SPs are limiteto tworesubmissions of each security assessi
document for JAB review.

7 1 4

The initiation request poess area is designed to help the CSP and FedRANHE?stand th
scope of services and current security implemeorta This process, as illustratedFigure 6-2
has four key step3his process begins with the CSP initiating a retjtm FedRAMF
authorization and is completed when the Controllémgntation Summary, a FedRAN
document identifying t current security implementation status and resipdities has bee
approved.
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In order to initiate the FedRAMP process, a CSFederal agencsust submit a complete
FedRAMP Request Form and Federal Information Pratg$tandards (FIPS) 199 workshee
the FedRAMP PMO. Requests for FedRAMP review aaeqd in a queue that is maintainec
the FedRAMP PMO. The queue order is determined&y AB’s Priority Queue ceria
(detailed in section 3.2).

When a CSP begins the security assessment pro@gswitl be assigned an Information Syst
Security Officer (ISSO) from the FRAMP PMO. The ISSO kicks off the assessment
provides guidance on implementing security confraigating required documentation, ¢
performing security testing.

The ISSO is the main point of contact for the C8& sponsoring agency during the asment
process. The ISSO is responsible for performingrthial review of the CSP’s securi
assessment documents and providing feedback &3Reyoes throughout the secu
assessment process. ISSOs play a key role in agsdss CSP’s authorizati package, as tr
ISSO is responsible for the initial review of adksirity authorization documents submittec
FedRAMP.

In completing the FIPS 199 worksheet, the CSP matstigorize what type of data is (or will
contained within the system and detine the impact level for the system. The categtionas
based upon NIST Special Publication -60 (Volumes I and II) Guide for Mapping Types
Information and Information Systems to Securityegaties. Based upon the information in
FIPS 199 workiseet, the appropriate FedRAMP security control lrzsés selected and the C:
will need to implement controls at that level toenEedRAMP requirements. At this tin
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FedRAMP only performs security assessments foesysthat have a low or moderate impact
levels.

The FedRAMP ISSO will notify the CSP that the miitbn request and the FIPS 199 worksheet
have been approved. The next step is a Memorandidgreement (MOA) issued between
FedRAMP and the CSP. The MOA acknowledges the atgtfor FedRAMP to perform an
assessment of the CSP’s system. If an agency gassied FedRAMP to perform a review of a
CSP’s system and has contracted with the CSRi¢piartment or agency will be considered the
sponsoring agency for the CSP in which case a Manaum of Agreement (MOA) will be
issued between FedRAMP and the sponsoring ageneglas

After the CSP has signed the MOA, the ISSO wileédirthe CSP to fill out the Control Tailoring
Workbook (CTW) and the Control Implementation Sumyn(&IS). The CTW pre-qualifies the
system for FedRAMP review and determines if a C&Pdxceptions to the FedRAMP
requirements (usually in control implementationgantrol boundaries) that must be considered
by the JAB for authorization. The CIS provides egsary of the controls and delineates
responsibility for the implementation of each cohtihe CSP may need to modify the CIS as
they develop their System Security Plan. The CT\W @IS assist the CSP in documenting the
implementation of the controls, defining the cohbroundaries, and mapping responsibility for
each control.

After completing the CTW and CIS templates, the G&lfmits the documents to the FedRAMP
PMO. The FedRAMP ISSO performs an initial reviewtledd documents for completeness and
compliance. If the documents are not acceptabéelSBO will notify the CSP and include

specific findings that describe how the documesetsdrto be revised. Once the CIS and CTW are
complete, the documents are sent to the JAB faewev

The JAB will review the CIS and CTW and examine argeptions to determine the risk these
exceptions will pose to Federal Data placed in sleatice environment. If the JAB accepts the
CTW and CIS, the CSP will be notified that theiciséty assessment will move forward to the
Document Security Controls process step. If the BAB specific concerns about the CTW and
CIS, the CSP will also be informed and given anaspymity to address the JAB’s findings and
resubmit the documents. The CSP deliverables toimitiate Request process area are described
in Table 6-1.
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Once the CSP has implemented the required se@anitlyols, the next process is to document
the security control implementations in a Systerouigy Plan (SSP). The SSP details the
security authorization boundary, how the implemeowtes address each required control and
enhancement in the selected control baseline, ipéisais of roles and responsibilities, and
expected behavior of individuals with system access

In order to completely and accurately documents#gw@irity control implementation in the SSP,
CSPs must provide supporting documents that nebd submitted as attachments. These
supporting documents include: an e-AuthenticatiaorRdheet, a Privacy Threshold Analysis
(and if applicable, a Privacy Impact Assessmeh®,@SP’s Information Security Policies, User
Guide for the cloud service, Rules of Behavior]B&ontingency Plan, a Configuration
Management Plan, and an Incident Response Plarplaas for all of these documents will be
available on www.FedRAMP.gov.

The CSP submits the SSP and all supporting docatientto their FedRAMP ISSO for review.
The ISSO will work with the CSP on any requirediseans. Once the SSP is in a final state, the
ISSO submits the SSP to the JAB for review to entlug SSP adequately addresses the security
needed for that cloud system. If the JAB approtiesISP, the CSP will next move to the
security testing step. If the JAB has specific @nes about the SSP, the CSP will be informed
and given an opportunity to address the JAB’s figdiand resubmit the documents.
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Documenting the security controls in the securgtyessment process is detaileFigure 6-3;
and the deliverables for this process area argiiesdn Table -2.
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Once the SSP has been approved, the CSP mustvbadimnith accredited 3PAO. Once a CSP
has contracted with an accredited 3PAO, they musing a 3PAO Designation Form to the
FedRAMP PMO. The 3PAO performs and independentiistdhe CSP’s system to determine the
effectiveness of the security control implementatibhe JAB will only accept security
assessment packages developed by an accredited Bdi@lonal details on 3PAOs and the
accreditation process are found in Section 5.

Once the 3PAO has been selected, the ISSO willhoheeting with the CSP and 3PAO to
discuss expectations and set timeframes for delbles. The 3PAO creates a testing plan using
the FedRAMP Security Assessment Plan (SAP) templ&ie SAP identifies all the assets within
the scope of the assessment, including componealsas hardware, software, and physical
facilities. The SAP provides a roadmap and methmglofor execution of the tests and indicates
that the 3PAO will use the FeEdRAMP associated $igciast cases that are provided in the form
of worksheets. The ISSO reviews and approves tHet8A&nsure that the assessment will cover
the stated authorization boundary and controls.3R%&0 performs an assessment of the CSP’s
controls in accordance with the SAP.

After the assessment of the controls has been atethlthe 3PAO will generate a Security
Assessment Report (SAR) that documents findingspaoeides an analysis of the test results to
determine the risk exposure. The SAR also cont@osmmendations developed by the 3PAO to
assist the CSP in mitigating security weaknesses.

After receiving the SAR from the 3PAO, the CSP diepe a Plan of Action & Milestones
(POA&M) that addresses the specific tasks, res@,i@ed schedule for correcting each of the
weaknesses and residual risks identified. The POA&HRKI living document and lists current
vulnerabilities within the system, along with tHanqmed fix and a date that the fix will be
implemented. The POA&M serves as a schedule acHitrgusystem for the CSP’s security “to
do” list.
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After completion of thd®OA&M, the CSP submits the S/ (with accompanying evidence) a
the POA&M to the ISSOThe ISSO reviews the SAR and POA&M for completersess overal
risk posture. The ISSO théorwards the SAR and POA&M to the JAB fagview. The JAB will
review the SAR and POA&M tmake a risksased decision on whether to accept
vulnerabilities and planned fixes for tCSP’s system to determine if that system pose
acceptable level of risk to hold Federal Datah&JAB determines the risk level is too high
recommends remediation steps. The FedR ISSO shares the findings with the CSP
requests that the C@Brrect control implementations, retest affectedtis, and resubn
revised documentatiolf.the JAB accepts the risk associated with the informatiastesy, the
ISSO will notify the CSP that they are ready tlize the security assessment.

71 &

Performing securityesting in the security assessment process idetiaiFigure6-4 and the
deliverables are listed in Table36
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During the final security assessment step, the &@®B#fpiles the security documents into a single
security assessment package. In this final asseaflolgcuments, the CSP will also submit a
Supplier's Declaration of Conformance to verify aitest to the truth of the security control
implementations detailed in the security assesspaikage. The CSP then submits it to their
FedRAMP ISSO for review. When the ISSO has comgl#te review and determines the
package is complete, the ISSO forwards the packates JAB for review.

The JAB reviews the security assessment packagalbddcumentation provided to make a
final risk-based decision on whether or not to geaRrovisional Authorization. If the JAB does
not grant a Provisional Authorization, FedRAMP vgiind a denial notification and provide
instructions on how the CSP can reapply for a FdRAecurity assessment.

CSPs that receive a provision ATO will be addethwlist of authorized CSPs on
www.FedRAMP.gov The listing will provide basic information abdhe service offerings of the
CSP and is targeted towards agencies looking toupeccloud-based services.
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TheProvisional Authorization letter and security authation package will be stored ir
secure, accessantrolled repository for review by agencies thahwto leverage the CSF
Provisional Authorization in order to issue thewroATO. Finalizing the scurity assessment

detailed in Figure 6-and deliverables associated with the process stegllinTable6-4.
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Federal agencieare required by FISMA to individually accept thekrend grant the ATO befo
placing any Agency Data into a system. The FedRA&Braging authorization process det
how agencies can use FedRAMP Provisional Authaomatand the secure repositor grant an
ATO in accordance with FISMA. Agencies must useR&lIP when granng an ATO for ¢
cloud service A high level illustration of the leveraging the hatization process is found
Figure 7-1.

8 *(

One of the primary benefits 8edRAMP is the ability for agencies teuse the Provision
Authorizations granted by tRAB and to leverage the work that has been conth Agencies
can review the CSP’s application of security cantrgplementation, including evidence of th
implementation of these contr. Additionally, agencies can revieamy existing vulnerabilitie
and risk mitigations planfer the cloud service represented by the pac.

Part of the review of the assessment package exFederal agencids understand the contr
responsibility. The CIS (detailed in the securggessment process) will clearly delineate
control responsibility between the C{Federal agencyr hybrid (shared responsibility). T
responsibility for security contremplementation varies by cloud deployment modelial
detailed in Figure 7-2.
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After reviewing the security assessment packagetadccompanying Provisior
Authorization, Agencies can then grant an ATO urntderr own authority

8 "% ;

The FedRAMP PMO maintainssecure repsitory of security assessment packagesFederal
agenciegcan leverage. The repository will hold assessmackages in four different categor
and will includes information about how to revieurent versions of the security assessn
package as described in Tabl&.7-

& 8 $ %
1&! & $$ I+ BC
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The different categories of assessment packagesftékibility for Federal agenciiand CSPs
to allow for unique leveraging of security assessisie/Vhen reviewing security assessn
packages, agencies will come to understand thé déveview the scurity assessment packe
has received, as well as the risk exposureciated with the cloud service.

8 $9%

The CSP will sellsupply a security assessment package using theAMBRrocess The CSP
will follow the FedRAMP security assessmentcess utilizing internal ISSOs and an accred
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3PAO. The FedRAMP office reviews the package fanpleteness and will ensure that all
FedRAMP documents and templates were used as edgbiowever, neither the JAB nor a
Federal agency has made a risk based decision dit@osécurity control implementations.

Level of Review None

Assessment of RiskUtilized a FedRAMP accredited 3PAO annually bagedhe
security assessment anniversary date

All materials in the CSP supplied security assesspackages must be timely so FedRAMP
will require CSPs to re-submit all assessment rias$eat the time of the CSP’s annual self-
attestation SDOC letter.

8 , &+

Agencies must use the FedRAMP process as a frarkgavgrant an ATO when they wish to use
a cloud service that is not in the FedRAMP repogiteederal agencies must follow the
FedRAMP security assessment process (using alhgraoying templates and guidance)
utilizing internal Agency ISSOs. In this categdfgderal agencies did not use a FedRAMP
accredited 3PAO. However, Federal agencies willggired to submit an attestation describing
the independence and technical qualifications @f3BAO utilized to assess that CSP package.
Agencies must submit to FedRAMP complete authaongtackages with accompanying ATO
letter.

Level of Review Federal agency has granted an ATO
Assessment of RiskDid not use an accredited 3PAO

Federal agencies will ensure the FedRAMP PMO isigeal with any updates to a CSP
authorization package annually. Without an acceed8PAO, these authorizations will not be
eligible for JAB review and Provisional Authorizati.

8 # , &+ # +

Agency ATO with accredited 3PAO meets the sameirements as Agency ATO in section 7.1.2
except that an accredited 3PAO was used in thesmsnt of a CSP package.

Level of Review Federal agency has granted an ATO
Assessment of RiskUtilized a FedRAMP accredited 3PAO

Federal agencies will ensure the FedRAMP PMO isideal with any updates to a CSP
authorization package annually.

8/ 96 (

JAB Provisional Authorizations are designationsegivo security authorization packages that
have gone through the FedRAMP assessment procésse@authorized by the JAB as detailed
in Section 6. Any subsequent Agency ATO that legesahe FedRAMP Provisional
Authorization will be listed in addition to the JA O to provide agencies with knowledge of
the full level of Federal Government review of aarthation packages.

Level of Review JAB has granted a Provisional Authorization
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Assessment of RiskUtilized a FedRAMP accredited 3PAO

The CSP must supply to the FedRAMP PMO an annlfshtiestation SDOC letter annually.
Additionally, the JAB will review all JAB Provisiai Authorizations without Agency ATO at the
time of annual self-attestation to determine ifytlaésh to maintain the JAB Provisional
Authorization.
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Ongoing assessment and authorization, often reféoras ontinuousmonitoring is the third
and final process for cloud services in FedRAMRy@ng assessment and authorization is
of theoverall risk management frawork for information security and is a requireméant
CSPs to maintain their Provisional Authorizat This processletermines whether the set
deployed security controls in @amformation system remain effective in light of preed anc
unplanned changes that occur in the sysind its environment over time.

The FedRAMPongoing assessment and authorizé program is based ddlSTSP 800-137,
Information Security Continuous Mitoring for Federal Information Systems and Orgatian.
Ongoing assessment and authorization results ate transparency into the security postof
the CSP system and enabii@sely risk-management decisions. Securnigfated informatior
collectedthrough continuous monitoring is used to make meegmupdates to thSSP, SAR, and
POA&M. These updated docume and real-time operational feeds fokeep th security
authorization package timeandprovide information about security contedfectivenes. This
allows agencies tmake informed risk management decisias they use cloud servic A high
level illustration of the ongoing assessment artti@ization process is detailedFigure 8-1.
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The goal of operational visibility is to reduce #x@ministrative burden associatecth
demonstrating compliance and instead shift towaa-time oversight monitoring throuc
automated approaches in accordance with OMB Mer-10-15 FY 2010 Reportin
Instructions for the Federal Information Securitaivigement Act and Agency Privi
ManagementTo achieve operationaisibility, CSPsprovide three different types
information: automated data feeds, periodicallymsitted specific control evidentiary artifac
and annual selfttestation report The operational visibility process is illustratecFigure 8-2.

+

CSPs must submitutomated data feeds, inclusive of CyberScopefdatts, tctFederal agencies
and must work withFederal agenci to ensure these feeds are recei¥eatleral agenci- must
then also submit the required CyberScope feedstllir® DHS.Federal agenci, CyberScope,
and FedRAMP will use the automated data to progitgysis and re-time visibility in to the
security posture of a cloud systt

Annually, CSPs must rassess a subset of the security controls and ssotls to FedRAMI
and leveraging agencies. Theagsessment of these controls must be completed agcaeditec
3PAO. To verify this work was completed, CSPs nsukimit an annual seattestation repol
certifying that all controls are working prope

Both the JAB and leveraging agencise the selfttestation and automated data feeds to r
risk based decision on whether to continue the €BRivisional Authorization and/or Agen
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ATO. When changes in the environment are requtredCSP follows the processes docume
in the Configwation Management PI for their system.

CSPs will make periodic changes to their systens process area is not designed for rou
changes as described in the Configuration ManageRlan; but rather for significant chanc
that change the scope of an approved Provisiondigkization or mpact the authorizatic
boundary. In this change control process, CSPsgeamffective information on the nature
changes and what impact the change makes on theya&®n. This allows FedRAMP a
leveraging Federal agenciesmake an informed riskased decision about what residual ri
will be accepted through the any changes to amaatd system. The change control proc
area is illustrated in Figure 8-3.

H .

CSPs must report any changes or proposed charaesghificantly impact the CSP’s ability
meet FedRAMP requirements. These changes includeré not limited tcchanges in th
CSP’s point of contact with FedRAMP, changes in@&#®’s risk posture, changes to i
applications residing on the cloud system, andfanges to the cloud system infrastructure.
CSP provides updates to their FedRAMP ISSO by sitimg an updated Configuratic
Management Plan and any other documents that eagigmificant changes such as the SSF
the IT Contingency Plan.

If any intended change will either add residual risk caraje ceveraging agency
responsibilities, the CSRust review the planned implementation with the &ament 1ISSC
responsible for the Provisionauthorization The Government ISSO will review the propo:
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change with the Athorizing Authority and make recommendations ®@SF If the proposec
change wli create risks that the JAB fis unacceptable, the Provisional Authorization wither
be updated to reflecevisions to th POA&M, additional conditions, or could result ir
revocationof the Provisional Authorization if the changengpiementec

After a significantthange, any impacted security controls must berdeated in the SSP,-
assessed by the 3PAO, and any updated documen(iabtudingsecurity mpactanalysis
artifactg provided to FedRAMP. FedRAMP will notify leveragi agencies th a change has
been madeThe leveraging agency should review the signifigamact and update
documentation.

Implemented changes may alter current securityrobimiplementations or create a n
vulnerability to a cloud system. Accordingly, CSRsst ujdate their POA&M that is submitte
to and reviewed quarterly by their FedRAMP ISSCe HedRAMP ISSO reviews the upda
CSP POA&M to determine if CSPs are complying witinttnuous reporting requirements ¢
that any changes to the POA&M do not introdunacceptable risk. The ISSO will summat
any changes to the CSP POA&M and make recommemdatiothe JAB on whether or not t
CSP is complying with the FedRAMP requirements @it system still presents an accept:
level of risk.

H 1

The shared tenant architecturecloudservices implies that a single incident may imj
multiple Federal agencidsveraging the cloud services. FedRAMP will workJS-CERT (an
office within DHS) to coordinate incident resporassivities.
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Part of a CSP security authorization package regU@SPs to have incident response plans in
accordance with existing Federal Policies such8®™-07-16 and NIST Special Publication
800-61. In the event of a security incident, a @8Rt notify both US-CERT and the impacted
Federal agency Security Operation Centers (SOCSs).

FedRAMP and US-CERT will then coordinate resporik®ts across impacted Government
Agencies including activities such as forensic gsialthrough root cause and recommended
remediation actions. Impacted agencies providetitgppagency specific remediation actions that
are required per contractual or compliance requerés

FedRAMP and US-CERT will summarize the findingaimincident Report that will be made
available by FedRAMP to agencies leveraging theRP@P Provisional Authorization.
Additionally, if CSP actions must be taken to pravieiture occurrences, the actions will be
recorded by the CSP in their POA&M and monitoreds&l on the severity of the incident and
the impact it has on Federal agencies, the FedRRMBP may initiate a review of a CSP’s
Provisional Authorization with the JAB. The incideasponse process is depicted in Figure 8-4.
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The following laws and regulations are applicabléhe FedRAMP program:

<

Computer Fraud and Abuse Act [PL 99-474, 18 US103

E-Authentication Guidance for Federal Agencies [OMB)4-04]

Federal Information Security Management Act (FISMARO0O2 [Title 111, PL 107-347]
Federal Information Resources Management Regulibl€FR C 201]

Freedom of Information Act As Amended in 2002 [R141232, 5 USC 552]

Guidance on Inter-Agency Sharing of Personal DaRaotecting Personal Privacy [OMB
M-01-05]

Homeland Security Presidential Directive-7, Criticdrastructure Identification,
Prioritization, and Protection [HSPD-7]

Internal Control Systems [OMB Circular A-123]

Management of Federal Information Resources [OMBWlar A-130]

Management’s Responsibility for Internal ControM® Circular A-123, Revised
12/21/2004]

Privacy Act of 1974 as amended [5 USC 552a]

Protection of Sensitive Agency Information [OMB N6-Q.6]

Records Management by Federal Agencies [44 USC 31]

Responsibilities for the Maintenance of Records#hlndividuals by Federal Agencies
[OMB Circular A-108, as amended]

Security of Federal Automated Information Syste@BB Circular A-130, Appendix
1]

$ 1

The following standards and guidance are applictibtee FedRAMP program:

A NIST Definition of Cloud Computing [NIST SP 80@H]

Computer Security Incident Handling Guide [NIST &®—61, Revision 1]
Contingency Planning Guide for Federal Informat8ystems [NIST SP 800-34,
Revision 1]

Engineering Principles for Information Technologsc8rity (A Baseline for Achieving
Security) [NIST SP 800-27, Revision A]

General Criteria for the Operation of Various Typé8odies Performing Inspection
[International Organization for Standardizationéimational Electrotechnical
Commission (ISO/IEC) 17020:1998]

Guide for Assessing the Security Controls in Feldefarmation Systems [NIST SP 800-
53A]

Guide for Developing Security Plans for Federabtnfation Systems [NIST SP 800-18,
Revision 1]

Guide for Developing the Risk Management Frameworkederal Information Systems:
A Security Life Cycle Approach [NIST SP 800-37, en 1]
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Guide for Mapping Types of Information and Informat Systems to Security Categories
[NISP SP 800-60, Revision 1]

Guide for Security-Focused Configuration Managenaémmformation Systems [NIST
SP 800-128]

Information Security Continuous Monitoring for Feaelnformation Systems and
Organizations [NIST SP 800-137]

Minimum Security Requirements for Federal Inforraatand Information Systems [FIPS
Publication 200]

Personal Identity Verification (PIV) of Federal Elmypees and Contractors [FIPS
Publication 201-1]

Recommended Security Controls for Federal Inforoma8ystems [NIST SP 800-53,
Revision 3]

Risk Management Guide for Information Technologgt8gns [NIST SP 800-30]
Security Considerations in the System DevelopméetCycle [NIST SP 800-64,
Revision 2]

Security Requirements for Cryptographic Module$f5IPublication 140-2]

Standards for Security Categorization of Federfarinmation and Information Systems
[FIPS Publication 199]

Technical Guide to Information Security Testing &ssessment [NIST SP 800-115]
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Deliverables noted in Table 10-1 must be creatétgube FedRAMP templates. All deliverable
templates are available @ww.FedRAMP.gov
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