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PART II.  SYSTEM ASSESSMENT

A.  Data in the System

	Question
	Explanation/Instructions

	
1.  Describe all information to be included in the system, including personal data.  
	
USA.gov consists of public-facing information available through the website http://www.usa.gov.

System Title:
USA.gov and sub-sites:
USA.gov
apps.gobiernousa.gov
apps.usa.gov
gobiernousa.gov
m.gobiernousa.gov
M.usa.gov (Mobile)	
Kids.usa.gov
Promotions.usa.gov (Dear Abby, free publications)
Go.usa.gov (URL shortener)
Registry.usa.gov (Social Media Registry)
CM.usa.gov (configuration management system for USA.gov, Data.gov, etc.)


	
1.a.  What stage of the life cycle is the system currently in?
	
Operational.

	
2.a.  What are the sources of the information in the system?
	
All static data on USA.gov are available from other publicly accessible web sites operated by other Federal agencies and State governments.  Other information in the system is provided by citizens who have chosen to use the services provided by the system e.g., search capability.  

	
2.b.  What GSA files and databases are used?
	
None. 

	
2.c.  What Federal agencies are providing data for use in the system?
	
No privacy information is provided by Federal agencies.  Public information is provided by all agencies in the construction of links to their web sites.

	
2.d.  What State and local agencies are providing data for use in the system?
	
No privacy information is provided by State or Tribal governments.  Public information is provided by some State and Tribal governments in the construction of links to their web sites.

	
2.e.  What other third party sources will the data be collected from?
	
None.

	
2.f.  What information will be collected from the individual whose record is in the system? 
	
Citizens using the system may choose to provide their E-mail address, name, and mailing address. 

	
3.a.  How will the data collected from sources other than Federal agency records or the individual be verified for accuracy?
	
It is the responsibility of Federal agencies and State governments to make sure that the information provided is accurate. 

	
3.b.  How will data be checked for completeness?
	
It is the responsibility of Federal agencies and State governments to make sure that the information provided is complete.

	
3.c.  Is the data current?  How do you know?
	
It is the responsibility of Federal agencies and State governments to make sure that the information provided is up-to-date.

	
4.  Are the data elements described in detail and documented?  If yes, what is the name of the document?
	
Yes. Management Plan for Technology Solutions Division, OCSC-CM-001-PLN-CMP-1.0 dated August 7, 2008.




B.  Access to the Data

	Question
	Explanation/Instructions

	
1. a. Who will have access to the data in the system?
	
· USA.gov developers have access to individuals’ email data (and other information provided) as they enter or respond to the customer request should they be involved in troubleshooting the production system.  In general, only system administrators have access to data in production and staging.  USA.gov developers have access to their code in their development environment and test data.  Privacy information in the form of some E-mail addresses is retained so long as it may be of use in responding to a citizen’s request or follow-up requests. Responses are usually sent within hours and not more than a few days.  USA.gov uses GSA’s Gmail system to respond to E-mails.  E-mail addresses are not stored in a data base.
· System Administrators have access to the entire data in the system.
· The System Owner, Project Manager and Technical Manager all have access to all information necessary to monitor and assess the contractor’s performance.
· 


	
1.b.  Is any of the data subject to exclusion from disclosure under the Freedom of Information Act (FOIA)?  If yes, explain the policy and rationale supporting this decision.
	
E-mail addresses and mailing addressesare excluded from disclosure under FOIA.  All of the other data are publically available and are not excluded under FOIA.

	
2.  How is access to the data by a user determined?  Are criteria, procedures, controls, and responsibilities regarding access documented?
	
· System Administrators and developers of Code have access to data as appropriate to fulfill their roles.
· Vendor’s Associates’ access to the system is controlled by vendor and is dictated by duties and requirements of their positions and by contract.
· Managers and Supervisors may view the data on a secure connection through the server.  Managers and supervisors are responsible for protecting the information.  


	
3.  Will users have access to all data in the system or will the user's access be restricted?  Explain.
	
· [bookmark: _GoBack]Individual Access:  Individuals have no access to any personal data in the system.  The only data collected is a voluntarily an email address.  The email data is transitory and not stored as a privacy data base on usa.gov. 
· System Administrators and Developers of Code:  Only those individuals who have system data administration responsibilities as part of their official job duties and requirements have system-wide access to databases and code as appropriate.  Access to these levels are restricted by the password and ID assigned.  Developers of Code in the development environment can access their code, but not in staging or production. 
· Vendor Associates:  Only those vendor associates whose duties and responsibilities require access to OCSC data have been given the authority for access.  Those that do have access have gone through and passed a background investigation. 
· Managers and Supervisors:  Management personnel have access only to the technical and statistical data necessary for monitoring and measuring agent and system performance.

	
4.  What controls are in place to prevent the misuse (e.g. browsing) of data by those having access?
	
Agents, System Administrators, Managers and Supervisors are operating under the same rules of behavior for GSA and Federal employees in terms of protecting the privacy of others and not using information in the system for personal gain or to the benefit of others.  Passwords, user ids and segmentation of function provide adequate protections.  

	
5.a.  Do other systems share data or have access to data in this system?  If yes, explain.
	No, although emails are forwarded to the National Contact Center for handling.

	
5.b.  Who will be responsible for protecting the privacy rights of the clients and employees affected by the interface?
	
Not Applicable.

	
6.a.  Will other agencies share data or have access to data in this system (International, Federal, State, Local, Other)?

	
Yes, the Government Printing Office will have access to users’ mailing addresses.

	
6.b.  How will the data be used by the agency?
	
The Government Printing Office will mail requested publications to the users’ mailing address.  These publications have been explicitly requested by the user.

	
6.c.  Who is responsible for assuring proper use of the data?
	
System administrators and distribution personnel at the Government Printing Office.

	
6.d.  How will the system ensure that agencies only get the information they are entitled to?
	
The data is transferred manually in an encrypted format to ensure only the applicable data is transmitted.

	
7.  What is the life expectancy of the data?
	
No privacy information is stored in the system.  Privacy information in the form of some E-mail addresses and mailing information is retained so long as it may be of use in responding to a citizen’s request or follow-up requests. Responses are usually sent within hours and not more than a few days.  USA.gov uses GSA’s Gmailsystem to respond to E-mails.  E-mail addresses are not stored in a data base.

	
8.  How will the data be disposed of when it is no longer needed?
	
No privacy data are stored by the system. Transitory E-mail addresses are disposed of in compliance with OCSC Records Maintenance and Disposition System - OAD P 1820.2A.  




C.  Attributes of the Data

	Question
	Explanation/Instructions

	
1.  Is the use of the data both relevant and necessary to the purpose for which the system is being designed?
	
The data is both relevant and necessary to the purpose for which this system was designed.

	
2.a.  Will the system derive new data or create previously unavailable data about an individual through aggregation from the information collected?
	
No.  

	
2.b.  Will the new data be placed in the individual's record (client or employee)?
	
Not Applicable.

	
2.c.  Can the system make determinations about individuals that would not be possible without the new data?
	
Not Applicable.

	
2.d.  How will the new data be verified for relevance and accuracy?

	
Not Applicable.

	
3.a.  If the data is being consolidated, what controls are in place to protect the data and prevent unauthorized access?  Explain.
	
The only data being consolidated is for statistics and system performance monitoring.


	
3.b.  If processes are being consolidated, are the proper controls remaining in place to protect the data and prevent unauthorized access?  Explain.
	
Processes are not being consolidated.


	
4.  How will the data be retrieved? Can it be retrieved by personal identifier? If yes, explain.
	When an inquiry is received, the only identifier information is the e-mail address. Agents and Systems Administrators have the capability of tracking inquiries by e-mail address for background.

	
5.  What are the potential effects on the privacy rights of individuals of:
a.  Consolidation and linkage of files and systems;
b.  Derivation of data;
c.  Accelerated information processing and decision      making; and
d.  Use of new technologies.

How are the effects to be mitigated?
	There are no known effects on the due process rights of individuals who avail themselves of USA.gov infrastructure.  This system is not linked to other files and systems.  





D.  Maintenance of Administrative Controls

	Question
	Explanation/Instructions

	
1.a.  Explain how the system and its use will ensure equitable treatment of individuals. 
	
There are no known effects on the due process rights of individuals who avail themselves of USA.gov infrastructure.  This system is not linked to other files and systems.  

	
1.b.  If the system is operated in more than one site, how will consistent use of the system be maintained at all sites?
	
The system is operated in only one site.

	
1.c.  Explain any possibility of disparate treatment of individuals or groups.

	
There is no possibility of disparate treatment of individuals.

	
2.a.  What are the retention periods of data in this system?
	
Data are only retained so long as it may be of use in responding to the citizen’s request or follow-up requests. 

	
2.b.  What are the procedures for eliminating the data at the end of the retention period?  Where are the procedures documented?
	
Retention of data is in compliance with OCSC Records Maintenance and Disposition System - OAD P 1820.2A.  

	
2.c.  While the data is retained in the system, what are the requirements for determining if the data is still sufficiently accurate, relevant, timely, and complete to ensure fairness in making determinations?
	
Since the data retained on the system is only an E-mail address, the individual will ensure that the information is complete, accurate, and up-to-date when they first contact the USA.gov infrastructure via completion of an email address. 

	
3.a.  Is the system using technologies in ways that Federal agencies have not previously employed (e.g. Caller-ID)?  
	
No.


	
3.b.  How does the use of this technology affect individuals’ privacy?
	
No affect on individual privacy.  The only impact is the storage of an email address.

	
4.a.  Will this system provide the capability to identify, locate, and monitor individuals?  If yes, explain.
	
No.

	
4.b.  Will this system provide the capability to identify, locate, and monitor groups of people?  If yes, explain.
	
No.

	
4.c.  What controls will be used to prevent unauthorized monitoring?
	
Not Applicable.

	
5.a.  Under which Privacy Act System of Records notice (SOR) does the system operate?  Provide number and name.
	
USA.gov infrastructure is not an SORN and has no plans to become one in the future.  The sole purpose of the system is to provide an efficient way for citizens to get information from and about their Government.

	
5.b.  If the system is being modified, will the SOR require amendment or revision? Explain.
	
Not Applicable.
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