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PART II. SYSTEM ASSESSMENT

A. Data in the System

	Question
	Response

	1. Describe all information to be included in the system, including personal data. 
	This system is used to process contractual information from surplus items being sold through various methods.  The privacy data items used are: home address, home phone, social security number, credit card and debit account number. 



	1.a. What stage of the life cycle is the system currently in?


	Operation/Maintenance 

	2.a. What are the sources of the information in the system?
	The information is entered into the system by Sales Clerks and Contracting Officers.  Most of the information is provided electronically from the GSAAuctions system.



	2.b. What GSA files and databases are used?
	The current databases that are used with this system: SASyDB, AuctionDB, ePayDB


	2.c. What Federal agencies are providing data for use in the system?


	All federal agencies provide data to this system.

	2.d. What State and local agencies are providing data for use in the system?


	None.

	2.e. What other third party sources will the data be collected from?


	A system from the US Treasury called pay.gov will verify information is correct.

	2.f. What information will be collected from the individual whose record is in the system? 


	All of the items in Part II, Section A, #1 above. 

	3.a. How will the data collected from sources other than Federal agency records or the individual be verified for accuracy?


	All registrations are checked by the US Treasury system by credit card number to verify the source.

	3.b. How will data be checked for completeness?


	All required data is marked and no information can be saved until all required fields have been completed.

	3.c. Is the data current? How do you know?
	All privacy data is re-verified each time a user has won an auction.  It is up to the individual to keep this information current if they would like to receive service.



	4. Are the data elements described in detail and documented? If yes, what is the name of the document?
	Yes.  Each data element is described and documented.  Located in the Policy and Procedures for Personal Property.




B. Access to the Data

	Question
	Response

	1. a. Who will have access to the data in the system? 
	The persons who will have access to this data are: sales clerks, cashiers, Programmers, Contracting Officers, and FBP Systems and Operations staff.  All of these groups will have access to privacy data depending on which step in the sales process.



	1.b. Is any of the data subject to exclusion from disclosure under the Freedom of Information Act (FOIA)? If yes, explain the policy and rationale supporting this decision.


	Yes.  Explained in FOIA Exemption 6, would constitute a clearly unwarranted invasion of personal privacy.


	2. How is access to the data by a user determined? Are criteria, procedures, controls, and responsibilities regarding access documented?
	System security plans, Maintenance Contracts, Rules of Behavior, Policies and Procedures for Personal Property Sales, and user roles.  The program office has written plans that describe in detail how computer security is to be maintained on computer systems in which privacy information exist.



	3. Will users have access to all data in the system or will the user's access be restricted? Explain.
	A User’s access to data is restricted to access level to assure that only authorized users have access to privacy data.  Depending on their role they may view or modify information.



	4. What controls are in place to prevent the misuse (e.g. browsing) of data by those having access?
	The application shows information on accessing the computer on a routine basis, monitors browsing of automated files and unusual transactions (browsing not characteristic to job role).  There are disciplinary actions for employees who have violated the program’s policy which include: Counseling, Probationary Period, Termination of Employment and Referral to law enforcement authorities.



	5.a. Do other systems share data or have access to data in this system? If yes, explain.


	Yes.  The GSAAuctions module, which is a part of the SASy application, has access to this data to restrict defaulted bidders from participating in online auctions.  GSAAuctions receives real-time updates from the SASy database.  SASy also shares data with the Office of Finance.

	5.b. Who will be responsible for protecting the privacy rights of the clients and employees affected by the interface?
	The Program Manager and the System Manager listed above share the responsibility for securing and monitoring privacy rights of the clients and employees affected by the interface. 



	6.a. Will other agencies share data or have access to data in this system (International, Federal, State, Local, Other)?


	None.

	6.b. How will the data be used by the agency?


	N/A

	6.c. Who is responsible for assuring proper use of the data?


	N/A

	6.d. How will the system ensure that agencies only get the information they are entitled to?


	N/A 

	7. What is the life expectancy of the data?
	The life expectancy of the data is broken into 3 categories.  Contracts for surplus property under $25,000 are saved for 3 years; more than $25,000 are saved for 6 years, and 10 years for hazardous property.



	8. How will the data be disposed of when it is no longer needed?
	All data will be purged from the database at the end of life.  The database backups will maintain this data for an additional 40 days.  After the 40 day period the tapes are purged.  All manual records are burned or professionally shredded.




C. Attributes of the Data

	Question
	Response

	1. Is the use of the data both relevant and necessary to the purpose for which the system is being designed?
	The privacy data items used are: home address, home phone, social security number, credit card and debit account number.  The law that requires this application to collect this information is Public Law # 101-134, Section 21001 and the title is The Debt Collection Improvement Act of 1996.



	2.a. Will the system derive new data or create previously unavailable data about an individual through aggregation from the information collected?


	Yes.  If the person defaults on payment or removal of property in an auction they will be barred from future participation in any government auction until the default has been lifted.

	2.b. Will the new data be placed in the individual's record (client or employee)?


	Yes.

	2.c. Can the system make determinations about individuals that would not be possible without the new data?


	 Yes.  The system has transactions that are processed through each stage of the contract when an item is sold.  Failing to meet those obligations will default the winner.

	2.d. How will the new data be verified for relevance and accuracy?
	There is a documentation trail that is recorded for verification.



	3.a. If the data is being consolidated, what controls are in place to protect the data and prevent unauthorized access? Explain.


	N/A

	3.b. If processes are being consolidated, are the proper controls remaining in place to protect the data and prevent unauthorized access? Explain.


	N/A



	4. How will the data be retrieved? Can it be retrieved by personal identifier? If yes, explain.
	Data can be retrieved by using social security number or bidder number thru an online application that monitors the access of each record.



	5. What are the potential effects on the privacy rights of individuals of:

a. Consolidation and linkage of files and systems;

b. Derivation of data;

c. Accelerated information processing and decision making; and

d. Use of new technologies. 

How are the effects to be mitigated?


	a. Consolidation and linkage of files can only be handled by individuals with access rights to privacy information.  All privacy data is encrypted so there should be no unauthorized access to such data.

b. No effect.

c. No effect.

d. When installing new technology considerable testing is done to ensure the integrity of the system.  There is a risk that everything can’t be tested but encryption and access level is rigorously tested.


D. Maintenance of Administrative Controls

	Question
	Response

	1.a. Explain how the system and its use will ensure equitable treatment of individuals.
	All credit card numbers and debit account numbers are verified through the US Treasury system application, pay.gov.  All information provided by users is checked for accuracy.  Data failing that accuracy test maybe contested by the individual to a Contracting Officer for remedial action.



	1.b. If the system is operated in more than one site, how will consistent use of the system be maintained at all sites?


	System is operated from one location.

	1.c. Explain any possibility of disparate treatment of individuals or groups.
	The program office provides both training and written materials that are intended to clarify policies and procedures to safeguard against disparate treatment of individuals.



	2.a. What are the retention periods of data in this system?


	See B. Access to the Data, #7 above. 

	2.b. What are the procedures for eliminating the data at the end of the retention period? Where are the procedures documented?


	See B. Access to the Data, #8 above.

	2.c. While the data is retained in the system, what are the requirements for determining if the data is still sufficiently accurate, relevant, timely, and complete to ensure fairness in making determinations?
	Data is checked for accuracy after surplus property is won in an auction or if account has not been accessed in 4 months.  Written policies on the system states that the individual must check personal information and that the policy requires the information to be accurate and up to date. 

	3.a. Is the system using technologies in ways that Federal agencies have not previously employed (e.g. Caller-ID)? 


	No. 

	3.b. How does the use of this technology affect individuals' privacy?


	N/A

	4.a. Will this system provide the capability to identify, locate, and monitor individuals? If yes, explain.
	No.

	4.b. Will this system provide the capability to identify, locate, and monitor groups of people? If yes, explain.


	No.

	4.c. What controls will be used to prevent unauthorized monitoring?


	N/A

	5.a. Under which Privacy Act System of Records notice (SOR) does the system operate? Provide number and name.


	Personal Property Sales Program (GSA/FSS-13).

	5.b. If the system is being modified, will the SOR require amendment or revision? Explain.


	No. 
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