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This GSA System Development Life Cycle Guidance is just that – guidance. It is not intended to be used explicitly is all information system development efforts. 

Common sense must dictate the extent to which all the system development life cycle guidance applies. Use this document as a checklist for planning and executing a system development, modernization, or enhancement effort. 
Do not neglect to do critical steps. Do consolidate and combine steps when it is appropriate to the size, complexity or nature of the system development, modernization, or enhancement effort.

Most importantly – make formal, documented Milestone Decisions to proceed with the system development, stop the system development, or continue in the current phase while taking corrective actions in order to later proceed with the next life cycle steps. 
Systems development life cycle guidance, sometimes referred to as SDLC, is designed to improve control, management, and reporting of information technology systems development and operations. 

The Office of Management and Budget in its Circular A-130, Management of Federal Resources, 11.28.2000, defines the term information system to mean a discrete set of information resources organized for the collection, processing, maintenance, transmission, and dissemination of information, in accordance with defined procedures, whether automated or manual.  

The term system is used in this system development life cycle guidance document to mean development, modernization or enhancement of an information system. The term application is not used, nor is the expression software development life cycle used. 

When the development is occurring, up through the implementation phase, the effort is called a project – it has a beginning and an end.

Systems development life cycle guidance pertains to new system development and to development, modernization or enhancement of an existing system.

GSA considers each service head, staff office, or regional administrator, whose program is directly supported by an automated information system, to be the information system owner.  

The Office of the Chief Information Officer is responsible for the development of GSA’s small and medium sized enterprise- or government-wide applications and is the owner of such systems. 

The systems development life cycle places responsibilities on the system owner for continuing development decisions. 

Development of an information technology system must follow a logical progression of phases, each of which includes quality control measures necessary for effective management and oversight of the system’s development. 

This systems development life cycle guidance provides an organized and structured methodology for developing and implementing new or revised information technology systems.

 It assures congruency with the enterprise architecture and capital planning and investment control processes. 

GSA SYSTEM DEVELOPMENT LIFE CYCLE GUIDANCE OBJECTIVES

The GSA systems development life cycle guidance purpose is to provide standardized, proven practices to system owners, program managers, project managers, integrated project team members, system analysts, designers, and developers, and system customers to use when system development, modernization or enhancement is needed. 

The GSA system development life cycle guidance objectives are:

· To reduce the risk of project failure;

· To consider business, functional, data and technical requirements throughout the system life cycle;

· To identify management and technical issues as early as possible;

· To foster realistic expectations of what a system will and will not provide;

· To balance programmatic, technical, management, and cost aspects of the proposed system development, modernization or enhancement;

· To encourage periodic assessment of existing systems to determine if they still are effective;

· To measure progress and status for effective and timely corrective actions;

· To support effective resource management and budget planning;

· To better position the agency to meet current and future business requirements.
SYSTEM DEVELOPMENT LIFE CYCLE MODELS 

· The WATERFALL system development life cycle model is the oldest, in which the phases are carried out in sequence -- it is not as useful as it once was but the description of activities by phase provides an excellent checklist for any development activity.
· The FOUNTAIN system development life cycle model recognizes that that some activities have to be in logical sequence, but there is considerable overlap among activities throughout the development cycle. 
· The SPIRAL system development life cycle model emphasizes the need to reiterate earlier stages a number of times, appearing as a series of short waterfall cycles, each producing a prototype representing a part of the total project. This system development life cycle model is useful for generating early proofs of concept. 
· The BUILD AND FIX system development life cycle model, in which code is written, then modified, and more code written and modified, until the customer is satisfied, is considered a crude approach.
· The RAPID PROTOTYPING system development life cycle model, also called rapid application development, creates a prototype that looks and acts like the desired product in order to test its usefulness. It is considered an essential part of the requirements definition phase.
· The INCREMENTAL system development life cycle model divides the product into separate builds, where sections are created and tested separately. User feedback is solicited for each stage and code is tested right after it is written. 
· The SYSNCHRONIZE AND STABILIZE system development life cycle model is recent. It combines the advantages of the spiral system development life cycle model with technology for overseeing and managing source code. 
This document, the GSA System Development Life Cycle Guidance, lists the activities, roles and responsibilities, and documents  associated with each of the TRADITIONAL system development life cycle phases.

TRADITIONAL SYSTEM DEVELOPMENT LIFE CYCLE PHASES
The GSA systems development life cycle has nine phases. Each has discrete steps, including an initiating and a finalizing step. Management decisions are made when a development has completed a phase.

Three major, numbered milestones provide formal decisions regarding proceeding to the next phase, continuing in the current phase to do additional analysis and planning, or to stop the project.

The nine GSA system development life cycle phases, and the required Milestones, are: 

· Phase One: System Concept Development 

· Phase Two: Planning
Milestone One

· Phase Three: Requirements Analysis
· Phase Four: Design
Milestone Two

· Phase Five: Development
· Phase Six: Integration and Testing
Milestone Three

· Phase Seven: Implementation
· Phase Eight: Operations and Maintenance 
Annual Operational Analyses

· Phase Nine: Disposal 

LINKAGES TO CAPITAL PLANNING AND INVESTMENT CONTROL

The nine GSA system development life cycle phases link to the OMB investment stages that are used in the annual Capital Asset Plan and Business Case (Exhibit 300), required for major IT investments, as follows:

· OMB Initial Concept – GSA System Concept Development
· OMB Planning – GSA Planning and Requirements Analysis
· OMB Full Acquisition – GSA Design, Development, Integrations and Testing, and Implementation
· OMB Steady State or Management-in-Use – GSA Operations and Maintenance
· OMB Mixed Life Cycle – used for existing systems undergoing development, modernization or enhancement (referred to in the OMB guidance as DME)
· GSA’s final life cycle phase, disposal is not actively included in the OMB life cycle stages.
By following the GSA system development life cycle guidance, including preparing and maintaining the required documentation for each phase and milestone decision point, system owners will have all the information needed to successfully prepare and annually update the OMB Business Case for a major IT investment.
SYSTEM DEVELOPMNET LIFE CYCLE LINKAGES TO ENTERPRISE ARCHITECTURE. 

Enterprise architecture is inherent to any systems development effort.  The One GSA Enterprise Architecture provides a common conceptual framework.  Every system development should be in accordance with the One GSA Enterprise Architecture, without exception.

Collapsing the System Development Life Cycle. 

The advent of services oriented architecture and business process modeling, utilizing tools such as model driven architecture, allows for collapsing the system development life cycle. 

The underlying concept is that business processes are modeled, decomposed and modeled again, down to the discrete service level desired. From the lowest level business process models, code can be automatically generated. The modeling process itself, including definition of roles and responsibilities, serves as a combined set of the first four traditional system development life cycle phases, encompassing systems concept development, planning, requirements analysis, and design. The code generation capability performs the development part of development phase. 
Thus the SDLC is collapsed. This is the future approach to system development but should be used to the maximum extent possible now.
Customizing the System Development Life Cycle.  Life cycle management is used to ensure a structured approach to information systems development, operations and maintenance. This system development life cycle guidance describes an overall structured approach to system development. This system development life cycle guidance identifies the full sets of activities included in each of the traditional nine system development life cycle phases, including the input and output documents. 

All of the activities need not be followed in each phase for every development effort.  Project teams are encouraged to customize the SDLC to an appropriate level of effort for the contemplated system development. This means combining activities, such as the feasibility analysis and the benefit cost analysis, but it does not mean skipping key phases and activities. 

Small and medium sized development efforts may reduce the number or scope of the activities or combine them in appropriate ways. In all cases it is necessary to build a thorough documentation base.
PROJECT MANAGENT 

The system owner is the program manager who designates the project managers. The project manager is responsible for the successful completion of the system development life cycle phases. An integrated project team should be assembled for each system development effort. 

Each system’s development project must have a clearly defined program sponsor. The program sponsor is referred to in this system development life cycle guidance as the program manager. The program manager serves in a leadership role, providing guidance to the project manager and team, and securing approvals to proceed and the resources necessary to do so.

A project manager must be selected for each system development project. The project manager is responsible for the project’s success. The project manager works with the integrated project team and other working groups to accomplish the project’s objectives. 

The integrated project team is a multi-disciplinary group of people who support the project manager in the planning, execution, delivery and implementation of system development life cycle decisions. The integrated project team is composed of qualified empowered individuals from appropriate disciplines that have a stake in project’s success. 

The roles and responsibilities of the program manager, the project manager and the integrated project team members must be clearly defined and well understood. 

Specific individuals must be assigned to perform key roles throughout the life cycle. Certain roles are vital to a successful system project and at least one individual must be designated responsible for each key role. 

A project charter, issued by the program manager, sets forth the roles and responsibilities for the project management team. It scopes the project and addresses assumptions, constraints, resources, and project objectives. It also sets for project schedule targets.

Of course, all of the early life cycle activities are intended to more precisely define scope, cost and schedule issues. The project charter may be amended periodically to reaffirm and further focus the project.

Most important to the system development success, in addition to sound planning, is the set of human resources that are dedicated to achievement of the goals and objectives of the project. 

GSA SYSTEM DEVELOPMENT LIFE CYCLE PHASES. 

The GSA system development life cycle phases are briefly summarized below. The required documentation is listed for each phase. Expanded guidance regarding each phase’s activities, roles and responsibilities, and documentation is found in the body of this guidance. Detailed guidance for each system development life cycle document is found in the appendices.

System Concept Development Phase.  The system concept development begins the life cycle of a system development, modernization or enhancement project. During the system concept development phase, the business needs and risks are first identified and analyzed, the scope of the proposed system is defined, feasibility of optional responses to the business needs and risks are considered including assessing the costs and benefits of each viable option, and the acquisition strategy is formulated. Staffing and financial resource requirements are identified and planned for. The system leadership is identified. 

The following are the products of the System Concept Development Phase: 

· Project Charter

· Concept Proposal – Document 1

· System Boundary Document – Document 2
· Alternatives and Benefit-Cost Analyses – Document 3
· Feasibility Study – Document 4

· Risk Management Plan – Document 5
· Acquisition Strategy and Plan – Document 6
Planning Phase The Planning Phase may be the most critical phase in the SDLC. The products of the planning phase include the performance goals and cost and schedule baselines against which system development success and progress is measured. 

The following are the products of the planning phase:
· Acquisition Strategy and Plan – Document 6
· Configuration Management Plan – Document 7
· Quality Assurance Plan – Document 8
· Concept of Operations – Document 9
· System Security Plan – Document 10
· Project Management Plan  -- Document 11
· Validation and Verification Plan – Document 12
· Systems Engineering Management Plan --  Document 13
FIRST MILESTONE DECISION --  The business owner, or the designated decision authority, reviewing the results of the System Concept Development Phase and the Planning Phase activities, decides whether to proceed with the project and, if so, using which alternative and under any other specified parameters. 
Requirements Analysis Phase Functional user requirements are formally defined and are delineated in terms of data, system performance, security, and maintainability requirements. Requirements are defined to a level of detail sufficient for systems design to proceed.  All requirements need to be measurable and testable and directly relate to the business need or opportunity identified in the concept development phase.  

The following are the products of the requirements analysis phase: 

· Concept of Operations Document Update – Document 9
· Functional Requirements Document  -- Document 14
· Test and Evaluation Plan – Document 15
· Project Management Plan update – Document 11
· Requirements Review Package – All documents to date
Design Phase The project team specifies the physical and logical characteristics of the system. The operational environment is established, major subsystems with associated inputs and outputs are defined, and processes are allocated. Customers approve design attributes and affirm objectives affecting mission accomplishment. The project team prepares a detailed design document. The project team partitions each subsystem into one or more design units or modules, defines configuration items, and prepares detailed logic specifications for each module. 

The following are the products of the design phase: 

· Security Risk Assessment – Document 17
· Conversion Plan – Document 18
· Design Documents – Document 19
· Implementation Plan – Document 20
· Maintenance Manual – Document 21
· Operations Manual – Document 22
· Systems Administration Manual – Document 23
· Training Plan – Document 24
· User Manual – Document 25
· Project Management Plan update – Document 11 
· Design Review Package – All documents to date
SECOND MILESTONE DECISION -- The business owner, or the designated decision authority, reviewing the results of the Requirements Analysis Phase and  the Design Phase activities, decides whether to proceed with design of the new or redesigned system or not. 
Development Phase The project team keeps the systems documentation updated during the development phase, including the work breakdown structure. Changes to the resources needed to meet system requirements are described in the updated project management plan. The program manager is responsible for acquiring needed additional resources. The project team translates the detailed design specifications into functional software, assembles and tests hardware, and tests, integrates and re-tests software in a systematic manner.  The project team conducts subsystem integration, system, security, and customer acceptance testing. The customer validates that the developed or modified application satisfies the functional requirements.  Following reviews by the quality assurance staff, the application is approved for installation. 

The following are the products of the development phase: 

· Contingency Plan – Document 26
· Software Development Document – Document 27  

· System (Application) Software
· Integration Document – Document 28
· Project Management Plan update – Document 11
       
Integration and Test Phase Testing is done to confirm that the system as a whole and its individual modules perform in accordance with the functional requirements and technical specifications.  

The following are the products of the integration and test phase: 

· Test Analysis Report – Document 29
· Test Analysis Approval Determination – Document 30
· Test Problem Report – Document 31
· Security Certification and Accreditation – External to SDLC – Security Guidance
· Project Management Plan update – Document 11
THIRD MILESTONE DECISION -- The business owner, or the designated decision authority, reviewing the results of the development phase and the integration and test phase activities, decides whether to implement the new or redesigned system. 
Implementation Phase The developed system or system modification is installed and made operational in a production environment. Implementation occurs after the system has been tested and accepted by the user.  This implementation phase continues until the system is operating in production in accordance with the defined user requirements.  

The following are the products of the implementation phase: 
· The System as delivered 
· Change Implementation Notice – Document 32
· Version Description Document – Document 33
· Post-Implementation Review Report – Document 34
· Project Management Plan update – Document 11
Operations and Maintenance Phase The operating period of a system is called the operations and maintenance phase and it is ongoing.  The system is monitored for continued performance in accordance with user requirements, and needed system modifications are incorporated.  The operational system is periodically assessed through In-process reviews or operational analyses are performed to determine if the system still meets business requirements and if the system can be made more efficient and effective. The operations phase continues as long as the system can be effectively adapted to respond to organizations business requirements effectively and efficiently.  When modernization or enhancements are needed, a new system development life cycle begins. 

The following are the products of the operations and maintenance phase: 

· In-Process Review Report – Document 35
· User Satisfaction Review Report – Document 36
· Operational Analysis – CPIC Guidance
· Project Management Plan update – Document 11
PERIODIC MILESTONE REVIEWS: The business owner, or the designated decision authority, reviewing the results of In-Progress Reviews or the Operational Analysis, decides whether to dispose of or modernize or enhancement the system.
Disposal Phase When a system is identified as no longer needed, the activities undertaken in the disposal phase assure orderly termination. Vital information about the system is maintained for future use if necessary. Particular emphasis is given to proper preservation of the data processed by the system. The data is migrated to another system or archived in accordance with applicable records management regulations and policies. 

The following are the products of the disposal phase: 

· Disposal Plan – Document 37
· Post-Termination Review – Document 38

LIFE CYCLE MILESTONE AND PHASE REVIEWS. 

Reviews are conducted during and at the end of each phase. 

Major milestone reviews are conducted after the planning phase, the design phase and the integration and test life cycle phases. 

The extent of each of the reviews is determined by the system size and complexity and by management direction. 

The purposes of life cycle phase reviews and milestone reviews are: 

· To ensure that system direction and goals remain consistent with the organization’s strategic plan and goals and with the project plan, as reflected in the business case.
· To provide an opportunity to terminate systems that fail to demonstrate an adequate return on investment 
· To measure the ongoing progress, using earned value measurement methodologies, and to make necessary corrective actions. 
· To approve phase results and authorize further work 
· To verify that the business requirements still exist and that this approach is the best way to meet those requirements. 
Preliminary milestone reviews may be called for at any time during the system development life cycle phases.

At any point, the decision authority may stop, revise, modify or otherwise change plans for the system development, taking into account outside oversight bodies’ requirements.
        
GSA SYSTEM DEVELOPMENT LIFE CYCLE ASSUMPTIONS. 

The GSA system development life cycle guidance was developed under these assumptions: 

· Information technology developments are centrally managed, funded, and controlled by the appropriate GSA service or staff office head except for enterprise-wide and Government-wide applications, which may be centrally managed and controlled by the GSA chief information office or another designated office.
· The GSA chief financial officer certifies that sufficient funding is available for information technology spending and is accurately reflected in the budget documents, including the Budget Exhibits 300 for major IT investments and Budget Exhibit 53 which includes all of GSA’s planned information technology expenditures.
· The GSA chief information officer maintains the system development life cycle guidance.
· The system development life cycle guidance applies to information technology systems’ development, modernization and enhancement in accordance with OMB’s definitions found in Circulars A-11 and A-130. 
· The GSA chief information officer enterprise architect maintains business processes, services, and related artifacts.
· The system owner maintains the system development life cycle documents and artifacts.
· Business processes are re-engineered by business lines. 
· All systems will be accessible – Section 508 compliant.
THE GOVERNMENT ACCOUNTABILITY OFFICE ‘s TIPS FOR 

BETTER BUSINESS SYSTEMS MODERNIZATION PROJECTS

Business systems modernization projects must:

· Have a clear, documented and consistent method of eliciting requirements that takes into account the needs of the specific system and all relevant users and stakeholders;
· Adequately document all requirements;
· Effectively verify requirements;
· Demonstrate adequate management of requirements including policies and procedures that fully describe a minimum set of activities required for each project and provide detailed procedures for each of the key areas of requirements elicitation, documentation, verification, and validation and management;
· Have an standardized process for the documentation of requirements that ensures full documentation of the baseline requirements; have a process for ensuring that formal peer reviews are planned and completed for key products; 
· Develop guidance on tracking cost and schedule impact of changes to requirements;
· Develop guidance on establishing and maintaining full bi-directional requirements traceability. 

Source: GAO report of Business System Modernization: IRS Needs to Complete Recent Efforts to Develop Policies and Procedures to Guide Requirements Development and Management.
SYSTEM DEVELOPMENT LIFE CYCLE DOCUMENTATION

Documentation of activity results and decisions for each life cycle phase is essential. Effective communication and coordination of activities throughout the life cycle depend on complete and accurate documentation of decisions and the events leading up to them.

System development life cycle documentation is subject to review by business owners and oversight parties. System developments associated with major investment must have its system development life cycle documentation up-to-date and available for review not only by the chief information officer’s capital planning and investment control program, but also by the Office of Management and Budget.

This systems development life cycle guidance specifies the documentation that is generated during each life cycle phase. 

Some documentation remains unchanged throughout the systems life cycle while other documents are updated during subsequent life cycle phases. 

Project managers need to incorporate a long-term retention and access policy for the system development life cycle documents, decision documents and for electronic processes. 
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PHASE ONE: SYSTEM CONCEPT DEVELOPMENT 
The system concept development phase may be consolidated with the planning phase for a small or moderate sized system development, enhancement or modernization.

 The first activity is to study and analyze the business need and to develop an appropriately sized feasibility study, within which risks are initially assessed.  

The other activity is to identify and analyze alternatives with calculations of their risks and benefits. 

The decision to proceed may precede issuance of the project charter, formation of a formal Integrated Project Team, and formulation of the acquisition strategy. 

· ACTIVITIES 

1. Charter the Project. The program manager, or system owner, authorizes the initiative by chartering the project. In the project charter, the project manager is named as are members of the integrated project team. This roles and responsibilities of the named persons are defined as is the duration and scope of the project. 

2. Study and Analyze the Business Need.  All feasible technical, business, process, and commercial alternatives to meeting the business need should be analyzed. This is a market research activity. Feasible alternatives are identified and will be reviewed from a life cycle benefit and cost perspective.  The studies should narrow the system technical approaches to only a few potential, desirable solutions that could proceed into the subsequent life cycle phases. Document the business need in the system boundary document.

3. Prepare a Feasibility Study.  Describe the information management and business requirements in clear, technology-independent terms on which all affected services can agree. A new information management requirement could be the result of such factors as new legislation, changes to regulations, or the growth of a program beyond the support capability of existing systems. The feasibility study provides an overview of business requirements and determines if feasible solutions exist before full life-cycle resources are committed. The high level requirements are assessed in terms of technical, economic, and operational feasibility. The study contains decision criteria, comparisons of general solution possibilities, and a proposed solution. 

The feasibility study is conducted any time a broad analysis is desired before commitment of development resources.  For each alternative describe the application, how it meets the functional requirements, equipment requirements, software—new and modified, operational effects, site requirements, and costs

The feasibility study is used for preliminary decisions regarding whether to proceed to the more formal benefit cost analysis. The work should not be duplicative, but the benefits cost analysis is a more thorough study.

4. Conduct a Benefit Cost Analysis. The benefit cost analysis assesses alternative solutions and is used for making decisions about initiating the development of an information processing system.  The BCA is a vital management tool linking function and budget. Describe each alternative, how it meets the functional requirements, cost equipment and software, new and modified, operational effects, site requirements, and its benefits. Evaluate each alternative for the following factors

· Life-cycle costs 

· Time needed to complete development and useful life of application 

· Flexibility to accommodate changes in policy, procedure, environment

· Maintenance requirements 

· Operational requirements 

· Training requirements 

· Organizational impact 

· Communications requirements

· Complexity

· Benefits

The benefit cost analysis  is refined and updated as appropriate throughout the system life cycle. Net present value can be maximized over the life cycle by establishing and evaluating systematic performance measures.

5. Scope the System Development.  Develop a high-level work breakdown schedule with cost estimates and performance measures. These estimates are further refined in subsequent phases.

6. Formulate the System Acquisition Strategy. Determine the strategies to be used during the life cycle of the system development. This may be done concurrently with the development of the feasibility study, alternatives definition and the formal benefit cost analysis. Part of the acquisition strategy is to determine where contractual assistance is needed during the system development life cycle.

7. Study and Analyze the Risks. Defining, assessing, refining risk is an ongoing project activity. The risk categories should include, at a minimum: schedule risk, cost risk, technical feasibility risk, risk of technical obsolescence, dependencies on other systems, acquisition risk, resources risk, business risk, and other defined risks. Summarize the results of the risk assessments in the system boundary document, Create a formal project risk management plan and estimate benefits and costs in terms of risks in the benefit cost analysis. The risk management plan provides a control mechanism to monitor, report, and direct risk mitigation activities for the several types of risks and is kept current through the system life cycle.  The risk management plan identifies risks, assesses their importance, likelihood of occurring, and specific risk mitigation strategies. Risk categories should include:

· Schedule,
· Initial and life cycle costs,

· Savings,

· Technical obsolescence, 

· Feasibility, 

· Reliability,

· Interoperability and integration with other systems,

· Organizational and change management, 

· Security management,

· Resource availability.

8. Review and Approval to Proceed.  At the conclusion of system concept development phase, the results are presented to the decision authority with a recommendation to do one of the following: 

· Proceed into the next life cycle phase

· Continue additional conceptual phase activities

· Terminate the system 

The review should include results of the system concept development phase activities, plans for the next life cycle phase and an assessment of the risks associated with moving into the next life cycle phase. The review assesses availability of resources to conduct the subsequent life cycle phases.  The results of the review should be documented reflecting the decision in the project management plan


· ROLES AND RESPONSIBILITIES.  

Program Manager. The program manager is responsible for resourcing personnel, contractor support, and other items to undertake the system development project; for obtaining approvals from budget officers. The program manager names the project manager and the integrated project team in the project charter.

Project Manager. The project manager, with assistance from the integrated project team, leads the efforts to accomplish the system development tasks and activities.  The project manager is responsible for quality of the deliverables and for providing status reports to management. The project manager is responsible for keeping system development life cycle documents current. The person holding the project manager position must be certified.

Integrated Project Team. An integrated project team is assembled for each system development. The roles and responsibilities of the system owner, the project manager and the integrated project team members must be clearly defined and well understood. The project manager leads the integrated project team.


Senior Agency Management. Agency oversight activities, especially those associated with capital planning and investment control, provide advice and counsel to the project management on the conduct and requirements of the project planning and execution.

Decision Authority. The program manager or the person designated as the decision authority approves the system boundary document. The approval authorizes proceeding to the planning phase.  

· DOCUMENTATION
1. Project Charter. Issued by the program manager, the project charter names the project manager and the integrated project team and sets forth the boundaries of the project and other objectives and stipulations.

2. System Boundary Document. The system boundary document identifies the scope of the system and contains the high-level business requirements, benefits, business assumptions, and project costs and schedules.  It records management decisions on the envisioned system early in its development and provides guidance on its achievement. It is a living document and becomes the basis for the project management plan, reflecting current status, formal decisions, and approved changes. 

3. Feasibility Study.  The feasibility study identifies alternative approaches to addressing the need or opportunity and identifies the advantages and disadvantages of each alternative.  The feasibility study provides an overview of the business requirement or opportunity and determines if feasible solutions exist before full life cycle resources are committed.   


4. Benefit Cost Analysis.  The benefit cost analysis explores the system life cycle costs and the value of the benefits for each alternative in the feasibility study. 

5. Risk Management Plan.  A risk management plan is continually updated throughout the life cycle. 

6. Acquisition Strategy. Identification of the goods and services that will need to be acquired. Segments the procurement actions that will be required. Identifies the procurement approach that will be used. 

· OTHER ISSUES TO CONSIDER

Identify Sensitive Systems.  Public Law 100-235, the Computer Security Act of 1987, requires Federal agencies to identify systems that contain sensitive information.  In general, a sensitive system is a computer system that processes, stores, or transmits sensitive-but-unclassified data, which is any information that the loss, misuse, or unauthorized access to, or modification of, could adversely affect the national interest, the conduct of GSA programs, or the privacy to which individuals are entitled under the Privacy Act. 

System Continuation Decisions. The feasibility study and benefit cost analysis confirm that the defined information management concept is significant enough to warrant a new information system or to significantly modify and existing system with life-cycle management activities. 

The feasibility study should confirm that the information management need or opportunity is beyond the capabilities of existing systems and that developing a new or modifying and existing system is a promising approach.   

If the benefit cost analysis confirms that the projected benefits of the proposed approach justify the projected resources required, funding, personnel, and other resources are requested and planned to be available to proceed with the planning phase. 

Once the business need has been clearly defined, the system initially planned, the acquisition strategy formulated and risks identified and analyzed, project management undertakes the steps to obtain resources to execute the project. This may occur in the planning phase. 

PHASE TWO: PLANNING PHASE

    
Most of the plans essential to the success of the system development effort are created in this phase. The plans are reviewed and updated throughout the remaining system development life cycle  phases. 

The system development life cycle  methodology and approach is determined in the planning phase.

Plans are detailed to ensure the resources are available to complete the system development effort on schedule and according to budget. 

Plans for how the business will operate, once the approved system is implemented, are developed here, including assessing how the system will impact employee work processes.

· ACTIVITIES 

1. Refine Acquisition Strategy. Verify whether external resources and services will be needed to develop, modernize or enhance the system and to what extent the external resources are needed. Contracted resources may be needed for determining the requirements, system design and development and for program management services.  Prepare separate acquisition plans for each procurement.

2. Refine the System Development Schedule.  Refine the system development schedule, taking into account risks and resource availability.  Detail schedules for the requirements analysis phase and subsequent phases to the extent possible. The schedule is a part of the work breakdown structure in the project management plan.

3. Develop the Configuration Management Process. Continual, consistent documentation of system development and evolution is essential to ensure that at all points in the system life cycle key analyses and decisions are recorded. The proposed system must be accurately described at all stages of its development. Configuration management consists of the following: 

· Identification -- the documentation of the functional and physical characteristics of the components of the system development, including hardware, software, telecommunications, and data elements. 

· Control -- the evaluation, coordination, approval, and implementation procedures of approved changes to the characteristics of an established configuration baseline.

· Baseline -- technical control points that describe the current approved status of the system development. 

· Status accounting -- the recording and reporting of changes as well as the resulting implemented status of the application 

· Configuration audits -- formal examination of the configuration records and system documentation to verify that the system in development is accurately documented and that approved changes to the baseline have been incorporated, documented, tested, and can be traced to functional requirements 

The system’s configuration management plan, and the extent of compliance with the plan, will be evaluated as part of the risk or security assessment.


The configuration management process includes change control. Change control is a formal process for evaluation, coordination and approval or disapproval of proposed changes to the current baseline. Systems in development undergo frequent changes.  Managing those changes, particularly requirements changes, requires following formal procedures for processing change requests that directly or indirectly affect the system configuration. 

Formal configuration control begins with the definition and approval of the requirements and continues throughout the system’s life cycle.  Once the system is baselined, any change requests must be processed in accordance with the recognized change control procedures.
4. Assure Quality.  Quality assurance is a control process to objectively monitor and report on the application of policies, processes, procedures, and standards that are contracted or used by project personnel to develop system and software products and services.  Quality assurance enhances the likelihood of system integrity, its documentation, and the processes used to produce the system software. The quality assurance team represents the system customer and stakeholder.    

A dedicated quality assurance team should be appointed for a major system development.  For non-major system developments, quality assurance should be built into the integrated project team functions. This quality assurance team uses methods and procedures to ensure that the developed software meets requirements.  The quality assurance team coordinates with the customer and the development and testing staffs, and uses configuration management to assure that all necessary  system development life cycle activities are performed.  In order to determine compliance with system processes and customer-defined standards, the quality assurance team conducts reviews at planned milestone points. Quality assurance activities include: 

· Providing objective evaluation of processes and products against applicable standards and requirements; 

· Identifying non-conformances; 

· Providing timely quality status feedback to management and affected personnel;

· Ensuring that noncompliance issues are addressed.

The program manager may designate an individual to function as an independent quality assurance analyst for smaller system development efforts, but the quality assurance analyst should not be a member of the development team.  The effort devoted to conducting quality assurance reviews should be commensurate with the size, complexity, and importance of the application

Quality assurance planning procedures includes: 

· Identify quality assurance requirements -- review contract documentation to identify requirements that impact quality assurance such as standards, deliverables, activities, and reviews;

· Review and plan use of enterprise quality assurance policy requirements and procedures;

· Define quality assurance procedures for the system development – tailor applicable enterprise quality assurance procedures considering contract requirements, product type, size, and complexity and develop additional quality assurance procedures as needed; 

· Develop quality assurance schedule – review the system development schedules to identify system activities, review milestones, and product and document delivery points; use a schedule form to record planned quality assurance activities and dates – the quality assurance schedule includes tasks for planning, audits, deliverables, measurements, and status tracking and reporting; 

· Estimate the quality assurance effort – project the size and cost of the quality assurance effort using historical data or base it on scheduled activities; 

· Estimate resources needed for items such as tools and training -- identify tools needed to support the quality assurance function including standard workstation services plus presentation software, and other tools such as code auditors; 

· Identify quality assurance training needed such as domain training;

· Document quality assurance plans -- document planning results including schedule, effort, resources and time to tailor and document procedures. Quality assurance follows the configuration management configuration item identification procedures for document naming conventions. 

· Submit the quality assurance plan for review -- distribute the quality assurance plan to project management for review; revise as necessary; 

· Maintain the quality assurance plan -- update the quality assurance plan as needed; distribute quality assurance plan revisions to project management; maintain change history and traceability.  

5. Develop Performance Measures.  System performance measures are defined in terms such as accuracy, timing, or flexibility. 

Estimate the performance levels expected as a result of the new or modified system. As the system is completed, compare measured results with the estimated performance levels to determine the success of the system development effort. 

Performance measurement is essential to effective system development. Performance measurement assures that the customer requirements are met.
6. Create the Validation and Verification Plan. The validation and verification (V&V) plan describes the testing strategies that will be used throughout the life-cycle phases. This plan should include descriptions of contractor, Government, and appropriate independent assessments required by the system. It contains the testing procedures required for quality assurance and performance measurement.

7. Develop the Project Management Plan.  The Project Management Plan (PMP) is the master planning document. The PMP documents system scope, tasks, schedule, allocated resources, and interrelationships with other systems. It also provides details on the involved functional units, required job tasks, cost and schedule, performance measurement, and milestone and review scheduling. 

Revisions to the PMP occur during and at the end of each phase and as information become available. Work breakdown structures (WBS), Gantt charts, network diagrams, and activity detail reports are incorporated into the PMP.

All other plans are considered part of the PMP.

The size of the system management plan should be commensurate with the size and complexity of the systems development effort. 

8. Develop the Systems Engineering Management Plan.  The Systems Engineering Management Plan describes the system engineering process to be used and assigns specific organizational responsibilities for the technical effort, to include contracted or subcontracted technical tasks. The Systems Engineering Management Plan details or references technical processes and procedures to be used. Dates and the development schedule should be included. The Systems Engineering Management Plan includes the systems engineering process, its products, and needed staff training

9. Conduct Security Analysis.  Both GSA enterprise and customer security requirements are to be addressed during each phase of the life cycle. Assess effects of loss, misuse, or modification of the data or the system. Sensitivity of the data determines the degree of protection needed. The security analysis specifies operating procedures that provide customers and administrators with detailed directions on how to operate and maintain the system securely. The security analysis addresses the following issues and areas: 

· System access controls 

· Marking, handling, and disposing of magnetic media and hard copy materials 

· Computer room configuration and access 

· Account creation, access, protection, and capabilities 

· Operational procedures 

· Audit trail requirements 

· Configuration Management 

· Processing area security 

· Employee check-out 

· Emergency procedures 

The effort devoted to conducting security reviews should be commensurate with the size, complexity, and importance of the application. The program manager may designate one individual to perform the security function for a small development system. 

10. Conduct Procurements. Conduct the procurement process based on the acquisition strategies defined in the System Boundary Document and in the individual Acquisition Plans. 

11. Review and Approval to Proceed. The following materials are given to the business owner for review:

· Planning phase activities status;

· Plans for subsequent life cycle phases, with significant detail on the next phase, to include the status of pending contract actions;

· Resource availability status;

· Risk assessments of subsequent life cycle phases.

12. Milestone One Decision. The business owner, or the designated decision authority, reviewing the results of the System Concept Development Phase and the Planning Phase activities, decides whether to proceed with the project and, if so, using which alternative and under any other specified parameters.


· ROLES AND RESPONSIBILITIES.  

Program Manager. The program manager is responsible for resourcing personnel, contractor support, and other items to undertake the system development project; for obtaining approvals from budget officers and from the GSA CIO

Project Manager. The project manager is responsible for coordinating all management and technical aspects of the system development effort.  The project manager is responsible for development of the project management plan, completing the system on schedule and within budget, meeting customer needs, and keeping senior management informed. The person holding the project manager position must be certified.


Integrated Project Team. The project team members (regardless of their parent organization) are responsible for accomplishing assigned tasks as directed by the project manager.


Senior Agency Management. Agency oversight activities, especially those associated with capital planning and investment control, provide advice and counsel to the project management on the conduct and requirements of the project planning and execution.

Quality Assurance Manager. The responsibilities of the QA manager are to assure that products built meet the appropriate standards and requirements; processes are performed as documented; non-conformances found are identified and the appropriate corrective action is taken. QA results are reported to the appropriate managers and personnel. QA effectiveness is measured and documented. 

Change Control Board. A formally created group of individuals who are in charge of approving change requests to the developing system’s configuration. The results are recorded in the configuration management plan and formal change control procedures are used.
 

· DOCUMENTATION
1. Acquisition Plan (s).  The acquisition plan specifies how hardware, software, telecommunications capabilities, and contractor support services will be acquired during the system development life cycle. There may be multiple Acquisition Plans, individual plans, one for each procurement.

2. Configuration Management Plan.  The configuration management plan establishes uniform configuration management practices during system development to manage the use of, and any changes to, system hardware, communications, and software.  The change control board reviews and approves the configuration management plan, verifying that effective procedures are defined for controlling system changes and documenting those changes. The configuration management plan identifies: 

· Items that will be placed under configuration control;

· Methods for tracking and reporting changes (change control procedures); 

· Locations where items are stored (electronically or hard copy);

· Automated libraries used to store other documentation and the software services of the system;

· Configuration audits that will be performed.

3. Quality Assurance Plan.  The quality assurance plan is used by those performing the quality assurance function.  The quality assurance plan introduces quality assurance, describes its applicability, provides references used to develop the quality assurance plan, lists quality assurance tasks, specifies the quality assurance schedule and resources estimate, explains quality assurance procedures, and identifies any specific system tools to support the quality assurance function.

4. System Security Plan.  The system security plan provides an overview of the system security requirements and describes the controls in place or planned to meet those requirements.  It delineates responsibilities of the individuals who operate or access the system.  

5. Project Management Plan.  The project management plan incorporates all the subsidiary plans and provides details on functional units participation, tasks, milestones, and reviews. It includes the management and technical work breakdown structures; identifies interrelationships with other applications; and documents system scope, tasks, and schedule. The work breakdown structure includes milestones for hardware, software, telecommunication data, services, and facilities.  It displays and defines the products to be developed or produced and relates the elements of work to be accomplished to each other and to the end products. The work breakdown structure depicts products in a manner in which technical accomplishments can be incrementally verified and measured and provides the conceptual framework for integrated planning and control of the work. 

6. Validation and Verification Plan.  The validation and verification plan describes the testing strategies that will be used throughout the life-cycle phases. 
7. Systems Engineering Management Plan.  The systems engineering management plan describes the system engineering process to be applied to the system, assigns specific organizational responsibilities for the technical effort, and references technical processes to be applied to the effort. 

8. Review and Approval to Proceed. The following materials are given to the decision authority for approval to proceed, to continue with additional requirements analysis phase activities, or to terminate the system development effort.

· Requirements analysis phase activities status;

· Plans for subsequent life cycle phases, with significant detail on the next phase.

· Resource availability status;

· Risk assessments of subsequent life cycle phases.


· OTHER ISSUES TO CONSIDER

Audit Trails.  Specify audit trails capable of detecting security violations, performance problems, and flaws in applications.  Demonstrate the ability to track an activity from the time of logon -- by user ID and location of the equipment -- until logoff.  Identify any records that are to be maintained regarding the operating system, application, or user activity. 


PHASE THREE: REQUIREMENTS ANALYSIS PHASE

The Requirements Analysis Phase begins if the Milestone One decision is to proceed with requirements analysis and system design. Business requirements from the planning phase are used as the basis for further functional analysis and the development of a detailed requirements document.

During the requirements analysis phase, the system is defined in detail with regard to system inputs, processes, outputs, and interfaces.  This definition process occurs at the functional level.  The system is to be described in terms of functions to be performed not in terms of computer programs, files, and data streams. The requirements analysis phase determine what functions must be performed rather than how to perform those functions. 


The principal objective of the requirements analysis phase is to define functional requirements so that a traceability matrix may be used to verify that the system is meeting the customer’s needs.  


· ACTIVITIES 

1. Develop a Concept of Operations.  The concept of operations derives from the conceptual analysis process and provides a mechanism for users to describe their expectations of the system. It will be used as input to the development of formal testable system and software specifications. The concept of operations envisions the system when it is operational and has the following characteristics:

· Description of the system features;

· Description of how the system will operate;

· User organization view;

· Effect on users and personnel;

· Effect on existing ways of doing business;

· Interfaces to other systems;

· How the system will be implemented;

· Support for the decision making process.

2. Analyze and Document Requirements. 

· Consolidate, affirm and document the business needs;

· Construct a logical model that describes the business processes and data needed to support the desired business functionality;

· In the logical model, show how processes interact and how processes create and use data;

· Use processes in the agency Enterprise Architecture for GSA’s value chain services;

· Specify the intended use of the system;

· Connect functional requirements to data requirements;

· Separately define functional and system requirements that are not easily expressed in data and process models;

· Refine the high-level architecture and logical design to support the system and functional requirements;

· Extend and refine the functions and entity types contained in the logical model from those provided in the concept development phase;

· End-users and business area experts evaluate identified processes and data structures to ensure accuracy, logical consistency, and completeness;

· Perform analysis of business activities and data structures to produce entity relationship diagrams, process hierarchy diagrams, process dependency diagrams, and associated documentation;

· Perform an interaction analysis to define the relationships between the business activities and business data -- the interaction analysis produces process logic and action diagrams, definitions of the business algorithms, entity life-cycle diagrams, and entity state change matrices;  

· Conduct a detailed analysis of the current technical architecture, application software, and data to ensure that limitations or unique requirements have not been overlooked.   

Include all possible requirements, such as those for: 

· Functional and capability specifications including performance, physical characteristics, and environmental conditions under which the software item is to perform;

· Interfaces external to the software item;

· Qualification requirements;

· Safety specifications, including those related to methods of operation and maintenance, environmental influences, and personnel injury;

· Security specifications, especially those related to compromise of sensitive information;

· Human-factors engineering (ergonomics), including those related to manual operations, human-equipment interactions, and accessibility for people with disabilities;

· Constraints on personnel and areas needing concentrated human attention, that are sensitive to human errors and training;

· Data definition and database requirements;

· Installation and acceptance requirements of the delivered system at the operation and maintenance site(s);

· User documentation requirements;

· User operation and execution requirements;

· User maintenance requirements.

3. Assess FOIA and PA Requirements.  The Freedom of Information Act (FOIA) and the Privacy Act (PA) each describes the process and procedures for compliance with personal identifier information. A GSA Privacy Act officer can determine if the planned system or service constitutes a system as a Privacy Act System of Records. A system of records notice must be published for each new system of records that is established or existing system of records that is revised.  If needed, prepare a Privacy Act Notice for the Federal Register. A system that collects, uses, maintains, or disseminates information about individuals must be reviewed for both legal and privacy policy issues. Whether a system is automated or manual, privacy protections must be integrated into the development of the system. Include FOIA and PA requirements in the functional requirements document.

4. Assess Accessibility Requirements.  All user interfaces, especially any web-based applications, must be accessible in accordance with specifications published by the Access Board which implement the information technology accessibility requirements of the Rehabilitation Act of 1973.  The Act requires providing assistive technology support for citizens using a web interfaces and for GSA Associates who use assistive technology in the regular conduct of work assignments. Section 508 requirements are tested and certified for compliance with the law prior to system deployment. Include accessibility requirements in the functional requirements document.

5. Develop the Initial Test Criteria and Plans.  Conduct the following activities in developing the test criteria and plans: 

· Use the program test criteria and system test data created during the design phase and create test data files for each unit, subsystem and system

· Describe the types and quantities of equipment needed for each test.  Explain how each test will be conducted and evaluated.  Describe the expected outputs and intermediate data for comparison with test results

· Specify acceptance criteria and the approval authority.  The project manager approves unit and subsystem tests, the program manager approves the System Test and the customer group or customer representative with the assistance of the Quality Assurance team observes and approves the Customer Acceptance Test

6. Develop an Interface Control Document.  Identify other systems (if any) with which this system will interface.  Identify the interfaces and the describe data exchange and functionality. Document for security as well as for information flows.

7. Develop a Concept of Operations. Capture the results of the system concept phase and results of both planning and requirements analyses to define the characteristics of the proposed system from the business owner and users’ perspectives. Describe the operating environments in which the system will function. 

8. Conduct Functional Requirements Review.  Publish the requirements in the functional requirements document at a level of detail sufficient to permit system design to proceed.  

· Decompose the system’s requirements into manageable functional and data entities thus resulting in a top-down structured analysis of system-level requirements. 

· Review the benefits cost analysis and, if necessary, revise it. Identify and briefly describe the functions of the current system.  If no current system exists, explain the need for the new functions.  

· Obtain detailed cost data for the current system.  

· Describe inputs and outputs, including accuracy requirements, and the resources required.

· Define in detail system inputs, processes, outputs, and interfaces (both internal and external) at the functional level.  

Describe these items as the functions to be performed, not as computer programs, files, or data streams.  The emphasis is on identifying functions to be performed rather than how to perform the functions. 

The functional requirements are to be reviewed by the system customers as well as by others with specialized knowledge, such as the enterprise architects, security specialists, program specialists.

· ROLES AND RESPONSIBILITIES.  

Program Manager. The program manager is responsible for resourcing personnel, contractor support, and other items to undertake the system development project and for obtaining approvals from budget officers and from the GSA CIO

Project Manager. The project manager continues to be responsible and accountable for the successful execution of the design phase.  The project manager is responsible for leading the team that accomplishes the tasks shown above.  The project manager is responsible for reviewing deliverables for accuracy, approving deliverables and providing status reports to management. The person holding the project manager position must be certified.


Integrated Project Team. The project team members (regardless of their parent organization) are responsible for accomplishing assigned tasks as directed by the project manager.
Technical Review Board. The Technical Review Board examines the functional requirements in the functional requirements document for accuracy, completeness, clarity, attainability, and traceability to the high-level requirements identified in the concept of operations. 

Change Control Board. A formally created group of individuals who are in charge of approving change requests to the developing system’s configuration. The results are recorded in the configuration management plan and formal change control procedures are used. 

Contract Officer. The contracting officer is responsible and accountable for the procurement activities. 


Senior Agency Management. Agency oversight activities, especially those associated with capital planning and investment control, provide advice and counsel to the project management on the conduct and requirements of the project planning and execution.

· DOCUMENTATION
1. Concept of Operations Document. Description of the proposed system’s functionality and its operational environment. The concept of operations serves as the basis of the functional requirements documents.

2. Functional Requirements Document. The functional requirements document includes:

· The system description by explaining and showing examples of data inputs and outputs including format, range of values, accuracy, volumes and sources, and data input edit criteria;

· Examples and explanations of reports and formats, volumes, and distribution; describing processes and data manipulations, including formulae, mathematical processes, and interfaces;

· Individual and composite data elements, their related coded representations, as well as relevant dictionaries, tables and reference files;

· Storage requirements;

· Existing systems identified that must be interfaced, including hardware, data communications, and processing requirements; 

· Description and justifying failure backup and recovery requirements.

3. Test Plan. Specifications of performance and quality tests to be conducted in the subsequent life cycle phases. 

4. Interface Control Document. Specifications for any required systems interfaces.

5. Project Management Plan. The project management plan is updated to provide sufficient detail for the design phase.  

6. Requirements Phase Review Package.  Resource estimates are reviewed and updated as required, as is the benefit cost analysis and any other relevant documentation.  The documentation should show clear linkage to the GSA enterprise architecture and to the GSA and IT strategic plans.
PHASE FOUR: DESIGN PHASE
 The system design is detailed to be used for development.

External physical characteristics of the system are designed. 

The operating environment is established, major subsystems and their inputs and outputs are defined, and processes are allocated to resources. 

Everything requiring user input or approval must be documented and reviewed by the user. 

The internal physical characteristics of the system are specified and a detailed design is prepared. 

Subsystems defined during the external design are used to create a detailed structure of the system 

Each subsystem is partitioned into one or more design units or modules. 

Detailed logic specifications are prepared for each unit or module. 


· ACTIVITIES 

1. Establish the System Environment.  Identify and specify the target architecture, the development and testing environments, and how and where the system will reside. Describe where the system will be developed and tested and identify who is responsible for the activity. 

2. Design the System.  The system design should include:

· The rationale behind the alternative that was selected, explaining its advantages and disadvantages;

· Detailed designs for units, modules, subsystems, databases, and the system as a whole;

· System architecture including equipment, operating system, and major subsystems; 

· Inputs and outputs of each subsystem and interfaces to external systems;

· For each unit, a process description through a structure chart, flowchart, action diagram, pseudo-code, or other acceptable format.

· Performance criteria;

· Logic specifications for each unit;

· Data elements definitions;

· Data validation process description;

· Database specification;

· System and subsystem specification; 

· Systems interface specifications.

3. Develop Implementation Plan. Describe how the information system will be deployed and installed into as an operational system. Describe the major tasks involved in the implementation, the resources needed to support the implementation effort (such as hardware, software, facilities, materials, and personnel), and any site-specific implementation requirements. The implementation plan is updated during the development phase and the final version is used in the integration and test phase and also used for guidance during the implementation phase. 

4. Develop Maintenance Guidance and Procedures.  The maintenance manual ensures continued successful system operation. The maintenance manual documents control procedures used to track, approve and ensure correct releases following deployment. 

5. Develop Operations Manual or System Administration Guidance and Procedures. An operations manual is used for mainframe systems or applications and a system administration manual is used for client server systems or applications. These manuals provide computer control personnel and computer operators with detailed operational descriptions of the information system and its associated environments.
6. Design Human Performance Support (Training).  Identify the system’s users, determine the training they will require and describe how it will be delivered. Address Americans with Disabilities Act (ADA) requirements to ensure equitable access to all individuals. The training plan describes activities needed to support:

· Development of training materials, 

· Coordination of training schedules, 

· Reservation of personnel and facilities, 

· Planning for training needs, and other training-related tasks. 

The plan identifies the target audiences and topics on which training must be conducted. The training strategy describes how the training topics will be addressed, the format of the training program, the list of topics to be covered, materials, time, space requirements, and proposed schedules.

If work processes will change, place considerable emphasis on orienting users to the new ways business will be conducted. This is more than a training issue. It is business reengineering and requires business leadership to visibly affirm the new business processes. 

7. Develop User Guidance. The user manual contains essential information for the user to make full use of the system. Describe the system functions and capabilities, contingencies and alternate modes of operation, and step-by-step procedures for system access and use.
8. Design Conversion, Migration or Transition Strategies.  If information needs to be converted, migrated, or transitioned to the new system, prepare plans to do so. This is especially critical if reengineering existing processes. 

9. Update the System Security Plan and Perform Security Risk Assessment.  The security risk assessment addresses the following services: assets, threats, vulnerabilities, likelihood, consequences and safeguards and is begun in the system security plan. The security risk assessment assesses compliance with baseline security requirements, identifies threats and vulnerabilities, and assesses alternatives for mitigating or accepting, residual risks. Translate security risk mitigation strategies into design requirements. Security design requirements should address the following: 

· System access controls 

· Marking, handling, and disposing of magnetic media and hard copies 

· Computer room access 

· Account creation, access, protection, and capabilities 

· Operational procedures; audit trail requirements 

· Configuration management 

· Processing area security 

· Employee check-out 

· Emergency procedures.

10. Conduct Critical Design Review.  The project manager and business owner conduct the critical design review and approve or disapprove the system design for continuation into the development phase.  The design review verifies that the final system design adequately addresses all functional, security, and technical requirements and is consistent with the overall enterprise architecture. The design review should address: 

· Design phase activities status,

· Planning status for all subsequent life cycle phases (with significant detail on the next phase, to include the status of pending contract actions), 

· Resource availability status, 

· Acquisition risk assessments of subsequent life cycle phases given the planned acquisition strategy.

11. Make Milestone Two Decision. The program manager, or the designated decision authority, reviewing the results of the Requirements Analysis Phase and the Design Phase, decides whether to proceed with design of the new or redesigned system or not. 

· ROLES AND RESPONSIBILITIES. 


Program Manager. The program manager is responsible for resourcing personnel, contractor support, and other items to undertake and sustain the system development project and for obtaining approvals from budget officers.

Project Manager. The project manager continues to be responsible and accountable for the successful execution of the design phase.  The project manager is responsible for leading the team that accomplishes the tasks shown above.  The project manager is responsible for reviewing deliverables for accuracy, approving deliverables and providing status reports to management.


Integrated Project Team. The project team members (regardless of their parent organization) are responsible for accomplishing assigned tasks as directed by the project manager.
Technical Review Board. The technical review board examines the requirements documented in the functional requirements document and the design documents for accuracy, completeness, clarity, attainability, and traceability. 

Change Control Board. A formally created group of individuals who are in charge of approving change requests to the developing system’s configuration. The results are recorded in the configuration management plan and formal change control procedures are used.


Contract Officer. The contracting officer is responsible and accountable for the procurement activities. 


Senior Agency Management. Agency oversight activities, especially those associated with capital planning and investment control, provide advice and counsel to the project management on the conduct and requirements of the project planning and execution.

System User Community Involvement. The system user community should be included in the design phase activities as appropriate.  Users may identify new requirements. The additional requirements need to be approved or not in an interim review.  

· DOCUMENTATION
1. System Security Plan update. The security risk assessment is carried out in accordance with the system security plan developed in an earlier phase.  The security risk assessment is maintained and updated during subsequent SDLC phases. The design phase security risk assessment is used to update the system security plan.

2. Conversion Plan.  The conversion plan describes the strategies to be used in converting data from existing systems to the planned system. 
3. Design Documents.  The following are the three components of the design documentation:

· The external design document describes the requirements, operational environment, and design characteristics for the system. 

· The internal design document describes the detailed system and subsystem designs that will be used in developing the system. 

· The system design document describes in detail the system architecture. It should contain enough information about the design concept so that other individuals can read it and develop the system. 

4. Implementation Plan.  The implementation plan describes how the system application is to be installed and transitioned into an operational system.

5. Maintenance Manual.  The maintenance manual provides maintenance personnel with the information necessary to maintain the system effectively.  The manual provides the software support environment definition, maintenance personnel roles and responsibilities, and the regular activities essential to the support and maintenance of program modules, job streams, and database structures.

6. Operations Manual or System Administration Manual.  The operations or system administration manual describes machine room operations and procedures or local area network systems administration procedures.

7. Training Plan.  The training plan outlines the objectives, needs, strategy, and curriculum to be addressed for training system users.

8. User Manual.  The user manual contains essential information for the system user to get the full benefits of the information system. 

9. Project Management Plan update. The project management plan is updated to provide sufficient detail for the development phase.  

· OTHER ISSUES TO CONSIDER

System Decision Issues.  The decisions of this phase re-examine in greater detail many of the issues addressed in previous phases. The designs prepared in this phase are the basis for the activities in the development phase. The objective is to establish a complete workable system design. The completed documents needed for the design phase are the functional requirements document and the test plan. A number of system approach, system execution, and system continuation decisions are made in this phase. 

System approach decisions include: 

· Identifying existing or commercial-off-the-shelf components that can be used, or economically modified, to satisfy validated functional requirements.  

· Using appropriate prototyping to refine requirements and enhance user and developer understanding and interpretation of requirements.

· Selecting specific methodologies and tools to be used in the later life cycle phases, especially the development and implementation phases. 

· Determining how user support will be provided, how the remaining life cycle phases will be integrated, and newly identified risks and issues handled.   

System execution decisions include: 

· Modifications that must be made to the initial information system;

· Modifications that will be made to current procedures;

· Modifications that will be made to current systems or databases or to other system or databases under development;

· How conversion of existing data will occur.

System continuation decisions include: 

· The continued need for the new information system; 

· The continued development activities based on the needs addressed by the design; 

· Availability of sufficient funding and other required resources for the remainder of the systems life cycle.

PHASE FIVE: DEVELOPMENT PHASE 
The documents and specifications of the design phase are converted into a complete information system. The hardware, software, and communications environment for the system are defined. 

For a small system, the implementation plan may be included with the design documentation, the test plans combined into one document, and maintenance and operations manuals combined.  A training plan may not be required for a small system. 

For a midsize system, design and development documentation should be separate but the maintenance and operations Manuals may be combined.  

Three sets of documents are needed before beginning the development phase: 

· Project management plan with target dates for completion of each module and target date for completion of system testing;

· System design documents, containing program logic flow, identifying any existing code to be used, and subsystems with their inputs and outputs; 

· Unit (or module) and integration test plans, containing testing requirements, schedules, and test case specifications for unit and integration testing.

· ACTIVITIES 

1. Code and Test Software. Perform the following software development activities:

· Review the system design specifications to ensure that all data elements are identified, specified, and standardized;

· Create naming conventions to distinguish subsystems, interfaces, application programs, job control programs, sorts, files or other information;

· Identify and name, using the established naming convention, each sub-system and command language program and state its purpose; 

· List the input and output files and data elements to be accessed Develop subsystem units or modules, allowing concurrent coding and testing;

· Conduct unit or module testing when coding is completed. 

2. Integrate Software.  Integrate software units, components, and modules. Software integration should be done and tested in accordance with the integration plan. Each module must satisfy its designated requirements at the conclusion of the integration activity. 

3. Conduct Software Qualification Testing.  Conduct qualification testing in accordance with the qualification requirements for each software item.  Test the implementation of each software requirement for compliance. These tests amount to internal audit(s) to ensure that: 

· As-coded software products reflect the design documentation;

· The acceptance review and testing requirements prescribed in the documentation are adequate for the acceptance of the software products;

· Test data comply with the specification;

· Software products are successfully tested and meet their specifications;

· Test reports are correct and discrepancies between actual and expected results have been resolved;

· User documentation complies with standards as specified;

· Audit results are documented

4. Integrate System.  After the qualification testing, the software configuration items are integrated with hardware configuration items, manual operations, and other systems as necessary, into the new system.  

· Test the aggregates are as they are developed, against their requirements;

· Document the integration and the test results;

· A set of tests, test cases (inputs, outputs, test criteria), and test procedures are needed for each qualification requirement of the system;

· Document testing;

· Ready the integrated system for system qualification testing.

5. Conduct System Qualification Testing.  System qualification testing should be conducted in accordance with the specified system qualification requirements. Test the implementation of each system requirement for compliance and that the system is ready for delivery. Document the qualification testing results. 

6. Install Software.  Install the software product in the target environment in accordance with the installation plan. 

· Determine the resources and information necessary to install the software product;

· Support parallel running activities if the newly installed system is replacing an existing system;

· Ensure that the software code and databases properly initialize, execute, and terminate;

· Document the installation events and results.

7. Document Development Phase Activities. Document preparations pertaining to the development of each unit or module, including the software test cases, test results, approvals, and any other items that will help explain the system functionality. The system development document is dynamic – keep it maintained. It should be continuously updated as the system’s development progresses. Undertake the following activities during the development phase:

· Describe the system functionality in narrative format;

· Describe the development functionalities that were used;

· Allocate the functional requirements to individual units or modules;

· Complete the traceability matrix displaying the unit’s or module’s  test cases satisfying the functional requirements listed in the test plan;

· List source code;

· Identify controlled libraries, directories and tables;

· Identify data necessary to conduct unit or module testing;

· Document unit or module test results and analysis

· Sign-off by system technical lead for design walk-through, code approval, and unit or module completion;

· Complete system development document check-off sheet.

8. Document Software Acceptance.  Acceptance review and testing considers the results of the joint reviews, audits, software qualification testing, and system qualification testing, if performed.  Document the results of the acceptance review and testing.

9. Develop Contingency Plan.  The contingency plan contains emergency response procedures; backup arrangements, procedures, and responsibilities; and post-disaster recovery procedures and responsibilities. Contingency planning is essential to ensure that GSA systems are able to recover from processing disruptions in the event of localized emergencies or large-scale disasters. It is an emergency response plan, developed in conjunction with application owners and maintained at the primary and backup computer installation to ensure that a reasonable continuity of support is provided if events occur that could prevent normal operations. 

Contingency plans must be reviewed, updated, and tested any time there is a major change to enable vital operations and resources to be restored as quickly as possible and to keep system downtime to an absolute minimum.  

A contingency plan is synonymous with a disaster plan and an emergency plan. If the system and subsystem is to be located within a facility with an acceptable contingency plan, system-unique contingency requirements should be added as an annex to the existing facility contingency plan.
· ROLES AND RESPONSIBILITIES
 

Program Manager. The program manager is responsible for resourcing personnel, contractor support, and other items to undertake the system development project; for obtaining approvals from budget officers.

Project Manager. The project manager continues to be responsible for assuring accuracy, approving documentation, and providing management status reports. The project manager is responsible for keeping the project management plan current, completing the system on schedule and within budget, meeting customer needs, and keeping senior management informed. 


Integrated Project Team. The project team members (regardless of their parent organization) are responsible for accomplishing assigned tasks as directed by the project manager. 

Technical Review Board. A formally established Technical Review Board examines the system products and provides recommendations to the project manager.

Change Control Board. A formally created group of individuals who are in charge of approving change requests to the developing system’s configuration. The results are recorded in the configuration management plan and formal change control procedures are used.

Quality Assurance Team. The quality assurance team examines the development phase products, including software code, for adherence to the design specifications.. 

Contracting Officer. The contracting officer is responsible and accountable for the procurement activities. 


Senior Agency Management.  Agency oversight activities provide advice and counsel to the project management on the conduct and requirements of the project planning and execution. Oversight activities provide information, judgments, and recommendations to the agency decision makers during system reviews and in support of system decision milestones. 


System Developers. The system development team may be a new group of experts who have not been involved in the project up to this point or they may have been involved but now assume a development role. The developers are responsible for coding, testing, documenting and delivering the completed system.  

· DOCUMENTATION
1. Contingency Plan.  The contingency plan contains the following: 

· Emergency response procedures 

· Backup arrangements and procedures 

· Post-disaster recovery procedures and responsibilities

2. Software Development Document.  The software development document contains information about the development of each unit or module including the test cases, software test results, approvals, and any other items that will help explain the functionality of the software.  

3. System Software.  The actual software itself is developed, prepared for the test and integration phase and finalized before implementation of the system.  The media used to store the information is delivered to the system owner.

4. Test Files and Data.  All the information to be used for the system testing phase is provided at the end of the development phase.  The actual test data and files that were used should be included in preparation for the next phase. 

5. Integration Document.  The integration document describes the plan for how the software components, hardware components, or both, interact with other systems. The actual integration will be tested in the next phase. 

PHASE SIX: INTEGRATION AND TEST PHASE

The main objective of system testing is to assure that the system satisfies its requirements. This is done by performing the integrated system tests specified in the design parameters.  Several types of tests are conducted. 

·  ACTIVITIES 

1. Establish the Test Environment.  The first activity of the integration and test phase is establishing the various test teams, creating a non-production test environment, and assuring the system tests are ready. 

2. Conduct Integration Tests.  Subsystem integration tests are executed first. They are  evaluated to assure that the program components integrate properly into the subsystems and that the subsystems integrate properly into the parent. Include all data elements and test access of each during subsystem testing. Measure technical capabilities against design specifications. 

3. Conduct Subsystem and System Testing.  Create and load the test database(s) and executing the system test(s).  Document results in the test analysis report, test problem report, and on the test analysis approval determination.  

· Migrate any failed components back to the development phase for rework;

· Migrate passed components ahead for security testing. 

4. Conduct Security Testing.  Conduct a security evaluation to validate that the access and data security requirements are met, including procedural, physical, and personnel security measures. This test is supervised by the Senior Agency Information Security Official, or designated representative(s), in the operational or production environment to evaluate compliance with security and data integrity guidelines and to address security backup, recovery, and audit trails.  Security testing  addresses the following: 

· Internal controls;

· Hardware, software, and communications security controls;

· Physical and environmental security;

· Administrative procedural security requirements.

5. Conduct Acceptance Testing.  Customers participate in acceptance testing to confirm that the developed system meets their requirements as articulated in the functional requirements document.  The customers test system features for correctness and conformance to requirements using the proposed production platform or its facsimile. The development team evaluates and tests recovery and restart procedures – these tests are observed by the customer. 

Acceptance testing is done in a real or simulated customer environment, with the use of target platforms and infrastructures.  This includes the hardware, data communications, system software, utilities, compilers, environmental factors (climate control and security) and other system requirements. The customer acceptance test and the Quality Assurance system acceptance review are the final evaluations before a system becomes operational.  No development activities are to be performed after the system test is approved. 
6. Make Milestone Three Decision. The business owner, or the designated decision authority, reviewing the results of the development phase and the integration and test phase, decides whether to proceed with system implementation or not. 

· ROLES AND RESPONSIBILITIES.  

Program Manager. The program manager is responsible for certifying the system satisfies the requirements and meets security standards.  

Project Manager..  The project manager is responsible for reviewing deliverables for accuracy, approving deliverables and providing status reports to management. 

Integrated Project Team. The project team members (regardless of their parent organization) are responsible for accomplishing assigned tasks as directed by the project manager.
Technical Review Board. A formally established technical review board examines the test procedures and results and makes recommendations to the project manager.

Change Control Board. A formally created group of individuals who are in charge of approving change requests to the developing system’s configuration. The results are recorded in the configuration management plan and formal change control procedures are used.


Contract Officer. The contracting officer is responsible and accountable for the procurement activities. 


Senior Agency Management.  Agency oversight activities provide advice and counsel to the project management on the conduct and requirements of the project planning and execution.

System User Community Involvement. The system user community is included in the test phase activities as appropriate.  

Decision Authority. The program manager or another executive is designated as the decision authority. 

· DOCUMENTATION
1. Test Analysis Report.  Test analysis reports document software testing as defined in the test plan. 

2. Test Problem Report.  Test problem reports document problems encountered during testing and are attached to the test analysis reports. 

3. System Security Certification and Accreditation.  Security accreditation is a formal statement based on findings, facts, and support documents produced during the certification process.  It addresses any residual risks associated with the system.  It is a formal declaration by the designated approving authority that the system is approved to operate in a particular security mode using a prescribed set of safeguards. Copies of certification and accreditation statements are forwarded to the appropriate service. 

4. Test Analysis Approval Determination.  Test analysis approval determination is attached to the test analysis report as a final result of the test reviews and testing levels above the integration test. The report briefly summarizes readiness for full system implementation.  
5. Project Management Plan update. Update the plan with the test documentation and results.

· OTHER ISSUES TO CONSIDER

Security test and evaluation involves determining a system’s security mechanisms adequacy for completeness and correctness, and the degree of consistency between system documentation and actual implementation.  This is accomplished through a variety of assurance methods such as analysis of system design documentation, inspection of test documentation, and independent execution of function testing and penetration testing. 

The security test and evaluation outcomes result from security activities developed earlier in the life cycle such as security risk assessment, system security plan, and contingency plan. 


Access Based on Need to Know.  Prior to an individual being granted access to the system, the project manager determines the individual’s need to know and permits access only to those system areas legitimately necessary. 

PHASE SEVEN: IMPLEMENTATION PHASE 

The system or system modifications are installed and made operational in a production environment during the implementation phase.  The phase is initiated after the system has been tested and accepted by the user and project manager. This phase continues until the system is fully operational in the production environment, having successfully passed the implementation test.

The new system may be a replacement of a manual process, a replacement of a legacy system, or an upgrade to an existing system. Regardless of the system type, all aspects of the implementation phase should be followed. This will ensure the smoothest possible transition to the organization’s desired goal.   

· ACTIVITIES 

1. Notify Users.  An implementation notice should be sent to all users and organizations affected by the system implementation. It is good policy to also make internal organizations not directly affected by the system implementation aware of the change schedule so that allowances can be made for disruption in the normal activities. Notification methods may be email, internal memos to heads of office, or voice tree messages.  The notice should include: 

· The implementation schedule;

· A brief synopsis of the system benefits;

· The difference between the old and new system;

· Responsibilities of users affected by the system implementation;

· The process to obtain system support, including contact names and phone numbers.

2. Execute the Training Plan.  It is a good practice to provide training just before folks can use the new system. Follow the previously developed training plan with the system user manual.

User training is an essential step and can make the difference between user acceptance and user rejection. 

3. Verify and Enter Data. This activity requires that the system owners verify the quality of the data and then input the data into the new system. Data in the old system may have been entered inconsistently or even incorrectly and would adversely impact the integrity of the new system. 
If replacing a manual system, some or a lot of hard copy data may  need to be manually entered into the new system. If replacing an automated system, the data can be moved electronically to the new system. But, the data quality must be verified before it is put into the new system.

Verification of system operations can be accomplished is through parallel operations. Parallel operations consist of running the old process or system and the new system simultaneously until the new system is certified.  This provides extra security so that if the new system fails in any way, operation can proceed on the old system while the bugs are worked out. 

4. Install the System in the Production Environment. Install the new system into the production environment. Once its operations are verified, turn it over to the customer. Correct any problems discovered during installation. Upon completion of implementation, document the product baseline production system, databases, data dictionary and any other pertinent items. 

Post-Implementation Review.  After the system has been fielded, conduct a post-implementation review to determine if the system operates successfully.  This one-time review occurs after a new system implementation and should also occur after a significant system modernization or enhancement. If the results are unacceptable, they are submitted to the program manager who determines any follow-up actions. The program manager may decide it is necessary to return a deficient system to the system development project manager for deficiency correction. Conduct the post-implementation review to ensure or verify that:

· The system functions as it was expected to; 

· The system cost is within the estimated amount; and 

· The intended benefits are derived as projected.  

This is a lessons learned exercise. The purpose of this review is to document implementation experiences, to recommend further system enhancements and to provide guidance for future systems. 

Operational analyses, similar to post-implementation reviews, are conducted periodically throughout the operational life of the system. 

· ROLES AND RESPONSIBILITIES.  

Program Manager. The program manager is responsible affirming a successful system implementation. This marks the end of the project.

Project Manager. The project manager position is eliminated upon system implementation. 


Integrated Project Team. The integrated project team members are released from project development responsibilities.
Technology Review Board. This board is disbanded as a result of the project closure.

Configuration Control Board. The technology review board or the change control board may become the configuration control board. It is responsible for managing change requests throughout the operating life of the system.


Contract Officer. The contracting officer is responsible and accountable for the contract closeout activities. 


Senior Agency Management. Agency oversight activities provide advice and counsel to the system management on system execution.

System User Community Involvement. The system user community should always be included in system functional assessments and be able to initiate change requests.

Decision Authority. The program manager or another executive is designated as the decision authority. 


· DOCUMENTATION
1. Delivered System.  After the implementation phase review and the approval certification is signed by the project manager and the program manager, formally turn over the system -- including the production version of the data repository -- to the customer. 

2. Change Implementation Notice.  The change implementation notice is a formal request and approval document for changes. It is used during the operations and maintenance phase.

3. Version Description Document.  A version description document is the configuration control document used to track and control versions of software released to the operational environment.  It is a summary of the features and contents of the software build and it identifies and describes the version of the software being delivered. 

4. System Operations Certification.  A review using the post-implementation review report format is conducted at the end of the implementation phase and a report prepared to certify the initial operation of the system. 

5. Project Management Plan update. Update the project management plan with implementation records.

· OTHER ISSUES TO CONSIDER

All development resources and documentation should be transferred to the operations and maintenance staff and secured in a dedicated library. Maintain proper access to the system documentation.

PHASE EIGHT: OPERATIONS & MANAGEMENT PHASE 

More than half of a system’s life cycle costs occur during the system’s operations and maintenance. The operations and maintenance phase lasts for the life of the system. It is not a passive phase. System modernization, enhancements and regular maintenance will occur during the system’s operational life.

System documentation must be kept current during the system’s operational life.
Annual operational analyses, similar to post-implementation reviews, are conducted to determine if the system continues to efficiently and effectively meet business needs.

 As problems or deficiencies are detected or new needs arise, changes are requested.  The change requests may require code modification, new code developed or hardware configuration changes.  

User support is an ongoing activity.  New users will require training and others will require refresher training.  

The operations and maintenance phase emphasis is to ensure that users’ needs are met and the system continues to perform as specified.
· ACTIVITIES 

1. Identify and Assign Systems Operations Activities and Responsibilities.  The operations manual is developed in a previous SDLC phase.  The operations manual defines required tasks and activities and lists roles and responsibilities. The operations manual needs to be kept current.  

Schedule systems operations activities and tasks, on a recurring sis, to ensure that the production environment continues to be fully functional and is performs as expected. 

The following is a checklist of systems operations key tasks and activities: 

· Ensure that systems and networks are running and available during the defined hours of operations;

· Implement non-emergency requests during scheduled outages, as prescribed in the operations manual;

· Ensure all processes, manual and automated, are documented in the operating procedures;

· Acquisition and storage of supplies (such as paper, toner, tapes, removable disks)

· Perform backups;

· Perform the physical security functions such as ensuring adequate uninterruptible power supply and that personnel have proper security clearances and access privileges;

· Ensure contingency planning for disaster recovery is current and tested;

· Ensure users are trained on current processes and new processes;

· Ensure that service level objectives are kept accurate and are monitored;

· Maintain performance measurements, statistics, and system logs;

· Monitor the performance statistics, report the results and escalate problems when they occur;

· Perform regression testing to confirm operational efficiency. 

In small systems, all or part of the operations tasks may be done by the same person. In large systems, each operational task may be done by separate individuals or teams. 

2. Perform Data and Software Administration.  Data and software administration is required to ensure that input data and output data and databases are correct and continually checked for accuracy and completeness. This includes ensuring that scheduled jobs are submitted and completed correctly. Software and databases should be maintained at or near the current maintenance level. Database backup and recovery should be done by a qualified data administrator. Data and software administration tasks and activities include:

· Performing  a periodic verification and validation of data and correcting data related problems; 

· Performing production control and quality control functions such as job submission, checking, and corrections;

· Interfacing with other functional areas for regular checking and performing needed corrections;

· Installing, configuring, upgrading, and maintaining the database(s), including updating processes, data flows, and objects;

· Developing and performing data and database backup and recovery routines for data integrity and recoverability, properly documented in the operations manual;

· Developing and maintaining a performance and tuning plan for online processes and databases;

· Performing configuration and design audits to ensure software, system, and parameter configuration are correct. 

3. Identify Problem and Modification Process.  With any system change is inevitable. System users need a means to suggest changes and identify problems.  A user satisfaction review, which can include a customer satisfaction survey, can be designed and distributed to obtain feedback on a system to help determine if the system continues to be are accurate and reliable.  

Systems administrators and operators need to be able to make recommendations for upgrade of hardware, architecture and streamlining processes.  

For small in-house systems, modification requests can be handled by an in-house process.

For large integrated systems, modification requests need to be addressed in a formal way and would require a formal change request. 

The Change Control Board reviews change requests and proposal and may require justification and cost benefits analysis before making approval decisions. Significant changes probably will require a life cycle process of their own. 

4. Maintain the System and its Software.  In the course of regular system maintenance, maintenance personnel may identify modifications that are needed to ensure that the system continues to operate as intended. Maintenance personnel may determine that modifications to the system and databases are needed to resolve errors or performance problems.  Modifications may be needed to provide new capabilities or to take advantage of hardware upgrades or new releases of system software and application software used to operate the system. New capabilities may take the form of routine maintenance or may constitute enhancements to the system or database as a response to user requests for new/improved capabilities.  

· ROLES AND RESPONSIBILITIES.  

Program Manager. The program manager is the system owner. System operations and maintenance staff are responsible to the program manager. 

Systems Manager.  The systems manager develops, documents, and executes plans and procedures for conducting activities and operations and management tasks and processes. 

Technical Support Personnel. Technical support personnel have responsibilities such as granting access rights, setting up means to access the system, and maintaining the system servers.  In a client-server environment, technical support perform systems scheduled backups and operating system maintenance during downtime. For most mainframe systems, the mainframe operator provides technical support including scheduled backup, maintenance during downtime, and assumes responsibility to ensure the system is online and available for users.  

Configuration Control Board. The change control board becomes the configuration control board during system operations and maintenance. The configuration control board must be chartered and the charter should outline what kinds of requests are to be brought before the group for consideration and approval.  The board may issue change directives.

Customers. The customer needs to be able to share with systems management the need for improvements or the existence of problems.  The customer is responsible for reporting problems or making recommendations for system performance improvements. A user group may be convened to exchange information and share system knowledge.


Contract Officer. The contracting officer is responsible and accountable for the procurement activities during the operations and maintenance phase. 

Data Administrator.   The data or database administrator performs tasks to ensure that accurate and valid data are used by and generated from the system. The data administrator may create the information systems database, maintain databases security and develop plans for disaster recovery.  The data administrator may be called upon to create system queries and generate reports for a variety of user requests.  The data administrator’s responsibilities include maintaining the databases data dictionary which  provides a description of each field in the database, the field characteristics and what data is maintained with the field.

Information System Security Officer (ISSO). The information system security officer should participate in the Configuration Control Board and in some cases coordinate change impact assessments and conduct and report changes that can be made that impact the system’s security posture.  


Senior Agency Management. Agency oversight activities, especially those associated with capital planning and investment control, provide advice and counsel about system’s operations and maintenance.

Telecommunications Analyst and Network System Analyst.  These two specialists plan, install, configure, upgrade, and maintain networks as needed. They manage internal and external communications and connectivity. 

Decision Authority. The program manager or another executive is designated as the decision authority. This position is exercised after post implementation reviews and annual operational analyses.

· DOCUMENTATION
1. In-Progress Review Report or Operations Analysis Report.  The in-progress review, also called an operational analysis, occurs at least once a year. Performance measures should be reviewed along with the health of the system. Performance measures should be measured against the baseline measures.  Ad hoc reviews should occur when deemed necessary. The results of this review are documented in the operations analysis report. 

2. User Satisfaction Review Report.  User satisfaction reviews can be used as a tool to determine the current user satisfaction with the performance capabilities of an existing application or initiate a proposal for a new system.  This review can be used as input to an operations analysis report. 


· OTHER ISSUES TO CONSIDER


Documentation.  The roles and responsibilities by each individual responsible for system maintenance and operations should be clearly spelled out and up-to-date. A systems administrator’s journal or log of changes performed to the system software or hardware is invaluable in times of emergencies.  Operations manuals, journals, or logs should be readily accessible by maintenance personnel. 

New Development Guidelines.  Changes to the system should meet the following criteria in order for the change or modification request to be categorized as maintenance. If it does not meet this test it should be considered as new development: 

· Estimated cost of modifications is below maintenance costs;

· Proposed changes can be implemented within one system year; or 

· Impact to system is minimal or necessary for accuracy of system output.

Security Re-Certification and Accreditation.  Federal IT security policy requires IT systems to be accredited prior to being placed into operation and recertified and accredited at least every three years thereafter, or prior to implementation of a significant change. 


PHASE NINE: DISPOSAL PHASE 

When the system has been determined to be at the end of its useful life, it is declared surplus or obsolete by the system owner. With the appropriate approving authority, the system is scheduled for shut down.  

The emphasis of the disposal phase is to ensure that data, procedures, and documentation are packaged and archived in an orderly fashion.  This makes it possible to reinstall and bring the system back to life, if necessary, and to retain all data records in accordance with GSA policies regarding retention of electronic records.  

The objectives of a disposal plan are to end the operation of the system in a planned, orderly manner and to ensure that system services and data are properly archived or incorporated into other systems.  

The disposal phase represents the end of the system life cycle. 


· ACTIVITIES 

1. Prepare Disposal Plan.  A disposal plan is prepared to address all facets of archiving, transferring, and disposing of the system and the data.  Particular emphasis is given to proper preservation of the data processed by the system so that it is effectively migrated to another system or archived in accordance with applicable U.S. National Archives and Records Administration records management regulations and policies for potential future access.  The system disposal activities preserve information not only about the current production system, but also about the evolution of the system through its life cycle.  The content of the disposal plan should be appropriate to the size and complexity of the system to be laid down. A project manager is responsible for the system disposal.  System disposal activities include: planning the system termination date, identifying software services to be preserved, identifying data to be preserved, disposal of remaining equipment, and archiving of life-cycle products. 

2. Archive or Transfer Data.  The data from the old system will have to be transferred into the new system or if it is obsolete, archived. 

3. Archive or Transfer Software Services.  Similar to the data that is archived or transferred, the software services will need to be transferred to the new system, or if that is not feasible, disposed of. 

4. Archive Life Cycle Deliverables.  All system documentation must be archived where it can be referenced if needed at a later date. 

5. End the System in an Orderly Manner.  Follow the disposal plan for the orderly breakdown of the system, its services, and the data within. 

6. Dispose of Equipment.  If the equipment can be used elsewhere in the organization, it should be recycled.  If it is obsolete, the property management office should be notified to excess all hardware. 

· ROLES AND RESPONSIBILITIES.  


Program Manager. The program manager is responsible for affirming that the system no longer has a use in GSA. The program manager may name a system disposal project manager and an integrated project disposal team. 

Project Manager. The project manager is appointed to terminate the system. The person holding the project manager position must be certified. The disposal plan may direct that only certain systems data is to be archived The project manager must assure that all user access authority is eliminated.  If there is another system that is taking the place of the system being terminated, the project manager of the phased-out system should coordinate disposal activities with the project manager of the new system.  

Data Administrator.  The data administrator identifies the data to be archived and assists technical personnel with the actual archive process.  The data administrator assists in identifying data that, due to its sensitive nature, must be destroyed.  The data administrator is involved with identifying and migrating data to a new or replacement system.


Integrated Project Team. Project team members (regardless of their parent organization) are responsible for accomplishing assigned tasks as directed by the project manager to terminate the system.

Contract Officer. The contracting officer is responsible and accountable for the procurement activities and contract close outs. 

Decision Authority. The program manager or another executive, acting as the decision authority, authorizes system termination.


· DOCUMENTATION
1. Disposal Plan.   The disposal plan includes an explanation why the system is no longer needed, a description of any replacement systems, a list of tasks and activities with estimated dates of completion and the notification strategy. The disposal plan includes the responsibilities for future residual support issues such as identifying media alternatives if technology changes; new software product transition plans and alternative support issues once the application is removed; parallel operations of retiring and any new software product; archiving the software, associated documentation, movement of logs, code; and accessibility of archive, data protection identification, and audit applicability.


The disposal plan includes the Post-Termination Review Report which is developed at the end of the process detailing the findings of the disposal phase review.  It includes details of where to find all products and documentation that have been archived.

The disposal plan identifies the system archives where a packaged set of data and documentation is to be stored.

The disposal plan contains updated security plans for archiving, contingency plans to reestablish the system, and provisions for archiving all system documentation, including system logs and configuration plans are to be archived along with the data and a copy of the disposal plan. 

· OTHER ISSUES TO CONSIDER

None.
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