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Introduction

The U.S. General Services Administration (GSA) must provide information security for the information and information systems that support the operations and assets of the agency, including those provided or managed by another agency, contractor, or other source.  Section 3544(a)(1)(A)(ii) of the Federal Information Security Management Act (FISMA) describes Federal agency security responsibilities as including “information systems used or operated by an agency or by a contractor of an agency or other organization on behalf of an agency.” This includes services which are either fully or partially provided; including other agency hosted, outsourced, and cloud computing solutions.  Because FISMA applies to both information and information systems used by the agency, contractors, and other organizations and sources, it has somewhat broader applicability than prior security law. That is, agency information security programs apply to all organizations (sources) which possess or use Federal information – or which operate, use, or have access to Federal information systems (whether automated or manual) – on behalf of a Federal agency, Information systems used or operated by an agency or other organization on behalf of an agency.  Office of Management and Budget (OMB) Memorandum M-09-29, “FY 2009 Reporting Instructions for the Federal Information Security Management Act and Agency Privacy Management”, identifies five primary categories of contractors as they relate to securing systems and information: 1) service providers, 2) contractor support, 3) Government Owned, Contractor Operated facilities (GOCO), 4) laboratories and research centers, and 5) management and operating contracts.

The security contract language identified in this guide should be inserted in all Statements of Work where the information system is contractor owned and operated on behalf of GSA or the Federal Government (when GSA is the managing agency).  GSA Program Managers and acquisition management organizations with the procurement process are responsible for ensuring that the solicitation document includes the appropriate information security requirements. The information security requirements must be sufficiently detailed to enable service providers to fully understand the information security regulations, mandates, and requirements that they will be subject to under the contract or task order that may be awarded to them.  This will also give potential contractors a better opportunity to ask questions about these Information Technology (IT) security requirements.  The idea is to better prepare contractors and Commercial Service Providers to be compliant with GSA and Federal IT security requirements up front, avoiding unnecessary future contract modifications.  Contractors systems, upon entering into a contractual agreement for services to GSA, will be subject to GSA policies, procedures, testing, reporting requirements, and general scrutiny.

The following sections are intended to be used “as is” and are appropriately formatted to allow this language to be placed in-line within a statement of work.  

NOTE:  FIPS 199 High impact and Cloud computing contracts involving subscription services such as Infrastructure as a Service (IaaS), Platform as a Service (Paas), Storage as a Service (SaaS), or Software as a Service (SaaS) shall be coordinated through the Office of the Senior Agency Information Security Officer (OSAISO).  Such services have added complexity that may require additional controls not found in this guide that may be required to protect to the degree required by FISMA, FISMA implementing standards, and associated guidance. 

Scope

The security requirements identified in this guide are specific to contractor owned and operated systems on behalf of GSA or the Federal Government (when GSA is the managing agency).  OMB Memorandum M-09-29 asserts that agencies are responsible for ensuring information technology acquisitions comply with the information technology security requirements in the Federal Information Security Management Act (44 U.S.C. 3544), OMB’s implementing policies including Appendix III of OMB Circular A-130, and guidance and standards from the National Institute of Standards and Technology (NIST).  
Purpose

The purpose of this document is to define and establish consistent language for GSA IT acquisition contracts involving contractor owned and operated systems to ensure compliance with the appropriate provisions of FISMA, OMB Circular A-130, and NIST 800-53 R3.  Each of the sections below highlights a key element of GSA’s IT security objectives for contractor acquisition efforts.

Contract Language

1.1. Required Policies and Regulations for GSA Contracts
Contractors entering into an agreement for services to the General Services Administration (GSA) and/or its Federal customers shall be contractually subject to all GSA and Federal IT Security standards, policies, and reporting requirements.  The contractor shall meet and comply with all GSA IT Security Policies and all applicable GSA and NIST standards and guidelines, other Government-wide laws and regulations for protection and security of Information Technology.  
All GSA contractors must comply with the GSA policies below (these documents are all referenced within the GSA IT Security Policy).  
· GSA Information Technology (IT) Security Policy, CIO P 2100.1E.
· GSA Order CIO P 2181.1 “GSA HSPD-12 Personal Identity Verification and Credentialing Handbook”, dated October 20, 2008.

· GSA Order CIO 2104.1, “GSA Information Technology (IT) General Rules of Behavior”, dated July 3, 2003.

· GSA Order CPO 1878.1, “GSA Privacy Act Program”, dated October 27, 2003.

· GSA IT Security Procedural Guide 04-26, “FISMA Implementation”.”

· GSA IT Security Procedural Guide 06-29, “Contingency Plan Testing”.”  

· GSA IT Security Procedural Guide 06-30, “Managing Enterprise Risk.”

· GSA IT Security Procedural Guide 08-39, “FY 2009 IT Security Program Management Implementation Plan.”

· GSA IT Security Procedural Guide 09-44, “Plan of Action and Milestones (POA&M).”

Contractors are also required to comply with Federal Information Processing Standards (FIPS), the “Special Publications 800 series” guidelines published by NIST, and the requirements of FISMA. 
· Federal Information Security Management Act (FISMA) of 2002.

· Clinger-Cohen Act of 1996 also known as the “Information Technology Management Reform Act of 1996.” 

· Privacy Act of 1974 (5 U.S.C. § 552a).

· Homeland Security Presidential Directive (HSPD-12), “Policy for a Common Identification Standard for Federal Employees and Contractors”, August 27, 2004.

· Office of Management and Budget (OMB) Circular A-130, “Management of Federal Information Resources”, and Appendix III, “Security of Federal Automated Information Systems”, as amended.
· OMB Memorandum M-04-04, “E-Authentication Guidance for Federal Agencies.”
· FIPS PUB 199, “Standards for Security Categorization of Federal Information and Information Systems.”

· FIPS PUB 200, “Minimum Security Requirements for Federal Information and Information Systems.”

· FIPS PUB 140-2, “Security Requirements for Cryptographic Modules.”

· NIST Special Publication 800-18 Rev 1, “Guide for Developing Security Plans for Federal Information Systems.”
· NIST Special Publication 800-30, “Risk Management Guide for Information Technology Security Risk Assessment Procedures for Information Technology Systems.”
· NIST Special Publication 800-34, “Contingency Planning Guide for Information Technology Systems.”
· NIST SP 800-37, Revision 1, “Guide for the Security Certification and Accreditation of Federal Information Systems.”
· NIST Special Publication 800-47, “Security Guide for Interconnecting Information Technology Systems.”
· NIST Special Publication 800-53 Revision 3, “Recommended Security Controls for Federal Information Systems.”
· NIST Special Publication 800-53A, “Guide for Assessing the Security Controls in Federal Information Systems.”
1.2. GSA Security Compliance Requirements

FIPS 200, “Minimum Security Requirements for Federal Information and Information Systems”, is a mandatory federal standard that defines the minimum security requirements for federal information and information systems in seventeen security-related areas.  Contractor systems supporting GSA must meet the minimum security requirements through the use of the security controls in accordance with NIST Special Publication 800-53, Revision 3 (hereafter described as NIST 800-53), and “Recommended Security Controls for Federal Information Systems.

To comply with the federal standard, GSA must determine the security category of the information and information system in accordance with FIPS 199, “Standards for Security Categorization of Federal Information and Information Systems”, and then the contractor shall apply the appropriately tailored set of Low, Moderate, or High impact baseline security controls in NIST 800-53, as determined by GSA.  

NIST 800-53 controls requiring organization-defined parameters (i.e., password change frequency) shall be consistent with GSA specifications.  The GSA-specified control parameters and supplemental guidance defining more specifically the requirements per FIPS 199 impact level are provided in Appendix A, of this document.  

The Contractor shall use GSA technical guidelines, NIST guidelines, Center for Internet Security (CIS) guidelines (Level 1), or industry best practice guidelines in hardening their systems, as deemed appropriate by the Authorizing Official.
1.3. Certification and Accreditation (C&A) Activities

The implementation of a new Federal Government IT system requires a formal approval process known as Certification and Accreditation (C&A).  NIST Special Publication 800-37, Revision 1 (hereafter described as NIST 800-37) and GSA IT Security Procedural Guide 06-30, “Managing Enterprise Risk”, give guidelines for performing the C&A process.  The Contractor system/application must have a valid certification and accreditation (signed off by the Federal government) before going into operation and processing GSA information.  The failure to obtain and maintain a valid certification and accreditation will be grounds for termination of the contract.  The system must have a new C&A conducted (and signed off on by the Federal government) at least every three (3) years or at the discretion of the Authorizing Official when there is a significant change to the system’s security posture.   All NIST 800-53 controls must be tested/assessed no less than every 3 years. 

Certification of System

1. The Contractor shall comply with Certification and Accreditation (C&A) requirements as mandated by Federal laws and policies, including making available any documentation, physical access, and logical access needed to support this requirement.  The Level of Effort for the C&A is based on the System’s NIST Federal Information Processing Standard (FIPS) Publication 199 categorization.  The contractor shall create, maintain and update the following C&A documentation:

· System Security Plan (SSP) completed in agreement with NIST Special Publication 800-18, Revision 1. The SSP shall include as appendices required policies and procedures across 18 control families mandated per FIPS 200, Rules of Behavior, and Interconnection Agreements (in agreement with NIST Special Publication 800-47).  The SSP shall include as an appendix, a completed GSA 800-53 Control Tailoring worksheet included in Appendix A of this guide.  Column E of the worksheet titled “Contractor Implemented Settings” shall document all contractor implemented settings that are different from the GSA defined setting and where the GSA defined setting allows a contractor determined setting).
· Contingency Plan (including Disaster Recovery Plan) completed in agreement with NIST Special Publication 800-34.
· Contingency Plan Test Report completed in agreement with GSA IT Security Procedural Guide 06-29, “Contingency Plan Testing.”  
· Plan of Actions & Milestones completed in agreement with GSA IT Security Procedural Guide 09-44, “Plan of Action and Milestones (POA&M).”
· Independent Penetration Test Report documenting the results of vulnerability analysis and exploitability of identified vulnerabilities. 
In addition to the above documentation, GSA recommends (not a requirement) the contractor employ code analysis tools to examine the software for common flaws and document results in a Code Review Report.  The Code Review Report should be submitted as part of the C&A package.  Reference NIST 800-53 control SA-11, Enhancement 1 for additional details.  
2. Information systems must be certified and accredited at least every three (3) years or whenever there is a significant change to the system’s security posture in accordance with NIST Special Publication 800-37 Revision 1, “Guide for the Security Certification and Accreditation of Federal Information Systems”, and CIO IT Security 06-30, “Managing Enterprise Risk .” 

3. At the Moderate impact level and higher, the contractor or Government (as determined in the contract) will be responsible for providing an independent Security Assessment/Risk Assessment in accordance with GSA IT Security Procedural Guide 06-30, “Managing Enterprise Risk.”  
4. If the Government is responsible for providing a Security Assessment/Risk Assessment and Penetration Test, the Contractor shall allow GSA employees (or GSA designated third party contractors) to conduct certification and accreditation (C&A) activities to include control reviews in accordance with NIST 800-53/NIST 800-53A and GSA IT Security Procedural Guide 06-30, “Managing Enterprise Risk”.  Review activities include but are not limited to operating system vulnerability scanning, web application scanning, and database scanning of applicable systems that support the processing, transportation, storage, or security of GSA information.  This includes the general support system infrastructure. 
5. Identified gaps between required 800-53 controls and the contractor’s implementation as documented in the Security Assessment/Risk Assessment report shall be tracked for mitigation in a Plan of Action and Milestones (POA&M) document completed in accordance with GSA IT Security Procedural Guide 09-44, “Plan of Action and Milestones (POA&M).”  Depending on the severity of the gaps, the Government may require them to be remediated before an Authorization to Operate is issued.  
6. The Contractor is responsible for mitigating all security risks found during C&A and continuous monitoring activities.  All high-risk vulnerabilities must be mitigated within 30 days and all moderate risk vulnerabilities must be mitigated within 90 days from the date vulnerabilities are formally identified.  The Government will determine the risk rating of vulnerabilities. 

Accreditation of System
1. Upon receipt of the documentation (Certification Package) described in GSA IT Security Procedural Guide 06-30, “Managing Enterprise Risk” and NIST Special Publication 800-37 as documented above, the GSA Authorizing Official (AO) for the system (in coordination with the GSA Senior Agency Information Security Officer (SAISO), system Program Manager, Information System Security Manager (ISSM), and Information System Security Officer (ISSO)) will render an accreditation decision to: 

· Authorize system operation w/out any restrictions or limitations on it operation;

· Authorize system operation w/ restriction or limitation on its operation, or;

· Not authorize for operation.

2. The Contractor shall provide access to the Federal Government, or their designee acting as their agent, when requested, in order to verify compliance with the requirements for an Information Technology security program.  At its option, the Government may choose to conduct on site surveys.  The Contractor shall make appropriate personnel available for interviews and documentation during this review.  If documentation is considered proprietary or sensitive, these documents may be reviewed on-site under the hosting Contractor’s supervision.  

1.4. Reporting and Continuous Monitoring

Maintenance of the security authorization to operate will be through continuous monitoring of security controls of the contractors system and its environment of operation to determine if the security controls in the information system continue to be effective over time in light of changes that occur in the system and environment.  Through continuous monitoring, security controls and supporting deliverables are updated and submitted to GSA per the schedules below.  The submitted deliverables (or lack thereof) provide a current understanding of the security state and risk posture of the information systems.  They allow GSA authorizing officials to make credible risk-based decisions regarding the continued operations of the information systems and initiate appropriate responses as needed when changes occur.
Deliverables to be provided to the GSA COTR/ISSO/ISSM Quarterly

1. Plan of Action & Milestones  (POA&M) Update

Reference: NIST 800-53 control CA-5

Contractor shall provide POA&M updates in accordance with requirements and the schedule set forth in GSA CIO IT Security Procedural Guide 09-44, “Plan of Action and Milestones.”

2. Vulnerability Scanning

Reference: NIST 800-53 control RA-5

Contractor shall provide vulnerability scan reports from Web Application, Database, and Operating System Scans.  Scan results shall be managed and mitigated in Plans of Action and Milestones (POA&Ms) and submitted together with the quarterly POA&M submission.

Deliverables to be provided to the GSA COTR/ISSO/ISSM Annually
1. Updated  C&A documentation including the System Security Plan and Contingency Plan 
i. System Security Plan 

Reference: NIST 800-53 control PL-2
Contractor shall review and update the System Security Plan annually to ensure the plan is current and accurately described implemented system controls and reflects changes to the contractor system and its environment of operation. The System Security Plan must be in accordance with NIST 800-18, Revision 1, Guide for Developing Security Plans.

ii. Contingency Plan 

Reference: NIST 800-53 control CP-2

Contractor shall provide an annual update to the contingency plan completed in accordance with NIST 800-34, Contingency Planning Guide.

2. User Certification/Authorization Review Documents 
Reference: NIST 800-53 control AC-2

Contractor shall provide the results of the annual review and validation of system users’ accounts to ensure the continued need for system access.  The user certification and authorization documents will illustrate the organization establishes, activates, modifies, reviews, disables, and removes information system accounts in accordance with documented account management procedures.

3. Separation of Duties Matrix

Reference: NIST 800-53 control AC-5

Contractor shall develop and furnish a separation of duties matrix reflecting proper segregation of duties for IT system maintenance, management, and development processes.  The separation of duties matrix will be updated or reviewed on an annual basis.

4. Information Security Awareness and Training Records

Reference: NIST 800-53 control AT-4

Contractor shall provide the results of security awareness (AT-2) and role-based information security technical training (AT-3).  AT-2 requires basic security awareness training for employees and contractors that support the operation of the contractor system.  AT-3 requires information security technical training to information system security roles.  Training shall be consistent with the requirements contained in C.F.R. Part 5 Subpart C (5 C.F.R 930.301) and conducted at least annually.  

5. Annual FISMA Assessment 

Reference: NIST 800-53 control CA-2

Contractor shall deliver the results of the annual FISMA assessment conducted per GSA CIO IT Security Procedural Guide 04-26, “FISMA Implementation”.  The assessment is completed using the GSA on-line assessment tool.

6. System(s) Baseline Configuration Standard Document 

Reference: NIST 800-53 control CM-2

Contractor shall provide a well defined, documented, and up-to-date specification to which the information system is built.

7. System Configuration Settings 

Reference: NIST 800-53 control CM-6

Contractor shall establish and document mandatory configuration settings for information technology products employed within the information system that reflect the most restrictive mode consistent with operational requirements. 

Configuration settings are the configurable security-related parameters of information technology products that compose the information system.  Systems should be configured in agreement with GSA technical guidelines, NIST guidelines, Center for Internet Security guidelines (Level 1), or industry best practice guidelines in hardening their systems, as deemed appropriate by the Authorizing Official.  System configuration settings will be updated or reviewed on an annual basis.
8. Configuration Management Plan 

Reference: NIST 800-53 control CM-9

Contractor shall provide an annual update to the Configuration Management Plan for the information system.

9. Contingency Plan Test Report 

Reference: NIST 800-53 control CP-4

Contractor shall provide a contingency plan test report completed in accordance with GSA IT Security Procedural Guide 06-29, “Contingency Plan Testing.”  A continuity test shall be conducted annually prior to mid-July of each year. The continuity test can be a table top test while the system is at the “Low Impact” level.  The table top test must include Federal and hosting Contractor representatives.  Moderate and High impact systems must complete a functional exercise at least once every three years.

10. Incident Response Test Report 

Reference: NIST 800-53 control IR-3

Contractor shall provide an incident response plan test report documenting results of incident reporting process per GSA IT Security Procedural Guide 01-02, “Incident Handling.”

11. Results of Physical Security User Certification/Authorization Review

Reference: NIST 800-53 control PE-2

Contractor shall provide the results of annual reviews and validations of physical access authorizations to facilities supporting the contractor system to ensure the continued need for physical access.
12. Results of Review of Physical Access Records 

Reference: NIST 800-53 control PE-8

Contractor shall provide the results of annual reviews and validations of visitor access records to ensure the accuracy and fidelity of collected data. 

13. Information System Interconnection Agreements

Reference: NIST 800-53 control CA-3
The contractor shall provide updated Interconnection Security Agreements (ISA) and supporting Memorandum of Agreement/Understanding (MOA/U), completed in accordance with NIST 800-47, “Security Guide for Connecting Information Technology Systems”, for existing and new interconnections.  Per NIST 800-47, an interconnection is the direct connection of two or more IT systems for the purpose of sharing data and other information resources through a pipe, such as ISDN, T1, T3, DS3, VPN, etc.  Interconnections agreements shall be submitted as appendices to the System Security Plan.

14. Rules of Behavior

Reference: NIST 800-53 control PL-4
Contractor shall define and establish Rules of Behavior for information system users.  Rules of Behavior shall be submitted as an appendix to the System Security Plan.
15. Personnel Screening and Security

Reference: NIST 800-53 control PS-3, NIST 800-53 control PS-7
Contractor shall furnish documentation reflecting favorable adjudication of background investigations for all personnel (including subcontractors) supporting the system.  Contractors shall comply with GSA order 2100.1 – IT Security Policy and GSA Order CIO P 2181 – HSPD-12 Personal Identity Verification and Credentialing Handbook.  GSA separates the risk levels for personnel working on Federal computer systems into three categories:  Low Risk, Moderate Risk, and High Risk.  

· Those contract personnel (hereafter known as “Applicant”) determined to be in a Low Risk position will require a National Agency Check with Written Inquiries (NACI) investigation.

· Those Applicants determined to be in a Moderate Risk position will require either a Limited Background Investigation (LBI) or a Minimum Background Investigation (MBI) based on the Contracting Officer’s (CO) determination.

· Those Applicants determined to be in a High Risk position will require a Background Investigation (BI).

The Contracting Officer, through the Contracting Officer’s Technical Representative or Program Manager will ensure that a completed Contractor Information Worksheet (CIW) for each Applicant is forwarded to the Federal Protective Service (FPS) in accordance with the GSA/FPS Contractor Suitability and Adjudication Program Implementation Plan dated 20 February 2007.  FPS will then contact each Applicant with instructions for completing required forms and releases for the particular type of personnel investigation requested.

Applicants will not be reinvestigated if a prior favorable adjudication is on file with FPS or GSA, there has been less than a one year break in service, and the position is identified at the same or lower risk level.

Once a favorable FBI Criminal History Check (Fingerprint Check) has been returned, Applicants may receive a GSA identity credential (if required) and initial access to GSA information systems.  The HSPD-12 Handbook contains procedures for obtaining identity credentials and access to GSA information systems as well as procedures to be followed in case of unfavorable adjudications.
Deliverables to be provided to the GSA COTR/ISSO/ISSM Biennially
1. Policies and Procedures

Contractor shall develop and maintain current the following policies and procedures:

i. Access Control Policy and Procedures (NIST 800-53 AC-1)

ii. Security Awareness and Training Policy and Procedures (NIST 800-53 AT-1)

iii. Audit and Accountability Policy and Procedures (NIST 800-53 AU-1)

iv. Identification and Authentication Policy and Procedures (NIST 800-53 IA-1)

v. Incident Response Policy and Procedures (NIST 800-53 IR-1, reporting timeframes are documented in GSA CIO IT Security Procedural Guide 01-02, Incident Handling

vi. System Maintenance Policy and Procedures (NIST 800-53 MA-1)

vii. Media Protection Policy and Procedures (NIST 800-53 MP-1)

viii. Physical and Environmental Policy and Procedures (NIST 800-53 PE-1)

ix. Personnel Security Policy and Procedures (NIST 800-53 PS-1)
x. System and Information Integrity Policy and Procedures (NIST 800-53 SI-1)
xi. System and Communication Protection Policy and Procedures (NIST 800-53 SC-1)

xii. Key Management Policy (NIST 800-53 SC-12)

1.5. Additional Stipulations (as applicable)
1. The deliverables identified in section 1.4 shall be labeled “CONTROLLED UNCLASSIFIED INFORMATION” (CUI) or contractor selected designation per document sensitivity.  External transmission/dissemination of FOUO and CUI to or from a GSA computer must be encrypted.  Certified encryption modules must be used in accordance with FIPS PUB 140-2, “Security requirements for Cryptographic Modules.”

2. Federal Desktop Core Configuration
The Contractor shall certify applications are fully functional and operate correctly as intended on systems using the Federal Desktop Core Configuration (FDCC). This includes Internet Explorer 7 configured to operate on Windows. The standard installation, operation, maintenance, update, and/or patching of software shall not alter the configuration settings from the approved FDCC configuration. The information technology should also use the Windows Installer Service for installation to the default “program files” directory and should be able to silently install and uninstall.  Applications designed for normal end users shall run in the standard user context without elevated system administration privileges.  The contractor shall use Security Content Automation Protocol (SCAP) validated tools with FDCC Scanner capability to certify their products operate correctly with FDCC configurations and do not alter FDCC settings. 

3. As prescribed in the Federal Acquisition Regulation (FAR) clause 24.104, if the system involves the design, development, or operation of a system of records on individuals, the contractor shall implement requirements in FAR clause 52.224-1, “Privacy Act Notification” and FAR clause 52.224-2, “Privacy Act.”
4. The Contractor shall cooperate in good faith in defining non-disclosure agreements that other third parties must sign when acting as the Federal government’s agent.  
5. The Government has the right to perform manual or automated audits, scans, reviews, or other inspections of the vendor’s IT environment being used to provide or facilitate services for the Government.  In accordance with the Federal Acquisitions Regulations (FAR) clause 52.239-1, the Contractor shall be responsible for the following privacy and security safeguards:

i. The Contractor shall not publish or disclose in any manner, without the Task Ordering Officer’s written consent, the details of any safeguards either designed or developed by the Contractor under this Task Order or otherwise provided by the Government.  Exception - Disclosure to a Consumer Agency for purposes of C&A verification.   <List any other exceptions as necessary>
ii. To the extent required to carry out a program of inspection to safeguard against threats and hazards to the security, integrity, and confidentiality of any non-public Government data collected and stored by the Contractor, the Contractor shall afford the Government logical and physical access to the Contractor’s facilities, installations, technical capabilities, operations, documentation, records, and databases within 72 hours of the request.  Automated audits shall include, but are not limited to, the following methods:
· Authenticated and unauthenticated operating system/network vulnerability scans

· Authenticated and unauthenticated web application vulnerability scans
· Authenticated and unauthenticated database application vulnerability scans
Automated scans can be performed by Government personnel, or agents acting on behalf of the Government, using Government operated equipment, and Government specified tools.  If the vendor chooses to run its own automated scans or audits, results from these scans may, at the Government’s discretion, be accepted in lieu of Government performed vulnerability scans.  In these cases, scanning tools and their configuration shall be approved by the Government.  In addition, the results of vendor-conducted scans shall be provided, in full, to the Government.

iii. If new or unanticipated threats or hazards are discovered by either the Government or the Contractor, or if existing safeguards have ceased to function, the discoverer shall immediately bring the situation to the attention of the other party.

Appendix A: GSA Tailoring of NIST 800-53 Controls 

Click on the attached workbook to open.
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CAG Definitions

		Control		References

		Critical Control 1: Inventory of authorized and unauthorized hardware.		CM-1, CM-2, CM-3, CM-4, CM-5, CM-8, CM-9

		Critical Control 2: Inventory of authorized and unauthorized software; enforcement of white lists of authorized software.		CM-1, CM-2, CM-3, CM-5, CM-7, CM-8, CM-9, SA-7

		Critical Control 3: Secure configurations for hardware and software for which such configurations are available.		CM-6, CM-7, CP-10, IA-5, SC-7

		Critical Control 4: Secure configurations of network devices such as firewalls, routers, and switches.		AC-4, CM-6, CM-7, CP-10, IA-5, RA-5, SC-7 (Also related to assessment with SP 800-53A)

		Critical Control 5: Boundary Defense		AC-17, RA-5, SC-7, SI-4 (Also related to assessment with SP 800-53A)

		Critical Control 6: Maintenance, Monitoring and Analysis of Complete Audit Logs		AU-1, AU-2, AU-3, AU-4, AU-6, AU-7, AU-9, AU-11, AU-12, CM-3, CM-5, CM-6, SI-4 (Also related to assessment with SP 800-53A)

		Critical Control 7: Application Software Security		AC-4, CM-4, CM-7, RA-5, SA-3, SA-4, SA-8, SA-11, SI-3

		Critical Control 8: Controlled Use of Administrative Privileges		AC-6, AC-17, AT-2, AU-2

		Critical Control 9: Controlled Access Based On Need to Know		AC-1, AC-2, AC-3, AC-6, AC-13 (Also related to assessment with SP 800-53A)

		Critical Control 10: Continuous Vulnerability Testing and Remediation		CA-2, CA-6, CA-7, RA-5, SI-2

		Critical Control 11: Dormant Account Monitoring and Control		AC-2, PS-4, PS-5

		Critical Control 12: Anti-Malware Defenses		AC-3, AC-4, AC-6, AC-17, AC-19, AC-20, AT-2, AT-3, CM-5, MA-3, MA-4, MA-5, MP-2, MP-4, PE-3, PE-4, PL-4, PS-6, RA-5, SA-7, SA-12, SA-13, SC-3, SC-7, SC-11, SC-20, SC-21, SC-22, SC-23, SC-25, SC-26, SC-27, SC-29, SC-30, SC-31, SI-3, SI-8

		Critical Control 13: Limitation and Control of Ports, Protocols and Services		AC-4, CM-6, CM-7, SC-7 (Also related to assessment with SP 800-53A)

		Critical Control 14: Wireless Device Control		AC-17

		Critical Control 15: Data Leakage Protection		AC-2, AC-4, PL-4, SC-7, SC-31, SI-4

		Critical Control 16: Secure Network Engineering		AU-8, CA-2, CA-6, CM-7, SA-8, SC-7, SC-22

		Critical Control 17: Red Team Exercises		CA-2, CA-6

		Critical Control 18: Incident Response Capability		IR-1, IR-2, IR-3, IR-4, IR-5, IR-6, IR-7, SI-5

		Critical Control 19: Disaster Recovery Capability (Control is TBD - still under development)		CP-1, CP-2, CP-3, CP-4, CP-6, CP-7, CP-8, CP-9, CP-10 (likely based upon CAG 097 control title)

		Critical Control 20: Security Skills Assessment and Appropriate Training To Fill Gaps		AT-2, AT-3, AT-4



Critical Control 1: Inventory of authorized and unauthorized hardware.

Critical Control 2: Inventory of authorized and unauthorized software; enforcement of white lists of authorized software.

Critical Control 3: Secure configurations for hardware and software for which such configurations are available.

Critical Control 4: Secure configurations of network devices such as firewalls, routers, and switches.

Critical Control 5: Boundary Defense

Critical Control 6: Maintenance, Monitoring and Analysis of Complete Audit Logs

Critical Control 7: Application Software Security

Critical Control 8: Controlled Use of Administrative Privileges

Critical Control 9: Controlled Access Based On Need to Know

Critical Control 10: Continuous Vulnerability Testing and Remediation

Critical Control 11: Dormant Account Monitoring and Control

Critical Control 12: Anti-Malware Defenses

Critical Control 13: Limitation and Control of Ports, Protocols and Services

Critical Control 14: Wireless Device Control

Critical Control 15: Data Leakage Protection

Critical Control 16: Secure Network Engineering

Critical Control 17: Red Team Exercises

Critical Control 18: Incident Response Capability

Critical Control 19: Disaster Recovery Capability (Control is TBD - still under development)

Critical Control 20: Security Skills Assessment and Appropriate Training To Fill Gaps



GSA Defined Settings

		CNTL 
No.		Control Name		Organization Defined Settings                           (for controls where 800-53R3 requires an organizational defined setting)		GSA Defined Settings                                             (for controls where 800-53R3 requires an organizational defined setting)		Contractor Implemented Settings                            (Enter contractor implemented settings where the setting is different from the GSA Defined Setting  (in column D) and where the GSA Defined setting allows a contractor determined setting)		Priority		Low		Moderate		High		General Responsibility for Control (per GSA)

																				Federal		Contractor

		AC-1		Access Control Policy and Procedures		Control:                                                                 AC1:  [Assignment: organization-defined frequency]		Control:                                                                        AC1:  Biennial				P1		AC-1		AC-1		AC-1				Contractor

		AC-2		Account Management		Control:                                                                   AC2j:  [Assignment: organization-defined frequency]                                                                               Enhancements:
(2): [Assignment: organization-defined time period for each type of account]. 
(3): [Assignment: organization-defined time period].		Control:                                                             AC2j:  Annually                                Enhancements:
(2): No more than 90 days.
(3):  90 Days for User Level Accounts - as per contractor system determination for non-user level accounts (device, token, smart cards, etc)				P1		AC-2		AC-2 (1) (2) (3) (4)		AC-2 (1) (2) (3) (4)				Contractor

		AC-3		Access Enforcement								P1		AC-3		AC-3		AC-3				Contractor

		AC-4		Information Flow Enforcement								P1		Not Selected		AC-4		AC-4				Contractor

		AC-5		Separation of Duties								P1		Not Selected		AC-5		AC-5				Contractor

		AC-6		Least Privilege		Enhancements:
(1): [Assignment: organization-defined list of security functions (deployed in hardware, software, and firmware) and security-relevant information].  
(2): [Assignment: organization-defined list of security functions or security-relevant information].		Enhancements:
(1): As per contractor system determination.                                                 (2):  All Security Functions (Examples of security functions include but are not limited to:  establishing system accounts, configuring access authorizations (i.e., permissions, privileges), setting events to be audited, and setting intrusion detection parameters).				P1		Not Selected		AC-6 (1) (2)		AC-6 (1) (2)				Contractor

		AC-7		Unsuccessful Login Attempts		Control:                                                                   AC7a:  [Assignment: organization-defined number].                                                                AC7b:  [Selection: locks the account/node for an [Assignment: organization-defined time period] ; locks the account/node until released by an administrator; delays next login prompt according to [Assignment: organization-defined delay algorithm]],		Control:                                                                   AC7a:  Not more than ten (10) failed access attempts during a 30 minute time period.                                   AC7b:  30 minutes; 30minutes				P2		AC-7		AC-7		AC-7				Contractor

		AC-8		System Use Notification								P1		AC-8		AC-8		AC-8				Contractor

		AC-9		Previous Logon (Access) Notification								P0		Not Selected		Not Selected		Not Selected

		AC-10		Concurrent Session Control		Control:                                                                AC10: [Assignment: organization-defined number ].		Control:                                                                       AC10:  0.  Concurrent session
Feature is not supported natively in MS Windows.  Can be set by MS add-on tool - LIMITLOGON				P2		Not Selected		Not Selected		AC-10				Contractor

		AC-11		Session Lock		Control:                                                           AC11a: [Assignment: organization-defined time period]		Control:                                                                      AC11a: Workstations and mobile devices shall initiate a session lock after 15 minutes of inactivity.  The session lock shall remain in effect until the user reestablishes access using appropriate identification and authentication.				P3		Not Selected		AC-11		AC-11				Contractor

		AC-12		Session Termination (Withdrawn)								---		---		---		---

		AC-13		Supervision and Review-Access Control (Withdrawn)								---		---		---		---

		AC-14		Permitted Actions without Identification or Authentication								P1		AC-14		AC-14 (1)		AC-14 (1)				Contractor

		AC-15		Automated Marking (Withdrawn)								---		---		---		---

		AC-16		Security Attributes								P0		Not Selected		Not Selected		Not Selected

		AC-17		Remote Access		Enhancements:
5:  [Assignment: organization-defined frequency]                                                               7: The organization ensures that remote sessions for accessing [Assignment: organization-defined list of security functions and security-relevant information] employ [Assignment: organization-defined additional security measures] and are audited.                                                                   8:[Assignment: organization-defined networking protocols within the information system deemed to be nonsecure]		Enhancements:
5:  As per contractor determination.                                                   7:  All Security Functions; Two Factor Authentication                                                               8:  FTP, TELNET, IPX/SPX, NETBIOS, Bluetooth, Peer-to-Peer, and as identified in GSA IT Security Hardening Guidelines.				P1		AC-17		AC-17 (1) (2) (3) (4) (5) (7) (8)		AC-17 (1) (2) (3) (4) (5) (7) (8)				Contractor

		AC-18		Wireless Access		Enhancements:                                                             2: [Assignment: organization-defined frequency]		Enhancements:                                                                     2:  Quarterly				P1		AC-18		AC-18 (1)		AC-18 (1) (2) (4) (5)				Contractor

		AC-19		Access Control for Mobile Devices		Control:                                                              AC19h: [Assignment: organization-defined inspection and preventative measures]		Control:                                                            AC19h: As per contractor determination.				P1		AC-19		AC-19 (1) (2) (3)		AC-19 (1) (2) (3)				Contractor

		AC-20		Use of External Information Systems								P1		AC-20		AC-20 (1) (2)		AC-20 (1) (2)				Contractor

		AC-21		User-Based Collaboration and Information Sharing								P0		Not Selected		Not Selected		Not Selected

		AC-22		Publicly Accessible Content		Control:                                                            AC22d: [Assignment: organization-defined frequency]		Control:                                                       AC22d: Quarterly				P2		AC-22		AC-22		AC-22		Federal

		AT-1		Security Awareness and Training Policy and Procedures		Control:                                                            AT1: [Assignment: organization-defined frequency]		Control:                                                                         AT1: Biennial				P1		AT-1		AT-1		AT-1				Contractor

		AT-2		Security Awareness		Control:                                                            AT2: [Assignment: organization-defined frequency].		Control:                                                                          AT2: Annual				P1		AT-2		AT-2		AT-2				Contractor

		AT-3		Security Training		Control:                                                            AT3: [Assignment: organization-defined frequency].		Control:                                                                      AT3: Four Years				P1		AT-3		AT-3		AT-3				Contractor

		AT-4		Security Training Records		Control:                                                            AT4b: [Assignment: organization-defined time period].		Control:                                                                               AT4b:  At Least Four Years				P3		AT-4		AT-4		AT-4				Contractor

		AT-5		Contacts with Security Groups and Associations								P0		Not Selected		Not Selected		Not Selected

		AU-1		Audit and Accountability Policy and Procedures		Control:                                                            AU1: [Assignment: organization-defined frequency].		Control:                                                                             AU1: Biennial				P1		AU-1		AU-1		AU-1				Contractor

		AU-2		Auditable Events		Control:                                                                                AU2a: [Assignment: organization-defined list of auditable events].                                                           AU2d: [Assignment: organization-defined subset of the auditable events defined in AU-2 a. to be audited along with the frequency of (or situation requiring) auditing for each identified event].                                                          Enhancements:
(3): [Assignment: organization-defined frequency].		Control:                                                                          AU2a:  Account logon events, account management events, logon events, object access, policy change, privilege use, process tracking, and system events.                                                             AU2d:   Implement audit configuration requirements as documented in applicable GSA IT Security Technical Hardening Guides.  Web applications should log all admin activity, authentication checks, authorization checks, data deletions, data access, data changes, and permission changes                                              Enhancements:
(3): Biennial				P1		AU-2		AU-2 (3) (4)		AU-2 (3) (4)				Contractor

		AU-3		Content of Audit Records		Enhancements:
(1): [Assignment: organization-defined additional, more detailed information]                                     (2): [Assignment: organization-defined information system components].		Enhancements:
(1): (i) Session, connection, transaction, or activity duration.

(ii) For client-server transactions, the number of bytes received and bytes sent.  This gives bidirectional transfer information that can be helpful during an investigation or inquiry.

(iii) For client-server transactions, unique metadata or properties about the client initiating the transaction.  This could include properties such as an IP address, user name, session identifier or browser characteristics (e.g. a ‘User-Agent’ string).

(iv) Details regarding the event ‘type’: the type of method (for HTTP: GET/POST/HEAD, etc) or action (Database INSERT, UPDATE, DELETE).

(v) Characteristics that describe or identify the object or resource being acted upon.

(vi) Additional informational messages to diagnose or identify the event.
                                                                                                (2):  As per contractor system determination.				P1		AU-3		AU-3 (1)		AU-3 (1) (2)				Contractor

		AU-4		Audit Storage Capacity								P1		AU-4		AU-4		AU-4				Contractor

		AU-5		Response to Audit Processing Failures		Control:                                                          AU5b: [Assignment: organization-defined actions to be taken (e.g., shut down information system, overwrite oldest audit records, stop generating audit records)].                                   Enhancements:
(1): [Assignment: organization-defined percentage].                                                            (2): [Assignment: organization-defined audit failure events requiring real-time alerts].		Control:                                                                              AU5b:  Shut down information system, overwrite oldest audit records, OR stop generating audit records                                                                                                     Enhancements:
(1): 70% of capacity should generate a warning.  80% should generate a critical message.                                                                   (2): (i) The audit or logging engine was disabled or terminated unexpectedly.
(ii) The audit service failed to start.
(iii) The audit service can no longer generate records.  This could include a failed write to disk or failure connecting to a centralized logging service.
(iv) The audit service is generating alerts at a rate which may indicate a denial of service condition.
(v) The audit service has raised a critical error that indicates the service is no longer functioning normally. (this category may be a superset of condition #iii)				P1		AU-5		AU-5		AU-5 (1) (2)				Contractor

		AU-6		Audit Review, Analysis, and Reporting		Control:                                                              AU6a: [Assignment: organization-defined frequency]		Control:                                                                        AU6a:  Weekly				P1		AU-6		AU-6		AU-6 (1)				Contractor

		AU-7		Audit Reduction and Report Generation								P2		Not Selected		AU-7 (1)		AU-7 (1)				Contractor

		AU-8		Time Stamps		Enhancement:                                                            1: [Assignment: organization-defined frequency] with [Assignment: organization-defined authoritative time source].		Enhancement:                                                            1:– At least Hourly.  The MS default is every 45 minutes.  GSA AD setting is every 45 minutes; Synchronize the internal network's authoritative time source with time.timehost.gov.  For accurate log analysis, synchronize the clocks of network computers that run operating systems other than Windows to the Windows Server Domain Controller emulator or to the same time source for that server.				P1		AU-8		AU-8 (1)		AU-8 (1)				Contractor

		AU-9		Protection of Audit Information								P1		AU-9		AU-9		AU-9				Contractor

		AU-10		Non-repudiation								P1		Not Selected		Not Selected		AU-10				Contractor

		AU-11		Audit Record Retention		Control:                                                                                   AU11: [Assignment: organization-defined time period consistent with records retention policy].		Control:                                                                    AU11: Archived for a period of not less than 180 days				P3		AU-11		AU-11		AU-11				Contractor

		AU-12		Audit Generation		Control:                                                        AU12a: [Assignment: organization-defined information system components].              Enhancements:
(1): The information system compiles audit records from [Assignment: organization-defined information system components] into a system-wide (logical or physical) audit trail that is time-correlated to within [Assignment: Organization-defined level of tolerance for relationship between time stamps of individual records in the audit trail].		Control:                                                                          AU12a: All Components.              Enhancements:
(1): Audit records should be stored in Coordinated Universal Time (UTC) format for consistency.  Audit records should be time correlated to within 1 minute of UTC.				P1		AU-12		AU-12		AU-12 (1)				Contractor

		AU-13		Monitoring for Information Disclosure								P0		Not Selected		Not Selected		Not Selected

		AU-14		Session Audit								P0		Not Selected		Not Selected		Not Selected

		CA-1		Security Assessment and Authorization Policies and Procedures		Control:                                                              CA1: [Assignment: organization-defined frequency].		Control:                                                                                  CA1: Biennial				P1		CA-1		CA-1		CA-1		Federal

		CA-2		Security Assessments		Control:                                                             CA2b: [Assignment: organization-defined frequency]                                                  Enhancements:
(2): The organization includes as part of security control assessments, [Assignment: organization-defined frequency], [Selection: announced; unannounced], [Selection: in-depth monitoring; malicious user testing; penetration testing; red team exercises; [Assignment: organization-defined other forms of security testing]].		Control:                                                                    CA2b:  Annually                                                Enhancements:
(2): Annual; Announced; Penetration Testing				P2		CA-2		CA-2 (1)		CA-2 (1) (2)				Contractor

		CA-3		Information System Connections								P1		CA-3		CA-3		CA-3				Contractor

		CA-4		Security Certification (Withdrawn)								---		---		---		---

		CA-5		Plan of Action and Milestones		Control:                                                         CA5b: [Assignment: organization-defined frequency].		Control:                                                                       CA5: Quarterly				P3		CA-5		CA-5		CA-5				Contractor

		CA-6		Security Authorization		Control:                                                          CA6c: [Assignment: organization-defined frequency ].		Control:                                                                         CA6c: Every three (3) years				P3		CA-6		CA-6		CA-6		Federal

		CA-7		Continuous Monitoring		Control:                                                           CA7d: [Assignment: organization-defined frequency].		Control:                                                                                 CA7d: Annually				P3		CA-7		CA-7		CA-7				Contractor

		CM-1		Configuration Management Policy and Procedures		Control:                                                            CM1: [Assignment: organization-defined frequency].		Control:                                                                   CM1: Biennial				P1		CM-1		CM-1		CM-1				Contractor

		CM-2		Baseline Configuration		Enhancements:
(1a): [Assignment: organization-defined frequency].                                                           (1b): [Assignment organization-defined circumstances]                                                    (4a): [[Assignment: organization-defined list of software programs not authorized to execute on the  information system].                                                  (5a): [Assignment: organization-defined list of software programs  authorized to execute on the  information system].		Enhancements:
(1a): Annually                                                          (1b): Significant change as defined in NIST 800-37.                                                                (4a): Contractor defined list of software programs not authorized to execute on the information system.                                                                            (5a): Contractor defined list of software programs authorized to execute on the information system.				P1		CM-2		CM-2 (1) (3) (4)		CM-2 (1) (2) (3) (5) (6)				Contractor

		CM-3		Configuration Change Control		Control:                                                           CM3f: Coordinates and provides oversight for configuration change control activities through [Assignment: organization-defined configuration change control element (e.g., committee, board] that convenes [Selection: (one or more): [Assignment: organization-defined frequency]; [Assignment: organization-defined configuration change conditions]].                           Enhancements:
(1c): [Assignment: organization-defined time period].		Control:                                                                                 CM3f:  As per contractor system determination.                       Enhancements:
(1c):  As per contractor system determination.				P1		Not Selected		CM-3 (2)		CM-3 (1) (2)				Contractor

		CM-4		Security Impact Analysis								P2		CM-4		CM-4		CM-4 (1)				Contractor

		CM-5		Access Restrictions for Change		Enhancements:
(2): Assignment: organization-defined frequency].                                                               (3): [Assignment: organization-defined critical software programs].		Enhancements:
(2): At least weekly                                                        (3): As per contractor system determination.				P1		Not Selected		CM-5		CM-5 (1) (2) (3)				Contractor

		CM-6		Configuration Settings		Control:                                                           CM6a: [Assignment: organization-defined security configuration checklists:                                    Control Enhancements:
(2): [Assignment: organization-defined configuration settings].		Control:                                                                   CM6a: GSA technical guidelines, NIST guidelines, Center for Internet Security guidelines (Level 1), or industry best practice guidelines in hardening their systems, as deemed appropriate by the GSA Authorizing Official.                                                    Enhancements:
(2): As per contractor system determination.				P1		CM-6		CM-6 (3)		CM-6 (1) (2) (3)				Contractor

		CM-7		Least Functionality		Control:                                                            CM7: [Assignment: organization-defined list of prohibited or restricted functions, ports, protocols, and/or services].                                        Enhancements:
(1): [Assignment: organization-defined frequency].                                                                 (2): [Selection (one or more): list of authorized software programs; list of unauthorized software programs; rules authorizing the terms and conditions of software program usage].		Control:                                                                        CM7: As per GSA, NIST, Center for Internet Security,  or industry best practice guidelines as deemed appropriate by the GSA Authorizing Official.                                                    Enhancements:               
(1):  Quarterly                                                                  (2): (One or more of the following options): list of authorized software programs; list of unauthorized software programs; rules authorizing the terms an conditions of software program usage.				P1		CM-7		CM-7 (1)		CM-7 (1) (2)				Contractor

		CM-8		Information System Component Inventory		Control:                                                              CM8d: [Assignment: organization-defined information deemed necessary to achieve effective property accountability];  Enhancements:
(3a): [Assignment: organization-defined frequency].                                                                (4): [Selection (one or more): name; position; role]		Control:                                                                   CM8d: Contractor defined information deemed necessary to ensure property accountability.  List may include hardware inventory specifications (manufacturer, type, model, serial number, physical location), software license information, information system/component owner, and for a networked component/device, the machine name and network address.                                              Enhancements:
(3a): Quarterly                                                             (4): Name, Position, and Role				P1		CM-8		CM-8 (1) (5)		CM-8 (1) (2) (3) (4) (5)				Contractor

		CM-9		Configuration Management Plan								P1		Not Selected		CM-9		CM-9				Contractor

		CP-1		Contingency Planning Policy and Procedures		Control:                                                              CP1: [Assignment: organization-defined frequency].		Control:                                                                CP1:  Biennial				P1		CP-1		CP-1		CP-1		Federal

		CP-2		Contingency Plan		Control:                                                         CP2b: [Assignment: organization-defined list of key contingency personnel (identified by name and/or by role) and organizational elements].                                                          CP2d: [Assignment: organization-defined frequency].                                                            CP2f: [Assignment: organization-defined list of key contingency personnel (identified by name and/or by role) and organizational elements].                                                        Enhancements:
(3): [Assignment: organization-defined time period].		Control:                                                                                     CP2b: Authorizing Official (AO), Information System Security Manager (ISSM), Information System Security Officer (ISSO), Program Manager (PM), Senior Agency Information Security Officer (SAISO), and Emergency Response Coordinator (ERC).                                                       CP2d:  Annually                                                      CP2f:  Authorizing Official (AO), Information System Security Manager (ISSM), Information System Security Officer (ISSO), Program Manager (PM), Senior Agency Information Security Officer (SAISO),  and Emergency Response Coordinator (ERC).                                             Enhancements:
(3): As per contractor system determination in accordance with the Business Impact Assessment (BIA).				P1		CP-2		CP-2 (1)		CP-2 (1) (2) (3)				Contractor

		CP-3		Contingency Training		Control:                                                             CP3: [Assignment: organization-defined frequency].		Control:                                                                 CP3:  Personnel supporting FIPS 199 Moderate and High impact systems with contingency planning responsibilities shall be trained in their contingency roles and responsibilities with respect to the information system annually with refresher training every three years.				P2		CP-3		CP-3		CP-3 (1)				Contractor

		CP-4		Contingency Plan Testing and Exercises		Control:                                                           CP4a: Tests and/or exercises the contingency plan for the information system [Assignment: organization-defined frequency] using [Assignment: organization-defined tests and/or exercises] to determine the plan’s effectiveness and the organization’s readiness to execute the plan;		Control:                                                                  CP4a:  Annually; Per GSA IT Security Procedural Guide 06-29, Contingency Plan Testing.				P2		CP-4		CP-4 (1)		CP-4 (1) (2) (4)				Contractor

		CP-5		Contingency Plan Update (Withdrawn)								---		---		---		---

		CP-6		Alternate Storage Site								P1		Not Selected		CP-6 (1) (3)		CP-6 (1) (2) (3)				Contractor

		CP-7		Alternate Processing Site		Control:                                                             CP7: [Assignment: organization-defined time period consistent with recovery time objectives].		Control:                                                                CP7:  As per contractor system determination in accordance with the Business Impact Assessment  (BIA).				P1		Not Selected		CP-7 (1) (2) (3) (5)		CP-7 (1) (2) (3) (4) (5)				Contractor

		CP-8		Telecommunications Services		Control:                                                             CP8: [Assignment: organization-defined time period].		Control:                                                                CP8:   As per contractor system determination in accordance with the Business Impact Assessment  (BIA).				P1		Not Selected		CP-8 (1) (2)		CP-8 (1) (2) (3) (4)				Contractor

		CP-9		Information System Backup		Control:                                                                CP9a: [Assignment: organization-defined frequency consistent with recovery time and recovery point objectives].                                               CP9b: [Assignment: organization-defined frequency consistent with recovery time and recovery point objectives].                                       CP9c: [Assignment: organization-defined frequency consistent with recovery time and recovery point objectives].              Enhancements:
(1): [Assignment: organization-defined frequency].		Control:                                                               CP9a: At least a GFS Scheme with Daily Incremental and Friday Full.                                                   CP9b: [At least a GFS Scheme with Daily Incremental and Friday Full.                                                 CP9c: At least a GFS Scheme with Daily Incremental and Friday Full.                    Enhancements:
(1): At Least Annually				P1		CP-9		CP-9 (1)		CP-9 (1) (2) (3)				Contractor

		CP-10		Information System Recovery and Reconstitution		Enhancements:
(3): [Assignment: organization-defined circumstances that can inhibit recovery and reconstitution to a known state].                              (4): [Assignment: organization-defined restoration time-periods].		Enhancements:
(3):  System Specific as per BIA and CP.             (4):  System Specific as per BIA and CP.				P1		CP-10		CP-10 (2) (3)		CP-10 (2) (3) (4)				Contractor

		IA-1		Identification and Authentication Policy and Procedures		Control:                                                               IA1: [Assignment: organization-defined frequency].		Control:                                                                   IA1: Biennially				P1		IA-1		IA-1		IA-1				Contractor

		IA-2		Identification and Authentication (Organizational Users)		Enhancements:
(8): [Assignment: organization-defined replay-resistant authentication mechanisms]                     (9): [Assignment: organization-defined replay-resistant authentication mechanisms]		Enhancements:                
(8):  As per system determination                            (9):  As per system determination				P1		IA-2 (1)		IA-2 (1) (2) (3) (8)		IA-2 (1) (2) (3) (4) (8) (9)				Contractor

		IA-3		Device Identification and Authentication		Control:                                                                IA3: [Assignment: organization-defined list of specific and/or types of devices].		Control:                                                                  IA3: As per contractor system determination.				P1		Not Selected		IA-3		IA-3				Contractor

		IA-4		Identifier Management		Control:                                                                 IA4d: [Assignment: organization-defined time period].                                                                          IA4e: [Assignment: organization-defined time period of inactivity].		Control:                                                                                     IA4d:   As per contractor system determination.                                                      IA4e:  90 Days for User Level Accounts - as per system determination for non-user level accounts (device, token, smart cards, etc)				P1		IA-4		IA-4		IA-4				Contractor

		IA-5		Authenticator Management		Control:                                                                                      IA5g: [Assignment: organization-defined time period by authenticator type].                               Enhancements:
(1a):  [Assignment: organization-defined requirements for case sensitivity, number of characters, mix of upper-case letters, lower-case letters, numbers, and special characters, including minimum requirements for each type];                                            (1b):  [Assignment: organization-defined number of changed characters];                                         (1d):  [Assignment: organization-defined numbers for lifetime minimum, lifetime maximum];                                                              (1e):   [Assignment: organization-defined number]                                                                  (3):  [Assignment: organization-defined types of and/or specific authenticators]		Control:                                                                                      IA5g: 60 Days for FDCC and 90 Days for all Other Password Based Authenticators                             Enhancements:
(1a): Passwords must contain a minimum of eight (8) characters and must contain a combination of letters, numbers, and special characters. (Except for mobile devices. Refer to 5.1g below).  Accounts used to access Federal Desktop Core Configuration (FDCC) compliant workstations (i.e. Windows XP and Windows Vista) must have twelve (12) character passwords.                                                             (1b):  At least 1 or as determined by the system (where possible).                                                                         (1d): FDCC - 1 Day minimum 60 Day maximum; All Others 1 Day Minimum 90 Days maximum                                                                   (1e):  FDCC - 24 Passwords Remembered; All Others 10 passwords remembered                                             (3):  HSPD12 SmartCards				P1		IA-5 (1)		IA-5 (1) (2) (3)		IA-5 (1) (2) (3)				Contractor

		IA-6		Authenticator Feedback								P1		IA-6		IA-6		IA-6				Contractor

		IA-7		Cryptographic Module Authentication								P1		IA-7		IA-7		IA-7				Contractor

		IA-8		Identification and Authentication (Non-Organizational Users)								P1		IA-8		IA-8		IA-8				Contractor

		IR-1		Incident Response Policy and Procedures		Control:                                                                   IR1: [Assignment: organization-defined frequency].		Control:                                                                    IR1: Biennial				P1		IR-1		IR-1		IR-1				Contractor

		IR-2		Incident Response Training		Control:                                                                  IR2b: [Assignment: organization-defined frequency].		Control:                                                                          IR2b:  Personnel with Incident Response responsibilities shall be trained in their IR roles and responsibilities with respect to the information system annually with refresher training every three years.				P2		IR-2		IR-2		IR-2 (1) (2)				Contractor

		IR-3		Incident Response Testing and Exercises		Control:                                                               IR3: [Assignment: organization-defined frequency]   using [Assignment: organization-defined tests and/or exercises].		Control:                                                                                              IR3: Annually in accordance with GSA IT Security Procedural Guide 01-02, Handing IT Security Incidents.				P2		Not Selected		IR-3		IR-3 (1)				Contractor

		IR-4		Incident Handling								P1		IR-4		IR-4 (1)		IR-4 (1)				Contractor

		IR-5		Incident Monitoring								P1		IR-5		IR-5		IR-5 (1)				Contractor

		IR-6		Incident Reporting		Control:                                                             IR6a: [Assignment: organization-defined time-period].		Control:                                                              IR6a:  US-CERT Incident Reporting Timelines as documented in GSA IT Security Procedural Guide 01-02, Handing IT Security Incidents.				P1		IR-6		IR-6 (1)		IR-6 (1)				Contractor

		IR-7		Incident Response Assistance								P3		IR-7		IR-7 (1)		IR-7 (1)				Contractor

		IR-8		Incident Response Plan		Control:                                                            IR8b: [Assignment: organization-defined list of incident response personnel (identified by name and/or by role) and organizational elements].                                                               IR8c: [Assignment: organization-defined frequency].                                                             IR8e: [Assignment: organization-defined list of incident response personnel (identified by name and/or by role) and organizational elements].		Control:                                                                     IR8b:  AO, ISSM, ISSO, PM, SAISO                                                       IR8c: Annually                                                                      IR8e: AO, ISSM, ISSO, PM, SAISO				P1		IR-8		IR-8		IR-8

		MA-1		System Maintenance Policy and Procedures		Control:                                                               MA1: [Assignment: organization-defined frequency].		Control:                                                                                       MA1: Biennial				P1		MA-1		MA-1		MA-1				Contractor

		MA-2		Controlled Maintenance								P2		MA-2		MA-2 (1)		MA-2 (1) (2)				Contractor

		MA-3		Maintenance Tools								P2		Not Selected		MA-3 (1) (2)		MA-3 (1) (2) (3)				Contractor

		MA-4		Non-Local Maintenance								P1		MA-4		MA-4 (1) (2)		MA-4 (1) (2) (3)				Contractor

		MA-5		Maintenance Personnel								P1		MA-5		MA-5		MA-5				Contractor

		MA-6		Timely Maintenance		Control:                                                                MA6: The organization obtains maintenance support and/or spare parts for [Assignment: organization-defined list of security-critical information system components and/or key information technology components] within [Assignment: organization-defined time period] of failure.		Control:                                                                              MA6:   As per contractor system determination;  Time period as determined by Contingency Plan and BIA.				P1		Not Selected		MA-6		MA-6				Contractor

		MP-1		Media Protection Policy and Procedures		Control:                                                               MP1: [Assignment: organization-defined frequency].		Control:                                                                   MP1: Biennial				P1		MP-1		MP-1		MP-1				Contractor

		MP-2		Media Access		Control:                                                             MP2: The organization restricts access to [Assignment: organization-defined types of digital and non-digital media] to [Assignment: organization-defined list of authorized individuals] using [Assignment: organization-defined security measures].		Control:                                                             MP2:  As per contractor system determination.				P1		MP-2		MP-2 (1)		MP-2 (1)				Contractor

		MP-3		Media Marking		Control:                                                           MP3b: Exempts [Assignment: organization-defined list of removable media types] from marking as long as the exempted items remain within [Assignment: organization-defined controlled areas].		Control:                                                           MP3b: As per contractor system determination.				P1		Not Selected		MP-3		MP-3

		MP-4		Media Storage		Control:                                                            MP4a: Physically controls and securely stores [Assignment: organization-defined types of digital and non-digital media] within [Assignment: organization-defined controlled areas] using [Assignment: organization-defined security measures].		Control:                                                                     MP4a: Digital media including magnetic tapes, external/removable hard drives, flash/thumb drives,  and digital video disks shall be encrypted using a FIPS 140-2 certified encryption module while diskettes and compact disks and other non-digital media shall be securely stored in locked cabinets or safes.				P1		Not Selected		MP-4		MP-4				Contractor

		MP-5		Media Transport		Control:                                                            MP5a: Protects and controls [Assignment: organization-defined types of digital and non-digital media] during transport outside of controlled areas using [Assignment: organization-defined security measures].		Control:                                                                   MP5a: Hard Disks and tapes; Encryption using FIPS 140-2 certified encryption module.				P1		Not Selected		MP-5 (2) (4)		MP-5 (2) (3) (4)				Contractor

		MP-6		Media Sanitization		Enhancements:
(2): [Assignment: organization-defined frequency].                                                                (3): [Assignment: organization-defined list of circumstances requiring sanitization of portable, removable storage devices].		Enhancements:
(2): Annually                                                                                                                                        (3): Portable, removable storage devices shall be sanitized when ever a positive chain of custody for the devices are lost.  Devices used in backend infrastructure should be sanitized when first purchased, loss, theft, and removal from controlled facilities.				P1		MP-6		MP-6		MP-6 (1) (2) (3)				Contractor

		PE-1		Physical and Environmental Protection Policy and Procedures		Control:                                                             PE1: [Assignment: organization-defined frequency].		Control:                                                                      PE1: Biennial				P1		PE-1		PE-1		PE-1				Contractor

		PE-2		Physical Access Authorizations		Control:                                                            PE2c: [Assignment: organization-defined frequency].		Control:                                                                             PE2c: At least annually				P1		PE-2		PE-2		PE-2				Contractor

		PE-3		Physical Access Control		Control:                                                               PE3f: [Assignment: organization-defined frequency].                                                            PE3g: [Assignment: organization-defined frequency].		Control:                                                           PE3f: . At least annually                                 PE3g:  At least annually				P1		PE-3		PE-3		PE-3 (1)				Contractor

		PE-4		Access Control for Transmission Medium								P1		Not Selected		PE-4		PE-4				Contractor

		PE-5		Access Control for Output Devices								P1		Not Selected		PE-5		PE-5				Contractor

		PE-6		Monitoring Physical Access		Control:                                                            PE6b: [Assignment: organization-defined frequency].		Control:                                                                         PE6b: At least annually				P1		PE-6		PE-6 (1)		PE-6 (1) (2)				Contractor

		PE-7		Visitor Control								P1		PE-7		PE-7 (1)		PE-7 (1)				Contractor

		PE-8		Access Records		Control:                                                               PE8b: [Assignment: organization-defined frequency].		Control:                                                                               PE8b: At least annually				P3		PE-8		PE-8		PE-8 (1) (2)				Contractor

		PE-9		Power Equipment and Power Cabling		Enhancements:
(2):  [Assignment: organization-defined list of critical information system components].		Enhancements:
(2):  At least all server equipment				P1		Not Selected		PE-9		PE-9				Contractor

		PE-10		Emergency Shutoff		Control:                                                             PE10b: [Assignment: organization-defined location by information system or system component].		Control:                                                                         PE10b:  As per system determination.				P1		Not Selected		PE-10		PE-10				Contractor

		PE-11		Emergency Power								P1		Not Selected		PE-11		PE-11 (1)				Contractor

		PE-12		Emergency Lighting								P1		PE-12		PE-12		PE-12				Contractor

		PE-13		Fire Protection								P1		PE-13		PE-13 (1) (2) (3)		PE-13 (1) (2) (3)				Contractor

		PE-14		Temperature and Humidity Controls		Control:                                                        PE14a: [Assignment: organization-defined acceptable levels].                                                  PE14b: [Assignment: organization-defined frequency].		Control:                                                                                        PE14a:  Data center temperature range (taken at the server inlets) should be 18 degrees Celsius to 27 degrees (64.4 degrees Fahrenheit to 80.6 degrees).    Data center humidity levels (measured by dew point) should be within 5.5 degrees Celsius to 15 degrees (41.9 degrees Fahrenheit to 59 degrees).  Ranges are consistent with American Society of Heating, Refrigerating and Air-conditioning Engineers (ASHRAE) guidelines.                                                                            PE14b: Continuous				P1		PE-14		PE-14		PE-14				Contractor

		PE-15		Water Damage Protection								P1		PE-15		PE-15		PE-15 (1)				Contractor

		PE-16		Delivery and Removal		Control:                                                            PE16: [Assignment: organization-defined types of information system components].		Control:                                                              PE16: All information system components.				P1		PE-16		PE-16		PE-16				Contractor

		PE-17		Alternate Work Site		Control:                                                          PE17a: [Assignment: organization-defined management, operational, and technical information system security controls].		Control:                                                          PE17a: Control requirements as defined in GSA IT Security Policy 2100.1E.				P1		Not Selected		PE-17		PE-17				Contractor

		PE-18		Location of Information System Components								P2		Not Selected		PE-18		PE-18 (1)				Contractor

		PE-19		Information Leakage								P0		Not Selected		Not Selected		Not Selected

		PL-1		Security Planning Policy and Procedures		Control:                                                              PL1: [Assignment: organization-defined frequency].		Control:                                                                                        PL1: Biennial				P1		PL-1		PL-1		PL-1		Federal

		PL-2		System Security Plan		Control:                                                            PL2b: [Assignment: organization-defined frequency].		Control:                                                          PL2b:  Annual				P1		PL-2		PL-2		PL-2				Contractor

		PL-3		System Security Plan Update (Withdrawn)								---		---		---		---

		PL-4		Rules of Behavior								P1		PL-4		PL-4		PL-4				Contractor

		PL-5		Privacy Impact Assessment								P1		PL-5		PL-5		PL-5		Federal

		PL-6		Security-Related Activity Planning								P3		Not Selected		PL-6		PL-6		Federal

		PS-1		Personnel Security Policy and Procedures		Control:                                                                           PS1: [Assignment: organization-defined frequency].		Control:                                                                         PS1: Biennial				P1		PS-1		PS-1		PS-1		Federal

		PS-2		Position Categorization		Control:                                                            PS2c: [Assignment: organization-defined frequency].		Control:                                                                         PS2c:  As per contractor system determination.				P1		PS-2		PS-2		PS-2				Contractor

		PS-3		Personnel Screening		Control:                                                            PS3b: [Assignment: organization-defined list of conditions requiring rescreening and, where re-screening is so indicated, the frequency of such rescreening].		Control:                                                                               PS3b: For National security clearances; a reinvestigation is required during the 5th year for Top Secret security clearance, the 10th year for Secret security clearance, and 15th year for Confidential security clearance.
For Moderate risk law enforcement and High risk public trust level, a reinvestigation is required during the 5th year. There is no reinvestigation for other moderate risk positions nor any low risk positions.				P1		PS-3		PS-3		PS-3				Contractor

		PS-4		Personnel Termination								P2		PS-4		PS-4		PS-4				Contractor

		PS-5		Personnel Transfer		Control:                                                            PS5: [Assignment: organization-defined transfer or reassignment actions] within [Assignment: organization-defined time period following the formal transfer action].		Control:                                                               PS5: Transfer and reassignment actions as stipulated in GSA IT Security Procedural Guide 03-23, Termination and Transfer.				P2		PS-5		PS-5		PS-5				Contractor

		PS-6		Access Agreements		Control:                                                              PS6b: [Assignment: organization-defined frequency].		Control:                                                                       PS6b: Annual				P3		PS-6		PS-6		PS-6				Contractor

		PS-7		Third-Party Personnel Security								P1		PS-7		PS-7		PS-7				Contractor

		PS-8		Personnel Sanctions								P3		PS-8		PS-8		PS-8				Contractor

		RA-1		Risk Assessment Policy and Procedures		Control:                                                              RA1: [Assignment: organization-defined frequency].		Control:                                                                           RA1:  Biennial				P1		RA-1		RA-1		RA-1		Federal

		RA-2		Security Categorization								P1		RA-2		RA-2		RA-2		Federal

		RA-3		Risk Assessment		Control:                                                                               RA3b: [Selection: security plan; risk assessment report; [Assignment: organization-defined document]];                                                                 RA3c: [Assignment: organization-defined frequency].                                                           RA3d:  [Assignment: organization-defined frequency]		Control:                                                                          RA3b: SA/RA Report                                                 RA3c: Every three (3) years or with a major change.                                                                                 RA3d:  Every three (3) years or with a major change.				P1		RA-3		RA-3		RA-3				Contractor

		RA-4		Risk Assessment Update (Withdrawn)								---		---		---		---

		RA-5		Vulnerability Scanning		Control:                                                            RA5a: [Assignment: organization-defined frequency and/or randomly in accordance with organization-defined process].                         RA5d: [Assignment: organization-defined response times].                                        Enhancements:
(2): [Assignment: organization-defined frequency].                                                                (5): [Assignment: organization-identified information system components].                                  (7): [Assignment: organization-defined frequency].		Control:                                                           RA5a: Quarterly Operating System (OS) web application, and Database scans  (as applicable)                                                    RA5d: High-risk vulnerabilities must be mitigated within 30 days and all moderate risk vulnerabilities must be mitigated within 90 days.                                              Enhancements:
(2): Continuous - before each scan                                                          (5): All information system components  (As applicable (e.g., OS, DB, WEB APP, etc))                                       (7): At least annually				P1		RA-5		RA-5 (1)		RA-5 (1) (2) (3) (4) (5) (7)				Contractor

		SA-1		System and Services Acquisition Policy and Procedures		Control:                                                                  SA1: [Assignment: organization-defined frequency].		Control:                                                                         SA1:  Biennial				P1		SA-1		SA-1		SA-1		Federal

		SA-2		Allocation of Resources								P1		SA-2		SA-2		SA-2				Contractor

		SA-3		Life Cycle Support								P1		SA-3		SA-3		SA-3				Contractor

		SA-4		Acquisitions								P1		SA-4		SA-4 (1) (4)		SA-4 (1) (2) (4)		Federal

		SA-5		Information System Documentation								P2		SA-5		SA-5 (1) (3)		SA-5 (1) (2) (3)				Contractor

		SA-6		Software Usage Restrictions								P1		SA-6		SA-6		SA-6				Contractor

		SA-7		User-Installed Software								P1		SA-7		SA-7		SA-7				Contractor

		SA-8		Security Engineering Principles								P1		Not Selected		SA-8		SA-8				Contractor

		SA-9		External Information System Services								P1		SA-9		SA-9		SA-9				Contractor

		SA-10		Developer Configuration Management								P1		Not Selected		SA-10		SA-10

		SA-11		Developer Security Testing								P2		Not Selected		SA-11		SA-11				Contractor

		SA-12		Supply Chain Protection		Control:                                                           SA12: [Assignment: organization-defined list of measures to protect against supply chain threats].		Control:                                                               SA12: As per contractor system determination.				P1		Not Selected		Not Selected		SA-12				Contractor

		SA-13		Trustworthiness		Control:                                                            SA13: [Assignment: organization-defined level of trustworthiness].		Control:                                                             SA13: As per contractor system determination.				P1		Not Selected		Not Selected		SA-13				Contractor

		SA-14		Critical Information System Components								P0		Not Selected		Not Selected		Not Selected

		SC-1		System and Communications Protection Policy and Procedures		Control:                                                            SC1: [Assignment: organization-defined frequency].		Control:                                                                       SC1:  Biennial				P1		SC-1		SC-1		SC-1				Contractor

		SC-2		Application Partitioning								P1		Not Selected		SC-2		SC-2				Contractor

		SC-3		Security Function Isolation								P1		Not Selected		Not Selected		SC-3				Contractor

		SC-4		Information in Shared Resources								P1		Not Selected		SC-4		SC-4				Contractor

		SC-5		Denial of Service Protection		Control:                                                             SC5: [Assignment: organization-defined list of types of denial of service attacks or reference to source for current list].		Control:                                                                      SC5: Protect against as many as possible Denial of Service attacks including Flood attacks and Software/Logic attacks.				P1		SC-5		SC-5		SC-5				Contractor

		SC-6		Resource Priority								P0		Not Selected		Not Selected		Not Selected

		SC-7		Boundary Protection		Enhancements:
(4e): [Assignment: organization-defined frequency].                                                                  (8) [Assignment: organization-defined internal communications traffic] to [Assignment: organization-defined external networks] through authenticated proxy servers within the managed interfaces of boundary protection devices.		Enhancements:              
(4e): Annually                                                             (8)  As per contractor system determination.				P1		SC-7		SC-7 (1) (2) (3) (4) (5) (7)		SC-7 (1) (2) (3) (4) (5) (6) (7) (8)				Contractor

		SC-8		Transmission Integrity								P1		Not Selected		SC-8 (1)		SC-8 (1)				Contractor

		SC-9		Transmission Confidentiality								P1		Not Selected		SC-9 (1)		SC-9 (1)				Contractor

		SC-10		Network Disconnect		Control:                                                                 SC10: [Assignment: organization-defined time period].		Control:                                                               SC10:  30 minutes for all RAS based sessions.  30-60 minutes for non-interactive users. Long running batch jobs and other operations are not subject to this time limit.				P2		Not Selected		SC-10		SC-10				Contractor

		SC-11		Trusted Path								P0		Not Selected		Not Selected		Not Selected

		SC-12		Cryptographic Key Establishment and Management								P1		SC-12		SC-12		SC-12 (1)				Contractor

		SC-13		Use of Cryptography								P1		SC-13		SC-13		SC-13				Contractor

		SC-14		Public Access Protections								P1		SC-14		SC-14		SC-14				Contractor

		SC-15		Collaborative Computing Devices		Control:                                                            SC15: [Assignment: organization-defined exceptions where remote activation is to be allowed].		Control:                                                                       SC15: Currently no exceptions.				P1		SC-15		SC-15		SC-15				Contractor

		SC-16		Transmission of Security Attributes								P0		Not Selected		Not Selected		Not Selected

		SC-17		Public Key Infrastructure Certificates								P1		Not Selected		SC-17		SC-17				Contractor

		SC-18		Mobile Code								P1		Not Selected		SC-18		SC-18				Contractor

		SC-19		Voice Over Internet Protocol								P1		Not Selected		SC-19		SC-19				Contractor

		SC-20		Secure Name /Address Resolution Service (Authoritative Source)								P1		SC-20 (1)		SC-20 (1)		SC-20 (1)				Contractor

		SC-21		Secure Name /Address Resolution Service (Recursive or Caching Resolver)								P1		Not Selected		Not Selected		SC-21				Contractor

		SC-22		Architecture and Provisioning for Name/Address Resolution Service								P1		Not Selected		SC-22		SC-22				Contractor

		SC-23		Session Authenticity								P1		Not Selected		SC-23		SC-23				Contractor

		SC-24		Fail in Known State		Control:                                                         SC24: The information system fails to a [Assignment: organization-defined known-state] for [Assignment: organization-defined types of failures] preserving [Assignment: organization-defined system state information] in failure.		Control:                                                                             SC24: As per contractor system determination.				P1		Not Selected		Not Selected		SC-24				Contractor

		SC-25		Thin Nodes								P0		Not Selected		Not Selected		Not Selected

		SC-26		Honeypots								P0		Not Selected		Not Selected		Not Selected

		SC-27		Operating System-Independent Applications								P0		Not Selected		Not Selected		Not Selected

		SC-28		Protection of Information at Rest								P1		Not Selected		SC-28		SC-28				Contractor

		SC-29		Heterogeneity								P0		Not Selected		Not Selected		Not Selected

		SC-30		Virtualization Techniques								P0		Not Selected		Not Selected		Not Selected

		SC-31		Covert Channel Analysis								P0		Not Selected		Not Selected		Not Selected

		SC-32		Information System Partitioning								P0		Not Selected		SC-32		SC-32				Contractor

		SC-33		Transmission Preparation Integrity								P0		Not Selected		Not Selected		Not Selected

		SC-34		Non-Modifiable Executable Programs								P0		Not Selected		Not Selected		Not Selected

		SI-1		System and Information Integrity Policy and Procedures		Control:                                                                SI1: [Assignment: organization-defined frequency].		Control:                                                              SI1:  Biennial				P1		SI-1		SI-1		SI-1				Contractor

		SI-2		Flaw Remediation		Enhancements:
(2): [Assignment: organization-defined frequency].		Enhancements:
(2): Quarterly				P1		SI-2		SI-2 (2)		SI-2 (1) (2)				Contractor

		SI-3		Malicious Code Protection		Control:                                                             SI3c: Configures malicious code protection mechanisms to: (i) perform periodic scans of the information system [Assignment: organization-defined frequency]  and real-time scans of files from external sources as the files are downloaded, opened, or executed in accordance with organizational security policy; and (ii) [Selection (one or more): block malicious code; quarantine malicious code; send alert to administrator; [Assignment: organization-defined action] in response to malicious code detection;		Control:                                                                        SI3c: As per contractor system determination.				P1		SI-3		SI-3 (1) (2) (3)		SI-3 (1) (2) (3)				Contractor

		SI-4		Information System Monitoring		Control:                                                             SI4a: [Assignment: organization-defined monitoring objectives].                               Enhancements:
(5): [Assignment: organization-defined list of compromise indicators].		Control:                                                                          SI4a:                                                                       - Ensure the proper functioning of internal processes and controls, such as Segregation of Duties, in furtherance of regulatory and compliance requirements.
- Examine system records to confirm that the system is functioning in an optimal, resilient, and secure state.
- Identify irregularities or anomalies that are indicators of a system malfunction or compromise.                                       Enhancements:
(5): Compromise indicators may include but shall not be limited to the following:
- Protected system files or directories have been modified without notification from the appropriate change/configuration management channels.
- System performance indicates resource consumption that is inconsistent with expected operating conditions.
- Auditing functionality has been disabled or modified to reduce audit visibility.
- Audit or log records have been deleted or modified without explanation.
- The system is raising alerts or faults in a manner that indicates the presence of an abnormal condition.
- Resource or service requests are initiated from clients that are outside of the expected client membership set.
- The system reports failed logins or password changes for administrative or key service accounts.
- Processes and services are running that are outside of the baseline system profile.
- Utilities, tools, or scripts have been saved or installed on production systems without clear indication of their use or purpose.

Alerts may be generated from a variety of sources including but not limited to malicious code protection mechanisms, intrusion detection or prevention mechanisms, or boundary protection devices such as firewalls, gateways, and routers.				P1		Not Selected		SI-4 (2) (4) (5) (6)		SI-4 (2) (4) (5) (6)				Contractor

		SI-5		Security Alerts, Advisories, and Directives		Control:                                                            SI5c: [Assignment: organization-defined list of personnel (identified by name and/or by role)]		Control:                                                                     SI5c: All staff with system administration, monitoring, and/or security responsibilities including but not limited to ISSM, ISSO, System Program Managers, Sys/Net/App Admins, etc.				P1		SI-5		SI-5		SI-5 (1)				Contractor

		SI-6		Security Functionality Verification		Control:                                                                 SI6: The information system verifies the correct operation of security functions [Selection (one or more): [Assignment: organization-defined system transitional states]; upon command by user with appropriate privilege; periodically every [Assignment: organization-defined time-period]] and [Selection (one or more): notifies system administrator; shuts the system down; restarts the system; [Assignment: organization-defined alternative action(s)]] when anomalies are discovered.		Control:                                                                                    SI6: On system start-up, upon issuance of the appropriate privileged command, and every 7 days; Notifies the system administrator pursuant to the directives indicated in AU-5.				P1		Not Selected		Not Selected		SI-6				Contractor

		SI-7		Software and Information Integrity		Enhancements:
(1): [Assignment: organization-defined frequency].		Enhancements:
(1): At least monthly				P1		Not Selected		SI-7 (1)		SI-7 (1) (2)				Contractor

		SI-8		Spam Protection								P1		Not Selected		SI-8		SI-8 (1)				Contractor

		SI-9		Information Input Restrictions								P2		Not Selected		SI-9		SI-9				Contractor

		SI-10		Information Input Validation								P1		Not Selected		SI-10		SI-10				Contractor

		SI-11		Error Handling		SI11b:  [Assignment: organization-defined sensitive or potentially harmful information]		SI-11:
(1) Username and password combinations.
(2) Attributes used to validate a password reset request (e.g. security questions).
(3) Personally identifiable information (excluding unique user name identifiers provided as a normal part of a transactional record).
(4) Biometric data or personal characteristics used to authenticate identity.
(5) Sensitive financial records (e.g. account numbers, access codes).
(6) Content related to internal security functions: private encryption keys, white list or blacklist rules, object permission attributes and settings.				P2		Not Selected		SI-11		SI-11				Contractor

		SI-12		Information Output Handling and Retention								P2		SI-12		SI-12		SI-12				Contractor

		SI-13		Predictable Failure Prevention								P0		Not Selected		Not Selected		Not Selected

		PM-1		Information Security Program Plan		Control:                                                         PM1b: [Assignment: organization-defined frequency].		Control:                                                                         PM1b: Annually				P1		Deployed organization-wide
Supporting all baselines						Federal

		PM-2		Senior Information Security Officer								P1								Federal

		PM-3		Information Security Resources								P1								Federal

		PM-4		Plan of Action and Milestones Process								P1								Federal

		PM-5		Information System Inventory								P1								Federal

		PM-6		Information Security Measures of Performance								P1								Federal

		PM-7		Enterprise Architecture								P1								Federal

		PM-8		Critical Infrastructure Plan								P1								Federal

		PM-9		Risk Management Strategy								P1								Federal

		PM-10		Security Authorization Process								P1								Federal

		PM-11		Mission/Business Process Definition								P1								Federal






