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Introduction



The Federal Technology Service (FTS) Safeguard Program Task Order Award Procedures Guide provides an overview of the General Services Administration (GSA) Safeguard Program Blanket Purchase Agreement (BPA), defines the roles and responsibilities of the major participants in the contract award and administration process, and describes the procedures for awarding a task order under the BPA.  This document is intended for guidance only.  In the event that any statement in this document conflicts with terms and conditions of the BPA, the terms and conditions of the BPA take precedence.



Background
A BPA is a simplified method of filling anticipated repetitive needs for supplies or services.  Orders are placed with the schedule industry partner that represents the best value and results in the lowest overall cost alternative to meet the agency's needs.

By offering market competition for each order, multiple award BPAs provide Contracting Officers (COs) with the flexibility needed to better match the dynamics of the information security (IS) market.  The use of multiple award BPAs results in lower prices, better quality, reduced time from requirements identification to award, and improved industry partner performance in satisfying customer requirements.



FTS Safeguard Program Management Support
A GSA/FTS team experienced in managing all of the details of the contracting process is available to place orders and provide contract administration and program management for the FTS Safeguard Program projects.

GSA/FTS Center for Information Security Services (CISS) meets quarterly with the industry partners to discuss administrative matters, technology concepts and approaches, and needed improvements in the ordering process.









Roles & Responsibilities



This section defines the roles and responsibilities of the GSA, client, and industry partners in the FTS Safeguard contracting and program management processes.



GSA
CLIENT
INDUSTRY PARTNER

Safeguard Procuring Contracting Officer (PCO)

Safeguard Administrative Contracting Officer (ACO)

Safeguard Program Manager (PM)

Contracting Officer’s Technical Representative (COTR)

Safeguard Project Task Manager (PTM)
On-Site Task Manager (OTM)
Industry Partner Program Manager (PM)

Industry Partner Group Manager (GM)

Safeguard Procuring

Contracting Officer (PCO)

Safeguard Administrative 

Contracting Officer (ACO)


The Safeguard Procuring Contracting Officer (PCO) has overall contractual responsibility for the Safeguard BPAs.  The PCO alone, without delegation, is authorized to take actions on behalf of the Government to modify the BPA terms, conditions, and requirements; exercise option renewals; and terminate the agreement.  The PCO may delegate authority to award tasks to Warranted Contracting Officers.  The PCO may delegate certain other authorities and responsibilities to Contracting Officer’s Technical Representatives  (COTRs).  The PCO may delegate authority to GSA/FTS ACOs as well as COs in other Federal agencies on an individual basis to issue task orders under the Safeguard BPAs.

GSA/FTS ACOs are delegated responsibility for the administration of task orders issued under the Safeguard BPAs.  The ACO is authorized to negotiate, amend, issue, or modify task orders; accept or reject deliverables; and delegate COTR authority, as well as other contract administration functions such as resolving payment and performance problems.



Safeguard Program

Manager (PM)
The Safeguard Program Manager (PM) provides centralized technical oversight and management regarding the program to the industry partner, GSA, and its customers.  The Safeguard Program Manager is the Contracting Officer’s Technical Representative (COTR).



Contracting Officer’s Technical Representative 

(COTR)


The GSA COTR serves as the focal point for all task activities.  The COTR coordinates client activities, performs liaison activities, and serves as the primary point of contact with the BPA Industry Partners.  The COTR provides technical advice and assistance to clients in identifying and defining requirements.  The COTR is responsible for tracking industry partner performance including the timeliness and quality of deliverables.  The COTR is responsible for performing acceptance of all supplies and services.  The COTR may not make commitments/changes to the price, terms, or delivery provisions nor provide supervisory or instructional assistance to industry partner personnel.



Project Task Manager (PTM)
The Project Task Managers (PTM) are the GSA COTR’s point of reference for each client's task order.  Each PTM is responsible for ensuring that projects are monitored for proper performance, invoices are paid in a timely manner, any issues are identified to the COTR and CO immediately, and other items that are identified in the CISS project managers guide.



On-Site Task Manager (OTM - Client Representative) 


The On-Site Task Manager (OTM) is the client representative and is responsible for monitoring technical performance under the task order for the client agency.  The OTM has no expressed or apparent authority to either make commitments for the Government or authorize changes to the contract or task order terms and conditions.

Ordering Options



The FTS Safeguard Program offers two ordering options for our customers.  We think that we have developed a program with a tool kit of cost-effective solutions offering outstanding value.  We hope that our customers will choose the FTS option, and allow our team of talented professionals to assist you with your Safeguard needs.

The first ordering option is to order directly through the CISS office and the second is to obtain a Delegation of Procurement Authority (DPA).  

· The CISS option is described in the following paragraphs.

· Information pertaining to the DPA option may be obtained by contacting the Safeguard Program Manager or primary Safeguard Administrative Contracting Officer.  Contact information is located on page 13 of this document.  

Center for Information Security Services (CISS) Option
The Center for Information Security Services is a non-appropriated US Government Agency.  What this basically means is that we must charge a fee for services rendered to recover our costs.  The current fee structure established, for services provided under the Safeguard Program, is a negotiable rate capped at 5% with a minimum rate set at 2%.  A GSA/FTS team experienced in security and management of all details associated with the contracting process is available to place orders and provide contract administration and program management for FTS Safeguard Program projects.

Upon receipt of a good Statement of Work (electronic submissions are encouraged for expediency), an Independent Government Estimate (IGE), technical evaluation points, and funding our team will: 

· Issue a Request for Proposal (RFP) to the Safeguard Program Industry Partners, 

· Appoint a technical panel and evaluate proposals from the Safeguard Industry Partners, 

· Award a task order, 

· Approve deliverables with the customer’s concurrence, 

· Make payment to the Industry Partner after deliverables have been accepted.

Other services are available from our team of Government information security professionals on a time and materials basis.

Step-by-Step Procedures


All tasks performed under Safeguard are initiated through the award of task orders by an ACO to a Safeguard Industry Partner. Administrative Contracting Officers within GSA/FTS are authorized to issue, modify, or terminate Task Orders.  GSA can place orders for use on its own behalf or on the behalf of client agencies.  The following procedures delineate the 8 steps to successful award of a task order that fully satisfies the client’s technical requirements.


When a client identifies a need for Information Technology (IT) security services or products, GSA/FTS and the client assess the client’s needs to determine if the planned order is within the scope of the BPA and if there are special security requirements.



Federal Acquisition Regulations (FAR) 8.402 states that GSA may occasionally find it necessary to establish special ordering procedures for individual Federal Supply Schedules (FSS) or for Special Item Numbers (SINs) within a Schedule.  GSA has established special ordering procedures for IT Professional Services (SIN 132-51) that are priced on schedule at hourly rates.  These special ordering procedures which are outlined herein take precedence over the procedures in FAR 8.404.

The GSA has determined that the rates for IT professional services contained in the price lists are fair and reasonable.  


A performance-based Statement of Work (SOW) that outlines, at a minimum, the work to be performed, location of work, period of performance, deliverable schedule, applicable standards, acceptance criteria, and any special requirements (i.e., security clearances, travel, special knowledge, etc.) should be prepared.



Define the Requirement and 

Performance Standards


In defining the requirement, the client and CISS determine and document, to the maximum extent practicable, in accordance with FAR 11.002, the:



· Functions to be performed,

· Performance required, and

· Physical characteristics of deliverables.

When defining requirements for services-agencies, to the maximum extent practicable, agencies are encouraged to consider the use of performance-based work statements with measurable performance standards.  A performance-based work statement defines the Government’s requirements in terms of objective and measurable outputs.  The work statement provides the offeror with answers to five basic questions: what, when, where, how many or how much, and how well.  The SOW must accurately reflect the resources required and risks involved.

The performance standards identified in the SOW should express the outputs in clear, concise, commonly used, easily understood, and measurable terms, avoiding detailed procedures that dictate how the work is to be accomplished.  Each standard should be necessary, carefully chosen, and not unduly burdensome. 

The client and CISS also determine and document the task order type, acceptance criteria for deliverables, and the task order ceiling. If there are special security requirements, they MUST be addressed in the SOW.  CISS, the client and the industry partner must coordinate the preparation of DD Form 254, “DOD Contract Security Classification Specification” documentation. 



Determine the Task Order Type
The client and CISS determine whether to issue a time and material (T&M) task order or a firm-fixed price (FFP) task order.  

· FFP Tasks - An FFP task includes reasonably well defined requirements for which one or more tangible product(s) exist.  This type of task is used whenever feasible.  FFP tasks include specific acceptance criteria and exact prices for each deliverable.  If rejection of any deliverable affects the delivery schedule, the ACO sends a cure, or show cause notice, to the industry partner.  Industry Partner invoices are certified for payment upon completion and acceptance of deliverables.

· T&M Tasks – A T&M task is appropriate when performance requirements cannot be precisely defined and uncertainties involved in task order performance do not permit costs to be estimated with sufficient accuracy to use a fixed price task order.  T&M task orders provide for payment of allowable incurred costs to the extent prescribed in the order.  T&M task orders establish an estimate of total cost for the purpose of obligating funds and establish a ceiling that the industry partner may not exceed (except at its own risk) without the approval of the ACO.  The T&M task order permits contracting for efforts that might otherwise present too great a risk to industry partners, but it provides the industry partners only a minimum incentive to control costs.  

Determine Acceptance Criteria
The client and CISS identify specific acceptance criteria for deliverables.

Specify Task Order Ceiling
The client and CISS specify, based on the client’s budget/funding, the task order ceiling.





The client and CISS prepare an Independent Government Estimate (IGE) to assess the cost of the client’s requirement.  The IGE is also used to assist in evaluation of the realism and reasonableness of proposed costs.  The IGE provides:


· An estimate of the resources—including hours, skill levels, and other direct costs (ODCs)—required to accomplish the requirements of the task.

· An estimate of the total cost of the order (aggregated costs across all deliverables and services). 
 


The Administrative Contracting Officer (ACO), Project Manager and the client review the SOW and IGE to define the evaluation approach.

Determine the Basis for Evaluation
The ACO, Project Manager and client determine the basis for evaluation: 1) lowest price/technically acceptable, 2) best value where technical is significantly more important than price, approximately equal in importance to price, or significantly less important than price.

· The lowest price/technically acceptable approach is appropriate when best value is expected to result from the selection of the technically acceptable proposal with the lowest evaluated price.  The task order request shall set forth the evaluation factors and significant sub factors that establish the requirements of acceptability.  Further, the task required shall specify that award will be made on the basis of the lowest evaluated price of proposals meeting or exceeding the acceptability standards for the non-price factors.  Proposals are evaluated for acceptability but not ranked using the non-price factors.  Tradeoffs among price and non-price factors are not permitted.

· The best value approach is appropriate when it may be in the best interests of the Government to consider award to other than lowest priced offeror or other than the highest technically rated offeror. 

Regardless of the approach selected, each process must be well defined prior to beginning the procurement process.



Establish Evaluation Factors
Evaluation factors are those criteria deemed by the Government to be the most important factors in consideration of task award.  Establishing sound evaluation criteria works to the advantage of all parties involved in the competitive process.  Through selection of the evaluation factors, the client identifies the elements most critical to the performance of the technical requirement; the offeror is better able to make a sound business decision to bid or not bid on the technical requirement.

The client, ACO and the Project Manager select 3-5 evaluation factors considered most important, for example:

· Technical Approach – The offeror’s proposed method of meeting the customer’s requirements, including staffing plan.

· Past Performance – The quality of the offeror’s past performance in carrying out similar work.

· Management/Staffing Plan – The offeror’s plan for managing the project and related contract administration.

· Resumes – Documents pertaining to qualifications of a selected group of critical staff positions.

· Price – Price may or may not be included as a factor; however, price shall be included in the greatest/best value determination. 

Once the factors are identified the client, ACO and Project Manager:
· Specify the relative order of importance of the factors.
· Identify weighting factors [optional] for example:
· Technical Approach – 30%
· Past Performance – 25%
· Management/Staffing Plan – 20%
· Resumes – 15%
· Total Price – 10%
· Determine type of ratings and develop definitions for the ratings. 
Upon receiving a acceptable SOW, IGE, and any supporting documentation, the ACO prepares the RFP.  In preparing the RFP, the ACO documents:

· The preferred pricing method (i.e. T&M or FFP)

· Place of performance. 

· Due date for the proposal.

· Evaluation factors and type of evaluation (e.g., Best Value or Lowest Price/Technically Acceptable).

· Options to be included in task orders in accordance with FAR Part 17.2.

· Type of proposal required (oral or written). 

· Proposal format and instructions for submission.

Once the RFP is assembled, the ACO releases the RFP via e-mail to all 27 industry partners.



The industry partner may request clarification of SOW requirements.  Such requests may be sent to the Government though electronic means.  The ACO:

· Answers clarification requests to all industry partners, 

· Determines if any revisions to SOW requirements or criteria are required, and, if required,

· Issues an amendment to the RFP.
Prior to or shortly after release of the RFP, the Project Manager identifies three members of the technical evaluation panel (TEP).  One of the panelists may be from the client agency, if they choose to nominate one.  The other panelists are CISS personnel with technical expertise.

Each industry partner responds with a proposal or letter of intent to “no bid” by the date(s) specified in the RFP.




Once proposals and letters of intent to “no bid” are received and logged, the ACO assembles the TEP to review the evaluation methodology. 


Each evaluator scores in accordance with the evaluation criteria and standards established in the selection plan. 

· The team convenes to arrive at a consensus rating for each factor and an overall rating for each proposal.

· For Lowest Price/Technical Acceptable procurements, the evaluators assess proposals for acceptability but do not rank them using non-price factors.

· For best value procurements, the evaluators assess proposals and rank them using non-price factors.

· For best value procurements, the evaluators conduct a best value analysis.  If a higher price proposal is selected, the evaluators document the rationale for the contract file.

· The evaluators prepare an award recommendation to the ACO.


The ACO reviews the recommendation for award and determines if negotiations are necessary.  Ideally, in a streamlined acquisition, award is made without negotiations.  However, if negotiations are required, the ACO:

· Notifies offerors of place and time for discussions.


· Prepares for negotiations.

· Conducts discussions with all offerors.
Following negotiations, the ACO requests Best and Final Offers (BAFOs) and identifies the date for submission.  Once BAFOs are received, they are evaluated and a recommendation for award is prepared.




Following review of the recommendation to award, the ACO:

· Verifies that sufficient funds are available before a task order is issued. 

· Ensures that DD Form 254 is completed, when required. 
· Makes award to the winning offeror using a GSA Form 300, “Order for Supplies and Services” (or other appropriate form) incorporating the SOW and the final proposal by reference.



Following award of the task order, the ACO notifies all non-awardees which industry partner is being awarded the task order.


Upon industry partner request, the ACO will provide/schedule a written/oral debriefing, respectively.  The debriefing should be provided within a reasonable period of time after contract award.

Safeguard Program Administrative Contacts

Point of Contact for Program and Ordering Assistance: 

Donald Carlson





GSA, FTS, ITS, Center for Information Security Services

Network Services (TIO)

7th and D Streets, SW

Washington, D.C. 20407






Telephone:
(202) 708-7531
Facsimile: 
(202) 708-7800
E-Mail:
 donald.carlson@gsa.gov
Point of Contact for Contract Assistance:

GSA, FTS, ITS, CISS

Thomas Robel, Contracting Officer

GSA, FTS, ITS, Center for Information Security Services


Acquisitions (TIF)

7th and D Streets, SW, Room 5060





Washington, D.C. 20407





Telephone:
(202) 708-7650

Facsimile:

(202) 708-7027

E-Mail: 
thomas.robel@gsa.gov
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1.0  INTRODUCTION
1.1  OBJECTIVE.  This Statement of Work (SOW) outlines specific technical support requirements for INFORMATION TECHNOLOGY SECURITY (ITSEC) services for all branches of the federal government.  These requirements include, but are not limited to, contract support for policy development, program planning, risk management, continuity and contingency planning, trusted systems development and evaluation, infrastructure protection and training.

1.2  BACKGROUND.  The departments and agencies within all branches of the federal government are required by Public Law 100-235, "Computer Security Act of 1987" to develop security plans.  The Office of Management and Budget (OMB) has published guidance for the executive branch in OMB Circular A-130, "Management of Federal Information Resources", Appendix III, "Security of Federal Automated Information Resources" updated in 1966.  There is no longer a distinction between sensitive and non-sensitive systems in the guidance from OMB. The circular is now consistent with the Computer Security Act of 1987 and recognizes that federal information technology systems have varied levels of sensitivity and criticality.  Since all federal systems have some level of sensitivity they require protection as a part of good management practice.  In addition, Presidential Decision Directive (PDD) 63 specifies department/agency responsibilities to ensure they eliminate any significant vulnerability to cyber attacks on critical cyber systems. 

2.0  SCOPE

2.1  The industry partner(s) shall provide services and products for ITSEC applications support for all federal branches, agencies, and departments.  During the life of this blanket purchase agreement (BPA), technical services shall be available within CONUS/OCONUS on an as required basis in accordance with the task areas.  Non-personal services under this contract shall

be performed as required and set forth in individual delivery orders.  Delivery orders shall be issued to activate the tasks and provide the specific details of the technical requirements, any applicable GFE/GFI and deliverable schedules.  Delivery orders may relate to a single task area or to multiple task areas.  The industry partner shall furnish the necessary personnel, materials, facilities, travel and other services required to provide technical ITSEC support, systems engineering, and related administrative services to federal branches, agencies, departments world-wide.  At all times the industry partner shall consider existing and draft legislation, existing and draft federal standards, commercial best practices and industry or recognized association standards.  The industry partner shall provide technical support for the following task areas: 

· Task Area 1 -  Critical Infrastructure Asset Identification 






· Task Area 2 -  Risk Management (Vulnerability Assessment and Threat Identification) 

· Task Area 3  - Critical Infrastructure Continuity and Contingency Planning 

· Task Area 4  - Physical Infrastructure Protection 

· Task Area 5  - Information Systems Security and Information Assurance 

· Task Area 6  - Emergency Preparedness, Awareness Training, Exercises and Simulation 

3.0 TASKS

3.1
TASK AREA 1:  CRITICAL INFRASTRUCTURE ASSET IDENTIFICATION AND ASSESSMENT

This task area provides technical support to a department/agency to review, identify, itemize and document components, processes and information considered critical the organizational mission.

3.1.1
The industry partner shall provide technical support for the review of a department/agency information technology framework and related functions.  This technical support will include the review of those assets critical to the agency mission, a review of policies and procedures addressing the protection and survivability of such resources and the documentation of identified protection mechanisms and procedures and the effectiveness thereof.

3.1.2
The industry partner shall provide technical support to document the department/agency information protection framework.  This technical support will address the content and effectiveness of information technology security policies, standards, guidelines and procedures for adequacy and validate consistence with national policy considering the departmental mission, current technology, and the threat to critical information.  Industry partner technical support shall include but not be limited to the following:

3.1.3
Provide technical support and assistance to the agency staff and assess information technology security policies, standards, guidelines, or procedures to insure a balance security and operational requirements.

3.1.4
 Provide technical support to evaluate system engineering and integration initiatives that meet operational requirements simultaneously preserve the highest possible security profile.
3.2
TASK AREA 2:  RISK MANAGEMENT
This task area addresses technical support to assist departments/agencies with all aspects of risk management.  The industry partner shall perform those services necessary to determine the level

and types of security controls necessary to adequately and cost effectively protect an agency/department’s IT infrastructure.

3.2.1
The industry partner shall conduct a Risk Analysis consisting of six specific elements:

· Define the scope of the analysis 

· Identify the agency/department critical assets 

· Determine the best analytical approach (qualitative or quantitative) base on an evaluation of the critical assets 

· Identify potential risks 

· Evaluate the risks and ascertain the department/agency’s risk profile 

· Identify and recommend cost effective safeguards. 

3.2.2
Definition of the scope of analysis shall be determined by consultation with administrative and managerial representatives of the agency/department.  The industry partner must receive written agency acceptance of the proposed approach prior to proceeding.

3.2.3
Subsequent to the scope definition, the industry partner shall identify the critical infrastructure components within that area.  Extensive consultation with agency/department personnel shall be conducted to insure all necessary data and services are addressed.

3.2.4
The asset evaluation process will differ contingent upon the selected analytical approach. Quantitative measurement will produce a risk profile in terms of annual loss expectancy (ALE). The common unit of measurement shall be monetary.  Qualitative profiles shall be expressed in terms of lost production time or "down time".  Regardless of the approach, the evaluation of assets must consider all service and data resources and the interrelationships thereof.  The industry partner shall develop a thorough familiarization with the agency/department mission and the role each asset plays in the support of that mission.

3.2.5
The industry partner shall identify the potential for risks and the probability of occurrence consistent with the environment and related historical data.  Risk shall be grouped into two distinct categories, accidental and intentional.  Accidental risks address both natural (e.g., flood, storm, earthquake, etc.) and those caused by humans.  Intentional risks are always of human origin and must be categorized according to attributes such as motivation, resourcefulness, opportunity, level of skill required and susceptibility and/or sensitivity to deterrent measures such as legally prescribed penalties or publicity of the event.  The industry partner shall compile and document the potential risks according to these criteria.

3.2.6
The industry partner shall evaluate the identified risks detailing the likelihood of occurrence, potential severity and the cause of the event, the category (accidental or intentional) and the estimated cost of recovery should it occur. 

3.2.7
The industry partner shall identify cost effective safeguards for each identified risk and assist the agency/department officials in selecting and implementing them as required.  The industry partner will assist the department/agency official in making the most effective selection of safeguards and consolidating where possible to achieve the best cost/benefit advantage.

3.3
TASK AREA 3:  CRITICAL INFRASTRUCTURE CONTINUITY AND CONTINGENCY PLANNING.

This task area addresses the procurement of services to guard against disruption of critical functions and services specific to agencies and departments of the federal government. Continuity and Contingency Planning focuses on the critical functions and services provided by an agency/department, and delineates recovery activities should a critical capability be lost or unacceptably degraded.

3.3.1
The industry partner shall conduct a mission impact analysis addressing the agency/department’s critical functions/services and documenting the effect should a function/service be impaired or lost.

3.3.2
The industry partner shall consult with agency/department managers to ascertain the importance of critical business functions and the interrelationships thereof.  Expectations of senior agency/department officials shall be addressed when classifying and prioritizing agency/department business functions.

3.3.3
The industry partner shall conduct an overview of critical functions as they pertain to overall mission capability and document the nature and degree of support each function provides.

3.3.4
The Industry partner shall prepare an outage scenario for critical functions with information gathered from the mission impact interviews and develop an associated operational impact statement supporting the requirement for a contingency strategy.  The impact statement shall address function degradation and monetary loss associated therewith.

3.3.5
The industry partner shall develop a contingency strategy and produce a detailed recovery plan focusing on restoration of critical capabilities prioritized according to their mission impact.

3.4
TASK AREA 4:  PHYSICAL INFRASTRUCTURE PROTECTION
This task area addresses physical security and control as the first line of defense for protecting components an agency/department’s critical infrastructure and is essential to the successful operation of computer and telecommunications systems and the protection/preservation of critical.

3.4.1
The industry partner shall provide services to assess and counter the effects of:  

· Physical damage caused to elements of the agency/department critical infrastructure as a result of such hazards as fire, smoke or explosion.

· Natural hazards such earthquake, lightning, windstorm, tornado, flood or volcanic eruption.

· Environmental hazards such as the exposure to volatile, flammable, toxic or corrosive chemicals.

· Threats to supporting utilities such as primary and secondary power and communications lines.

· Criminal action such as malicious destruction or corruption of data and related resources, acts of terrorism vandalism or sabotage.

3.4.2
The industry partner shall assess and document the adequacy of existing agency/department physical protection mechanisms and procedures.

3.4.3
The industry partner shall assess the potential losses that may result from such hazards as described in section 2.5.1.

3.4.4
The industry partner shall identify and recommend cost effective countermeasures and controls for the protection against both natural occurring and man-made hazards. Countermeasures and controls shall be categorized according to their primary function (e.g., construction, fire protection, access control).

3.4.5
The industry partner shall develop a maintenance and testing schedule consistent with federal, industrial and/or agency requirements to insure each countermeasure/control functions as it is intended.

3.4.6
The industry partner shall assist the agency/department staff with defining employee responsibilities and actions with regard to the protection of critical infrastructure components and resources and the development of an agency control requirements and implementation plan.

3.4.7
The industry partner shall identify and document risk exposure of the agency/department’s critical infrastructure components and resources.

3.5
TASK AREA 5:  INFORMATION SYSTEMS SECURITY AND INFORMATION ASSURANCE

This task area addresses technical support to assist departments/agencies with all aspects of planning, engineering, fielding and operating secure information technology systems and resources.

3.5.1
The industry partner shall provide technical support to plan, develop, implement and operate department/agency systems and associated special protection technologies.

3.5.2
The industry partner shall provide technical support for advance planning to predict and detect breaches in security. Industry partner technical support shall include but not be limited to the following:

3.5.3
Review and document the aspects of security policy, security procedures, critical business functions, systems, networks, internal and external users, and tools recommended to be deployed which will satisfy the department/agency goal of preventing unauthorized access.

3.5.4
Develop and document the activities necessary to configure systems, networks or workstations in a manner to optimize the capabilities to predict a security breach/unauthorized access.

3.5.5
Develop and document the activities necessary to configure data, systems, networks, workstations, tools, and user environments to capture the necessary evidence of successful or unsuccessful attempts to gain unauthorized access.

3.5.6
The industry partner shall provide technical support to assist in the agency/department with establishment of an information technology security incident response capability.

3.5.7
The industry partner shall develop procedural guidance for an incident response strategy with consideration to the agency/department environment and assist the agency/department with establishing mutually beneficial relationships with other government incident response teams.

3.5.8
The industry partner shall perform a vulnerability assessment to identify security weaknesses in the agency/department network architecture or network segment, as specified.

3.5.9
The industry partner shall evaluate existing agency/department hardware and software utilization and identify known vulnerabilities associated with the products in use.

3.5.10
The industry partner shall research the availability of hardware modifications and software patches addressing vulnerabilities identified in section 2.6.4.1.

3.5.11
The industry partner will assist agency/department system administrators and/or engineers with installation of modifications and/or software patches identified in section 2.6.4.2.

3.5.12
The industry partner shall perform network penetration testing on resources identified by the agency/department and, at a minimum, adhere to the following guidance for the conduction of penetration testing.

3.5.13
Unless the specified goal is to test an agency’s Intrusion Detection Capability or Incident Response Plan, the industry partner conducting the penetration test shall receive no information regarding system vulnerabilities from the customer or personnel who have been in contact with the customer.  This maintains the validity of the test by placing it in a "real world" perspective. Typically, a real perpetrator would be working from the same information baseline.

3.5.14
The industry partner shall conduct the test using only those tools that are reasonably available, and should base the test on the type of threat posed to the target.  Determination of the tool compliment and sophistication will vary as the agency’s exposure and risk index. Federal Agencies and Departments carry a very high-risk index simply from the association with the "GOV" or ".MIL" domains.

3.5.15
Unless the primary threat is believed to be internal, no special access to federal facilities should be allowed.  The industry partner shall not have to the internal system or workspace for this category of test.

3.5.16
The industry partner may, upon request, be provided with publicly available information, such as prospectus, listings of agency officials, and so on.  This information may be provided to the team in the interest of saving time and money.

3.5.17
Any data collection efforts on the part of the industry partner shall not violate individual rights or privacy.  The goal of the test is to identify security weaknesses of the systems, not to examine private or sensitive agency/department information.

3.5.18
Upon completion of the test, all related data, including logs, files, passwords, and any other information obtained during the test shall be returned to the agency/department with no copies being retained by the testing industry partner.

3.5.19
The Industry partner’s Test Team members shall execute non-disclosure statements prior to the beginning of any tests.

3.5.20
All tests shall be conducted beginning with the least intrusive methods and migrating to most intrusive methods.  If penetration efforts are successful, the industry partner will establish a "Secure Shell" encrypted channel between the analysis location and the government facility under test before proceeding.  The encrypted channel limits the possibility of inadvertent disclosure of sensitive network vulnerabilities or the interception of sensitive information by unauthorized personnel along the unprotected data path (e.g., INTERNET).

3.5.21
Any tests that may cause a system disruption should be conducted during periods of low agency activity. 


Note:  There shall be no expectations on the part of the federal agency or department that test methods will not impact system functionality.  The industry partner’s test team will attempt to keep such impact at minimum but make it clear to the agency or department that occasional disruptions may occur.
3.5.22
The industry partner shall prepare and deliver a comprehensive test plan and meet with agency/department sponsors prior to the actual test.  Test elements shall be thoroughly explained detailing the exact methods to be employed.

3.5.23
Upon test completion, the industry partner shall deliver a detailed report to agency officials explaining the methods used, the success or failure of each and recommended cost effective solutions for correction any vulnerabilities identified.

3.5.24
The industry partner shall provide technical assistance to the agency/department network administrators and/or engineers for implementing corrective measures adopted as a result of the penetration testing findings.

3.6
TASK AREA 6:  EMERGENCY PREPAREDNESS, AWARENESS TRAINING, EXERCISES AND SIMULATIONS

This task area addresses technical support to assist departments/agencies with all aspects of Security Awareness and Training.  The industry partner shall develop or recommend security awareness training, security awareness documentation, and specialized security training appropriate for the requesting department/agency.

3.6.1
The industry partner shall provide technical support to develop security awareness training with emphasis on threat awareness, individual security responsibilities, emergency preparedness and recovery procedures.  Industry partner technical support shall include but not be limited to the following:

3.6.2
Review and document the extent of present department/agency security awareness

training.

3.6.3
Compare and contrast the present security awareness training with that required by department/agency Security Plans or that required by necessity of the current operating environment and current government-wide directives such as OMB Circular A-130.

3.6.4
Develop and provide security awareness training appropriate for the various functions and activities of the requiring department/agency.  The scope of training shall be tailored to the individual demographic group within the requesting agency/department (e.g., executives, supervisors, professionals, clerks, and administrative personnel) and on particular training objectives that will be identified in individual task orders.  The training will be provided both on-site (at Government facilities) and off-site (at Industry partner furnished facilities) as required by the department/agency.

3.6.5
The industry partner shall provide technical support to identify commercial-off-the-shelf security awareness training.  Industry partner technical support shall include but not be limited to the following:

3.6.6
Review currently available commercial security awareness training and recommend specific training courses/products commensurate with department/agency security plans or that dictated by the current agency/department environment and current government-wide directives such as OMB Circular A-130.

3.6.7
Arrange, schedule, and ensure the delivery of commercial security awareness training appropriate for the various functions and activities of the requiring department/agency.  The scope of training shall be tailored to the individual demographic groups within the requesting agency/department (e.g., executives, supervisors, professionals, clerks, and administrative personnel) and on particular training objectives that will be identified in individual task orders. Specific or unique training objectives shall be identified by the requesting agency/department in individual task orders.  The training will be provided both on-site (at government facilities) and off-site (at industry partner furnished facilities) as required by the department/agency.

3.6.8
The industry partner shall provide technical support to develop security awareness documentation.  Industry partner technical support shall include but not be limited to the following:

3.6.9
Review and document the extent of present department/agency security awareness documentation.

3.6.10
Compare and contrast the present security awareness documentation with that required by department/agency Security Plans or that required by necessity of the current operating environment and current government-wide directives such as OMB Circular A-130.

3.6.11 Develop and provide security awareness documentation appropriate for the various functions and activities of the requiring department/agency.  The scope of training shall be tailored to the individual demographic groups within the requesting agency/department (e.g., executives, supervisors, professionals, clerks, and administrative personnel).  Specific or unique training objectives will be identified in individual task orders.

3.6.12
The industry partner shall provide technical support to identify and evaluate commercial-off-the-shelf security awareness products and documentation.  Industry partner technical support shall include but not be limited to the following:

3.6.13
Review currently available commercial security awareness products and documentation and recommend specific products commensurate with department/agency security plans or that required by necessity of the current operating environment and current government-wide directives such as OMB Circular A-130.

3.6.14
Acquire and deliver commercial security awareness products and/or documentation appropriate for the various functions and activities of the requiring department/agency.  The scope of commercial training and awareness products shall be tailored to the individual demographic groups within the requesting agency/department (e.g., executives, supervisors, professionals, clerks, and administrative personnel).

3.6.15
The industry partner shall provide technical support to develop specialized security training. Industry partner technical support shall include but not be limited to the following:

3.6.16
Review and document the extent of present department/agency specialized security training.

3.6.17
Compare and contrast the present specialized security training with that required by department/agency Security Plans or that dictated by current operating environment and current government-wide directives such as OMB Circular A-130.

3.6.18
Develop and provide specialized security training appropriate for the various functions and activities of the requiring department/agency.  The scope of training shall be tailored to the individual demographic group within the requesting agency/department (e.g., executives, supervisors, professionals, clerks, and administrative personnel) and on particular training objectives that will be identified in individual task orders.  The training will be provided both on-site (at government facilities) and off-site (at industry partner furnished facilities) as required by the department/agency.

4.0
 DELIVERABLES.
The industry partner shall submit reports and other deliverables in accordance with the requirements set forth in Table 4.2 below.   Deliverables are items which are measureable and 

fulfill the requirements set forth in each task.  Reports and documents will be provided in hard and “soft" copies.  Microsoft Office and Excel will be used, as appropriate, for the “soft " copy format.

4.1 Reports and other Deliverables.  The industry partner shall submit monthly progress reports. Reports shall be classified according to content and as required by the delivery/task order, DD Form 254 or other instructions provided by the Government Contracting Authority (GCA).  The progress report shall contain an executive summary, information on significant activities, progress on work associated with the delivery orders/task orders, and funds status.  Additionally, the industry partner shall submit a monthly status report containing: a detailed description of the activities on each open delivery order and task order, status of funding for each open order for the current calendar quarter, and projected fund expenditure profile to task completion.  The reports shall be submitted ten (10) calendar days after the reporting period. One (1) copy shall be provided to the Contracting Officer.  Additionally the status of individual delivery and task orders shall be provided on a secure WEB server for access by the CISS COTR

and by specifically identified Department/Agency representatives.  The Web based reports shall be viewable online and capable of being downloaded from the Web by the COTR and other authorized personnel.

Guide.

4.2 Delivery Schedule for Deliverables, Reports and Meetings 

NOTE:  All days listed in the following table are workdays unless otherwise specified.

No.
Title/Soft Copy Format
SOW Paragraph
Recipients
Draft Due
Final Due

1
Kick-Off Meeting
Appropriate paragraph identified in this column
All individuals who will receive the deliverable
If applicable, this column is determined by the client.
If applicable, this column is determined by the client.

2
Proposed schedule



Ten (10) Days After Task Order Award 

3
System risk analysis


60 Days After Task Order Award
Five (5) Days After Client approves draft and any changes 

4
Threat/vulnerability assessment





5
Security test and evaluation





6
findings and accreditation recommendations

Certifying Official



7
Documented Type Accreditation Package

Certifying Official



8
Develop: System Description





9
Protection Criteria





10
System Security Architecture





11
System Security Policy





12
Certification and Accreditation Plan





13
Security Features User’s Guide





14
Out-Brief





4.3
Briefings.  The industry partner shall prepare and present briefings to the Government, when requested, on the results of efforts undertaken under this contract.  Briefings shall be conducted in appropriately cleared areas.  Schedules and format for presentation of these briefings will be specified in the delivery/task order or as mutually agreed to between the industry partner and the COR.  In addition, the industry partner shall provide a formal program review briefing on a quarterly basis.

4.4
Documentation.  Tasks performed within the scope of this contract shall require contract deliverables.  The data required for each task will be specified in each delivery/task order and will reference the contract data requirements number (DRN).  "Soft Copy" format requirements will be formalized in initial meeting with the host agency/department.

 4.5
Contract Data Requirement.  Contract Data Requirements will be used to satisfy the need for industry partner developed documentation.  Specific delivery/task orders will reference these data requirements as appropriate or identify additional data requirements as required in each delivery/task order.

5.0 PERIOD OF PERFORMANCE.  The period of performance for this delivery/task order must be stated to ensure that all deliverables are completed within the customer specified time frame.

6.0 INDUSTRY PARTNER FACILITY/PERSONNEL REQUIREMENTS.  The period of performance for this delivery/task order must be stated to ensure that all deliverables are completed within the customer specified time frame.

6.1
Lease/Rental of Facilities.  The industry partner may be required to provide company facilities to support this contract unless otherwise indicated in individual delivery/task orders.

6.2
Local Facilities.  The industry partner shall be required to establish and maintain a local support facility for key personnel.  The commute between this facility and the Center for Information Security Services located in the GSA Regional Building, 7th and D Street SW, Room 5060, Washington DC 20407 should not exceed 25 miles.

6.3 Other Facilities.  The industry partner may be required to maintain and support one or more facilities outside of the Washington DC Metro area.  This facility would provide the capability to satisfy government needs and significantly reduce costly travel berthing expenses by strategic positioning of industry partner training and operational facilities.

7.0 GOVERNMENT FURNISHED INFORMATION, WORKSPACE, AND EQUIPMENT. 
The Government may provide the information, workspace and equipment as necessary for the Industry partner(s) to fulfill the task(s) described in the statement of work.  Statement of Work and performance work statements (PWS) citing classified work or work locations that require a security clearance, will require a "DOD Contract Security Classification Specification", DD Form 254.

7.1
INFORMATION.  Government Provided Information and disposition instructions will be specified in individual delivery/task orders and/or DD Form 254.  This information may take the form of policies, standards, guidelines, technical data, specifications, or other applicable documents.

7.2
WORK SPACE.   The Government will provide work space at government operated facilities or military installations for the purpose of work performance, data collection and analysis.  Specific details will be provided in individual delivery/task orders.  If the industry partner requires access to classified information the industry partner must have the appropriate security clearance and the information must be protected to the degree and extent required by local rules and procedures.

7.3
EQUIPMENT.  The Government may provide the hardware and/or software requiring technical analysis, evaluation, verification, or study in support of a specific delivery/task order.  This information will be specified in each individual delivery/task order.  Government Furnished Equipment (GFE) provided to the industry partner in support of individual tasking shall be tracked through applicable procedures that will be provided by the Contracting Officer in accordance with the Federal Acquisition Regulation (FAR).  Equipment shall be accounted for and marked for identification and tracking purposes with the Contract Number, Delivery/Task Order Number, Serial Number, and other information as required by the Contracting Officer.  Equipment disposition instructions shall also be specified in the Delivery/Task Order and/or the DD Form 254.  The Government does not intend to provide hardware/software equipment required for the accomplishment of day-to-day work requirements in support of the overall contractual effort.

8.0
SECURITY.
8.1
Classified Facilities.  This effort may require access to Sensitive Compartmented Information (SCI) at U.S. Government facilities only.  Additional requirements are contained in the DD Form 254.  Special requirements will be addressed in individual delivery orders with a separate DD254.

8.2
Classified Storage.  The industry partner may need to establish and maintain a classified facility and procedures for receipt, storage and generation of classified material in accordance with the National Industrial Security Program Operating Manual (NISPOM) (DOD 5220.22-M); and Contract Security Classification Specification (DD Form 254); and appropriate security instructions or guidelines. No classified or COMSEC information shall be sent to or stored at the facility before it has been granted a facility clearance and storage capability as defined by Defense Security Service (DSS).  Storage of Classified documents will be at the designation stated in each individual delivery/task order and in accordance with the DD Form 254.  If a requirement to store classified information is imposed, it will be identified in the individual delivery/task order and the requirements will be contained in the accompanying DD Form 254.

8.3 
Sensitive Information Storage.  Sensitive-But-Unclassified (SBU) information, data, and/or equipment will only be disclosed to authorized personnel with a Need-To-Know as described in the delivery/task order and/or DD Form 254.  The holder shall ensure that appropriate administrative, technical, and physical safeguards are established to ensure the security and confidentiality of this information, data, and/or equipment is properly protected.  When no longer required, this information, data, and/or equipment will be returned to Government control; destroyed; or held until otherwise directed.  Items returned to the Government shall be hand carried or mailed to GSA or address prescribed in the delivery/task order and/or DD Form 254. 

8 Sensitive Information Storage Destruction of items shall be accomplished by tearing into small parts; burning; shredding or any other method that precludes the reconstruction of the material.

8 Protection of Information.  The industry partner shall be responsible for properly protecting all information used, gathered, or developed as a result of work under Delivery/Task Orders, and/or DD Form 254 of the contract.  Beyond protecting CLASSIFIED information, the industry partner shall also protect all UNCLASSIFIED government data, equipment, etc by treating the information as sensitive.

9.0
ADDITIONAL SPECIAL REQUIREMENTS.  The industry partner's proposed staff may possess special qualifications/certifications.  Special instructions may also be listed.  This area is to be used for items that do not specifically fit in any of the other sections.
10.0   TRAVEL.  The industry partner shall perform travel as required in the performance of the contract as stated in individual delivery/task orders.  Travel shall consist of CONUS/OCONUS travel in support of the task order requirements as identified in individual Delivery/Task Order.  Travel requirements will be coordinated with and approved by On-Site Task Manager.  Travel requirements will be reported to the OTM on a weekly basis for approval.  Travel or anticipated travel to OCONUS areas will be coordinated with the GSA, FTS, CISS Security management Staff at the earliest possible date.  Reimbursement for travel will be in

accordance with the Joint Travel Regulation (JTR)/Federal Travel Regulation (FTR).  Receipts for hotel, airfare and car rentals must accompany invoice for payment.
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