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The Ministry of Finance of the Czech Republic (MFCR) operates several important information systems integral to the organization’s activities. These systems are called “Financial and Control Information Systems” (FCIS) and include the following:  


· Automatic Tax Information System (ATIS), which administers all kind of taxes that are to be collected in the Czech Republic. 
· Automatic Budget Information System (ABIS), which monitors how the state budget is being allocated. 
· Customs Information System (CIS), which monitors the activities of the customs authorities. 
· Central Register of the State Subsidies (CRSS), which monitors all subsidies granted from the state budget. 
· Program Funding Information System (PFIS), which monitors the allotment of funds to particular programs of the public sector. 
· Other lower priority information systems


In the past, these systems were developed and operated separately, because each was under the supervision of a different division of the MFCR. Another reason was that at the time they were created, namely after the revolution which ended Communism in the Czech Republic and opened the door to new technologies, there was an effort to build the information systems swiftly using new economic and technological resources. 


Particular information systems contain basic identification and allocation information on the same objects in the real world, e.g. individuals, enterprises, etc. After some time, however, there was a need for these individual systems to be interconnected, so that one could find all information concerning an entity and display it in one location.  For example, one could learn whether the entity has satisfied its tax duties, whether it is receiving a state subsidy, etc.  The existence of separate systems created several problems:


· Information on the same entity differed from system to system. 
· It was difficult to compare entities. 
· It was difficult to verify the data. 
· Entering data only in the IS was inadequate for verifying data. 
 
Therefore, the MFCR decided to use support information systems. The information on individuals, entities, etc. is stored in these systems without dependence on the FCIS. Therefore, they are able to help with checking out the data, which are to be entered into the FCIS. The basic Czech registers listed below serve the purpose of the support systems:


· The Basic Register for Addresses and Real Estate supplies data to the Address Register of the Territorial Identification Register (TIR-ADR), which is operated by the Ministry of Labour and Social Affairs, and the Information System of the Real Estate Cadastre (REC), which is operated by the Czech Office for Surveying, Mapping, and Cadastre. 
· The Basic Register of Inhabitants supplies data to the Central Register of Inhabitants (CRI) that is operated by the Ministry of the Interior. 
· The Basic Register of Enterprise Entities supplies data to the administrative register, the Access to Registers of Economic Subjects/Entities (ARES), which is operated by the Ministry of Finance.


The prerequisite for using the support systems was to interconnect all relevant offices. The network was built and, since its start in early 2001, it has constantly been evolving. Its name is “GOVBONE.” It is based on Internet standards and was designed as a non-public TCP/IP network of the state administration (see Figure 1).
 

 
Figure. 1: Interconnection of the Relevant Offices via GOVBONE Network
 
Furthermore, it was necessary to determine the conception of the systems integration. There were two possible alternatives:


· Build one integrated system only. 
· Interconnect the information systems already in existence via the communication interface.


The Ministry of Finance chose the second option. Another strategic decision focused on the new standards based on XML. The goal was to build the communication interface that would be of general utility, high scalability, and optional data security. The communication interface is understood to be the independent layer above the network layer. 


Furthermore, above the communication interface, a third layer was built. This includes the particular information systems communicating their application programs, as well as their mutual services, with each other. The service is understood to be the precisely determined application function that is defined by its input, its output, and its function logic. Both the input and output are in XML document format. As a client, either the “live” end-user or some other application program can act. The end-user has the special application programs allowing him to use the service (e.g. the Web browser). As to the application program, this can perform some control functions without human participation. Figure 2. illustrates the three-layer principle.
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Figure 2: The Three Layers of the Communication Interface
Via the pilot project, the communication interface design was realized and tested. The purpose of that activity was to create relations from the CRSS system to the TIR-ADR and ARES systems in order to improve the CRSS data quality. The required goal has been satisfied.  CRSS users can now enter their data very easily. For example, they enter the entity’s identification number and press “fill in the form.” This brings up the ARES service, which looks up the identification number in ARES and creates the output document containing the business name, the address of the registered office, and other important information on the entity concerned. Such document is sent back to the CRSS application program. In CRSS, the form is now completed. The user confirms the content of the form and then the data are entered into the CRSS database (see Figure 3).
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Figure. 3: Schematic View of Using ARES in CRSS
 

Having confirmed the functionality of the communication interface described above, the principles were generalized and a new project was created. Its name is “Government Interoperability Framework for Financial and Control Systems” (GIF-FCIS). It is planned to extend the services so that all MFCR systems, as well as all their communications with other authorities, would be covered. The MFCR also offered their communication interface to the Czech Office for Public Information Systems (OPIS) for the purpose of standardization of the communication interface within the framework of the whole Czech state administration.


In conclusion, we present several technical details concerning particular components of the GIF-FCIS. The network layer uses the standard communication protocols available in TCP/IP networks:


· HTTP/HTTPS protocols are used for online communication. 
· SMTP protocol and MIME/S-MIME standard are used for off-line communication. 
· FTP/SFPT protocols are used for communication where large data volumes are transferred. 
· LDAP/LDAPS protocols are used in the process of authorization and authentication of users. 
 
The XML layer is based on the open international standards that are independent of any concrete technology. This is the question of:


· XML as a language for the structured data transmission. 
· Standard XML Schema for defining the transferred documents. 
· Protocol SOAP for defining the structured message. 
· Standard BizTalk for elements needed for the message interchange. 
· Standard XSLT for operations over the XML documents. 
· Namespaces standard for the XML schema storage. 
 
The GIF-FCIS security methods are based on the secure version of the communication protocols (HTTPS, S-MIME, SFPT). Furthermore, they use:

· Standard X.509 for the certificates. 
· Standard XML Signature for the electronic signature of the XML documents. 
· Standard XML Encryption for the XML document’s encrypting. 
 
For more information, contact Jiří Roudný, IT Director of the Ministry of Finance, by telephone at +420 2 2437 3662 or via e-mail at Jiri.Roudny@mfcr.cz, or.
