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A.  Data in the System

	Question
	Response

	1.  Describe all information to be included in the system, including personal data.  


	a. EAS is a centralized web-enabled electronic contract writing system used by PBS Associates.  Privacy data included in the system would be housed in the Vendor record and could include names for Points of Contact, telephone numbers, addresses, etc.
b. EAS collects the SSN for an individual if an individual registers in the Central Contractor Registry and uses their SSN as the Tax Identification Number (TIN.)  Corresponding home addresses, phone numbers, and personal e-mail addresses could be included if the CCR registrant enters that information as their business contact information.

	1.a.  What stage of the life cycle is the system currently in?
	Operation/Maintenance 



	2.a.  What are the sources of the information in the system?
	All Privacy related data is obtained from the GSA CFO Central Contractor Registry (CCR)


	2.b.  What GSA files and databases are used?


	GSA CFO CCR for vendor information.  EAS system maintains its own production database CBUY at the PBS Enterprise Service Center.


	2.c.  What Federal agencies are providing data for use in the system?


	GSA only


	2.d.  What State and local agencies are providing data for use in the system?


	None.

	2.e.  What other third party sources will the data be collected from?


	None.

	2.f.  What information will be collected from the individual whose record is in the system? 
	None. 

	3.a.  How will the data collected from sources other than Federal agency records or the individual be verified for accuracy?
	N/A


	3.b.  How will data be checked for completeness?


	N/A


	3.c.  Is the data current?  How do you know?
	YES.  EAS receives a daily file from GSA CFO CCR that includes all updates the vendors have made in the CCR.


	4.  Are the data elements described in detail and documented?  If yes, what is the name of the document?


	YES.  All data is stored in the Vendor File in EAS, documentation of each data field is under proprietary control of the COTS software vendor CACI, Federal.


B.  Access to the Data

	Question
	Response

	1. a.   Who will have access to the data in the system? 


	PBS Associates and authorized Contractors.


	1.b.  Is any of the data subject to exclusion from disclosure under the Freedom of Information Act (FOIA)?  If yes, explain the policy and rationale supporting this decision.


	Yes, FOIA Exemption #6 exempts the disclosure of Privacy Act data.

	2.  How is access to the data by a user determined?  Are criteria, procedures, controls, and responsibilities regarding access documented?


	EAS classifies users into several different categories.  These classifications support the technical control concepts of Separation of Duties, Least Privilege, and Accountability.  Each category of user has a distinct set of roles and responsibilities that determine the information to which they have access and the actions they are permitted to perform.  These controls are documented in the EAS System Security Plan 4.6 under Access Controls 13.3.1

	3.  Will users have access to all data in the system or will the user's access be restricted?  Explain.


	EAS classifies users into several different categories.  These classifications support the technical control concepts of Separation of Duties, Least Privilege, and Accountability.  Each category of user has a distinct set of roles and responsibilities that determine the information to which they have access and the actions they are permitted to perform.  These controls are documented in the EAS System Security Plan 4.6 under Access Controls 13.3.1

	4.  What controls are in place to prevent the misuse (e.g. browsing) of data by those having access?


	Each category of user has a distinct set of roles and responsibilities that determine the information to which they have access and the actions they are permitted to perform.  These controls are documented in the EAS System Security Plan 4.6 under Access Controls 13.3.1

	5.a.  Do other systems share data or have access to data in this system?  If yes, explain.


	YES.  EAS transmits final contract information to the Federal Procurement Data System (FPDS-NG).  No Privacy related data is shared and the FPDS-NG system contains only public information. 


	5.b.  Who will be responsible for protecting the privacy rights of the clients and employees affected by the interface?


	N/A, no privacy data is shared.


	6.a.  Will other agencies share data or have access to data in this system (International, Federal, State, Local, Other)?


	None.

	6.b.  How will the data be used by the agency?


	N/A


	6.c.  Who is responsible for assuring proper use of the data?


	N/A



	6.d.  How will the system ensure that agencies only get the information they are entitled to?


	N/A



	7.  What is the life expectancy of the data?
	Data will be maintained in the EAS database through the contract closeout date plus 6 years and 90 days.


	8.  How will the data be disposed of when it is no longer needed?


	Data will be erased and disposed of by government employees according to guidance issued by the GSA CIO



C.  Attributes of the Data

	Question
	Response

	1.  Is the use of the data both relevant and necessary to the purpose for which the system is being designed?


	YES.  Data includes Vendor identification information necessary for contract administration. 

	2.a.  Will the system derive new data or create previously unavailable data about an individual through aggregation from the information collected?


	NO.

	2.b.  Will the new data be placed in the individual's record (client or employee)?


	N/A

	2.c.  Can the system make determinations about individuals that would not be possible without the new data?


	N/A

	2.d.  How will the new data be verified for relevance and accuracy?


	N/A 

	3.a.  If the data is being consolidated, what controls are in place to protect the data and prevent unauthorized access?  Explain.


	N/A 

	3.b.  If processes are being consolidated, are the proper controls remaining in place to protect the data and prevent unauthorized access?  Explain.


	N/A 


	4.  How will the data be retrieved? Can it be retrieved by personal identifier? If yes, explain.


	Information could be retrieved through the Vendor Management processes when a vendor is selected as a potential winner or bidder for the subject contract action.  The data could not be retrieved by a personal identifier, only company information.


	5.  What are the potential effects on the privacy rights of individuals of:

a.  Consolidation and linkage of files and systems;

b.  Derivation of data;

c.  Accelerated information processing and decision      making; and

d.  Use of new technologies.

How are the effects to be mitigated?


	There are no identified potential effects on the privacy rights of individuals.  Risk is mitigated because the system does not share any privacy data with any other system or in any way accessible to the public.


D.  Maintenance of Administrative Controls

	Question
	Response

	1.a.  Explain how the system and its use will ensure equitable treatment of individuals.


	Privacy data is not involved in the decision making processes.  The system does not make decisions or suggest courses of action.


	1.b.  If the system is operated in more than one site, how will consistent use of the system be maintained at all sites?


	All users must sign and comply with the EAS Acceptable Use Agreement before being granted access to the system.


	1.c.  Explain any possibility of disparate treatment of individuals or groups.


	Privacy data is not involved in the decision making processes.  The system does not make decisions or suggest courses of action.



	2.a.  What are the retention periods of data in this system?


	6 years and 9 months after contract closeout.


	2.b.  What are the procedures for eliminating the data at the end of the retention period?  Where are the procedures documented?


	Data will be erased and disposed of by government employees according to guidance issued by the GSA CIO as documented in the EAS System Security Plan and the PBS ESC General Support System Security Plan.



	2.c.  While the data is retained in the system, what are the requirements for determining if the data is still sufficiently accurate, relevant, timely, and complete to ensure fairness in making determinations?


	EAS stored awarded contract data fixed at the time of award issue.  For current work EAS also receives a daily file from GSA CFO CCR that includes all updates the vendors have made in the CCR.



	3.a.  Is the system using technologies in ways that Federal agencies have not previously employed (e.g. Caller-ID)?  


	NO.


	3.b.  How does the use of this technology affect individuals’ privacy?


	N/A


	4.a.  Will this system provide the capability to identify, locate, and monitor individuals?  If yes, explain.


	NO.



	4.b.  Will this system provide the capability to identify, locate, and monitor groups of people?  If yes, explain.

	NO.



	4.c.  What controls will be used to prevent unauthorized monitoring?


	N/A



	5.a.  Under which Privacy Act System of Records notice (SOR) does the system operate?  Provide number and name.

	Under Development

	5.b.  If the system is being modified, will the SOR require amendment or revision? Explain.


	N/A
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