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PRIVACY IMPACT ASSESSMENT

Federal Procurement Data System --

Next Generation 

(FPDS-NG)

September 14, 2004

A.  Data in the System

	1.  Describe all information to be included in the system, including personal data.  


	The FPDS-NG is the government repository for information on government contracts and contains about 150 data elements per contract.

Taxpayer Identification Number (TIN) plus Contractor Names and Addresses (for individuals contracting with the government as a business), Place of Performance and Socioeconomic Information about the Contractor. 



	1.a.  What stage of the life cycle is the system currently in?
	Operation/Maintenance



	2.a.  What are the sources of the information in the system?
	Federal Departments and Agencies, Central Contractor Registry (filled in by contractors or individuals acting as a contractor)



	2.b.  What GSA files and databases are used?


	The FPDS-NG database maintained by global computer enterprises (GCE) under contract with GSA.



	2.c.  What Federal agencies are providing data for use in the system?


	AGENCY FOR INTERNATIONAL DEVELOPMENT

AGRICULTURE, DEPARTMENT OF

AMERICAN BATTLE MONUMENTS COMMISSION

BROADCASTING BOARD OF GOVERNORS

COMMERCE, DEPARTMENT OF

COMMODITY FUTURES TRADING COMMISSION

CONSUMER PRODUCT SAFETY COMMISSION

CORPORATION FOR NATIONAL AND COMMUNITY SERVICE

DEFENSE, DEPARTMENT OF

EDUCATION, DEPARTMENT OF

ENERGY, DEPARTMENT OF

ENVIRONMENTAL PROTECTION AGENCY

EQUAL EMPLOYMENT OPPORTUNITY COMMISSION

EXECUTIVE OFFICE OF THE PRESIDENT

FEDERAL ELECTION COMMISSION

FEDERAL EMERGENCY MANAGEMENT AGENCY

FEDERAL ENERGY REGULATORY COMMISSION

FEDERAL MARITIME COMMISSION

FEDERAL TRADE COMMISSION

GENERAL SERVICES ADMINISTRATION

HEALTH AND HUMAN SERVICES, DEPARTMENT OF

HOMELAND SECURITY, DEPARTMENT OF

HOUSING AND URBAN DEVELOPMENT, DEPARTMENT OF

INTERIOR, DEPARTMENT OF THE

INTERNATIONAL TRADE COMMISSION

J. F. KENNEDY CENTER FOR THE PERFORMING ARTS

JUSTICE, DEPARTMENT OF

LABOR, DEPARTMENT OF

NATIONAL AERONAUTICS AND SPACE ADMINISTRATION

NATIONAL ARCHIVES AND RECORDS ADMINISTRATION

NATIONAL ENDOWMENT FOR THE ARTS

NATIONAL ENDOWMENT FOR THE HUMANITIES

NATIONAL GALLERY OF ART

NATIONAL LABOR RELATIONS BOARD

NATIONAL MEDIATION BOARD

NATIONAL SCIENCE FOUNDATION

NATIONAL TRANSPORTATION SAFETY BOARD

NUCLEAR REGULATORY COMMISSION

OFFICE OF PERSONNEL MANAGEMENT

PEACE CORPS

RAILROAD RETIREMENT BOARD

SECURITIES AND EXCHANGE COMMISSION

SMALL BUSINESS ADMINISTRATION

SMITHSONIAN INSTITUTION

SOCIAL SECURITY ADMINISTRATION

STATE, DEPARTMENT OF

TRANSPORTATION, DEPARTMENT OF

TREASURY, DEPARTMENT OF THE

UNITED STATES SOLDIERS AND AIRMENS HOME

UNITED STATES TRADE AND DEVELOPMENT AGENCY

VETERANS AFFAIRS, DEPARTMENT OF



	2.d.  What State and local agencies are providing data for use in the system?


	NONE



	2.e.  What other third party sources will the data be collected from?


	Central Contractor Registration (CCR) System, Business Partner Network



	2.f.  What information will be collected from the individual whose record is in the system? 
	Individuals operating as a government contractor will enter name, address



	3.a.  How will the data collected from sources other than Federal agency records or the individual be verified for accuracy?
	 Not Applicable



	3.b.  How will data be checked for completeness?


	Validation Rules



	3.c.  Is the data current?  How do you know?
	Central Contractor Registry registration expires and must be renewed/updated in order to remain active and be eligible for government contracts.



	4.  Are the data elements described in detail and documented?  If yes, what is the name of the document?


	GSA Federal Procurement Data System (FPDS) Next Generation (NG) Data Element Dictionary, Version 1.2




B.  Access to the Data

	1. a.   Who will have access to the data in the system? 


	All public for non-Privacy Act data.  

Privacy Act data limited to authorized agency and contractor personnel (see list of agencies above in 2.c.)    



	1.b.  Is any of the data subject to exclusion from disclosure under the Freedom of Information Act (FOIA)?  If yes, explain the policy and rationale supporting this decision.


	Yes.  FOIA Exemption 6 applies.  In addition, in order to protect individuals and sensitive, unclassified operations, data may be delayed from disclosure for 90 days through the use of a flag and the date of the record’s entry or permanently protected by using “dummy” Duns numbers.



	2.  How is access to the data by a user determined?  Are criteria, procedures, controls, and responsibilities regarding access documented?


	Data is free and available to all for viewing.

Only designated individuals can enter data.  This is documented by Global Computer Enterprises, the contractor operating the FPDS-NG and controlled by Agency System Administrators who determine who is given access, and the level of access users get to the FPDS-NG for purposes of data entry.  Access for data entry is controlled by usernames and passwords and the assignment or denial of privileges.  The FPDS System Administrator Training Manual is available on the www.fpdsng.com website under downloads for the details.

	3.  Will users have access to all data in the system or will the user's access be restricted?  Explain.


	Public access is delayed for sensitive, unclassified data for security reasons for 90 days.  Agencies have agreed that this is a necessary and sufficient period of time.  Long- term sensitive, personal data is permanently hidden by using “dummy” Duns numbers.  These are the only restrictions on the public viewing the data.



	4.  What controls are in place to prevent the misuse (e.g. browsing) of data by those having access?


	Public access is delayed for sensitive, unclassified data for security reasons for 90 days.  Agencies have agreed that this is a necessary and sufficient period of time.  Long- term sensitive, personal data is permanently hidden by using “dummy” Duns numbers.  GCE, the FPDS Program Manager Office and the Agencies control what fields are available to the public. Taxpayer Identification Numbers are NOT among the fields made available to the public. These are the main controls in place to prevent misuse of the data by the public.  For data entry and retrieval by agencies, agency system administrators control who has access and each user’s privileges.  GCE controls the level of access of their personnel and background checks are conducted for employees who have access to the FPDS-NG.



	5.a.  Do other systems share data or have access to data in this system?  If yes, explain.


	Those systems have not yet been identified.  The purpose for FPDS-Ng is to provide data to other systems.  The interfaces have not been set up yet.  



	5.b.  Who will be responsible for protecting the privacy rights of the clients and employees affected by the interface?


	Program Manager, FPDS-NG



	6.a.  Will other agencies share data or have access to data in this system (International, Federal, State, Local, Other)?


	Federal agencies will have access to all data with the exception of the sensitive, unclassified data of other federal agencies with the 90-day exclusion period, the Taxpayer Identification Number, and the permanently protected data of other federal agencies.  All other non-federal agencies will have the same access as the public.  



	6.b.  How will the data be used by the agency?


	Statistics, Performance Measurement, Audits



	6.c.  Who is responsible for assuring proper use of the data?


	Agencies will determine and mark the sensitive, unclassified data when entered.  GCE provides the means to mark or flag the data.



	6.d.  How will the system ensure that agencies only get the information they are entitled to?


	The public, including agencies, can view any fields that are made available.  Exceptions include sensitive, unclassified data not available for 90 days, taxpayer identification numbers and permanently protected data that uses a “dummy” Duns number.  For data entry, user names and passwords are used.   Agency system administrators control and limit the privileges of each user.



	7.  What is the life expectancy of the data?
	All data since FY1979, when FPDS began, is still available online.

	8.  How will the data be disposed of when it is no longer needed?


	All data since FY1979, when FPDS began, is still available online.




C.  Attributes of the Data

	1.  Is the use of the data both relevant and necessary to the purpose for which the system is being designed?


	Each data element is required by the FAR/DFAR or recommended by the Procurement Executive Council.  There are too many to list here.  The GSA FPDS-NG Data Element Dictionary lists each element and the source that requires/recommends it.



	2.a.  Will the system derive new data or create previously unavailable data about an individual through aggregation from the information collected?


	Yes, a list of all the contracts awarded to an individual could be compiled, along with information on the contractor based on agency submission of records and information from the Central Contractor Registry.



	2.b.  Will the new data be placed in the individual's record (client or employee)?


	No

	2.c.  Can the system make determinations about individuals that would not be possible without the new data?


	Yes.  Individuals acting as government contractors can be identified with the contracts they win and what those contracts require.



	2.d.  How will the new data be verified for relevance and accuracy?


	Validation Rules



	3.a.  If the data is being consolidated, what controls are in place to protect the data and prevent unauthorized access?  Explain.


	The public can only view the information in the fields made available to the public.  No one except those who have user names and passwords and the right privileges can alter data or view protected fields of data.

Agency system administrators control usernames, passwords and user privileges to the FPDS-NG.  Once protected there is no way to consolidate the data in a way that would “expose” the data.  



	3.b.  If processes are being consolidated, are the proper controls remaining in place to protect the data and prevent unauthorized access?  Explain.


	The public can only view the information in the fields made available to the public.  No one except those who have user names and passwords and the right privileges can alter data or view protected fields of data.

Agency system administrators control usernames, passwords and user privileges to the FPDS-NG.  Once protected there is no way to consolidate the data in a way that would “expose” the data.



	4.  How will the data be retrieved? Can it be retrieved by personal identifier? If yes, explain.


	The Taxpayer Identification Number (TIN) is not available for any reports, since TIN’s are sometimes the same number as the SSN of an individual who is a government contractor.  Only information provided by the contractor or someone entering data into CCR for the contractor is potentially available through FPDS-NG.  Pre-2004 data consists of contractor names, addresses and Duns numbers where made available through Dun and Bradstreet.  Any sensitive data or unavailable data is noted by the phrase “No data from D and B.”  If the contractor is using his or her name as the name of the business then that name could be retrieved.



	5.  What are the potential effects on the privacy rights of individuals of:

a.  Consolidation and linkage of files and systems;

b.  Derivation of data;

c.  Accelerated information processing and decision      making; and

d.  Use of new technologies.

How are the effects to be mitigated?


	a. None.  Name, address and attributes of the business are available but this is public information.

b. None.  Data can be grouped and consolidated but this is public information.

c. None

d. None

FPDS-NG mitigates effects on individuals by delaying access to sensitive data and allowing agencies to permanently mask data considered to be sensitive, unclassified.


D.  Maintenance of Administrative Controls

	1.a.  Explain how the system and its use will ensure equitable treatment of individuals.


	When information is determined by an agency to pose any risk to an individual the agency can choose to delay visibility of the data for 90 days or if the need is to protect the individual longer term to permanently mask the data. 



	1.b.  If the system is operated in more than one site, how will consistent use of the system be maintained at all sites?


	One site



	1.c.  Explain any possibility of disparate treatment of individuals or groups.


	Socioeconomic data is gathered and used only to determine if agencies are meeting their contracting goals.



	2.a.  What are the retention periods of data in this system?


	All data, back to Fiscal year 1979, is still available online.  Historical data is available for analysis of government procurement.  There are currently no plans to dispose of any of the data.



	2.b.  What are the procedures for eliminating the data at the end of the retention period?  Where are the procedures documented?


	All data, back to Fiscal year 1979, is still available online.  Historical data is available for analysis of government procurement.  There are currently no plans to dispose of any of the data.



	2.c.  While the data is retained in the system, what are the requirements for determining if the data is still sufficiently accurate, relevant, timely, and complete to ensure fairness in making determinations?


	Validation Rules and Audits

	3.a.  Is the system using technologies in ways that Federal agencies have not previously employed (e.g. Caller-ID)?  


	No



	3.b.  How does the use of this technology affect individuals’ privacy?


	N/A



	4.a.  Will this system provide the capability to identify, locate, and monitor individuals?  If yes, explain.


	Yes, through the information on business location and place of performance, if the person is the business or the person(s) owning the business are known from other sources.



	4.b.  Will this system provide the capability to identify, locate, and monitor groups of people?  If yes, explain.

	No



	4.c.  What controls will be used to prevent unauthorized monitoring?


	The major means used by Global Computer Enterprises to manage monitoring activities are described in the FPDS-NG System Security Plan, which is part of the C&A.  These means include firewalls, virtual private networks and security audit software that checks for attacks on the system.



	5.a.  Under which Privacy Act System of Records notice (SOR) does the system operate?  Provide number and name.

	To Be Developed.  Discussed with GSA Privacy Act Officer.


	5.b.  If the system is being modified, will the SOR require amendment or revision? Explain.


	Don’t expect modifications that would require the SOR, once developed, to be amended or revised this year.
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