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Anti-Virus Management Service (AVMS) Cutover Checklist

GSA Transition Coordination Center
27 July 2007
Prepared for the

GENERAL SERVICES ADMINISTRATION

Networx Support Services

10304 Eaton Place

Fairfax, VA  22030

Contract Number GS00T03AHD0007
Order Number GST007NS0023
ANTI-VIRUS MANAGEMENT SERVICECutover Checklist
(avms)
I. Functional Definition

AVMS provides the most current anti-virus software and tools. It includes traffic scanning, anti-virus software/hardware, monitoring of anti-virus advisories, management, and maintenance. The service monitors traffic for malicious content, and complements the anti-virus software already implemented on Agency desktops.
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II. Standards.

Anti-Virus Management Service will comply with the following standards, as applicable. After award, the Networx vendor may propose alternatives at no additional cost to the Government that meet or exceed the provisions of the standards listed below:

1. E-Government Act of 2002, Title III (Federal Information Security Management Act (FISMA))

2. National Institute of Standards and Technology (NIST) Federal Information Processing Standards Publication (FIPS) 140 - 2 — Security Requirements for Cryptographic Modules

3. NIST FIPS PUB 199 — Standards for Security Categorization of Federal Information and Information Systems

4. United States Computer Emergency Readiness Team (US-CERT) reporting requirements

5. All new versions, amendments, and modifications of the above when offered commercially

6. All appropriate standards for any applicable underlying Networx access and transport services
III. Networx Performance Requirements

[image: image4.png]


[image: image5.png]


[image: image6.png]


[image: image7.png]


Performance Metrics

The performance levels and Acceptable Quality Level (AQL) of Key Performance Indicators (KPIs) for Anti-Virus Management Service are mandatory:
Anti-Virus Management Service Performance Metrics

	Key Performance
Indicator (KPI)
	Service Level
	Performance
Standard
(Threshold)
	Acceptable
Quality
Level (AQL)
	How
Measured

	Availability
	Routine
	99.5%
	≤ 99.5%
	AVMS availability is calculated as a percentage of the total reporting interval time that the AVMS is operationally available to the Agency. Availability is computed by the standard formula:
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	Grade of Service (Virus Updates)
	Routine
	Within 24 hours for a Normal priority update
	≤ 24 hours
	The Grade of Service (Virus Updates) value represents the time between the release of the anti-virus update, and the deployment of the update to the Agency. This indicator is to ensure automatic and timely delivery of updates. Note that the Agency will accept updates in shorter timeframes, as they become available. Updates are categorized as follows.

a. Normal — Updates in the Normal category represent regular virus definition file releases. They protect against viruses discovered since the prior release.

b. Urgent— Updates in the Urgent category represent emergency cures, signatures and patches released in response to a rapid or widespread outbreak.

	
	
	Within 2 hours for an Urgent priority update
	≤ 2 hours
	

	Time To Restore (TTR)
	Without Dispatch
	4 hours
	≤ 4 hours
	The Networx Vendor will calculate Time to Restore (TTR) as the elapsed time between the time a service outage is recorded in the Trouble Management System and the time the service is restored minus any (1) time due to scheduled network configuration change or planned maintenance or (2) time, as agreed to by the Government, that the service restoration of the service cannot be worked due to Government caused delays. Examples of Government caused delays include: 1) the customer was not available to allow the contractor to access the Service Delivery Point or other customer-controlled space or interface; 2) the customer gave the contractor an incorrect address for the SDP; 3) the customer failed to inform the contractor that a security clearance was required to access the SDP or customer-controlled space; 4) or the Government required service at a remote site and agreed that a longer transit time was required.

	
	With Dispatch
	8 hours
	≤ 8 hours
	


IV. Interfaces

Anti-Virus Management Service will support the User-to-Network Interfaces (UNIs) defined in the following Sections, as applicable.
1. Internet Protocol Service (IPS)

2. Premises-Based IP VPN Services (PBIP-VPNS) 
3. Network-Based IP VPN Services (NBIP-VPNS)
V. Connectivity

Anti-Virus Management Service will connect to and interoperate with the Agency networking environment, including Demilitarized Zones (DMZs) and secure LANs as required by the Agency. The service will also support connectivity to extranets and public networks such as the Internet.

VI. Pre-Cutover Activities
Anti-Virus Management Service Checklist*

*Use in conjunction with Generic Cutover Checklist for each site
	PRE-CUTOVER
	
	STATUS

	Administrative
	Has an Agency Hierarchy Code (AHC) been provided to the Networx vendor?
	

	
	Have Local Government Contacts (recommend at least two per location) been identified and contact information provided?
	

	
	Has a Project Specific Transition Plan Identifier been assigned?
	

	
	Note (P_OPS) in the Agency Service Request Number (ASRN) if this is parallel service
	

	Pre-Ordering/Design Decisions
	Has the underlying access type (wireline, satellite, etc.) been determined?
	

	
	Is Anti-Virus gateway load balancing required?
	

	
	Are adequate site facilities available to support parallel service if required?
	

	
	Will the local service CPE support parallel service operations? Determine HW/SW changes necessary in the local switching to accommodate the planned cutover strategy.
	

	
	Verify speed and termination points.
	

	
	Determine the Parallel Operations Period – all orders for parallel service will have to be so noted in the ASRN.
	

	
	Fall-Back plan: Typically just a physical re-connect at the Government site or an administrative (logical) change if parallel operations are utilized.  The Agency should request that the Networx vendor provide a detailed Fall-Back plan at the initial cutover meeting to be provided before cutover.
For server based software, the new software may need to be removed and the previous software re-installed and configured.
	

	Site Preparation
	Is sufficient power capacity available if required to support operations?
	

	
	Is sufficient space available?
	

	
	Is spare rack space available?
	

	
	Is the HVAC system adequate?
	

	User Training
	Have users received training on trouble reporting, Network Inventory Code (NIC), LEC and IXC circuit IDs, Portal and toll free reporting, SED ownership, etc.?
	

	Installation
	 Have SED(s) and underlying access connectivity been installed and tested? Are routing tables completed per the reference in the IPS cutover checklist?
	

	
	Has required inside wiring been installed and tested if necessary to support parallel operations?
	

	Network Management
	Provide all new connectivity and SED information to the affected Network Management Organization.
	

	Documentation 
	Provide all “As-Built” drawings to site personnel and the affected Network Management Organization.
	

	Execute Tests
	See Examples Below of a Networx Vendor Networx Services Verification Test Plan: 

Have the Agency LGC or Network Management Organization and Networx vendor reviewed the results of this testing to insure all is ready for the actual cutover?
	

	Conduct Pre-Cutover Testing
	See Examples Below of a Networx Vendor Networx Services Verification Test Plan: 
	


VII. Test Examples

Perform testing with pre-approved or industry defined Viral Test Signatures to ensure proper operation and reporting. Test connectivity to associated network areas such as DMZ, extranet, intranet, etc.  
The Agency should insure that all of the features and functions ordered with the service were delivered and are operational within the seventy two hour acceptance window. The Networx vendors are to perform verification testing on the service for each order at the initial service delivery to an Agency per the Networx service verification test plan.
VIII. Cutover Activities
	FINAL CUTOVER
	
	

	Communicate schedule and status with stakeholders
	
	

	Obtain authorization to proceed or delay
	GO/NO-GO notification 

	

	Activate new service(s)
	
	

	Conduct acceptance test
	
	

	The Agency should notify the Networx vendor  and TCC of rejection of service within 72 hours of cutover
	Acceptance period of 72 hours begins upon receipt of the Service Order Completion Notice (SOCN)
	

	Obtain signoffs for cutover completion
	
	

	Begin production
	
	

	Deactivate legacy service
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  Agency Name:  










Local Government Contact Personnel: (Include contact with CSO office)
Name:  
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Transition Cutover Contact List

(Continued)
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CPE Vendor Key Contact Personnel:
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CUTOVER ISSUES LOG

	ISSUE #
	INITIATOR
	ISSUE SUMMARY

	
	
	

	Priority/Impact
	Owner
	Target Resolution Date

	
	
	

	Status
	Status Date
	Resolution
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