[image: image1.emf]Agency Network

Incident Response Service

(INRS)

Reactive

Event

Detection

Incident

Notification &

Verification

Reporting &

Follow-up

Incident

Response & 

Containment

Analysis, 

Forensics, & 

Restoration 

as necessary

Event

Detection

Incident

Notification &

Verification

Reporting &

Follow-up

Incident

Response & 

Containment

Analysis, 

Forensics, & 

Restoration 

as necessary



Incident Response Service (INRS) Cutover Checklist
GSA Transition Coordination Center
July 30, 2007
Prepared for the

GENERAL SERVICES ADMINISTRATION

Networx Support Services

10304 Eaton Place

Fairfax, VA  22030

Contract Number GS00T03AHD0007
Order Number GST007NS0023
Incident Response Service (INRS) Cutover Checklist
I. Networx Service Functional Definition:  Incident Response Service (INRS)

   In an effort to combat cyber attacks and crime, Agencies intend to implement Incident Response Service (INRS). This offering is one of the security tools that will help in responding to potential malicious attacks that can lead to service disruptions. INRS allows Agencies to complement in-house security expertise, or obtain outside assistance with a greater depth and breadth of experience.
   INRS is comprised of both proactive and reactive activities. Proactive services are designed to prevent incidents. They include onsite consulting, strategic planning, security audits, policy reviews, vulnerability assessments, security advisories, and training. Reactive services involve telephone and on-site support for responding to malicious events such as Denial of Services (DoS) attacks; virus, worm, and Trojan horse infections; illegal inside activities, espionage, and compromise of sensitive internal Agency databases. INRS provides an effective method of addressing these security intrusions, thereby ensuring operational continuity in case of attacks. In addition, INRS provides forensics services that can assist in apprehending and prosecuting offenders.
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Applicable standards include:
Incident Response Service shall comply with the following standards, as applicable. After award, the contractor may propose alternatives at no additional cost to the Government that meet or exceed the provisions of the standards listed below:

1) E-Government Act of 2002, Title III (Federal Information Security Management Act (FISMA))

2) Internet Engineering Task Force - Request for Comments (IETF-RFC) 2350 Expectations for Computer Security Incident Response

3) National Institute of Standards and Technology (NIST) Federal Information Processing Standards Publication (FIPS) PUB 199 — Standards for Security Categorization of Federal Information and Information Systems

4) NIST Special Publication (SP) 800-61 — Computer Security Incident Handling Guide

5) United States Computer Emergency Readiness Team (US-CERT) reporting requirements

6) All new versions, amendments, and modifications of the above when offered commercially

7) All appropriate standards for any applicable underlying Networx access and transport services

II. Networx Performance Requirements
The performance levels and Acceptable Quality Level (AQL) of Key Performance Indicators (KPIs) for Incident Response Service are mandatory:

Incident Response Service (INRS) Performance Metrics


	Key Performance
Indicators
	Service
Level
	Performance
Standard
(Threshold)
	Acceptable Quality
Level (AQL)
	How Measured

	Response Time (Telephone)
	Routine
	Within 1 hour of the notification for a low category incident
	≤ 1 hour
	The Telephone Incident Response value represents the elapsed time between the Agency’s notification to the contractor, and the contractor’s implementation of response procedures. These procedures, as well as what constitutes Low and High incidents, are detailed in the agreed upon strategic plan.

	
	
	Within 15 minutes of the notification for a high category incident
	≤ 15 minutes
	

	Response Time (Onsite)
	Routine
	Within 36 hours of the notification for a low category incident
	≤ 36 hours
	The On-Site Incident Response value represents the elapsed time between the Agency’s notification to the contractor, and the contractor’s arrival to the affected site for implementation of response and investigative procedures. These procedures, as well as what constitutes Low and High incidents, are detailed in the agreed upon strategic plan.


	
	
	Within 24 hours of the notification for a high category incident
	≤ 24 hours
	


III. Interfaces

Incident Response Service analyses and recommendations shall be accessible via secure web interfaces.
IV. Pre-cutover Activities

	Incident Response Service (INRS) Checklist*

PRE-CUTOVER                                                                             STATUS            

	Administrative
	Has an Agency Hierarchy Code (AHC) been provided to the Networx vendor?
	

	
	Have Local Government Contacts (recommend at least two per location) been identified and contact information provided?
	

	
	Has a Project Specific Transition Plan Identifier been assigned?
	

	
	Note (P_OPS) in the Agency Service Request Number (ASRN) if this is parallel service
	

	Pre-Ordering/Design Decisions
	Incident response relies on sensors, reporting, and scans performed utilizing underlying security services.  Identify what services will be utilized for detecting incidents and follow the associated cutover plans for each. (E.g., Vulnerability Scanning Service (VSS), Intrusion Detection Prevention Service (IDPS), Anti-Virus Managed Service (AVMS), etc.)
	

	
	Have all incidents with the previous contractor been closed? If not, establish a timeline for closing those incidents.
	

	
	Has a detailed strategic plan been agreed upon with the Networx vendor?
	

	
	Has a baseline analysis been completed?
	

	
	Determine the Parallel Operations Period – all orders for parallel service will have to be so noted in the ASRN.
	

	
	Prepare Fall-Back plan: 
Redirect logging and reporting to previous incident response provider and follow any underlying service cutover fallback plans.
	

	User Training
	Have users received training on trouble reporting, Network Inventory Code (NIC), LEC and IXC circuit IDs, Portal and toll free reporting, SED ownership, etc.?
	

	Installation
	Have users been provided incident response reporting and identification procedures?
	

	
	Has the secure web access portal been provided?
	

	Network Management
	Provide all incident source sensor information to the affected Network Management Organization.
Provide documentation to Agency Security personnel as defined in Agency policy directives.
	

	Documentation
	Provide all strategic plan documents to site personnel and to the affected Network Management Organization.
	

	Execute Tests
	See Examples Below of a Networx Vendor Networx Services Verification Test Plan: Have the Agency LGC or Network Management Organization and Networx vendor reviewed the results of this testing to insure all is ready for the actual cutover?
	

	
Conduct Pre-Cutover Testing

	See Examples Below of a Networx Vendor Networx Services Verification Test Plan:
	


*Use this checklist in conjunction with Generic Cutover Checklist

V. Test Examples
   The Agency should insure that all of the features and functions ordered with the service were delivered and are operational within the seventy two hour acceptance window. The Networx vendors are to perform verification testing on the service for each order at the initial service delivery to an Agency per the Networx service verification test plan. 

1. Verify connectivity to the Secure Web Portal

2. Use test tools to generate non-destructive Intrusion-like traffic to trigger and verify that sensors recognize and report the events.

3. Verify network operations center can connect and log to/from sensors within the network to include the firewall, IDPS SED sensors, AVMS sensors, etc.

4. Ensure reporting structure is operational to include appropriate agency personnel, CSO, and other agency stakeholders. (Mock Event Test)
VI. Cutover Activities

	FINAL CUTOVER
	
	

	Communicate schedule and status with stakeholders
	
	

	Obtain authorization to proceed or delay
	GO/NO-GO notification 


	

	Activate new service(s)
	
	

	Conduct acceptance test
	
	

	The Agency should notify Networx vendor  and TCC of rejection of service within 72 hours of cutover
	Acceptance period of 72 hours begins upon receipt of the Service Order Completion Notice (SOCN)
	

	Begin production
	
	

	Obtain signoffs for cutover completion
	
	

	Deactivate legacy service
	
	


VII. Transition Cutover Contact List

Transition Cutover Contact List







  Agency Name:  










Local Government Contact Personnel: (Include CSO office contact)
Name:  
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Networx Vendor:    










Networx Vendor Key Contact Personnel:
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Transition Cutover Contact List

(continued)







   CPE Vendor:  










CPE Vendor Key Contact Personnel:
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Access Vendor Key Contact Personnel:
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CUTOVER ISSUES LOG
	ISSUE #
	INITIATOR
	ISSUE SUMMARY

	
	
	

	Priority/Impact
	Owner
	Target Resolution Date

	
	
	

	Status
	Status Date
	Resolution
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