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Internet Protocol service (IPS) Cutover Checklist
I. Networx Service Functional Definition:  Internet Protocol Service (IPS)
Internet Protocol Service (IPS) provides Government users access to the Internet and connectionless transport for Government-wide intranets and extranets (C.2.4.1).  It is a layer 3 service that utilizes layer 2 (subnetwork) services such as ATM, Frame Relay and increasingly ethernet. It is also used with layer 1 (physical) services such as carrier private line, e.g., NxDS0, NxDS3, SONET as illustrated in the figure below.   
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The current implementation of IP is version 4. Industry and Government are transitioning to version 6 (IPv6).  IPv6 is covered in this checklist where carriers commercially support IPv6 and/or agencies already utilize IPv6.  This checklist does not cover agencies migration from IPv4 to IPv6 on their Local Area Network or Intra-network.

II. Applicable standards include:
1. IETF RFCs

2. ANSI T1

3. ITU TSS Recommendations

4. ATM Forum

5. Frame Relay Forum implementation agreements

6. North American ISDN 

7. IEEE

a. 802.1Q

b. 802.1P

c. 802.3AD

8. Metro Ethernet Forum (MEF)

9. IETF RFCs for IPv6

10. All new versions, amendments, and modifications to the above documents and standards when offered commercially available

III. Networx Performance Requirements
The performance levels and Acceptable Quality Level (AQL) of Key Performance Indicators (KPIs) for Internet Protocol Service (in RFP Section C.2.4.1.4.1) include:

	IPS Performance Metrics (RFP C.2.4.1.4.1)

	Key Performance Indicator    (KPI)
	Service Level
	Performance Standard (Threshold)
	Acceptable Quality Level (AQL)
	How Measured

	Av (Port)
	Routine
	99.95%
	> 99.95%
	Port availability is measured end-to-end and calculated as a percentage of the total reporting interval time that the port is operationally available to the Agency. Availability is computed by the standard formula:
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For critical user type, the Networx vendor would provide essentially 100% uptime for customer’s Internet connection with high availability equipment, redundancy, automatic restoration, and reconfiguration.

	
	Critical
	99.995%
	> 99.995%
	

	Latency

(CONUS)
	Routine
	60 ms
	< 60 ms
	Latency is the backbone delay experienced across the Networx network. It is the average time for IP packets to travel over the Networx core network. The Backbone Latency metric does not apply for DSL, Cable High Speed, Wireless, and Satellite access methods. The Internet Control Message Protocol (ICMP) test can be used to calculate packet delivery and latency. The ICMP test consists of sending, every five minutes, a

series of five test packets between Networx core service aggregation points (i.e., POPs). The test results are analyzed to determine packet loss

vs. successful delivery and speed of delivery. Relevant standards: RFC 1242 and RFC 2285.

	
	Critical
	50 ms
	< 50 ms
	

	GOS (Data Delivery Rate)
	Routine
	99.95%
	> 99.95%
	Network packet delivery is a measure of IP packets successfully sent and received over the Networx core network. The data delivery rate can be measured with the ICMP test.

	
	Critical
	99.995%
	> 99.995%
	

	Time to Restore
	Without Dispatch
	4 Hours
	< 4 hours
	The Networx Vendor will calculate Time to Restore (TTR) as the elapsed time between the time a service outage is recorded in the Trouble Management System and the time the service is restored minus any (1) time due to scheduled network configuration change or planned maintenance or (2) time, as agreed to by the Government, that the service restoration of the service cannot be worked due to Government caused delays. Examples of Government caused delays include: 1) the customer was not available to allow the contractor to access the Service Delivery Point or other customer-controlled space or interface; 2) the customer gave the contractor an incorrect address for the SDP; 3) the customer failed to inform the contractor that a security clearance was required to access the SDP or customer-controlled space; 4) or the Government required service at a remote site and agreed that a longer transit time was required.

	
	With Dispatch
	8 Hours
	< 8 hours
	


IV. Features Verification

	ID Number
	Name of Feature
	Description


	Contractor Verification Results

	1
	Dialup backup of dedicated ports
	The Networx vendor will provide separate transmission, using as a minimum, VS at a rate of 56 Kbps

Optionally the Networx vendor may provide ISDN BRI with a peak data rate of 64Kbps or 128Kbps as requested
	

	2
	Web Based Directory Service (Optional)
	The Networx vendor will provide a web based directory service with the following capabilities:

1. Web interface

2. No area code necessary

3. Reverse number searches

4. Reverse street searches

5. Freedom to roam 

6. Reporting available.

Feature replaces standard, telephone-connected directory assistance by providing Agencies with a convenient, self-service way to find national listings.


	


V. Interfaces

	UNI Type
	Interface Type and Standards
	Network-Side Interface
	Protocol Type

(see Note 1)

	1
	ATM Service
	1. T1

2. T3

3. OC-3c

4. OC-12c
	IPv4/v6 over ATMS

	2
	Cable High Speed Access
	320 Kbps up to 10 Mbps
	PPP, IPv4/v6

	3
	CSDS
	1. ISDN at 64 Kbps

2. ISDN at 128 Kbps

3. ISDN dial backup at 64 Kbps

4. ISDN dial backup at 128 Kbps
	PPP, IPv4/v6

	4
	Ethernet Interface
	1. 1 Mbps up to 1 GbE
	IPv4/v6 over Ethernet

	5
	Frame Relay
	1. 56 Kbps with 32 Kbps CIR

2. Fractional T1

a. 128 Kbps with 64 Kbps CIR

b. 256 Kbps with 128 Kbps CIR

c. 384 Kbps with 128 Kbps CIR

d. 512 Kbps with 256 Kbps CIR

e. 768 Kbps with 384 Kbps CIR

3. T1

a. 1.536 Mbps with 768 CIR

b. 1.536 Mbps with 1024 Kbps CIR

4. Fractional T3

a. 3 Mbps

b. 6 Mbps

c. 12 bps

d. 24 Mbps

e. 45 Mbps

5. T3
	

	6
	IP over SONET
	1. OC-3c

2. OC-12c

3. OC-48c

4. OC-192c
	IP/PPP over SONET

	7
	Private Line Service
	1. DS0

2. Fractional T1

3. T1

4. Fractional T3

5. T3

6. OC-3c

7. OC-12c

8. OC-48c

9. OC-192c
	IPv4/v6 over PLS

	8
	Voice Service
	Analog dialup at 56 Kbps
	PPP, IPv4/v6

	9
	DSL Service
	xDSL access at 1.5 to 6 Mbps downlink and 384 Kbps to 1.5 Mbps uplink
	PPP, IPv4/v6

	10
	Multimode/Wireless LAN Service
	Negotiated

	11
	Wireless Access
	Negotiated

	12
	Satellite Access
	Negotiated


VI. Pre-cutover Activities
The following checklist should be used in conjunction with the Generic Cutover Checklist.
	PRE-CUTOVER
	
	STATUS

	Administrative
	Has an Agency Hierarchy Code (AHC) been provided to the Networx vendor?
	

	
	Have Local Government Contacts (recommend at least two per location) been identified and contact information provided?
	

	
	Has a Project Specific Transition Plan Identifier been assigned?
	

	
	Note (P_OPS) in the Agency Service Request Number (ASRN) if this is parallel service
	

	Pre-Ordering/Design Decisions
	Has the underlying access type (wireline, satellite, etc.) been determined?
	

	
	Will the access method be agency or Networx vendor provided?
	

	
	Is access diversity/redundancy required and available?
	

	
	Are adequate entrance facilities available to support parallel access if required?
	

	
	Have TSP authorization codes been obtained from the NCS for the underlying access circuits.  
	

	
	CPE requirements: Are Networx SEDs required?

Will the local service SED/CPE support parallel service? 

Determine HW/SW changes necessary in the local switching (LAN) to accommodate the planned cutover strategy. (Eg. Default routing)
	

	
	Determine the adequacy of inside wiring.
	

	
	Determine the Parallel Operations Period – all orders for parallel service will have to be so noted in the ASRN.
	

	
	Fall-Back plan: Typically just a physical re-connect at the Government site and/or an administrative (default route) change if parallel service is maintained.   
For DNS fallback, ensure the previous name- servers (Incumbent or local) are acting as secondary to the new primary name-server (Networx Vendor) and set a short TTL (time to live).
	

	Site Preparation
	Is sufficient power capacity available? (Eg. If new SED’s are installed or parallel service is required)
	

	
	Is sufficient space available?
	

	
	Is spare rack space available?
	

	
	Is the HVAC system adequate?
	

	User Training
	Have users received training on trouble reporting, Network inventory code, LEC and IXC circuit IDs, Portal and toll free reporting, SED ownership, etc.?
	

	Installation
	Have SED(s) and Circuit(s) been installed and tested? Are Routing tables completed per the design considerations?
	

	
	Has required inside wiring been installed and tested? (Eg. Where parallel operation is ordered)
	

	DNS
	Assure FTS2001 and Networx contractors coordinate DNS  

Some steps include setting up the new primary name-server (Networx Vendor) and setting the old name-servers as secondary (Incumbent).  Also, request a short TTL (time to live) so updates and changes can propagate quickly.

Ensure your DNS records are properly set for the IP of hosts using your network address scheme.  This is especially true for IPv6 address schemes or a changing IPv4 address scheme.
	

	IP Version Translation
	Agency to Carrier Handoff

IPV4 to IPV4 – native, no translation required

IPV6 to IPV6 – native, no translation required

IPV4 to IPV6 – dual stack or translation required

IPV6 to IPV4 – tunnel, dual stack, or translation required
See the note above about DNS.
	

	Routing
	Assure incumbent and Networx Contractors coordinate routing if the Agency network is routable (i.e. no Network Address Translation) advertised by BGP, or parallel operations are planned. This is necessary to assure that the Networx contractor path is preferred.  

Where the agency has a dual homed network (Multiple Networx or FTS vendors with BGP peering to each), determine routing policies for each peer

Consider any other routes that need to be defined in the access SED for reach-ability to any other attached networks, to include static, default, or dynamically learned routes.
	

	Network Management
	Provide all new access circuit, SED, and IP address information to the affected Network Management Organization, particularly where physical access diversity/redundancy/route avoidance is provisioned, or parallel service is planned
	

	Documentation
	Provide connection configuration description, e.g., Networx vendor access, access circuit ID, routing (BGP or default), network address, IPv6 arrangements (dual stack, gateway, or tunnel) and DNS, to the Agency Network Management Organization. Do in conjunction with security reporting, e.g., FW/IDS, DDOS protection
	

	Execute Tests
	See Examples Below of a Networx Vendor Networx Services Verification Test Plan.

Have the Agency LGC or Network Management Organization and Networx vendor reviewed the results of this testing to insure all is ready for the actual cutover?
	

	Conduct Pre-Cutover Testing 
	Examples include Ping access router from LAN side, Ping access router from WAN side.
	


VII. Access Circuit Tests

Access is tested prior to IPS cutover.

VIII. Connection Tests

Examples:
1. Access websites (to test DNS) and ping IP hosts (to test reachability) throughout Internet

2. Test reachability of site servers from sites throughout the Internet 
3. Perform and extended ping to test round trip times (latency) and packet loss

4. Perform jitter testing to determine variability of latency using verbose or other jitter and trace-route testing software

Feature Tests

The Agency should insure that all of the features and functions ordered with the service were delivered and are operational within the seventy two hour acceptance window. The Networx vendors are to perform verification testing on the service for each order at the initial service delivery to an Agency per the Networx service verification test plan.

	FINAL CUTOVER
	
	

	Communicate schedule and status with stakeholders
	
	

	Obtain authorization to proceed or delay
	GO/NO-GO notification 


	

	Activate new service(s)
	
	

	Coordinate traffic shift with incumbent (DNS, routing, if necessary)
	
	

	Conduct acceptance test
	
	

	Notify Networx vendor  and TCC of rejection of service within 72 hours of cutover
	Acceptance period of 72 hours begins upon receipt of the Service Order Completion Notice (SOCN)
	

	Deactivate legacy service
	
	

	Begin production
	
	

	Obtain signoffs for cutover completion
	
	


IX. Transition Cutover Contact List

Transition Cutover Contact List
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Transition Cutover Contact List
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   CPE Vendor:  










CPE Vendor Key Contact Personnel:

Name:  
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Name:  
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CUTOVER ISSUES LOG
	ISSUE #
	INITIATOR
	ISSUE SUMMARY

	
	
	

	Priority/Impact
	Owner
	Target Resolution Date

	
	
	

	Status
	Status Date
	Resolution
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