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MAnaged Firewall service (MFS) Cutover Checklist
I. Networx Service Functional Definition:  Managed Firewall Service (MFS)


   MFS safeguards internal networks and systems from hostile activity, protecting critical data from compromise and tampering. As buffers between trusted internal networking environments and external networks, firewalls inspect traffic according to a set of defined security policies, blocking all traffic not meeting the Agency’s criteria. MFS may consist of a hardware or software solution. The service can be implemented on servers, routers, as standalone firewall hardware, or be network-based which removes the need for additional on-site equipment and/or software. In the case of premises-based firewalls, the policies can be tailored for specific locations. On the other hand, network based firewalls enable agencies to deploy a common set of policies across several locations. The Service provides design, implementation, monitoring, maintenance, and ongoing management of the solution.
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II. Applicable standards include:
   Managed Firewall Service will comply with the following standards, as applicable. After award, the Networx vendor may propose alternatives at no additional cost to the Government that meet or exceed the provisions of the standards listed below:

1. E-Government Act of 2002, Title III (Federal Information Security Management Act (FISMA))

2. National Institute of Standards and Technology (NIST) Federal Information Processing Standards Publication (FIPS) PUB 140 - 2 — Security Requirements for Cryptographic Modules

3. NIST FIPS PUB 199 — Standards for Security Categorization of Federal Information and Information Systems

4. NIST Special Publication (SP) 800-41 — Guidelines on Firewalls and Firewall Policy

5. United States Computer Emergency Readiness Team (US-CERT) reporting requirements

6. All new versions, amendments, and modifications of the above when offered commercially

7. All appropriate standards for any applicable underlying Networx access and transport services

III. Networx Performance Requirements
The performance levels and Acceptable Quality Level (AQL) of Key Performance Indicators (KPIs) for Managed Firewall Service are mandatory:
Managed Firewall Service Performance Metrics


	MFS Performance Metrics (C.2.10.1.4.1)

	Key Performance Indicator    (KPI)
	Service Level
	Performance Standard (Threshold)
	Acceptable Quality Level (AQL)
	How Measured

	Availability

	Routine
	99.5%
	≥ 99.5%
	MFS availability is calculated as a percentage of the total reporting interval time that the MFS is operationally available to the Agency. Availability is computed by the standard formula: 
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	Event Notification (EN)
 
	Routine
	Next business day for a Low category event
	≤ Next
business day
	The Event Notification (EN) value represents the elapsed time between the detection of the event and the notification of the Agency. Events are categorized as follows: 
a. Low — Events in the Low category have a negligible impact on service.  They include firewall incidents that do not significantly affect network security, as well as minor hardware, software and configuration problems.
b. Medium — Events in the Medium category have a more serious impact on service, and may indicate a possible security breach, threat or attack attempt. They may also cause the service to operate in a degraded state.
c. High — Events in the High category represent firewall violations that severely impact service and operations. They indicate a true compromise of network security. These events also include major hardware, software and configuration problems, and are immediately reported via email, pager, or telephone, as specified by the Agency.

	
	
	Within 4 hours of a
Medium category
event
	≤ 4 hours
	

	
	
	Within 30 minutes of a High category event
	≤ 30 minutes
	

	Grade of Service  
(Configuration/ Change)
	Routine
	Within 5 hours for a
Normal priority change
	≤ 5 hours
	The Grade of Service (Configuration/Change) value represents the elapsed time between the configuration/change request and the change completion. Changes are initiated and prioritized by the Agency, or may be implemented in response to an event. Changes initiated by the Networx vendor require Agency consent prior to implementation. Changes are categorized as Normal and Urgent (Emergency).

	
	
	Within 2 hours for an Urgent priority change
	≤ 2 hours
	

	Time to Restore (TTR)
	Without Dispatch
	4 hours
	< 4 hours
	The Networx Vendor will calculate Time to Restore (TTR) as the elapsed time between the time a service outage is recorded in the Trouble Management System and the time the service is restored minus any (1) time due to scheduled network configuration change or planned maintenance or (2) time, as agreed to by the Government, that the service restoration of the service cannot be worked due to Government caused delays. Examples of Government caused delays include: 1) the customer was not available to allow the contractor to access the Service Delivery Point or other customer-controlled space or interface; 2) the customer gave the contractor an incorrect address for the SDP; 3) the customer failed to inform the contractor that a security clearance was required to access the SDP or customer-controlled space; 4) or the Government required service at a remote site and agreed that a longer transit time was required.

	
	With Dispatch
	8 hours
	< 8 hours
	


IV. Interfaces

Managed Firewall Service will support the User-to-Network Interfaces (UNIs) defined in the following Sections as applicable.

1. Frame Relay Service (FRS)

2. Asynchronous Transfer Mode Service (ATMS)

3. Internet Protocol Service (IPS)

4. Premises-based IP VPN Services (PBIP-VPNS)

5. Network-based IP VPN Services (NBIP-VPNS)

V. Connectivity

   Managed Firewall Service shall connect to and interoperate with the Agency networking environment, including Demilitarized Zones (DMZs) and secure LANs, as required by the Agency. The service shall also support connectivity to extranets and public networks such as the Internet.
VI.  Features

	ID
Number
	Name of Feature
	Description

	1
	Demilitarized Zones (DMZs) Support
	The Networx Vendor will support connections to Demilitarized Zones (DMZs) which serve as buffers between the Agency’s private networks and outside public networks. DMZs can apply to Web (HTTP), FTP, email (SMTP), and DNS servers.

	2
	Email Security
	The Networx vendor will support email security measures that can conceal, limit, or change information about the Agency’s networks or domains, reducing visibility to outsiders. The Networx vendor will also have the capability to block email attachments that are above a specified size.

	3
	Extranet Support
	The Networx vendor will support connections to extranets which can facilitate inter-Agency interactions, or enable the Agency to interface with various trusted stakeholders, such as Networx vendors or vendors for example.

	4
	Fast Ethernet Connection
	The Networx vendor will support fast Ethernet connections (100BaseT/1000BaseT) which provide greater data flows from the firewall to the Agency’s internal networks.

	5
	Firewall Load Balancing
	The Networx vendor will implement a hardware or software load balancing capability, as required by the Agency. The service will distribute traffic across multiple firewalls, in order to minimize potential downtime caused by any single point of failure.
This provides firewall scalability, ensures availability, and
adds further safeguards against hardware and software problems.

	6
	Firewall Redundancy
	The Networx vendor will provide a firewall redundancy solution based on a dual firewall systems approach, in a primary/secondary set​up. The system, comprised of hardware and software as applicable, will enable automatic transfers from one system to the next in case of severe hardware/software failures to maintain availability of the firewall.

	7
	Firewall-to-Firewall VPNs
	The Networx vendor will support firewall-to-firewall VPNs which establish secure tunnels between Agency firewalls, and also between firewalls and the Networx vendor’s operation center.

	8
	Personal Firewalls (Optional)
	The Networx vendor will provide personal firewalls or personal firewall appliances in order to secure remote personal computers or small remote networks (i.e., home offices), as required by the Agency.

	9
	Remote Client VPNs
	The Networx vendor will provide remote Agency users with secure access to the network, employing VPN encryption technology.

	10
	Uniform Resource Locator (URL) Filtering
	The Networx vendor will support URL blocking, as required. URLs may fall in categories such as:

1.
Advertisements (i.e., banner ads)

2.
Computer Hacking

3.
Criminal Skills

4.
Drugs, Alcohol & Tobacco

5.
Extremists

6.
Gambling

7.
Hate Promotion

8.
Illegal or Questionable Sites

9.
Online Gaming (Non-Gambling)

10.
Satanism and Cults

11.
Search Engines

12.
Sexually Explicit/Adult Material

13.
Sports and Leisure

14.
Violence or Profanity 

	11
	User Authentication Integration
	The Networx vendor will support the integration of the firewall service with the Agency’s own authentication services, as specified by the Agency. The Agency may employ several user

authentication tools such as, but not limited to:

1. Lightweight Directory Access Protocol (LDAP)

2. Microsoft Active Directory

3. Microsoft Windows NT

4. Operating System passwords

5. Remote Authentication Dial-In User Service (RADIUS)

6. RSA SecureID

7.
Terminal Access Controller Access Control System
(TACACS), Extended TACACS (XTACACS), or TACACS+


VII. Pre-cutover Activities

	Managed Firewall Service (MFS) Checklist*

PRE-CUTOVER                                                                             STATUS            

	Administrative
	Has an Agency Hierarchy Code (AHC) been provided to the Networx vendor?
	

	
	Have Local Government Contacts (recommend at least two per location) been identified and contact information provided?
	

	
	Has a Project Specific Transition Plan Identifier been assigned?
	

	
	Note (P_OPS) in the Agency Service Request Number (ASRN) if this is parallel service
	

	Pre-Ordering/Design Decisions
	Select Access Method: Agency or vendor provided
	

	
	Specify CPE requirements: 

Select UNI interfaces, capacity size (Service Tier), Load Balancing, and Active/Standby Failover
	

	
	Determine Adequacy of inside wiring if connecting a premise based Managed Firewall Service or if using a premise DMZ.
	

	Determine Transport Features:
	· VPN Termination – Define secure/trusted peers and clients including extranet and remote users

· Address Translation (NAT) – define public pool and static

· Routing – define default and backup paths

· URL Filtering – define allowed and denied website classifications where applicable
	

	
	Define architecture, speed, and termination points for protected, public, and DMZ connections
	

	
	Identify where denial of service (DOS) protection will occur, if the Networx vendor will provide it in their network or if the firewall will provide it at your site edge.  This is especially critical to consider for premise based MFS. 
	

	Define Security Policy:
	· Define acceptable use and user expectations
· Identify available applications and ports

· Determine user access

· Develop firewall rules

· Identify network address translation requirements
	

	
	Determine the Parallel Operations Period – all orders for parallel service will have to be so noted in the ASRN.

Consider secondary routes and address schemes including any address translations.
	

	
	Prepare Fall-Back plan: This could be as simple as reconnecting the old service in the case of a premise based system, or routing through an alternate route where parallel service is maintained.
For network based systems, coordinate a fallback plan with the Networx vendor.

Host based systems may require removing new firewall software and re-installing previous firewall software.
	

	Site Preparation
	Is sufficient power capacity available?
	

	
	Is sufficient space available?
	

	
	Is spare rack space available?
	

	
	Is the HVAC system adequate?
	

	User Training
	Have users received training on trouble reporting, Network inventory code (NIC), LEC and IXC circuit IDs, Portal and toll free reporting, SED ownership, etc.?
	

	Installation
	Have the Underlying Access Circuit(s), SED(s), and/or IP service been installed.
	

	
	Has required inside wiring been installed and tested ?(especially for premise based service)
	

	
	Has Application software been installed? (for remote, app/proxy, client VPN, and personal firewalls)
	

	
	Install premise equipment (for premise based firewall)
	

	
	Load security policies, firewall rules, and any VPN peering
	

	Network Management
	Provide all monitoring and secure access information to the appropriate Network Management Organization (NMO)
Also provide notification contacts and methods to the appropriate NMO
	

	Documentation
	Provide all policies, rules, system configurations, design layout records, and other “as-built” documentation to the appropriate Network Management Organization (NMO)
Also provide notification contacts and methods to the appropriate NMO 
	

	Execute Tests
	The Networx vendor should review the results of this testing with the LGC or the Agency’s Network Management Organization to insure all is ready for the actual cutover.
	

	
Conduct Pre-Cutover Testing

	
	


*Use this checklist in conjunction with Generic Cutover Checklist

VIII. Execute Tests
Test Examples:
1. Perform security assessment / penetration test to ensure firewall rules meet Agency defined security policy.

2. Confirm VPN connectivity with at least one peer or remote user where VPN termination is required.

3. Perform Active/Standby failover test on premise based service by disabling/disconnecting the primary device and ensuring the secondary unit continues to transport traffic.  For network based service GSA should initially confirm this failover capability within the Networx network so as not to interrupt other agency’s traffic with each additional agency cutover.  Similar testing should be done for load balancing.
4. Test URL filtering if this feature is required by first accessing a test web site URL, then adding that site to the filter list and attempting access to the same URL again.  Then remove the site from the filter list and re-access the URL again.  Be sure your browser is not caching the site locally during this test.

5. Test monitoring and management connectivity by triggering a logged event and checking logging servers to confirm the event was captured.

6. Also, in the case of parallel operation, test backup routes by failing the active route (access circuit or equipment)

7. If the service being obtained includes access redundancy the test should include unplugging the primary path and determining if the back-up path is used.

8. Follow any NIST specifications for firewalls and any agency CIO/CSO directives
The Agency should insure that all of the features and functions ordered with the service were delivered and are operational within the seventy two hour acceptance window. The Networx vendors are to perform verification testing on the service for each order at the initial service delivery to an Agency per the Networx service verification test plan.

IX. Cutover Activities

	Managed Firewall Service (MFS) Checklist*


CUTOVER                                                                             STATUS            

	FINAL CUTOVER
	
	

	Communicate schedule and status with stakeholders
	
	

	Obtain authorization to proceed or delay
	GO/NO-GO notification 


	

	Activate new service(s)
	
	

	Conduct acceptance test
	
	

	The Agency should notify Networx vendor  and TCC of rejection of service within 72 hours of cutover
	Acceptance period of 72 hours begins upon receipt of the Service Order Completion Notice (SOCN)
	

	Begin production
	
	

	Obtain signoffs for cutover completion
	
	

	Deactivate legacy service
	
	


X. Transition Cutover Contact List

Transition Cutover Contact List







  Agency Name:  










Local Government Contact Personnel: (Please INCLUDE CSO Office Contact)
Name:  












Name:  











Title/Function:  










Title/Function:   








Location:   











Location:   










Mobile #:  











Mobile #:  










Office #: 











Office # 










Email:  












Email:  

















Networx Vendor:    










Networx Vendor Key Contact Personnel:

Name:  












Name:  











Title/Function:  










Title/Function:   








Location:   











Location:   










Mobile #:  











Mobile #:  










Office #: 











Office # 










Email:  












Email:  











Transition Cutover Contact List

(continued)







   CPE Vendor:  










CPE Vendor Key Contact Personnel:

Name:  












Name:  











Title/Function:  










Title/Function:   








Location:   











Location:   










Mobile #:  











Mobile #:  










Office #: 











Office # 










Email:  












Email:  

















Access Vendor:  










Access Vendor Key Contact Personnel:

Name:  












Name:  











Title/Function:  










Title/Function:   








Location:   











Location:   










Mobile #:  











Mobile #:  










Office #: 











Office # 










Email:  












Email:  











CUTOVER ISSUES LOG
	ISSUE #
	INITIATOR
	ISSUE SUMMARY

	
	
	

	Priority/Impact
	Owner
	Target Resolution Date

	
	
	

	Status
	Status Date
	Resolution
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