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Managed Tiered Security Services (MTSS) Cutover Checklist
I. Networx Service Functional Definition:  Managed Tiered Security Services (MTSS)
The General Services Administration (GSA) Federal Technology Service (FTS) has identified the requirement to increase security in the services being delivered to customer Agencies. The Multi Tier Security Profiles (MTSP) initiative was developed to meet this requirement. MTSP provides four baseline levels (Tier 1 through Tier 4) of embedded security, which can be tailored to individual customer needs contingent on the respective levels of mission criticality and information sensitivity. The performance level of the basic transport and/or service being contracted by the Government Agency shall not be degraded by the MTSP enhancements.

The combined Security Profiles under MTSS can facilitate the purchasing of standard baseline or customized security services across multiple tiers.

MTSS provides Agencies with any of the four security levels, or tiers, of embedded security in the MTSP architecture. A functional description of each of the four tiers is provided. For all tiers, the help desk service includes the human resources required to perform all required functions. [image: image15.emf]Federal Acquisition Service
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MTSP Tier 1 – Standard Service

MTSP Tier 1 – Standard service supports basic Internet connectivity and is appropriate for non-mission critical functions or non-sensitive communications. The Agency will identify and implement all security features. The contractor shall provide Agency dedicated help desk capabilities on a 24x7 basis for all issues concerning service delivery.
MTSP Tier 1 – Standard service shall apply to Agency locations and network services that are connected directly to the Internet (via Agency installed security mechanisms).
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MTSP Tier 2 – Protected Service

MTSP Tier 2 – Protected Service shall include all the security components of Tier 1. Protected service shall provide security enhancements to the subscribing Agency with additional protection from unauthorized activities and the proliferation of malicious code. Protected service shall also mitigate the potential for Denial of Service (DOS) attacks. Security enhancements include a combination of firewall, premises-based virtual private network (encrypted tunnels), filtering router, proxy server, and boundary anti-virus detection technologies configurable to the subscribing Agency’s security policy(s) and specifications. Tier 2 is tailored to Sensitive but Unclassified (SBU) mission functions and information. It employs both technical and network management components appropriate to the respective mission and/or information sensitivity.
MTSP Tier 2 – Protected service shall apply to Agency locations that include Agency LANs/MANs/WANs with various underlying access, transport, and network services and which are connected to the Internet or Tier 1 networks via the security enhancements delineated above.
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MTSP Tier 3 – High Assurance Service

MTSP Tier 3 – High Assurance service shall include all the security enhancements of Tier 2 and is tailored to protect extremely sensitive information up to and including National Security Information (NSI) that has been classified pursuant to Executive Order 12958 or its successor such as Secret mission functions and information. Typical users include Federal law enforcement Agencies, counter-terrorism practitioners, cyber incident response teams, interagency collaborators and special communities of interest. A Tier 3 enclave shall not connect to the Internet except via a Tier 2 enclave and its associated security enhancements. Connection to a Tier 2 enclave shall only be made via a National Security Agency (NSA) approved trusted gateway, secure mail guard technologies, or other NSA approved multilevel security solution.
MTSP Tier 3 – High Assurance service shall apply to Agency and Agency specified LANs/MANs/WANs with various underlying access, transport, and network services that operate in a “quasi-closed” network environment. Connectivity to Tier 2 enclaves shall only be made via NSA approved trusted gateways, secure mail guard technologies, or other NSA approved multilevel security solution. A Tier 3 enclave shall not have a direct connection to the Internet.
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MTSP Tier 4 – Network High Service

MTSP Tier 4 – Network High service shall support unique and highly sensitive telecommunication requirements typically categorized as “Special Category.” This service is ideally suited to protect critical functions while ensuring the highest levels of performance, survivability, and resistance to external compromise. Tier 4 services are tailored to meet general and national level guidance for the processing of NSI classified functions such as Top Secret, Sensitive Compartmented Information (SCI) and Single Integrated Operational Plan – Extremely Sensitive Information (SIOP-ESI). A Tier 4 enclave shall not connect to a lesser sensitive enclave and shall be completely isolated from publicly accessible networks such as the Internet.
MTSP Tier 4 – Network High service shall apply to Agency and Agency specified LANs/MANs/WANs with various underlying access, transport, and network services that operate in a closed and isolated network environment. This service may provide connectivity among other Tier 4 enclaves within a community of interest.
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II. Applicable standards include:
MTSS shall comply with the following standards, and government guidelines, as applicable, and when commercially available. After award, the contractor may propose alternatives at no additional cost to the Government that meet or exceed the provisions of the listed standards.

1. NIST Federal Information Processing Standards Publication (FIPS) PUB 140 - 2 — Security Requirements for Cryptographic Modules

2. NIST FIPS PUB 199 — Standards for Security Categorization of Federal Information and Information Systems (Pre-Publication Final)

3. NIST Special Publications (SP) 800-12 — An Introduction to Computer Security: The NIST Handbook

4. NIST Special Publications (SP) 800-14 — Generally Accepted Principles and Practices for Securing Information Technology Systems

5. NIST SP 800-18 — Guide for Developing Security Plans for Information Technology Systems

6. NIST SP 800-23 — Guideline to Federal Organizations on Security Assurance and Acquisition/Use of Tested/Evaluated Products

7. NIST SP 800-26 — Security Self-Assessment Guide for Information Technology Systems

8. NIST SP 800-30 — Risk Management Guide for Information Technology Systems

9. NIST SP 800-31 — Intrusion Detection Systems (IDS)

10. NIST SP 800-34 — Contingency Planning for Information Technology Systems

11. NIST SP 800-35 — Guide to Information Technology Security Services

12. NIST SP 800-36 — Guide to Selecting Information Technology Security Products

13. NIST SP 800-37 — Guidelines for the Security Certification and Accreditation of Federal Information Technology Systems

14. NIST SP 800-40 — Procedures for Handling Security Patches

15. NIST SP 800-41 — Guidelines on Firewalls and Firewall Policy

16. NIST SP 800-42 — Guideline on Network Security Testing

17. NIST SP 800-45 — Guidelines on Electronic Mail Security

18. NIST SP 800-46 — Security for Telecommuting and Broadband Communications

19. NIST SP 800-47 — Security Guide for Interconnecting Information Technology Systems

20. NIST SP 800-48 — Wireless Network Security: 802.11, Bluetooth, and Handheld Devices

21. NIST SP 800-50 — Building an Information Technology Security Awareness and Training Program
22. NIST SP 800-51 — Use of the Common Vulnerabilities and Exposures (CVE) Vulnerability Naming Scheme

23. NIST SP 800-53 — Draft Recommended Security Controls for Federal Information Systems

24. NIST SP 800-55 — Security Metrics Guide for Information Technology Systems

25. NIST SP 800-59 — Guideline for Identifying an Information System as a National Security System

26. NIST SP 800-61 — Draft Computer Security Incident Handling Guide

27. NIST SP 800-64 — Security Considerations in the Information System Development Life Cycle

28. NSA Standards for handling of information classified NSI

29. NIACAP (NSTISSI 1000) — National Information Assurance Certification and Accreditation Process

30. DITSCAP (DoD 5200-40) — DoD Information Technology Security Certification and Accreditation Process

31. E-Government Act of 2002, Title III (Federal Information Security Management Act (FISMA))

32. T1.276-2003 American National Standard for Telecommunications — Operations, Administration, Maintenance, and Provisioning Security Requirements for the Public Telecommunications Network: A Baseline of Security Requirements for the Management Plane

33. All commercially available standards for any applicable underlying access and transport services

34. All new versions, amendments, and modifications made to the above listed documents and standards, when applicable and commercially available.

III. Networx Performance Requirements
The performance levels and Acceptable Quality Level (AQL) of Key Performance Indicators (KPIs) for MTSS in the Networx RFP Section C.2.7.4.4.1 are mandatory unless marked optional, and are applicable to the specific Tier.

	Managed Tiered Security Services (MTSS) Performance Metrics (C.2.7.2.4.1)

	Key Performance Indicator    (KPI)
	Service Level
	Performance Standard (Threshold)
	Acceptable Quality Level (AQL)
	How Measured

	Grade of Service (Configuration /Rule
Change)
	Routine
	Within 5 hours for
a Normal priority
change
	≤ 5 hours
	The GOS (Configuration/Rule Change) value represents the elapsed time between the change request and the change completion. The value is measured by logs/reporting. The changes are initiated and prioritized by the Agency. Changes are categorized as Normal and Urgent (Emergency).

	
	
	Within 2 hours for
an Urgent priority
change
	≤ 2 hour
	

	Event Notification
	Routine
	Within 2 hours of a
low category event
	≤ 2 hours
	The Event Notification value is measured via event/reporting logs. It represents the elapsed time between the detection of the problem and the Agency’s notification. 
a. Low — Events in the Low category do not severely impact service. They include security incidents that do not significantly affect network security. They also include minor hardware, software, and configuration problems. They are incorporated in reports available to the Agency. 

b. High — Events in the High category represent security violations that seriously impact service and operations. They indicate actual compromise of network security. These events also include major hardware, software, and configuration problems and are immediately reported via email, pager, telephone, etc., as specified by the Agency.

	
	
	Within 5 minutes of
a high category
event
	≤ 5 minutes
	

	EN(Security Incident Reporting)
	Routine
	Near real time
	≤ 1 hour
	Security incident reporting to US-CERT must be performed in near real-time, not to exceed 1 hour from the time of detection.

	
	
	
	
	
	

	HELP DESK
	EN(Outage
Notification to
Customer)
	Routine
	Within 2 hours of a
low category event
	< 2 hours
	The contractor shall notify key Agency contacts of any service related issue that the Agency may experience.

	
	
	
	Within 5 minutes of
a high category
event
	< 5 minutes
	

	
	GOS (Percentage
of Calls
Abandoned)
	Routine
	3%
	≤ 3%
	This measurement is the percentage of calls in which the caller disconnects before an analyst or an automated answering system picks up. The measurement is a monthly aggregate and is the average by site of the percentage of abandoned calls at the Help Desk.

	
	
	
	
	
	

	
	Response Time
	Routine
	All incoming calls
to the Help Desk
shall be answered
on or before the
fifth ring
	≤ 5 rings
	Response time is the number of rings before connection to a technician or an automatic answer to voice menus. The measurement is an aggregate of the response time via phone at the Help Desk. The utilized Help Desk software shall permit monitoring of the time between initial ring and call pickup.

	
	
	
	
	
	

	
	
	
	
	
	

	Availability (Av)
	Multilevel Security Solution
NSA Approved
 
	Routine
	100% of the time
	100%
	NSA Approved Multilevel Security Solution availability is calculated as a percentage of the total reporting interval time that the MLSS is operationally available to the Agency. Availability is computed by the standard formula: [image: image11.wmf]100
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	Type 1 Encryption
	Routine
	99.99% of the time
	99.99%
	Type 1 Encryption availability is calculated as a percentage of the total reporting interval time that the Type 1 Encryption device is operationally available to the Agency. Availability is computed by the standard formula: [image: image12.wmf]100
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Where x = Type 1 Encryption

	
	Web Portal
	Routine
	≥ 99.7% of the time
	≥ 99.7%
	Web Portal availability is calculated as a percentage of the total reporting interval time that the web portal is operationally available to the Agency.  Availability is computed by the standard formula:  [image: image13.wmf]100
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Where x = Web Portal


	
	Firewall
	Routine
	99.5% of the time
	> 99.5%
	Firewall availability is calculated as a percentage of the total reporting interval time that the firewall is operationally available to the Agency.  Availability is computed by the standard formula: [image: image14.wmf]100
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IV. Interfaces

MTSS shall support the User-to-Network Interfaces (UNIs) defined in the following Sections, as applicable:

1. Frame Relay Service (FRS)

2. Asynchronous Transfer Mode Service (ATMS)

3. Internet Protocol Service (IPS)

4. Private Line Services (PLS)

5. Synchronous Optical Network Services (SONETS)

6. Ethernet Services (EthS) (Optional)

7. Premises-based IP VPN Services (PBIP-VPNS)

8. Network-based IP VPN Services (NBIP-VPNS)

V. Capabilities and Features
MTSP Security Profile Technical Capabilities Matrix

	Security Enhancement Services
	TIER

	
	1
	2
	3
	4

	Agency Sponsored Type 1 Encryption
	
	
	(
	

	Anti-virus
	
	
	
	

	Firewall
	
	
	
	

	Agency Dedicated Help Desk
	
	
	
	

	Intrusion Detection/Prevention
	
	
	
	

	Incident Response
	
	
	
	

	Network Isolation (Air Gap)
	
	
	
	

	NSA Approved Multilevel Security Solution
	
	
	
	

	Packet Filtering
	
	
	
	

	Premises-based Virtual Private Network (VPN)
	
	
	
	

	Proxy Server
	
	
	
	

	Secure Managed Email
	
	
	
	

	Security Certification Support
	
	
	
	

	Security Maintenance
	
	
	
	

	Vulnerability Scanning
	
	
	
	


MTSP Security Profile MTSS Feature Matrix
	ID Number 
	Name of Feature 
	Description 
	TIER

	
	
	
	1
	2
	3
	4

	1
	On-site management and monitoring 24x7
	The contractor shall provide proactive, around-the-clock management and monitoring of the service delivery functions. The Agency shall be able to view the topology, operational state, order status, and other parameters associated with each contracted service.
	
	(
	(
	(

	2
	On-site installation
	The contractor shall provide on-site installation services as required by the Agency.
	
	(
	(
	(


VI. Pre-cutover Activities

	Managed Tiered Security Services (MTSS) Checklist*

PRE-CUTOVER                                                                             STATUS            

	Administrative
	Has an Agency Hierarchy Code (AHC) been provided to the Networx vendor?
	

	
	Have Local Government Contacts (recommend at least two per location) been identified and contact information provided?
	

	
	Has a Project Specific Transition Plan Identifier been assigned?
	

	
	Note (P_OPS) in the Agency Service Request Number (ASRN) if this is parallel service.
	

	Pre-Ordering/Design Decisions
	Has the underlying access type (IPS, ATMS, etc.) been determined?  See the appropriate access service checklist for additional considerations.
	

	
	Will the security services and/or access methods be agency or contractor provided?
	

	
	Is diversity or redundancy required and available for either the underlying security service or access service?
	

	
	Are adequate facilities available to support parallel service if required?
	

	
	Have TSP authorization codes to revoke existing service been provided if necessary?

 (Applies to dedicated access circuits)
	

	
	Have the underlying access local loop framing protocol and line coding requirements been determined?
	

	
	Has an Agency Security policy been developed and has this policy been discussed with the Networx vendor to develop the customizations required for the Agency?
	

	
	Has a baseline assessment of the security requirements been completed?
	

	
	Has an Agency specific service lifecycle been developed?
	

	
	Will the planned architecture provide a good defense-in-depth strategy specific to the Agencies requirement?
	

	
	Will a pilot or lab prototype test network be required as a part of the overall implementation process?
	

	
	Verify the Networx Vendor supports the features and interfaces specific to the agency’s application.
	

	
	What certifications will be required before the network services are fully operational? (e.g., NIACAP, DITSCAP)
	

	
	Have Certification and Accreditation (C&A) requirements that must be met prior to implementation been met?
	

	
	Will onsite Helpdesk, Management and Monitoring, or Implementation staff be required? This should include considerations for space, desktop equipment, personnel security requirements (Top Secret, SCI, etc.) and time to grant access.
	

	
	CPE requirements: Are Networx SEDs required? 
Will the local service CPE support parallel service? 
Determine HW/SW changes necessary in the local switching to accommodate the planned cutover strategy
	

	
	Define speed and termination points
	

	
	Determine Adequacy of inside wiring if new trunks are being installed.
	

	
	Determine the Parallel Operations Period – all orders for parallel service will have to be so noted in the ASRN.
	

	
	Identify any physical isolation requirements and define isolation locations. See the descriptions of Air Gap in regard to MTSP Tier 4.
	

	
	Prepare Fall-Back plan: 
Has a detailed coordinated fallback plan been provided as a part of the Agency specific plan created with the Networx vendor?
	

	Underlying Security Services
	Have any Managed firewall service requirements been considered and defined?

1. Premised or Network based
2. Site to Site (Firewall to Firewall) VPNS
3. Demilitarized Zones (DMZ)

See MFS checklist for an additional list of considerations.
	

	
	Have Intrusion Detection and Prevention specific requirements been met?

1. Detection signatures
2. In-Band protection reactions
See IDPS checklist for an additional list of considerations.
	

	
	Will Managed E-Authentication services be utilized within the network?
1. Hardware Token assignment
2. Certificate implementations
See MEAS checklist for an additional list of considerations.
	

	
	Has a Vulnerability Scanning Service been deployed?
1. Baseline scans
2. Scheduled assessments
See VSS checklist for an additional list of considerations.
	

	
	Are the Agencies Incident Response requirements being met?
1. Incident priorities
2. Proactive analysis
See INRS checklist for an additional list of considerations.
	

	
	What E-Mail filtering will be performed with the security service?

1. Inbound rules
2. Outbound rules
See SMEMS for an additional list of considerations.
	

	
	How will Anti-Virus services be performed?

1. Hardware Gateways
2. Host based software
See AVMS for an additional list of considerations.
	

	
	What secure communication (VPN) methods will be utilized?
1. Premise based VPN termination

2. Network based VPN service

See PBIP-VPNS and NBIP-VPNS checklists for an additional list of considerations.
	

	Site Preparation
	Is sufficient power capacity available?
	

	
	Is sufficient space available?
	

	
	Is spare rack space available?
	

	
	Is the HVAC system adequate?
	

	User Training
	Have users received training on trouble reporting, Network Inventory Code (NIC), LEC and IXC circuit IDs, Portal and toll free reporting, SED ownership, etc.?
	

	Installation
	Have SED(s) and Circuit(s) been installed and tested? Have Routing tables been completed?
	

	
	Verify signaling parameters are correct on installed circuits.
	

	
	Has required inside wiring been installed and tested?
	

	
	Have underlying security services, management portals, and reporting interfaces been implemented?
	

	Network Management
	Provide all new circuit and SED information to the affected Network Management Organization.
	

	Documentation
	Provide all “As-Built” drawings to site personnel and to the affected Network Management Organization.
	

	Execute Tests
	See Examples Below of a Networx Vendor Networx Services Verification Test Plan: Have the Agency LGC or Network Management Organization and Networx vendor reviewed the results of this testing to insure all is ready for the actual cutover?
	

	Conduct Pre-Cutover Testing
	See Examples Below of a Networx Vendor Networx Services Verification Test Plan:
	


*Use this checklist in conjunction with Generic Cutover Checklist

NOTE:

   Because each Managed Tiered Security Services (MTSS) Multi-Tiered Security Profile (MTSP) Tier references other managed security services for its defense-in-depth architecture, the underlying security services chosen will be specific to each Agencies particular requirement. A detailed Agency specific plan should be developed in coordination with the Networx vendor at the earliest part of the service life-cycle. At each phase of the lifecycle, the original plan and any subsequent modifications should be reviewed to ensure that the Agencies requirements are being met.
   Additionally, the transition cutover checklists for each underlying service utilized should be reviewed for familiarity of the considerations specific to each service. This includes security services such as Intrusion Detection Prevention Service (IDPS), Managed Firewall Service (MFS), etc, as well as access services such as Internet Protocol Service (IPS), Private Line Services (PLS), etc.
VII. Test Examples:
The Agency should insure that all of the features and functions ordered with the service were delivered and are operational within the seventy two hour acceptance window. The Networx vendors are to perform verification testing on the service for each order at the initial service delivery to an Agency per the Networx service verification test plan.

Since the MTSS offering represents a unique collection of other managed security services (e.g., MFS, IDPS, AVMS, VSS), the test configuration would be defined as a part of the Agency’s specific test plan and would be unique for each deployment.  The configuration for the testing being performed would be those identified in the Networx Services Verification Test Plan for the component services. Because MTSS is highly customized to the Agency requirements, an Agency Specific Test Plan should be provided as part of the overall implementation strategy. However some examples of testing could include:

· Testing underlying services, such as Intrusion Detection, by triggering a signature using a benign test attack and confirming the service logs the incident.
· Performing mock drills to review Incident Response event notifications and observe adherence to agreed operating procedures.

· Perform data transfer tests to ensure conformance to Multi-Tiered Security Profile data flow guidelines.

· Perform Vulnerability assessments and information gathering scans to ensure Air Gap compliance (Confirm Tier 4 does not see lower Tier devices and vice versa)

· Confirm access to helpdesk, administrative, and reporting web portals.

· If the service being obtained includes redundancy the test should include disabling the primary elements and determining if the back-up elements are used.
VIII. Cutover Activities

	FINAL CUTOVER
	
	

	Communicate schedule and status with stakeholders
	
	

	Obtain authorization to proceed or delay
	GO/NO-GO notification 


	

	Activate new service(s)
	
	

	Conduct acceptance test
	
	

	The Agency should notify Networx vendor  and TCC of rejection of service within 72 hours of cutover
	Acceptance period of 72 hours begins upon receipt of the Service Order Completion Notice (SOCN)
	

	Begin production
	
	

	Obtain signoffs for cutover completion
	
	

	Deactivate legacy service
	
	


IX. Transition Cutover Contact List

Transition Cutover Contact List







  Agency Name:  










Local Government Contact Personnel: (Also include contact information for the agency cSO Office)
Name:  












Name:  











Title/Function:  










Title/Function:   








Location:   











Location:   










Mobile #:  











Mobile #:  










Office #: 











Office # 










Email:  












Email:  

















Networx Vendor:    










Networx Vendor Key Contact Personnel:

Name:  












Name:  











Title/Function:  










Title/Function:   








Location:   











Location:   










Mobile #:  











Mobile #:  










Office #: 











Office # 










Email:  












Email:  











Transition Cutover Contact List

(continued)







   CPE Vendor:  










CPE Vendor Key Contact Personnel:

Name:  












Name:  











Title/Function:  










Title/Function:   








Location:   











Location:   










Mobile #:  











Mobile #:  










Office #: 











Office # 










Email:  












Email:  

















Access Vendor:  










Access Vendor Key Contact Personnel:

Name:  












Name:  











Title/Function:  










Title/Function:   








Location:   











Location:   










Mobile #:  











Mobile #:  










Office #: 











Office # 










Email:  












Email:  











CUTOVER ISSUES LOG
	ISSUE #
	INITIATOR
	ISSUE SUMMARY

	
	
	

	Priority/Impact
	Owner
	Target Resolution Date

	
	
	

	Status
	Status Date
	Resolution
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