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Multimode/Wireless LAN Service (MWLANS) Cutover Checklist
I. Networx Service Functional Definition:  Multimode/Wireless LAN Service (MWLANS)
Multimode/Wireless LAN Service (MWLANS) enables Agency users to securely access Agency networks from outside the Agency firewall. Such Agency users are increasingly accessing the Internet and Government intranets via Wireless Fidelity (Wi-Fi) hotspots rather than traditional dial-up connections.

Multimode/Wireless LAN Service provides Agency users with wireless access points, i.e., Wi-Fi hotspots with connections to the Internet and/or to the Networx vendor’s IP network. These wireless access points are at locations such as hotels, airports, convention/conference centers, or other public establishments. In addition, Agencies may need Networx vendor-provided wireless access points dedicated for Agency use at various Agency locations.

MWLANS is a wireless transmission service for mobile terminals. Agency personnel using Wi-Fi enabled notebook computers or personal digital assistants (PDAs), when they are located within the Wi-Fi coverage areas or hotspots of the service, can access Email, government intranets, and the Internet.

MWLANS supports IP packet-mode transmission and will interoperate with both Agency mobile terminals as well as the Networx vendors wireless access points. Mobile terminals include, but are not limited to, wireless-enabled Notebooks, Laptop PCs, and PDAs connecting to the wireless access points. The Networx vendor’s wireless access points connect to the Internet and the Networx vendor’s networks providing IP-VPN services. The SDP will be located at the mobile terminal.
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II. Applicable standards include:
Multimode/Wireless LAN Service will comply with the following standards as applicable. After award, the Networx vendor may propose alternatives at no additional cost to the Government that meet or exceed the provisions of the standards listed below.

1) IEEE 802.11b (Wi-Fi at 2.4 GHz with data rates of up to 11 Mbps)

2) IEEE 802.11g (Wi-Fi at 2.4 GHz with data rates of up to 54 Mbps)

3) IEEE 802.11a (Wi-Fi at 5 GHz with data rates of up to 54 Mbps) – Applicable only to dedicated Agency “hot spots”.

4) IEEE 802.1x Extensible Authentication Protocol (EAP) for authentication

5) IEEE 802.11i with Advanced Encryption Standard (AES) for encryption between the mobile terminal and the access point, when available

6) IEEE 802.11e Media Access Control Enhancements for Quality of Service (QoS), when available

7) The Networx vendor will comply with new versions, amendments, and modifications made to the above listed documents/standards, when offered commercially.

III. Networx Performance Requirements
The performance levels and Acceptable Quality Level (AQL) of Key Performance Indicators (KPIs) for Multimode/Wireless LAN Service in the following table are mandatory for Networx vendor-provided wireless access points dedicated for Agency use.
Multimode/Wireless LAN Service (MWLANS) Performance Metrics


	Key Performance
Indicators
	Service
Level
	Performance
Standard
(Threshold)
	Acceptable Quality
Level (AQL)
	How Measured

	Time to Restore (TTR)
	Without
Dispatch
	4 hours
	≤ 4 hours
	The Networx vendor will calculate Time to Restore (TTR) as the elapsed time between the time a service outage is recorded in the Trouble Management System and the time the service is restored minus any (1) time due to scheduled network configuration change or planned maintenance or (2) time, as agreed to by the Government, that the service restoration of the service cannot be worked due to Government caused delays. Examples of Government caused delays include: 1) the customer was not available to allow the Networx vendor to access the Service Delivery Point or other customer-controlled space or interface; 2) the customer gave the Networx vendor an incorrect address for the SDP; 3) the customer failed to inform the Networx vendor that a security clearance was required to access the SDP or customer-controlled space; 4) or the Government required service at a remote site and agreed that a longer transit time was required.

	
	With
Dispatch
	8 hours
	≤ 8 hours
	


IV. Interfaces

The User-To-Network interfaces (UNIs) at the SDP, as defined in the following table are mandatory.

Multimode/Wireless LAN Service User-to-Network Interfaces
	UNI Type
	Interface Type and Standard
	Payload Data Rate or Bandwidth
	Protocol Type

	1 
	Air link: 2.4 GHz (Physical interface is Type II PCMCIA card of handheld computers and card/chip in PDA) 
	Up to 11 Mbps for IEEE 802.11b 
	1. IP v4

2. IP v6 when offered commercially by the Networx vendor 

	2 
	Air link: 2.4 GHz (Physical interface is Type II PCMCIA card of handheld computers and card/chip in PDA) 
	Up to 54 Mbps for IEEE 802.11g 
	1. IP v4

2. IP v6 when offered commercially by the Networx vendor 

	3 
	Air link: 5 GHz (Physical interface is Type II PCMCIA card of handheld computers and card/chip in PDA) 
	Up to 54 Mbps for IEEE 802.11a 
	1. IP v4

2. IP v6 when offered commercially by the Networx vendor 


V. Pre-cutover Activities
	Multimode/Wireless LAN Service (MWLANS) Checklist*

PRE-CUTOVER                                                                             STATUS            

	Administrative
	Has an Agency Hierarchy Code (AHC) been provided to the Networx vendor?
	

	
	Have Local Government Contacts (recommend at least two per location) been identified and contact information provided?
	

	
	Has a Project Specific Transition Plan Identifier been assigned?
	

	
	Note (P_OPS) in the Agency Service Request Number (ASRN) if this is parallel service.
	

	Pre-Ordering/Design Decisions
	What types of service will be required? (Public hotspot, Private hotspot, Both)
	

	
	Verify the Networx Vendor supports the features and interfaces specific to the agency’s application.
	

	
	CPE requirements: Are Networx SEDs (Interface Cards) required? 
Will existing or Agency provided interface cards be supported? 
Can interface cards (and authentication mechanisms) be used across vendors, especially in the case of parallel service?
	

	
	Have security requirements been considered, such as encryption, rogue AP and device detection, firewalls, and mobile user software?
	

	
	Verify expected service speeds and hotspot termination points.
	

	
	Determine adequacy of inside wiring if private hotspots are being installed.
	

	
	Identify the number and types of subscriptions required.
	

	
	Determine the Parallel Operations Period – all orders for parallel service will have to be so noted in the ASRN.
	

	
	Prepare Fall-Back plan: 
For public hotspots, setting user and service information to match incumbent service, and re-installing any required hardware or software will allow fallback.
For private hotspots, physical re-connection or re-activation of access points will be required.
	

	Site Preparation
	Is sufficient power, space, rack space, and HVAC capacity available for private hotspots?
	

	User Training
	Have users received training on service access settings, trouble reporting, Network Inventory Code (NIC), Portal and toll free reporting, SED ownership, etc.?
	

	Installation
	Have SED(s) and/or hotspots been installed and tested? Have user access tables been completed?
	

	
	Verify signaling parameters are correct on SED configurations. (e.g., Network SSID, WEP/WPA settings, EAP authentication settings, etc.)
	

	
	Have user accounts been setup for each subscription?
	

	
	Has required inside wiring been installed and tested?
	

	
	Ensure Agency specified security elements have been installed, such as personal firewall software for public hotspot users and network firewalls for private hotspot implementations.
	

	Network Management
	Provide all new private hotspot and SED information to the affected Network Management Organization.
	

	Documentation
	Provide all “As-Built” drawings to site personnel and to the affected Network Management Organization.
	

	Execute Tests
	See Examples Below of a Networx Vendor Networx Services Verification Test Plan:
 Have the Agency LGC or Network Management Organization and Networx vendor reviewed the results of this testing to insure all is ready for the actual cutover?
	

	Conduct Pre-Cutover Testing
	See Examples Below of a Networx Vendor Networx Services Verification Test Plan:
	


*Use this checklist in conjunction with Generic Cutover Checklist

VI. Test Examples:

The Agency should insure that all of the features and functions ordered with the service were delivered and are operational within the seventy two hour acceptance window. The Networx vendors are to perform verification testing on the service for each order at the initial service delivery to an Agency per the Networx service verification test plan. 

· Verify support for required type of layer 2 encryption: static WEP/dynamic WEP, WPA, WPA2 

· Verify support for required type of layer 3 encryption (VPN support)

· Verify support for web browser based authentication. 

· Verify Agency specified security elements such as mobile user firewall software which should recognize public zones (Internet) versus private zones (Intranet) and set appropriate rules for the connected zone.

· Test connectivity to the Internet at a public hotspot or the Intranet on a private hotspot

· Test to verify that a client can roam between private hotspot access points connected to the same Wireless LAN switch and controller and present on the same subnet/VLAN

VII. Cutover Activities

	FINAL CUTOVER
	
	

	Communicate schedule and status with stakeholders
	
	

	Obtain authorization to proceed or delay
	GO/NO-GO notification 


	

	Activate new service(s)
	
	

	Conduct acceptance test
	
	

	The Agency should notify Networx vendor  and TCC of rejection of service within 72 hours of cutover
	Acceptance period of 72 hours begins upon receipt of the Service Order Completion Notice (SOCN)
	

	Begin production
	
	

	Obtain signoffs for cutover completion
	
	

	Deactivate legacy service
	
	


VIII. Transition Cutover Contact List

Transition Cutover Contact List
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Transition Cutover Contact List

(continued)
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CUTOVER ISSUES LOG
	ISSUE #
	INITIATOR
	ISSUE SUMMARY

	
	
	

	Priority/Impact
	Owner
	Target Resolution Date

	
	
	

	Status
	Status Date
	Resolution
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