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Notes:

*1) In parallel operation, the DNS servers would maintain additional MX 

records with lower priority for the incumbent email system as a backup path

*2) Agency mail servers would handle intra-agency mail and would not pass 

this thru the SMEMS.  Only inbound (from external users) or outbound (to 

external users) would utilize the filtering in SMEMS
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Secure Managed Email Service (SMEMS) Cutover Checklist
I. Networx Service Functional Definition:  Secure Managed Email Service (SMEMS)

   Email is one of the most important communication methods used by Agencies. However, its increasing use exposes Agency networks to a variety of security risks and unsolicited content, such as viruses, spam, and inappropriate material. Secure Managed Email Service (SMEMS) provides Agencies with a complete, secure and fully managed email security solution.

   Email security solutions implemented at Agency gateways and desktops usually attempt to handle events that have already breached the network. Any delay in applying security updates to this infrastructure exposes the network to rapid outbreaks and dynamic threats. SMEMS offers an additional layer of protection by proactively scanning and monitoring email traffic at the contractor’s security platform, before it enters the Agency’s network. The service supports email security functions such as Anti-Virus Scanning, Anti-Spam Filtering, and Content Control. Security engines are continuously updated to maintain effectiveness against threats and inappropriate material. The contractor’s fault tolerant and load-balanced platform is able to scan millions of email messages a day without noticeable delay to end-users. SMEMS works in conjunction with existing Agency email systems, and is implemented without additional investment in hardware and software at Agency sites.
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II. Applicable standards include:
Secure Managed Email Service shall comply with the following standards, as applicable. After award, the contractor may propose alternatives at no additional cost to the Government that meet or exceed the provisions of the standards listed below:

1) E-Government Act of 2002, Title III (Federal Information Security Management Act (FISMA))

2) National Institute of Standards and Technology (NIST) Federal Information Processing Standards Publication (FIPS) PUB 140 - 2 — Security Requirements for Cryptographic Modules

3) NIST FIPS PUB 199 — Standards for Security Categorization of Federal Information and Information Systems

4) NIST SP 800-45 — Guidelines on Electronic Mail Security

5) United States Computer Emergency Readiness Team (US-CERT) reporting requirements

6) All new versions, amendments, and modifications of the above when offered commercially

7) All appropriate standards for any applicable underlying Networx access and transport services
III. Networx Performance Requirements
The performance level and Acceptable Quality Level (AQL) of the Key Performance Indicators (KPIs) for Secure Managed Email Service are mandatory:

Secure Managed Email Service (SMEMS) Performance Metrics


	Key Performance
Indicators
	Service
Level
	Perfor​mance
Standard
(Threshold)
	Acceptable Quality
Level (AQL)
	How Measured

	Availability
	Routine
	99.999%
	≥ 99.999%
	SMEMS availability is calculated as a percentage of the total reporting interval time that the SMEMS is operationally available to the Agency. Availability is computed by the standard formula: 
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	Time to Restore (TTR)
	Without
Dispatch
	4 hours
	≤ 4 hours
	The contractor shall calculate Time to Restore (TTR) as the elapsed time between the time a service outage is recorded in the Trouble Management System and the time the service is restored minus any (1) time due to scheduled network configuration change or planned maintenance or (2) time, as agreed to by the Government, that the service restoration of the service cannot be worked due to Government caused delays. Examples of Government caused delays include: 1) the customer was not available to allow the contractor to access the Service Delivery Point or other customer-controlled space or interface; 2) the customer gave the contractor an incorrect address for the SDP; 3) the customer failed to inform the contractor that a security clearance was required to access the SDP or customer-controlled space; 4) or the Government required service at a remote site and agreed that a longer transit time was required.



	
	With
Dispatch
	8 hours
	≤ 8 hours
	


IV. Interfaces

   Secure Managed Email Service shall connect to and interoperate with the Agency’s email system and networking environment. The service shall support connectivity to the Internet.
   Secure Managed Email Service shall support the User-to-Network Interfaces (UNIs) defined in Networx RFP/Contract Section C.2.4.1 Internet Protocol Service (IPS), as applicable.
V. Pre-cutover Activities

	Secure Managed Email Service (SMEMS) Checklist*

PRE-CUTOVER                                                                             STATUS            

	Administrative
	Has an Agency Hierarchy Code (AHC) been provided to the Networx vendor?
	

	
	Have Local Government Contacts (recommend at least two per location) been identified and contact information provided?
	

	
	Has a Project Specific Transition Plan Identifier been assigned?
	

	
	Note (P_OPS) in the Agency Service Request Number (ASRN) if this is parallel service
	

	Pre-Ordering/Design Decisions
	SMEMS utilizes IPS as its underlying access architecture.
	

	
	Is access diversity/redundancy required and available?
	

	
	Has the peer relationship criteria between agency email systems and the Networx vendor SMEMS service been met?
	

	
	Has the agency considered the results of SMEMS providing filtering to only inbound from the Internet and outbound to the Internet email correspondence? (Based on the Networx RFP intra-agency email is not covered in SMEMS).
	

	
	Verify the Networx Vendor supports the features and interfaces specific to the agency’s application.
	

	
	Determine the Parallel Operations Period – all orders for parallel service will have to be so noted in the ASRN.
	

	
	Prepare Fall-Back plan: 
A fallback option could be setting a secondary DNS mail exchanger record to the incumbent service.  For parallel service, this could be left in place as a backup exchange.  Where no parallel service is requested, the primary MX record would be removed to cut back to the original service.  Also, any trust or peer relationship between agency mail services and the incumbent would need to be maintained or restored. 
	

	User Training
	Have users received training on trouble reporting, Network Inventory Code (NIC), Secure Management Portal, Portal and toll free reporting, SED ownership, etc.?
	

	Installation
	Has underlying IPS access been installed and operationally tested?  Follow the cutover plan for IPS
	

	
	Verify the MX records have been setup in the DNS service.
	

	
	Verify the agency email system and Networx vendor SMEMS servers have established any required peer relationship.
	

	
	Ensure the secure web portal has been setup for administration and reporting.
	

	
	Has the agency setup the enforcement policies from the secure portal?
	

	Network Management
	Provide all peering, DNS, and portal information to the affected Network Management Organization.
	

	Documentation
	Provide all “As-Built” documents to site personnel and to the affected Network Management Organization.
	

	Execute Tests
	See Examples Below of a Networx Vendor Networx Services Verification Test Plan: Have the Agency LGC or Network Management Organization and Networx vendor reviewed the results of this testing to insure all is ready for the actual cutover?
	

	
Conduct Pre-Cutover Testing

	See Examples Below of a Networx Vendor Networx Services Verification Test Plan:
	


*Use this checklist in conjunction with Generic Cutover Checklist

VI. Test Examples

   The Agency should insure that all of the features and functions ordered with the service were delivered and are operational within the seventy two hour acceptance window. The Networx vendors are to perform verification testing on the service for each order at the initial service delivery to an Agency per the Networx service verification test plan. 

1) Test connectivity to the secure management and reporting portal and ensure agency personnel can change settings and profiles.
2) Send a non-destructive email containing a benign test virus inbound from an external source and ensure the system catches and reports the activity.
3) Send a regular email (non-triggering) inbound from an external source and ensure the agency servers receive the email properly through the system.
4) Send a non-destructive email containing a benign test virus outbound to an external address and ensure the system catches and reports the activity.
5) Send a regular email (non-triggering) outbound to an external address and ensure the recipient receives the email.

6) Perform any additional testing based on NIST requirements and any agency specific test requirements.
VII. Cutover Activities

	FINAL CUTOVER
	
	

	Communicate schedule and status with stakeholders
	
	

	Obtain authorization to proceed or delay
	GO/NO-GO notification 


	

	Activate new service(s)
	
	

	Conduct acceptance test
	
	

	The Agency should notify Networx vendor  and TCC of rejection of service within 72 hours of cutover
	Acceptance period of 72 hours begins upon receipt of the Service Order Completion Notice (SOCN)
	

	Begin production
	
	

	Obtain signoffs for cutover completion
	
	

	Deactivate legacy service
	
	


VIII. Transition Cutover Contact List

Transition Cutover Contact List







  Agency Name:  










Local Government Contact Personnel:

Name:  












Name:  











Title/Function:  










Title/Function:   








Location:   











Location:   










Mobile #:  











Mobile #:  










Office #: 











Office # 










Email:  












Email:  

















Networx Vendor:    










Networx Vendor Key Contact Personnel:

Name:  












Name:  











Title/Function:  










Title/Function:   








Location:   











Location:   










Mobile #:  











Mobile #:  










Office #: 











Office # 










Email:  












Email:  











Transition Cutover Contact List

(continued)







   CPE Vendor:  










CPE Vendor Key Contact Personnel:

Name:  












Name:  











Title/Function:  










Title/Function:   








Location:   











Location:   










Mobile #:  











Mobile #:  










Office #: 











Office # 










Email:  












Email:  

















Access Vendor:  










Access Vendor Key Contact Personnel:

Name:  












Name:  











Title/Function:  










Title/Function:   








Location:   











Location:   










Mobile #:  











Mobile #:  










Office #: 











Office # 










Email:  












Email:  











CUTOVER ISSUES LOG
	ISSUE #
	INITIATOR
	ISSUE SUMMARY

	
	
	

	Priority/Impact
	Owner
	Target Resolution Date

	
	
	

	Status
	Status Date
	Resolution
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