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Cellular/Personal Communications Service (CPCS) Cutover Checklist

GSA Transition Coordination Center
August 15, 2007
Prepared for the

GENERAL SERVICES ADMINISTRATION

Networx Support Services

10304 Eaton Place

Fairfax, VA  22030

Contract Number GS00T03AHD0007
Order Number GST007NS0023
cellular/personal communications service
(cpcs)
I.
Networx Service Functional Definition:

Cellular/Personal Communications Service (CPCS) provides Agency users with wireless services for their mobile terminals, such as cellular phones, notebook computers, and personal digital assistants (PDAs). This service can be used for applications, such as voice, data, short messaging services (SMS), multimedia messaging services (MMS), and Internet services. Cellular/ Personal Communications Service is a wireless transmission service for mobile terminals. The vendor provides the wireless network. The services and bandwidth provided depends on the characteristics of the mobile terminals and the technology used in the Networx Vendor’s wireless network and service platforms, ranging from 2nd generation (2G) to 2.5G/3G wireless. The 2.5G/3G networks (and beyond) support IP packet-mode transmission. Short Messaging Services (SMS), a feature of CPCS, provides the capability to send and receive text messages. The text can comprise of any alphanumeric characters; each short message may be up to 160 characters in length. Additionally, SMS supports interconnection with different message sources and public destinations including Email, paging, and instant messaging (IM).Multimedia Messaging Service (MMS), a feature of CPCS, provides the capability to send and receive multimedia, such as pictures, streaming video, sound, and graphics.
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Applicable standards include:
Cellular/Personal Communications Service will comply with at least one of the following or equivalent 2.5G/3G Cellular Wireless standards:

1. 2.5G (based on General Packet Radio Service (GPRS) or Code Division Multiple Access (CDMA-2000 – 1xRTT))

a. ETSI GSM-MAP

           
or

b. TIA IS-41

2. 3G (based on CDMA) ITU-RTT IMT-2000

· European ETSI/GSM Wideband CDMA (WCDMA) (also known as Universal Mobile Telecommunications System (UMTS))

            

or

· US CDMA Development Group (CDG) CDMA-2000 Evolution Data Optimized (EV-DO)

CPCS will comply with the following security standards or equivalent industry practices: 
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3G Security: Security Threats and Requirements, 3GPP TS 21.133

2. 3G Security: Cryptographic Algorithm Requirements, 3GPP TS 33.105

3. 3G Security: Security Principles and Objectives, 3GPP TS 33.120

4. NIST FIPS Publication 140-2
CPCS will comply with the following mobile data-related standards as applicable:

1. WAP Forum (Wireless Application Protocol (WAP 1.1 and 2.0) via WAP Gateway)

2. IP Mobility Support, IETF RFC 2002

SMS will comply with the following standards as applicable:

1. ITU-T Q.700 – Q.774 Signaling System No. 7

2. ANSI T1 .114 Signaling System Number 7 – Transaction Capabilities Application Part

3. 3GPP TS 03.40: “Digital cellular telecommunications system (Phase 2+) technical realization of the Short Message Service (SMS) Point-to-Point (PP)”

4. GSM 03.41: “Digital cellular telecommunication system (phase 2+); Technical realization of Short Message Service Cell Broadcast (SMSCB).”

5. Mobile Applications Part (MAP)

a. GSM MAP 3.04, 9.4

b. ANSI-41 MAP Rev. B

6. Simple Message Transfer Protocol (SMTP)

7. Short Message Peer to Peer (SMPP)

8. Computer Access Protocol Number II (CAP II)

9. Telocator Alphanumeric Protocol (TAP)

MMS will comply with the following standards as applicable:

1. Multimedia Messaging Service (MMS), 3GPP Technical Specification 23.140

2. Open Mobile Alliance

3. Wireless Application Protocol (WAP) Forum
The Networx contractor will comply with new versions, amendments, and modifications made to the above listed documents/standards, including beyond 3G, when offered commercially.
II.

Networx Performance Requirements
The Agencies recognize that the radio access network performance is likely to vary depending on location (e.g., urban, suburban, or rural), as well as the technical specifications and capabilities of the deployed infrastructure (such as the radio access equipment).The Networx contractor will comply with the requisite geographic coverage for Cellular/Personal Communications Service. The Networx contractor will provide the Key Performance Indicators (KPIs) which will govern the service offered to Agencies. The KPIs will include (but not be limited to) service availability.

	Key
Performance
Indicator (KPI)
	Service
Level
	Performance
Standard (Threshold)
	Acceptable
Quality Level
(AQL)
	How
Measured

	Availability (Voice Service)
	Routine
	99.5%
	≥ 99.5%
	Voice Service availability is calculated as the average voice service availability for the Networx contractor’s network.
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	Time To Restore (TTR)
	Without Dispatch
	4 hours
	≤ 4 hours
	The Networx contractor will calculate Time to Restore (TTR) as the elapsed time between the time a service outage is recorded in the Trouble Management System and the time the service is restored minus any (1) time due to scheduled network configuration change or planned maintenance or (2) time, as agreed to by the t caused delays. Examples of Government caused delays include: 1) the customer was not available to allow the vendor to access the Service Delivery Point or other customer-controlled space or interface; 2) the customer gave the vendor an incorrect address for the SDP; 3) the customer failed to inform the vendor that a security clearance was required to access the SDP or customer-controlled space; 4) or the Government required service at a remote site and agreed that a longer transit time was required.

	
	With Dispatch
	8 hours
	≤ 8 hours
	


III.
Interfaces

	UNI Type
	Interface Type and
Standard
	Payload Data Rate
or Bandwidth
	Protocol Type

	Specific to 2.5G and 3G

	1
	Air Link for mobile phone:
(Std: GSM and IS-136 TDMA)
	Up to 116 Kbps
	1. Transparent
2.  IP v4

3.
 IP v6 when offered commercially by the vendor

	2
	Air Link:
(Std: CDMA 1xRTT)
	Up to 144 Kbps
	1. Transparent
2. IP v4

3. 
 IP v6 when offered commercially by the vendor

	3
	Air link: 1.8-2.5 GHz (Std: 3G WCDMA)
	Up to 384 Kbps
	1. Transparent
2. IP v4

3. 
 IP v6 when offered commercially by the vendor

	4
	Air Link:
(Std: CDMA EVDO)
	Up to 500 Kbps
	1. Transparent
2. IP v4

3.
IP v6 when offered commercially by the vendor

	5
	Air Link:
(Std: WCDMA-High Speed Downlink Packet Access (HSDPA))

[Optional]
	Up to 14.4 Mbps
	1. Transparent
2. IP v4

3.
IP v6 when offered commercially by the vendor


IV.

Connectivity
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Cellular/ Personal Communications Service will connect Agency mobile terminals (such as, but not limited to cellular phones, wireless-enabled Notebook and Laptop PCs, and PDAs) to the Networx contractor’s wireless network.

The Networx contractor’s wireless network will interoperate with:

1. The Public Switched Telephone Network (PSTN) and the world wide dialing plan per ITU Recommendation E.164

2. Originate and terminate calls to users of satellite-based services

3. The Internet

4. Networx contractor’s network providing Network-Based IP-VPN services (see Networx RFP/Contract Section C.2.7.3)
5. Networx contractor’s network providing Premises-Based IP-VPN services (see Networx RFP/Contract Section C.2.7.2)
V.

Pre-cutover activities
The following checklist should be used in conjunction with Generic Cutover Checklist.
	PRE-CUTOVER
	
	STATUS

	Administrative
	Has an Agency Hierarchy Code (AHC) been provided to the Networx contractor?
	

	
	Have Local Government Contacts (recommend at least two per location) been identified and contact information provided?
	

	
	Has a Project Specific Transition Plan Identifier been assigned?
	

	
	Note (P_OPS) in the Agency Service Request Number (ASRN) if this is parallel service
	

	Pre-Ordering/Design Decisions
	Has the agency determined the procedures required for the shipment of mobile terminals and accessories? (i.e. all phones to a central address, multiple phones to multiple addresses, or single phones to individual addresses).
	

	
	Is the wireless number to be transitioned active with the current carrier? (Only active numbers may be ported)
	

	
	Does the agency have any type of account block that would prevent porting?
	

	
	Has the agency provided the account number from the incumbent bill to the Networx contractor?
	

	
	Have proper authorization codes been obtained from the NCS for any phones requiring Wireless Priority Service (WPS)?
	

	
	Determine the Parallel Operations Period if required – all orders for parallel service will have to be so noted in the ASRN.
	

	Site Preparation
	Have wireless modem cards for mobile terminals, if required by the agency, been received and installed?
	

	
	Does the Agency require the vendor to provide and support commercially available mobile terminals? If so, are all required characteristics and features available?
	

	
	If the vendor is providing commercially available mobile terminals, do they support the Agency requirements for device access control and data protection?
	

	User Training
	Have users received training on trouble reporting, features, moving directory information, wireless modem cards, etc. on the new service?
	

	Installation
	 
	

	Network Management
	
	

	Documentation 
	Have user guides been provided for each phone?
	

	Execute Tests
	See Examples Below of a Networx contractor Networx Services Verification Test Plan. Have the Agency LGC or Network Management Organization reviewed the results of this testing to insure all is ready for the actual cutover?
	


VI.

Access Tests
   The Agency should insure that all of the features and functions ordered with the service were delivered and are operational within the seventy two hour acceptance window. The Networx contractors are to perform verification testing on the service for each order at the initial service delivery to an Agency per the Networx service verification test plan. 

Examples:
Capability to originate and receive voice calls from mobile phones, fixed wireline networks, and satellite-based networks.

Capability to roam between compatible wireless networks.

Wireless Priority Service (WPS) access for authorized National Security and Emergency Preparedness (NS/EP) personnel.

VII.

Connection/Feature Tests

Examples:

Wireless Enhanced 911 (E911) features

Caller ID

Caller ID Blocking

Optional Multimedia Messaging Service (MMS)

Short Messaging Service (SMS)

SMS-Interworking with Instant Messaging (IM)

Optional Walkie-Talkie Functionality
	FINAL CUTOVER
	
	

	Communicate schedule and status with stakeholders
	
	

	Obtain authorization to proceed or delay
	GO/NO-GO notification 


	

	Activate new service(s)
	
	

	Conduct acceptance test
	
	

	The Agency should notify Networx contractor  and TCC of rejection of service within 72 hours of cutover
	Acceptance period of 72 hours begins upon receipt of the Service Order Completion Notice (SOCN)
	

	Begin production
	
	

	Obtain signoffs for cutover completion
	
	

	Deactivate legacy service
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CUTOVER ISSUES LOG
	ISSUE #
	INITIATOR
	ISSUE SUMMARY

	
	
	

	Priority/Impact
	Owner
	Target Resolution Date

	
	
	

	Status
	Status Date
	Resolution
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