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Teleworking services (TWS) Cutover Checklist
I. TeleWorking Services (TWS)
Agencies utilize teleworking to enable employees to perform officially assigned work duties remotely from their primary office location. TeleWorking Services (TWS) will offer Agencies services ranging from providing a teleworker's basic telecommunications connectivity to providing a fully managed service.
II. Networx Service Functional Definition:  
TeleWorking Services can enable geographically dispersed Agency staff to perform their officially assigned job duties through the use of electronically supported communications and collaboration capabilities. The TWS will enable remote communications to Agency systems and applications from the teleworkers location.
Teleworking Services is an application-layer service that uses underlying network service(s) to transport traffic from the service delivery points (SDP’s) for teleworkers. The transport can be across any of the Networx transport mediums wire line, internet service, wireless, or satellite. The service can be delivered for example via dial-up, DSL, broadband cable, wireless 802.11x or fixed satellite. 
The Networx will provide two tiers of TWS.

a. Tier 1 - Basic: The Networx will provide the basic connectivity and related components necessary to establish telework capabilities for the subscriber. The Networx provider will install, configure and provision the TWS as part of Tier 1 service. The Agency manages the service.
b. Tier 2 - Enhanced: The Networx provider will design and implement a custom service for the subscribing agency.
Connectivity

Teleworking Services will connect geographically dispersed teleworkers to and interoperate with:

1. Public Switched Telephone Network (PSTN)

2. Internet
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III. Applicable standards include:
1. ANSI Integrated Services Digital Network (ISDN) Standards

2. Federal Telecommunications Recommendation (FTR) 1080B-2002 for Multi-Media Teleconferencing

3. General Routing Encapsulation Protocol (GRE) IETF RFC 2784

4. Hyper Text Transfer Protocol (HTTP) IETF RFC 2616
5. IEEE 802.11x Wireless LAN Standards [Optional]
6. IETF IP Security Protocols – IP Sec
7. ITU-T V.90, V.92

8. ITU-T: T.30 T.37, T.38, Group 3 Fax

9. Lightweight Directory Access Protocol (LDAP)

10. Point to Point Tunneling Protocol (PTPP) IETF RFC 2637 [Optional]

11. Remote Authentication Dial Up Service (RADIUS) IETF RFC 2865

12. Secure Sockets Layer (SSL)

13. Session Initiation Protocol - IETF RFC 3261 (SIP) [Optional]

14. Wireless Application Protocol (WAP 2.0) [Optional]

15. Wired Equivalent Privacy (WEP) [Optional]

16. The vendor will comply with
all new versions, amendments, and modifications to the above documents and standards when commercially available.
IV. Networx Performance Requirements
Teleworking Services (TWS) Performance Metrics


	Key Performance
Indicators
	Service
Level
	Performance
Standard (Threshold)
	Acceptable Quality
Level (AQL)
	How Measured

	Time to Restore (TTR)
	Without
Dispatch
	4 Hours
	≤ 4 hours
	The vendor will calculate Time to Restore (TTR) as the elapsed time between the time a service outage is recorded in the Trouble Management System and the time the service is restored minus any (1) time due to scheduled network configuration change or planned maintenance or (2) time, as agreed to by the Government, that the service restoration of the service cannot be worked due to Government caused delays. Examples of Government caused delays include: 1) the customer was not available to allow the vendor to access the Service Delivery Point or other customer-controlled space or interface; 2) the customer gave the vendor an incorrect address for the SDP; 3) the customer failed to inform the vendor that a security clearance was required to access the SDP or customer-controlled space; 4) or the Government required service at a remote site and agreed that a longer transit time was required.

	
	With
Dispatch
	8 Hours
	≤ 8 hours
	


The vendor will also meet any KPIs specified (in the Networx RFP section C.2) for any underlying network service(s) provided with delivery of TWS as applicable.
V. Interfaces
Teleworking Services is an application-layer service that uses underlying network service(s) to transport traffic from the service delivery points (SDP’s) for teleworker endpoints such as the Agency data center or teleworker location. Please refer to the Cutover Checklist for the UNI’s and SDP’s for the respective services listed below as applicable:

1. Voice Services

2. Internet Services

3. Private Line Services [Optional]

4. Combined Services

5. Virtual Private Network Services
VI. Pre-cutover Activities

	Teleworking Services Checklist*

PRE-CUTOVER                                                                             STATUS            

	Administrative
	Has an Agency Hierarchy Code (AHC) been provided to the Networx contractor?
	

	
	Have Local Government Contacts (recommend at least two per location) been identified and contact information provided?
	

	
	Has a Project Specific Transition Plan Identifier been assigned?
	

	
	Review and follow underlying managed service cutover checklists for example, Managed Firewall Service (MFS), Anti-Virus Management Service (AVMS), etc.

Review and following underlying access service cutover checklists for example, Internet Protocol Service (IPS), 802.11x Service, etc.
	

	
	Note (P_OPS) in the Agency Service Request Number (ASRN) if this is parallel service
	

	Pre-Ordering/Design Decisions
	Has the underlying access type (e.g. wire-line, satellite, cable-modem, DSL, etc.) been determined?
	

	
	Is access diversity/redundancy required and available at the agency aggregation facility?
	

	
	Are adequate entrance facilities available to support parallel access at the agency aggregation facility if required?
	

	
	Select Tier of managed service for basic or enhanced Tele-working.
	

	Site Preparation – Agency Aggregation facility
	CPE requirements: 
Are Networx SEDs required? Will the local agency aggregate facility CPE support parallel service? Determine HW/SW changes necessary in the local switching to accommodate the planned cutover strategy. 
Engineer CPE and Security requirements: Anti-Virus, Intrusion Detection and Prevention, Managed Firewall, Vulnerability Scanning.
	

	Site Preparation – Tele-worker location
	Teleworker requirements:

Are Networx SEDs required? Determine HW/SW changes necessary to accommodate the planned cutover strategy. 

Engineer Teleworker device VPN and Security requirements: Anti-Virus, Intrusion Detection and Prevention, Teleworker firewall, Vulnerability Scanning.
	

	
	Determine adequacy of inside wiring, line conditioning may be required to support dial-up or DSL services, if new trunks or lines are being installed to support teleworker.
	

	
	Define features to be utilized: VPN, Follow me; Instant Messaging; Video Conferencing; Voice mail.
	

	
	Determine the Parallel Operations Period at the agency aggregate facility – all orders for parallel service will have to be so noted in the ASRN.
	

	
	Fall-Back plan: Typically just a physical re-connect at the Government site and the teleworkers remote site to the incumbent vendor.  This may include any fallback required for underlying support services facilitating the Tele-worker managed service implementation.
	

	
	Is sufficient power capacity available?
	

	
	Is sufficient space available?
	

	
	Is spare rack space available?
	

	
	Is the HVAC system adequate?
	

	User Training
	Training is required on trouble reporting and should include portal and toll free reporting and Network inventory code (NIC). 
The Networx contractor will provide instructions and TWS-specific training for the teleworkers on how to establish and maintain TWS connections. Training will be web based or conducted at the subscribing Agency location.
	

	Installation – All locations
	 Have SED(s) and Circuit(s) been installed and tested? Routing tables completed?
 References the IPS cutover checklist for more details.
	

	
	Have underlying Tele-working support service been installed or planned for concurrent cutover?
	

	
	Has required inside wiring been installed and tested?
	

	Network Management – All locations
	Provide all new circuit and SED information to the affected Network Management Organization, particularly where diversity/redundancy/route avoidance is provisioned.
	

	Documentation – All locations
	Provide all “As-Built” drawings to site personnel. Provide Circuit Layout Records to the affected Network Management Organization, particularly where diversity/redundancy/route avoidance is provisioned
	

	Execute Tests
	See Examples Below of a Networx contractor Networx Services Verification Test Plan: 
Have the Agency LGC or Network Management Organization and Networx contractor reviewed the results of this testing to insure all is ready for the actual cutover?
	

	Conduct Pre-Cutover Testing
	
	


*Use this checklist in conjunction with Generic Cutover Checklist
VII. Test Examples:

Test plans for the underlying services can be found in the Service Specific Cutover Templates for the following services:

1. Voice Services

2. Internet Services

3. Private Line Services 

4. Combined Services

5. Virtual Private Network Services
6. Intrusion Detection and Prevention

7. Managed Firewall

8. Video Conferencing

Applications should be tested to ensure that the teleworkers can access the required Agency systems and applications. 

If the service being obtained includes access redundancy the test should include unplugging the primary path and determining if the back-up path is used.
The Agency should insure that all of the features and functions ordered with the service were delivered and are operational within the seventy two hour acceptance window. The Networx contractors are to perform verification testing on the service for each order at the initial service delivery to an Agency per the Networx service verification test plan.
VIII. Cutover Activities

	Teleworking Services Checklist*


CUTOVER                                                                             STATUS            

	FINAL CUTOVER
	
	

	Communicate schedule and status with stakeholders
	
	

	Obtain authorization to proceed or delay
	GO/NO-GO notification 


	

	Activate new service(s)
	
	

	Conduct acceptance test
	
	

	The Agency should notify Networx contractor  and TCC of rejection of service within 72 hours of cutover
	Acceptance period of 72 hours begins upon receipt of the Service Order Completion Notice (SOCN)
	

	Begin production
	
	

	Obtain signoffs for cutover completion
	
	

	Deactivate legacy service
	
	


IX. Transition Cutover Contact List

Transition Cutover Contact List







  Agency Name:  










Local Government Contact Personnel:

Name:  












Name:  











Title/Function:  










Title/Function:   








Location:   











Location:   










Mobile #:  











Mobile #:  










Office #: 











Office # 










Email:  












Email:  











Teleworker site Contact:

Name:  













Title/Function:  











Location:   
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Office #: 













Email:  
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Networx contractor:    










Networx contractor Key Contact Personnel:

Name:  












Name:  











Title/Function:  










Title/Function:   








Location:   











Location:   










Mobile #:  











Mobile #:  










Office #: 











Office # 










Email:  












Email:  
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   CPE Vendor:  










CPE Vendor Key Contact Personnel:

Name:  












Name:  











Title/Function:  










Title/Function:   








Location:   











Location:   










Mobile #:  











Mobile #:  










Office #: 











Office # 










Email:  












Email:  

















Access Vendor:  










Access Vendor Key Contact Personnel:

Name:  












Name:  











Title/Function:  










Title/Function:   








Location:   











Location:   










Mobile #:  











Mobile #:  










Office #: 











Office # 










Email:  












Email:  











CUTOVER ISSUES LOG
	ISSUE #
	INITIATOR
	ISSUE SUMMARY

	
	
	

	Priority/Impact
	Owner
	Target Resolution Date

	
	
	

	Status
	Status Date
	Resolution
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