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Content Delivery Network Services (CDNS) Cutover Checklist
I. Networx Service Functional Definition:  Content Delivery Network Services (CDNS)
Content Delivery Network Services (CDNS) efficiently and rapidly deliver Agency’s content to Web browsers Worldwide. The CDNS provider will incorporate equipment and algorithms to cache content on geographically dispersed servers on the Internet. When a request is made from a particular location for specific content, the server that can most rapidly and efficiently provide the content is dynamically identified.

Content delivery network services reduce the Internet infrastructure required to provide a domestic or global Web presence. By subscribing to CDNS, Agencies obviate the need for substantial investments in Web servers, firewalls, LAN switches, application software, and co-locations services.

A Content Delivery Network consists of a collection of surrogate servers that attempt to offload work from origin servers by delivering content on their behalf. The servers belonging to a CDNS may be located at the same site as the origin server, or at different locations around the network, with some or all of the origin server’s content cached or replicated amongst the CDNS servers. For each request, the CDNS attempts to locate a CDNS server close to the client Agency to serve the request, where the notion of “close” could include geographical, topological, or latency considerations. CDNS address the following technical and operational issues:

· Latency – the delay in delivering Web content to the end-user;

· Scalability – Web services automatically scale-up while the end-user requests increase;

· Reliability - content is always available and its integrity is assured (i.e. not been altered by third parties including “hackers”); and

· Flash crowd control – i.e., effectively meeting demand during periods of unexpected high usage.

Content delivery/distribution is an application-layer service supported by the connectionless (UDP) data services available with the Internet Protocol (IP) suite. The service provides data transfer from the origin server to the CDNS servers via IP. (Refer to the associated IPS Cutover Checklist.)

This figure depicts the Content Networking topology concept. The service utilizes underlying Internet Protocol services for transporting content between Origin servers, Surrogate (cache) servers, and End Users.
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II. Applicable standards include:
CDNS will comply with the following standards, as applicable. After award, the Networx vendor may propose alternatives at no additional cost to the Government that meet or exceed the provisions of the standards listed below.

1. Hyper Text Transfer Protocol (HTTP)

2. Internet Engineering Task Force – Request for Comments (IETF- RFC)

3. Secure Sockets Layer (SSL)
4. The Networx vendor will comply with new versions, amendments, and modifications made to the above listed documents/standards, when offered commercially.

III. Networx Performance Requirements
The performance levels and acceptable quality level (AQL) of Key Performance Indicators (KPIs) for CDNS are in the table below.

Content Delivery Network Services (CDNS) Performance Metrics


	Key
Performance
Indicators
	Service
Level
	Performance
Standard
(Threshold)
	Acceptable Quality
Level (AQL)
	How Measured

	Availability
(CDNS Network)
	Routine
	100%
	100%
	CDNS availability is calculated as a percentage of the total reporting interval time that the CDNS is operationally available to the Agency. Availability is computed by the standard formula:

	Latency
(Static content download)
	Routine
	Mean = 1.5 sec
	Mean ≤ 1.5 sec
	The Latency KPI assumes an average “page weight” of 200 kByte and the enduser is served by a broadband connection with a minimum (effective) download speed of 512Kps. Latency is the client-observed response for downloading the set of images comprising a page from the CDNS server.

	Grade of Service (GOS)
(Time to refresh content)
	Routine
	5 minutes
	≤ 5 minutes
	

	Time to Restore (TTR)
	Without
Dispatch
	4 hours
	≤ 4 hours
	The Networx vendor will calculate Time to Restore (TTR) as the elapsed time between the time a service outage is recorded in the Trouble Management System and the time the service is restored minus any (1) time due to scheduled network configuration change or planned maintenance or (2) time, as agreed to by the Government, that the service restoration of the service cannot be worked due to Government caused delays. Examples of Government caused delays include: 1) the customer was not available to allow the Networx vendor to access the Service Delivery Point or other customer-controlled space or interface; 2) the customer gave the Networx vendor an incorrect address for the SDP; 3) the customer failed to inform the Networx vendor that a security clearance was required to access the SDP or customer-controlled space; 4) or the Government required service at a remote site and agreed that a longer transit time was required.

	
	With
Dispatch
	8 hours
	≤ 8 hours
	


IV. Interfaces

The CDNS provider will provide Internet connectivity to the Agency’s origin server(s). See Networx RFP Section C.2.4.1 – Internet Protocol Services and the associated IPS cutover checklist.

V. Pre-cutover Activities
	Content Delivery Network Services (CDNS) Checklist*

	PRE-CUTOVER
	
	STATUS

	Administrative
	Has an Agency Hierarchy Code (AHC) been provided to the Networx vendor?
	

	
	Have Local Government Contacts (recommend at least two per location) been identified and contact information provided?
	

	
	Has a Project Specific Transition Plan Identifier been assigned?
	

	
	Note (P_OPS) in the Agency Service Request Number (ASRN) if this is parallel service
	

	Pre-Ordering/Design Decisions
	Has the underlying internet access been determined?
	

	
	Is access diversity/redundancy required and available?
	

	
	Has the Agency determined the quantity of storage and committed bandwidth required for the Content Delivery Network service?
	

	
	Are any Agency origin servers operating via co-located or dedicated hosting?

If so, will any hosted Origin servers need to be transitioned prior to, during, or after the transition of the CDNS service?  For example, A co-located server that supports streaming content may need to be transitioned as part of a Co-Located Hosting Service transition.

Follow any applicable transition cutover guidelines as required.
	

	
	Will the Agency users require new user ID’s and passwords as a result of the transition?

Will there be a change in the access control structure if moving from one Vendor to another or if a separate Vendor is utilized for authentication services?
	

	
	Has the Agency reviewed the security requirements for interconnecting the origin servers to the CDNS network, such as firewalls, port/application accessibility, etc.?
	

	
	Verify the Networx Vendor supports the features and interfaces specific to the agency’s application.
	

	
	SED requirements: Are Networx SEDs required for the underlying IP internet access or content distribution? 
Determine HW/SW changes necessary in the local or current content hosting to accommodate the planned cutover strategy
	

	
	Determine the Parallel Operations Period – parallel service will have to be so noted in the ASRN
	

	
	Prepare Fall-Back plan: 
Typically, this would include physically reconnecting access services to the incumbent, and/or making administrative (logical) changes to IP addresses, DNS entries, or other routing and application level services.

Even with parallel service maintained the FTS2001 vendor would still have to re-direct all traffic terminating to the transitioning site back to the original FTS2001 service.
	

	User Training
	Have users received any new user ID’s required, training on trouble reporting, Network Inventory Code (NIC), service administration, Portal and toll free reporting, SED ownership, etc.?
	

	Installation
	Have SED(s) and internet access been installed and tested? Have routing tables and DNS entries been completed?
	

	
	Has any required agent or client software been installed on the Origin servers?
	

	
	Has any content been published to the origin servers? Has any content been replicated to the surrogate servers?
	

	Network Management
	Provide all new access and SED information to the affected Network Management Organization.
	

	Documentation
	Provide all “As-Built” drawings to site personnel and to the affected Network Management Organization.
	

	Execute Tests
	See Examples Below of a Networx Vendor Networx Services Verification Test Plan: Have the Agency LGC or Network Management Organization and Networx vendor reviewed the results of this testing to insure all is ready for the actual cutover?
	

	Conduct Pre-Cutover Testing
	See Examples Below of a Networx Vendor Networx Services Verification Test Plan:
	


*Use this checklist in conjunction with Generic Cutover Checklist

VI. Test Examples:
The Agency should insure that all of the features and functions ordered with the service were delivered and are operational within the seventy two hour acceptance window. The Networx vendors are to perform verification testing on the service for each order at the initial service delivery to an Agency per the Networx service verification test plan.
· Test to ensure that the Origin server can ping one or more Surrogate (cache) servers.
· Can content be deposited, replicated, and validated on the Surrogate servers?

· Test to ensure that a web client can connect to one or more Surrogate servers.

· Test the service to ensure that content is being delivered from the “closest” surrogate server, based on any of the methods described: Geographic distance, Topological distance, or Latency.

· Verify the storage capacity and bandwidth availability as ordered.

VII. Cutover Activities

	FINAL CUTOVER
	
	

	Communicate schedule and status with stakeholders
	
	

	Obtain authorization to proceed or delay
	GO/NO-GO notification 


	

	Activate new service(s)
	
	

	Conduct acceptance test
	
	

	The Agency should notify Networx vendor  and TCC of rejection of service within 72 hours of cutover
	Acceptance period of 72 hours begins upon receipt of the Service Order Completion Notice (SOCN)
	

	Begin production
	
	

	Obtain signoffs for cutover completion
	
	

	Deactivate legacy service
	
	


VIII. Transition Cutover Contact List
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CUTOVER ISSUES LOG
	ISSUE #
	INITIATOR
	ISSUE SUMMARY

	
	
	

	Priority/Impact
	Owner
	Target Resolution Date

	
	
	

	Status
	Status Date
	Resolution
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