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Converged IP Service (CIPS) Cutover Checklist
I. Networx Service Functional Definition:  Converged IP Service (CIPS)
Converged IP Services is the integration of voice, video, and data transported over a common network infrastructure. Various technologies, media, and protocols which provide traffic prioritization are enabling convergence. These include, but are not limited to, broadband core networks and the availability of high speed network access including DSL, cable service, and fiber connections to the core network. Agencies recognize the benefits of a converged Internet Protocol (IP) network with multi-services to facilitate information sharing, minimize maintenance and administration, maximize utilization of available bandwidth, optimize network services, and increase productivity.

Converged IP Services will provide secure, converged voice, data, and video communications services over a common IP network connection to the subscribing Agency. Converged IP Services will connect to and interoperate with:

1. Public Switched Telephone Network (PSTN)

2. Internet

3. Agency LANs

The Networx vendor will provide CIPS for domestic locations and optionally for Non-domestic locations.
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II. Applicable standards include:
Converged IP Services shall comply with the following standards as applicable: After award, the Networx vendor will propose alternatives at no additional cost to the Government that meet or exceed the provisions of the standards listed below. 

1. Federal Telecommunications Recommendation (FTR) 1080B-2002

2. ITU-T H.248.1 (MEGACO), H.323 when and where offered commercially by the contractor.

3. IETF RFC 1771, 1772 Border Gateway Protocol (BGP), Real-Time Transport Protocol (RTP) and Open Shortest Path First (OSPF)

4. IETF RFC 3261 Session Initiation Protocol (SIP), RFC 3761 (ENUM), and RFC 3966 when and where offered commercially by the contractor.

5. IP Security Protocol Working Group

6. ITU-T T.30, T.37, T.38, and E.164

7. ITU-T G.711

8. ITU-T G.723.x [Optional], G.726 [Optional], G.728 [Optional], or G.729.x [Optional]

9. Media Gateway Control Protocol (MGCP) IETF RFC 3435 when and where offered commercially by the contractor.

10. Motion Pictures Expert Group (MPEG) MP2, MP3

11. Multi Protocol Label Switching (MPLS) Working Group standards

12. Transmission Control Protocol/Internet Protocol (TCP/IP) suite

13. Reserved

14. FCC Orders

15. The Networx vendor will comply with new versions, amendments, and modifications made to the above listed documents and standards when offered commercially.

III. Networx Performance Requirements
The Performance Levels and Acceptable Quality Level (AQL) of Key Performance Indicators (KPIs) for Converged IP Services in the table below are mandatory: 
Converged IP Service (CIPS) Performance Metrics


	Key
Performance
Indicators
	Service
Level
	Performance
Standard
(Threshold)
	Acceptable Quality
Level (AQL)
	How Measured

	Availability
	Routine
	99.6%
	≥ 99.6%
	Availability is measured end-to-end and calculated as a percentage of the total reporting interval time that the CIPS is operationally available to the Agency. Availability is computed by the standard formula:
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	Latency
	Routine
	200 ms
	≤ 200 ms
	Latency is the average time (round trip) for a packet to travel from source SDP to destination SDP.

	Grade of Service (GOS)
(Packet Loss)
	Routine
	0.4%
	≤ 0.4%
	Grade of Service (Packet Loss) is defined as the percentage of packets that are sent by the source SDP but never arrive at the destination SDP (the percentage of packets that are dropped). The packet loss can be measured with an ICMP test.

	Jitter
	Routine
	10 ms
	≤ 10 ms
	Jitter is defined as the average variation or difference in the delay between received packets of an IP packet data stream from SDP to SDP . Relevant standard: IETF RFC 1889.

	Time to Restore (TTR)
	Without
Dispatch
	4 hours
	≤ 4 hours
	The Networx vendor will calculate Time to Restore (TTR) as the elapsed time between the time a service outage is recorded in the Trouble Management System and the time the service is restored minus any (1) time due to scheduled network configuration change or planned maintenance or (2) time, as agreed to by the Government, that the service restoration of the service cannot be worked due to Government caused delays. Examples of Government caused delays include: 1) the customer was not available to allow the contractor to access the Service Delivery Point or other customer-controlled space or interface; 2) the customer gave the contractor an incorrect address for the SDP; 3) the customer failed to inform the contractor that a security clearance was required to access the SDP or customer-controlled space; 4) or the Government required service at a remote site and agreed that a longer transit time was required.

	
	With
Dispatch
	8 hours
	≤ 8 hours
	


IV. Interfaces

The User-to-Network Interfaces (UNI's) at the SDP, as defined in the table below, are mandatory unless marked optional.

Table: Converged IP Service Interfaces

	UNI Type 
	Interface Type and Standard 
	Payload Data Rate or Bandwidth 
	Signaling Type 

	1 
	All 802.3 cable and connector types 
	10/100/1000 Mbps 
	IPv4 (v6 when and where available commercially from the contractor) over Ethernet 

	2 [Optional] 
	All 802.3 cable and connector types 
	10 GbE (Gigabit Ethernet) 
	IPv4 (v6 when and where available commercially from the contractor) over Ethernet 


V. Pre-cutover Activities
	Converged IP Service (CIPS) Checklist*

	PRE-CUTOVER
	
	STATUS

	Administrative
	Has an Agency Hierarchy Code (AHC) been provided to the Networx vendor?
	

	
	Have Local Government Contacts (recommend at least two per location) been identified and contact information provided?
	

	
	Has a Project Specific Transition Plan Identifier been assigned?
	

	
	Note (P_OPS) in the Agency Service Request Number (ASRN) if this is parallel service.
	

	Pre-Ordering/Design Decisions
	Has the access type (wire line, satellite, etc.) been determined?
	

	
	Will the access method be agency or contractor provided?
	

	
	Is access diversity/redundancy required and available?
	

	
	Are adequate entrance facilities available to support parallel access if required?
	

	
	Have TSP authorization codes to revoke existing service been provided if necessary?
Has TSP confirmation for new service been provided to NCS, if necessary?

(Applies to dedicated access circuits)
	

	
	Verify the Networx vendor supports the features and interfaces specific to the agency’s application.
	

	
	CPE requirements: Are Networx SEDs required? 
Will the local service CPE support parallel service? 
Determine HW/SW changes necessary in the local switching to accommodate the planned cutover strategy
	

	
	Verify speed and termination points.
	

	
	Determine adequacy of inside wiring.
	

	
	Determine the Parallel Operations Period – all orders for parallel service will have to be so noted in the ASRN.
	

	
	Fall-Back plan: Typically just a physical re-connect at the Government site and/or an administrative (default route) change if parallel service is maintained.   

For DNS fallback, ensure the previous name- servers (Incumbent or local) are acting as secondary to the new primary name-server (Networx Vendor) and set a short TTL (time to live).
	

	Site Preparation
	Is sufficient power capacity available?
	

	
	Is sufficient space available?
	

	
	Is spare rack space available?
	

	
	Is the HVAC system adequate?
	

	User Training
	Have users received training on trouble reporting, Network Inventory Code (NIC), LEC and IXC circuit IDs, Portal and toll free reporting, SED ownership, etc.?
	

	Installation
	Have SED(s) and Circuit(s) been installed and tested? Have routing tables been completed?
	

	
	Has required inside wiring been installed and tested?
	

	Network Management
	Provide all new circuit and SED information to the affected Network Management Organization.
	

	Documentation
	Provide all “As-Built” drawings to site personnel and to the affected Network Management Organization.
	

	Execute Tests
	See Examples Below of a Networx vendor Networx Services Verification Test Plan: Have the Agency LGC or Network Management Organization and Networx vendor reviewed the results of this testing to insure all is ready for the actual cutover?
	

	Conduct Pre-Cutover Testing
	See Examples Below of a Networx vendor Networx Services Verification Test Plan:
	


*Use this checklist in conjunction with Generic Cutover Checklist

VI. Connection and Features Tests

The Agency should insure that all of the features and functions ordered with the service were delivered and are operational within the seventy two hour acceptance window. The Networx vendors are to perform verification testing on the service for each order at the initial service delivery to an Agency per the Networx service verification test plan.
Examples:

1. Access websites (to test DNS) and ping IP hosts (to test reach ability) throughout Internet

2. Test reach ability of site servers from sites throughout the Internet 
3. Perform an extended ping to test round trip times (latency) and packet loss

4. Perform jitter testing to determine variability of latency using verbose or other jitter and trace-route testing software

5. Test the minimum telephony features

· Call  Transfer

· Call Conferencing

· Call Forward or Find Me/Follow Me Forwarding

· Caller ID and Caller ID Blocking

· Do Not Disturb

· Incoming/Outgoing Call Logs

· Speed dialing

· Voice Mail

· Provide the capability to identify the originating number of a caller on a per call basis and dial back to the originating number (call return)
6. Test directory assistance and operator service

7. Test security and safeguards

· Denial of service

· Intrusion

· Invasion of Privacy

· Encryption and secure tunneling (VPN)

8. Video Call through Testing

· All testing should observe call completion and video / audio quality

· Testing should be done both dial-out (Originating) and dial-in (Receiving)

· Point to Point – Network to Network
· Point to Point – Network to Off-Net (FTS2001 or PSTN/Internet)

· Test the data transmission rates to confirm different speeds the Agency will commonly use

9. Video Feature Testing - Gateways

· Point to Point – Network to Network
· Point to Point – Network to Off-Net (FTS2001 or PSTN/Internet)

· Document Sharing

10. Feature Testing – Multipoint

· Test Engineer sets up multipoint call with at least 3 end points

· Dial-In (Meet Me) to Bridge – Test Engineer sets up ad-hoc conference in bridge

· Dial-Out from Bridge – Test engineer sets up scheduled conference in bridge with dial-out

VII. Cutover Activities

	FINAL CUTOVER
	
	

	Communicate schedule and status with stakeholders
	
	

	Obtain authorization to proceed or delay
	GO/NO-GO notification 


	

	Activate new service(s)
	
	

	Conduct acceptance test
	
	

	The Agency should notify Networx vendor  and TCC of rejection of service within 72 hours of cutover
	Acceptance period of 72 hours begins upon receipt of the Service Order Completion Notice (SOCN)
	

	Begin production
	
	

	Obtain signoffs for cutover completion
	
	

	Deactivate legacy service
	
	


VIII. Transition Cutover Contact List

Transition Cutover Contact List







  Agency Name:  










Local Government Contact Personnel:

Name:  












Name:  











Title/Function:  










Title/Function:   








Location:   











Location:   










Mobile #:  











Mobile #:  










Office #: 











Office # 










Email:  












Email:  

















Networx Vendor:    










Networx Vendor Key Contact Personnel:

Name:  












Name:  











Title/Function:  










Title/Function:   








Location:   











Location:   










Mobile #:  











Mobile #:  










Office #: 











Office # 










Email:  












Email:  











Transition Cutover Contact List

(Continued)







   CPE Vendor:  










CPE Vendor Key Contact Personnel:

Name:  












Name:  











Title/Function:  










Title/Function:   








Location:   











Location:   










Mobile #:  











Mobile #:  










Office #: 











Office # 










Email:  












Email:  

















Access Vendor:  










Access Vendor Key Contact Personnel:

Name:  












Name:  











Title/Function:  










Title/Function:   








Location:   











Location:   










Mobile #:  











Mobile #:  










Office #: 











Office # 










Email:  












Email:  











Transition Cutover Contact List

(Continued)







   Incumbent Vendor:  










Incumbent Vendor Key Contact Personnel:

Name:  












Name:  











Title/Function:  










Title/Function:   








Location:   











Location:   










Mobile #:  











Mobile #:  










Office #: 











Office # 










Email:  












Email:  











CUTOVER ISSUES LOG
	ISSUE #
	INITIATOR
	ISSUE SUMMARY

	
	
	

	Priority/Impact
	Owner
	Target Resolution Date

	
	
	

	Status
	Status Date
	Resolution
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