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Internet Protocol Telephony Service (IPTelS) Cutover Checklist
I. Networx Service Functional Definition:  Internet Protocol Telephony Service (IPTelS)
Internet Protocol Telephony Service (IPTelS) provides voice communications service and telephony features to the subscribing Agency using the Voice over Internet Protocol over a managed IP network. The following sections provide the requirements for Internet Protocol Telephony Service.

Internet Protocol Telephony Service provides a network based telephone service over a Networx vendor provided IP network with a set of telephony features using the Voice over Internet Protocol (VoIP). IP Telephony service allows subscribers to be reached by direct dialing. Internet Protocol Telephony Service requires a connection to the contractor’s IP network and connects to and interoperates with:

1. Public Switched Telephone Network (PSTN)

2. Internet

3. Agency LAN’s
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II. Applicable standards include:
Internet Protocol Telephony Service shall comply with the following standards as applicable: After award, the Networx vendor may propose alternatives at no additional cost to the Government that meet or exceed the provisions of the standards listed below.

1. IEEE 802.1p/q, 802.3x

2. Internet Engineering Task Force (IETF) RFC 2132 for Dynamic Host Configuration Protocol (DHCP)

3. IETF 3761 (ENUM), 3966

4. IETF RFC’s for Internet Protocol (IP) IPv4. IPv6 when and where offered commercially by the contractor.

5. IETF RFC 2474,2475 DiffServ

6. ITU-T E.164 as interpreted by the Industry Number Committee of Alliance for Telecommunications Industry Solutions (ATIS).

7. ITU-T G.107

8. ITU-T G.711

9. ITU-T G.723.x [Optional], G.726 [Optional], G.728 [Optional], or G.729.x [Optional]

10. ITU-T H.248.1 (MEGACO), H.323, H.350 when and where offered commercially by the contractor.

11. ITU-T Q.700 series recommendations for Signaling System No. 7

12. ITU-T T.30, T.37, and T.38

13. Lightweight Directory Access Protocol (LDAP)

14. Media Gateway Control Protocol (MGCP) IETF RFC 3435 when and where offered commercially by the contractor.

15. Real-Time Transport Protocol (RTP) IETF RFC 3550

16. Session Initiation Protocol (SIP) IETF RFC 3261 when and where offered commercially by the contractor.

17. Transmission Control Protocol (TCP) IETF RFC 793

18. User Datagram Protocol (UDP) IETF RFC 768

19. Reserved

20. FCC Orders as issued

21. The contractor shall comply with new versions, amendments, and modifications made to the above listed documents and standards when offered commercially.

III. Features:
The following Internet Protocol Telephony Service features are mandatory.

	ID Number 
	Name of Feature 
	Description 

	1 
	Find Me Follow Me Routing 
	The Networx vendor will provide Find me, Follow me routing with the capability to route incoming calls, at a minimum, to five alternate numbers with options for sequential or parallel routing to destination phone numbers (i.e. ring simultaneous phone numbers), or route to voice mail. The subscriber will be able to manage a “find me list” and select any combination of different phone numbers in a user defined search order to ensure delivery of important calls. 

	2 
	IP Telephony Manager (Subscriber) 
	The Networx vendor will provide secure browser based access, with authentication, for subscribers to manage their personal calling preferences, messages, and view call status. IP Telephony Manager (Subscriber) shall enable IPTelS subscribers to change personal calling preferences in real time, control user telephony functions, screen and route calls, and provide the following minimum capabilities: 

1. Blocking of selected numbers 

2. Activate and de-activate call forwarding state 

3. Change ringing preferences 

4. View call history log 

5. Manage personal directory / address book 

6. Manage abbreviated dialing lists 

7. Select display format 

8. Manage individual subscriber password(s)

9. View the status of the subscriber line (In use, Idle, etc.)

10. Manage routing of incoming calls and messages

11. View caller ID information

12. Manage voice mail messages

13. Provide message waiting indications 

	3 
	IP Telephony Manager (Administrator) 
	The Networx vendor will provide secure browser based access, with authentication, to perform basic IPTelS administration capabilities, configuration management, and retrieve management reports. The IP Telephony Manager shall enable an Agency to make administrative changes (real time and scheduled) and provide the following minimum capabilities: 
1. Administer and change station class of service 
2. Blocking of selected numbers 
3. View the status of a subscriber line (In use, Idle, etc.) or groups of lines 
4. Retrieve IPTelS reports (real time or historical) 
5. Activate and de-activate call forwarding state 
6. Administer dial plans 
7. Perform directory updates 
8. Manage account passwords 

	4 
	Voice Mail Box 
	The Networx vendor will offer voice mail capability that includes voice messaging transmission, reception, and storage for 24x7 except for periodic scheduled maintenance. The contractor provided voice mailbox shall meet the following minimum requirements: 
1. At least sixty minutes of storage time (or 30 messages) 
2. Ability to remotely access voice mail services 
3. Secure access to voice mail via a password or PIN 
4. Automatic notification when a message is received 
5. Minimum message length of two minutes 
6. Capability to record custom voice mail greetings This capability can be administered on a station basis according to the subscribing Agencies needs. 


The following calling features are provided in the basic Internet Protocol Telephony Service.
	Standard Telephony Features

	Name of Feature
	Description

	Call Forward - All Calls.
	The Networx vendor will provide the capability that allows a station user to choose to reroute all incoming calls to another specified telephone number. The feature shall have the capability to restrict call forwarding to internal, local or long distance numbers. It shall be possible for the station user to activate or cancel this feature. Outgoing calling capability shall be allowed when call forwarding is activated. This capability can be administered on a station basis according to the subscribing agencies needs.

	Call Forward – Busy/Don’t Answer.
	The Networx vendor will provide the capability that allows a station user to choose to reroute incoming calls to another specified telephone number on a busy or ring-no-answer condition within a pre-determined interval. The feature shall have the capability to restrict call forwarding to internal, local or long distance numbers. It shall be possible for the station user to activate or cancel this feature. Outgoing calling capability shall be allowed when call forwarding is activated. This capability can be administered on a station basis.

	Call Hold.
	The Networx vendor will provide the ability to put a caller on hold and retrieve them from the hold state. The Networx vendor will provide music for the caller when they are in the hold state (music on hold).

	Call Park.
	The Networx vendor will allow a call to be parked at a subscriber’s number for retrieval by another subscriber line. This capability can be administered on a station basis according to the subscribing agencies needs.

	Call Pickup.
	The Networx vendor will allow a subscriber to answer any calls directed to another station line within his or her own (a) predefined call pickup group or via (b) direct call pickup by dialing the telephone number of the ringing target extension. This capability can be administered on a station basis according to the subscribing agencies needs.

	Call Transfer.
	The Networx vendor will provide the capability that allows a station user to transfer any call in progress to another telephone number without the assistance of the operator. Both unsupervised (blind) and supervised call transfer capabilities shall be provided.

	Call Waiting.
	The Networx vendor will allow a call to a busy station to be held waiting while a tone signal is directed towards the busy station user (only the called station user shall hear this tone). The vendor will offer the capability for the subscriber to disable the service, temporarily on a per call basis

	Calling Number Suppression.
	The Networx vendor will provide the originating subscriber the capability to suppress the origination station number from being received by the terminating station. It shall be possible to enable this function either on a (a) per-call basis or (b) as a permanent attribute of the station.

	Class of Service (COS) Restrictions.
	The Networx vendor will allow privileges and restrictions to be assigned to a particular station. The COS can be used to restrict calling privileges and access to designated features.

	Conference Calling.
	The Networx vendor will allow a station user to establish a multiparty conference connection of a minimum of three conferees including themselves, without attendant assistance.

	Directory.
	The Networx vendor will provide a directory function to view and store frequently called numbers. The directory shall also track, at a minimum, the five most recent missed calls, received calls, and originated calls.

	Distinctive Ringing.
	The Networx vendor will provide a unique ringing or alert that distinguishes between internal and external calls.

	Do Not Disturb (DND).
	The Networx vendor will provide the ability to temporarily block calls to a station number. The feature can be activated and de-activated by the subscriber. Outgoing calling capability shall be allowed when the DND state is activated. This capability can be administered on a station basis according to the subscribing agencies needs.

	Hotline.
	The Networx vendor will provide an automatic ring down to a pre-defined endpoint when the originator initiates a call from the hotline station.

	Hunt Groups.
	The Networx vendor will provide the capability to route incoming calls to a predetermined sequence of telephone numbers until it is answered. The Networx vendor will offer different hunting options including (a) circular and (b) pilot (sequential) hunt groups.

	Last Number Dialed (LND).
	The Networx vendor will offer last number dialed capability on a per station basis. The service shall enable a station user to automatically originate a call to the last number dialed from the station user’s phone (re-dial).

	Multi Line Appearance.
	The Networx vendor will support the ability for multiple line appearances to operate on a subscriber’s phone.

	Specific Call Rejection.
	The Networx vendor will allow subscribers to screen incoming calls by creating a list of phone numbers (or URLs) from which to reject calls. Calls originated from numbers contained on the rejection list shall be routed to an alternative destination such as an announcement.

	Speed Dial.
	The Networx vendor will offer abbreviated digit dialing capability on a per station basis.


IV. Networx Performance Requirements
The performance levels and Acceptable Quality Level (AQL) of Key Performance Indicators (KPIs) for Internet Protocol Telephony Services in the table below are mandatory:

Internet Protocol Telephony Service (IPTelS) Performance Metrics


	Key
Performance
Indicators
	Service
Level
	Performance
Standard
(Threshold)
	Acceptable Quality
Level (AQL)
	How Measured

	Availability
	Routine
	99.6%
	≥ 99.6%
	Availability is measured end-to-end and calculated as a percentage of the total reporting interval time that the IPTelS is operationally available to the Agency. Availability is computed by the standard formula:
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	Critical
	99.9%
	≥ 99.9%
	

	Grade of Service
(Packet Loss)
	Routine
	0.4%
	≤ 0.4%
	Grade of Service (Packet Loss) is defined as the percentages of packets that are sent by the source SDP but never arrive at the destination SDP (the percentage of packets that are dropped). The packet loss can be measured with an ICMP test. This applies to CONUS.

	Latency

(CONUS)
	Routine
	200 ms
	≤ 200 ms
	Latency is the average round trip time for a packet to travel from source SDP to destination SDP. This applies to CONUS.

	Jitter
	Routine
	10 ms
	≤ 10 ms
	Jitter is the average variation or difference in the delay between received packets of an IP packet data stream from SDP to SDP. Relevant standard: IETF RFC 1889. This applies to CONUS.

	Time to Restore
(TTR)
	Without
Dispatch
	4 hours
	≤ 4 hours
	The Networx vendor will calculate Time to Restore (TTR) as the elapsed time between the time a service outage is recorded in the Trouble Management System and the time the service is restored minus any (1) time due to scheduled network configuration change or planned maintenance or (2) time, as agreed to by the Government, that the service restoration of the service cannot be worked due to Government caused delays. Examples of Government caused delays include: 1) the customer was not available to allow the contractor to access the Service Delivery Point or other customer-controlled space or interface; 2) the customer gave the contractor an incorrect address for the SDP; 3) the customer failed to inform the contractor that a security clearance was required to access the SDP or customer-controlled space; 4) or the Government required service at a remote site and agreed that a longer transit time was required.

	
	With
Dispatch
	8 hours
	≤ 8 hours
	


V. Interfaces

The User-To-Network Interfaces (UNIs) at the SDP, as defined in the table below, are mandatory unless indicated otherwise. The IPTelS interface with non-proprietary telephone instruments and fax machines. IPTelS shall, at a minimum, support the following subscriber devices:

a. Analog phones

b. Facsimile devices

c. IP phones

d. ISDN phones (Optional)

e. PC client soft phones

Internet Protocol Telephony Service Interfaces

	UNI Type 
	Interface Type and Standard 
	Payload Data Rate or Bandwidth 
	Signaling Type 

	1 
	Router or LAN Ethernet port: RJ-45 (Std: IEEE 802.3) 
	Up to 100 Mbps 
	SIP, H.323, MGCP, or SCCP [Optional] 

	2 
	Analog Line: Two-Wire (Std: Telcordia SR-TSV-002275) 
	4 kHz Bandwidth 
	Line - Loop Signaling 

	3 [Optional] 
	Digital Line: ISDN BRI S and T Reference Point (Std: ANSI T1.607 and 610) 
	Up to 128 Kbps (2x64 kbps) 
	ITU-TSS Q.931 


VI. Pre-cutover Activities
	Internet Protocol Telephony Service (IPTelS) Checklist*

	PRE-CUTOVER
	
	STATUS

	Administrative
	Has an Agency Hierarchy Code (AHC) been provided to the Networx vendor?
	

	
	Have Local Government Contacts (recommend at least two per location) been identified and contact information provided?
	

	
	Has a Project Specific Transition Plan Identifier been assigned?
	

	
	Note (P_OPS) in the Agency Service Request Number (ASRN) if this is parallel service.
	

	Pre-Ordering/Design Decisions
	Has the underlying Internet Protocol access been installed?
	

	
	Are adequate facilities available to support parallel service if required?
	

	
	Verify the Networx Vendor supports the features and interfaces specific to the agency’s application.
	

	
	Has the Agency LAN been tested to confirm capacity and QOS to accommodate Voice over IP Telephony?
	

	
	Have the Agency data networking personnel been involved in the planning of Voice over IP Telephony implementation?

Have information gathering and pre-implementation preparation been completed, such as, IP addressing, security and firewall configuration, etc?

Have any firewall traversal policies, 911 call routing policies, or other Agency specific security and safety policies been considered?
	

	
	Regarding IP addressing, has the IP configuration scheme for devices both on the Agency LAN and the Networx vendor network been agreed upon for proper interoperability? This includes devices such as Routers, Gateways, Firewalls, and Telephony devices. (Desktop Instruments, Soft‑phones, Subscriber gateways, and IP Fax devices)
	

	
	Has the Agency determined which codec should be supported that will provide an acceptable Mean Opinion Score (MOS)? Note an MOS of 4.0 is required when using G.711 codec.
	

	
	CPE requirements: Are Networx SEDs required, such as IP based telephones, or soft-phone clients? 
Will any Subscriber gateways be required to support analog or ISDN devices? 
Will any existing Agency provided IP phones, soft-phone clients, or TDM gateways be utilized

Will the local area network (LAN) support parallel service? 
	

	
	Determine CPE and or HW/SW changes necessary in the local switching to accommodate the planned cutover strategy
	

	
	Have the dial plan and number portability planning been taken into consideration for new service, parallel service, or transition from the current system to the new vendor?
	

	
	Verify speed, duplex, and termination points.
	

	
	Determine Adequacy of inside wiring if new or additional SEDs are being installed.
	

	
	Will the Agency require a pilot network for evaluation or phased implementation to complete the transition?
	

	
	Determine the Parallel Operations Period – all orders for parallel service will have to be so noted in the ASRN.
	

	
	Prepare Fall-Back plan: 
Typically just a physical re-connect at the Government site or an administrative (logical) change if parallel service is physically maintained. 
Even with parallel service maintained the FTS2001 vendor would still have to re-point all traffic terminating to the transitioning site back to the original FTS2001 service.
	

	Site Preparation
	Is sufficient power capacity available?
	

	
	Is sufficient space available?
	

	
	Is spare rack space available? This is required for subscriber gateways or underlying access equipment.
	

	
	Is the HVAC system adequate?
	

	User Training
	Have users received training on service features, calling features, E911 database registration, local 911 service, trouble reporting, Network Inventory Code (NIC), Portal and toll free reporting, SED ownership, etc.?
	

	Installation
	Have SED(s) been installed and tested? Have Routing tables been completed?
	

	
	Have telephone numbers and feature services been delivered?
	

	
	Has the administrative portal been setup? Have any subscriber portals been setup?
	

	
	Has required inside wiring been installed and tested?
	

	Network Management
	Provide all new service and SED information to the affected Network Management Organization.
	

	Documentation
	Provide all “As-Built” drawings to site personnel and to the affected Network Management Organization.
	

	Execute Tests
	See Examples Below of a Networx Vendor Networx Services Verification Test Plan: Have the Agency LGC or Network Management Organization and Networx vendor reviewed the results of this testing to insure all is ready for the actual cutover?
	

	Conduct Pre-Cutover Testing
	See Examples Below of a Networx Vendor Networx Services Verification Test Plan:
	


*Use this checklist in conjunction with Generic Cutover Checklist

VII. Testing Examples

The Agency should insure that all of the features and functions ordered with the service were delivered and are operational within the seventy two hour acceptance window. The Networx vendors are to perform verification testing on the service for each order at the initial service delivery to an Agency per the Networx service verification test plan.

· Can you make or receive calls within the Agency?
· Can you make or receive calls outside the Agency and/or to the PSTN if your Class of Service allows?

· Do your standard telephony features work properly such as Hold, Transfer, Forwarding, Conferencing, etc?

· If the voice mailbox feature has been ordered, can you setup your personal settings and retrieve messages?

· Can you access the web management portals for Subscriber, Administrator, or Find me Follow me routing features as ordered?

· Confirm that the service meats the Agency’s desired Mean Opinion Score (MOS). This must be 4.0 or better if using the G.711 codec.

· If the service includes access redundancy the test should include unplugging the primary path and determining if the back-up path is used.

VIII. Cutover Activities

	FINAL CUTOVER
	
	

	Communicate schedule and status with stakeholders
	
	

	Obtain authorization to proceed or delay
	GO/NO-GO notification 


	

	Activate new service(s)
	
	

	Conduct acceptance test
	
	

	The Agency should notify Networx vendor  and TCC of rejection of service within 72 hours of cutover
	Acceptance period of 72 hours begins upon receipt of the Service Order Completion Notice (SOCN)
	

	Begin production
	
	

	Obtain signoffs for cutover completion
	
	

	Deactivate legacy service
	
	


IX. Transition Cutover Contact List

Transition Cutover Contact List







  Agency Name:  










Local Government Contact Personnel:

Name:  












Name:  











Title/Function:  










Title/Function:   








Location:   











Location:   










Mobile #:  











Mobile #:  










Office #: 











Office # 










Email:  












Email:  

















Networx Vendor:    










Networx Vendor Key Contact Personnel:

Name:  












Name:  











Title/Function:  










Title/Function:   








Location:   











Location:   










Mobile #:  











Mobile #:  










Office #: 











Office # 










Email:  












Email:  











Transition Cutover Contact List

(continued)







   CPE Vendor:  










CPE Vendor Key Contact Personnel:

Name:  












Name:  











Title/Function:  










Title/Function:   








Location:   











Location:   










Mobile #:  











Mobile #:  










Office #: 











Office # 










Email:  












Email:  

















Access Vendor:  










Access Vendor Key Contact Personnel:

Name:  












Name:  











Title/Function:  










Title/Function:   








Location:   











Location:   










Mobile #:  











Mobile #:  










Office #: 











Office # 










Email:  












Email:  











CUTOVER ISSUES LOG
	ISSUE #
	INITIATOR
	ISSUE SUMMARY

	
	
	

	Priority/Impact
	Owner
	Target Resolution Date

	
	
	

	Status
	Status Date
	Resolution
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