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(IPv4/IPv6 Protocol) And/or

Layer 2 and Legacy Device(s)

(Ethernet, SNA, IPX/SPX)

Fully Meshed

Government Site

Additional Networx Vendor(s) or

FTS2001 Incumbent Vendor(s)

(Multiple Administrative Domains -Optional)

Providing single homogeneous VPLS 

network

Layer 2

Over dedicated access

Layer 2

Over dedicated access

Government Site

Government Site

Gateway

Note: Agency’s selected Layer 2 Local Area Network protocol is privately 

distributed throughout the Wide Area Network to all other connected Agency 

sites.  This occurs over any underlying provider Layer 2 protocol and 

architecture by creating a Virtual Private Network transport method.
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Layer 2 VPN Service (L2VPNS) Cutover Checklist
I. Networx Service Functional Definition:  Layer 2 VPN Service (L2VPNS)
Layer 2 Virtual Private Network Services (L2VPNS) allow Government Agencies to connect multiple sites in a single bridged domain over a Networx vendor's network. The vendor will provide TDM, FR and ATM service via the L2VPNS using a vendor-chosen implementation. This any-to-any service inter-working enables Agency's sites to be interconnected regardless of the access network type. It also allows the Agencies to contract services delivered transparently to the network where inter-working functions are required.

Agencies will be able to acquire point-to-point, point-to-multi-point and multipoint-to-multi-point services over a contracted common infrastructure. The Networx vendor may fulfill requirements for L2VPNS by providing one or both of the following Layer 2 Virtual Private Network Services (L2VPNS) basic services:

1. Virtual Private LAN Service (VPLS) (Optional) – allows Agencies to extend their Ethernet or any Local Area Network (LAN) throughout the entire wide area network (WAN) in a secure manner. The offering provides fully meshed Layer 2 Multi-point connectivity across a Networx vendor’s network to the customer no matter where they are located and independent of the Agency’s network access.
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2. Virtual Private Wire Service (VPWS) [Optional] – Layer 2 Service that provides point-to-point connectivity (e.g., Frame Relay Data Link Connection Identifier (DLCI), ATM Virtual Path Identifier/Virtual Channel Identifier (VPI/VCI), across the Networx vendor’s network.
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Note: The Agency’s selected Layer 2 protocol (e.g. ATM, FR, Ethernet, etc.) is 

transmitted across the providers network regardless of the underlying provider 

network architecture and protocols by creating a Virtual Private Network 

transport method.  Interworking allows sites with dissimilar Layer 2 protocols to 

transfer data with each other. 
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II. Applicable standards include:
Layer 2 Virtual Private Network Services (L2VPNS) will comply with the following standards, as applicable. After award, the Networx vendor may propose alternatives at no additional cost to the Government that meet or exceed the provisions of the standards listed below:

1) Internet Engineering Task Force (IETF)

a) RFC 2684 - “Multi-protocol Encapsulation over ATM Adaptation Layer 5”, September 1999

b) RFC 2427 – “Multi-protocol Interconnect over Frame Relay”, September 1998

c) RFC3809, “Generic Requirements for Provider Provisioned Virtual Private Networks (PPVPN)”, A. Nagarajan, Ed., June 2004

d) “Framework for Layer 2 Virtual Private Networks (L2VPNs)”, draftietf-l2vpn-l2-framework-05.txt, June 2004

e) “Service Requirements for Layer-2 Provider Provisioned Virtual Private Networks”, draft-ietf-l2vpn-requirements-01.txt, February 2004

f) “Virtual Private LAN Service”, draft-ietf-l2vpn-vpls-bgp-02.txt, May 2004

g) “Virtual Private LAN Services over MPLS”, draft-ietf-l2vpn-vpls-ldp-03.txt, April 2004

h) “Provisioning Models and Endpoint Identifiers in L2VPN Signaling”, draft-ietf-l2vpn-signaling-01.txt, March 2004

i) “Using RADIUS for PE-Based VPN Discovery”, draft-ietf-l2vpnradius-pe-discovery-00.txt, February 2004

j) "Requirements for Pseudo-Wire Emulation Edge-to-Edge (PWE3)", draft-ietf-pwe3-requirements-08.txt, X Xiao, 12-Jan-04.

k) "Encapsulation Methods for Transport of Ethernet Frames over IP/MPLS Networks", draft-ietf-pwe3-ethernet-encap-07.txt, Luca Martini, Eric Rosen, Nasser El-Aawar, Giles Heron, 19-Jul-04.

l) "Encapsulation Methods for Transport of ATM Over IP and MPLS Networks", draft-ietf-pwe3-atm-encap-06.txt, Luca Martini, Matthew Bocci, Jeremy Brayley, Ghassem Koleyni, 19-Jul-04.

m) “Frame Relay over Pseudo-Wires”, draft-ietf-pwe3-frame-relay-02.txt, Claude Kawa et al, February 2004.

2) Institute of Electrical and Electronics Engineers, Inc. (IEEE)

a) Family of IEEE 802.1 standards

b) Family of IEEE 802.3 standards

3) All new versions, amendments, and modifications to the above documents and standards when offered commercially.

III. Features:
The following Layer 2 Virtual Private Network Services (L2VPNS) features in the table below are mandatory unless marked optional:

Table: Layer 2 Virtual Private Network Services (L2VPNS) Features
	ID Number 
	Name of Feature 
	Description 

	1 
	Class of Service (CoS) 
	The Networx vendor will provide multiple classes of service, to include but not limited to: 

1. Premium ─for time-critical traffic such as voice and video 
2. Enhanced ─for business-critical traffic such as transactions 
3. Standard ─for non-critical traffic such as email. 

	2 (Optional) 
	Non-peered Private IP Network 
	The Networx vendor will provide the capability to run an Agency’s L2VPNS service over transport that is not connected to the public Internet and allows separation of Agency traffic from any other Agency’s traffic. 

	3 
	High availability options 
	The Networx vendor will allow for the following high availability options: 
1. Fault tolerance 
2. Load sharing 
3. Fail-over protection 
4. Diverse access points to service provider’s 


IV. Networx Performance Requirements
The performance levels and Acceptable Quality Level (AQL) of Key Performance Indicators (KPIs) for Layer 2 Virtual Private Network Services (L2VPNS) in the table below are mandatory unless marked optional:

Layer 2 VPN Service (L2VPNS) Performance Metrics


	Key
Performance
Indicators
	Service
Level
	Performance
Standard
(Threshold)
	Acceptable Quality
Level (AQL)
	How Measured

	Availability
Av(L2VPNS)
	Routine
	99.8%
	≥ 99.8%
	L2VPNS availability is measured end-to-end and calculated as a percentage of the total reporting interval time that the L2VPNS is operationally available to the Agency. Availability is computed by the standard formula:
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	Critical
(Optional)
	99.999%
	≥ 99.999%
	

	Latency
(L2VPNS)
CONUS
	Routine
	100 ms
	≤ 100 ms
	Latency value is the average round trip transmission between Agency premises routers for L2VPN with all of its CONUS/OCONUS sites. Relevant standards are RFC 1242 and RFC 2285.


	Latency
(L2VPNS)
OCONUS
	Routine
	400 ms
	≤ 400 ms
	

	Time to Restore
(TTR)
	Without
Dispatch
	4 hours
	≤ 4 hours
	The Networx vendor will calculate Time to Restore (TTR) as the elapsed time between the time a service outage is recorded in the Trouble Management System and the time the service is restored minus any (1) time due to scheduled network configuration change or planned maintenance or (2) time, as agreed to by the Government, that the service restoration of the service cannot be worked due to Government caused delays. Examples of Government caused delays include: 1) the customer was not available to allow the Networx vendor to access the Service Delivery Point or other customer-controlled space or interface; 2) the customer gave the Networx vendor an incorrect address for the SDP; 3) the customer failed to inform the Networx vendor that a security clearance was required to access the SDP or customer-controlled space; 4) or the Government required service at a remote site and agreed that a longer transit time was required.

	
	With
Dispatch
	8 hours
	≤ 8 hours
	

	Jitter (Packet)
	Routine
	10 ms
	≤ 10 ms
	Measurements of Packet Jitter are performed by injecting packets at regular intervals into the network and measuring the variability in the arrival time. Relevant standard is RFC 2679.

	Grade of Service
(Data Delivery Rate)
	Routine
	99.9%
	≥ 99.9%
	Network devices, such as switches and routers, sometimes have to hold data packets in buffered queues when a link is congested. If the link remains congested for too long, the buffered queues will overflow and data will be lost. Relevant standards such as RFC 1242 and RFC 2285 may be used to measure Data Delivery Rate.

	
	Critical
(Optional)
	99.95%
	≥ 99.95%
	


V. Interfaces

User-to-Network-Interfaces (UNI) applicable to this service are listed in the following table.

	UNI Type 
	Interface Type 
	Standard 
	Frequency of Operation or Fiber Type 
	Payload Data Rate or Bandwidth 
	Signaling Protocol Type/Granularity 

	1 [Optional] 
	Optical 
	IEEE 802.3z 
	1310 nm 
	1.25 Gbps 
	Gigabit Ethernet 

	2 [Optional] 
	Optical 
	IEEE 802.3z 
	850 nm 
	1.25 Gbps 
	Gigabit Ethernet 

	3 
	Optical 
	IEEE 802.3 
	1310 nm 
	125 Mbps 
	Fast Ethernet 

	4 [Optional] 
	Optical 
	IEEE 802.3ae 
	1310 nm 
	10 Gbps 
	10GBASE-SR (65 meters) 

	5 [Optional] 
	Optical 
	IEEE 802.3ae 
	850nm 
	10 Gbps 
	10GBASE-SW 

	6 [Optional] 
	Optical 
	IEEE 802.3ae 
	1550 nm 
	10 Gbps 
	10GBASE-ER 

	7 [Optional] 
	Optical 
	IEEE 802.3ae 
	1310 nm 
	10 Gbps 
	10GBASE-LR 

	8 [Optional] 
	Optical 
	IEEE 802.3ae 
	1550 nm 
	10 Gbps 
	10GBASE-LW 

	9 [Optional] 
	Optical 
	IEEE 802.3ae 
	1310 nm Single Mode 
	10 Gbps 
	10GBASE-LW (10,000 meters) 

	10 [Optional] 
	Optical 
	IEEE 802.3ae 
	1550 nm Single Mode 
	10 Gbps 
	10GBASE-EW (40,000 meters) 

	11 
	Electrical 
	IEEE 802.3 
	N/A 
	10 Mbps 
	10Base 

	12 
	Electrical 
	IEEE 802.3 
	N/A 
	100 Mbps 
	100 Base 

	13 
	Optical 
	IEEE 802.3 
	
	1 Gbps 
	1000Base 

	14 
	Optical 
	IEEE 802.3z IEEE 802.3ab 
	Multimode 
	1 Gbps 
	1000BASE-LX 

	15 
	Optical 
	IEEE 802.3z IEEE 802.3ab 
	Multimode 
	1 Gbps 
	1000BASE-SX 

	16 
	Electrical (Copper) 
	IEEE 802.3z 
	N/A 
	1 Gbps 
	1000BASE-CX 

	17 
	Electrical (Twisted pair) 
	IEEE 802.3z 
	N/A 
	1 Gbps 
	1000BASE-T 

	18 [Optional] 
	Optical 
	GR-253, ITU-T G.707 
	1310 nm 
	10 Gbps 
	SONET or SDH 


Layer 2 Virtual Private Network Services (L2VPNS) will connect to and interoperate with the Agencies’ Networks. L2VPNS will provide connectivity for multiple LANs to extend them into the Metropolitan Area Networks (MAN) and Wide Area Networks (WAN). This enables the connection of Agency SDP(s) in one location to another SDP(s) in one or more locations.

VI. Pre-cutover Activities
	Layer 2 VPN Service (L2VPNS) Checklist*

	PRE-CUTOVER
	
	STATUS

	Administrative
	Has an Agency Hierarchy Code (AHC) been provided to the Networx vendor?
	

	
	Have Local Government Contacts (recommend at least two per location) been identified and contact information provided?
	

	
	Has a Project Specific Transition Plan Identifier been assigned?
	

	
	Note (P_OPS) in the Agency Service Request Number (ASRN) if this is parallel service
	

	Pre-Ordering/Design Decisions
	Has the underlying access type and layer 2 transport type (ATM, FR, Ethernet, etc.) been determined for each site?
	

	
	Is access diversity/redundancy or other high availability option required and available?
	

	
	Are adequate facilities available to support parallel service if required?
	

	
	Which type of service will be utilized, Private LAN service or Private Wire Service?
	

	
	Have the Quality of Service (QOS) requirements been defined for the service? Are there any shaping, policing, or QOS mappings required?
	

	
	Has the Agency defined the topology required for their network? (full mesh, point-to-multipoint, partial mesh, point-to-point, hierarchical)
	

	
	Will any Inter-Working Functions be required for the Agencies network at different sites, such as frame translation from ATM to Frame Relay?
	

	
	Will any upper layer (IPv4, IPv6) addressing and or routing protocols need to be changed to support the planned cutover strategy and the expected network topology?
	

	
	Have TSP authorization codes to revoke existing service been provided if necessary?
Has TSP confirmation for new service been provided to NCS, if necessary?

(Applies to dedicated access circuits)
	

	
	Verify the Networx Vendor supports the features and interfaces specific to the Agency’s application.
	

	
	CPE requirements: Are Networx SEDs required? 
Will the local service CPE support parallel service? 
Will the edge devices support the planned L2VPN design?

Determine HW/SW changes necessary in the local switching to accommodate the planned cutover strategy
	

	
	Verify speed and termination points for each User to Network Interface (UNI).
	

	
	Determine Adequacy of inside wiring to support the ordered services.
	

	
	Determine the Parallel Operations Period – all orders for parallel service will have to be so noted in the ASRN.
	

	
	Determine transport route avoidance requirements in regard to the underlying service supporting the L2VPN Service.
	

	
	Prepare Fall-Back plan: 
Typically just a physical re-connect at the Government site or an administrative (logical) network address change if parallel service is physically maintained.
Even with parallel service maintained the FTS2001 vendor would still have to re-point all traffic terminating to the transitioning site back to the original FTS2001 service.
	

	Site Preparation
	Is sufficient power capacity available?
	

	
	Is sufficient space available?
	

	
	Is spare rack space available?
	

	
	Is the HVAC system adequate?
	

	User Training
	Have users received training on service monitoring (web portal), trouble reporting, Network Inventory Code (NIC), underlying LEC and IXC circuit IDs, Portal and toll free reporting, SED ownership, etc.?
	

	Installation
	Have SED(s) and underlying Circuit(s) been installed and tested?
Have SED configurations been completed and verified?

Have routing tables or label switching tables been completed?
	

	
	Has required inside wiring been installed and tested?
	

	
	Has the administrative and monitoring portal been setup and user access been defined?
	

	Network Management
	Provide all new circuit, topology, and SED information to the affected Network Management Organization.
	

	Documentation
	Provide all “As-Built” drawings to site personnel and to the affected Network Management Organization.
	

	Execute Tests
	See Examples Below of a Networx Vendor Networx Services Verification Test Plan: Have the Agency LGC or Network Management Organization and Networx vendor reviewed the results of this testing to insure all is ready for the actual cutover?
	

	Conduct Pre-Cutover Testing
	See Examples Below of a Networx Vendor Networx Services Verification Test Plan:
	


*Use this checklist in conjunction with Generic Cutover Checklist

VII. Test Examples:
The Agency should insure that all of the features and functions ordered with the service were delivered and are operational within the seventy two hour acceptance window. The Networx vendors are to perform verification testing on the service for each order at the initial service delivery to an Agency per the Networx service verification test plan.

· Test the underlying access service per the access service delivery cutover guidelines template (e.g. Ethernet, Private Line, and Dedicated Access).
· Verify topological connectivity (Point-to-Point, Point-to-Multipoint, or other defined topology) using the Agency or Network Vendor provided management tools for the protocol being transported across the L2VPN network (such as Ping for IPv4/IPv6, OAM for ATM protocol, etc.)

· Verify any dynamic routing tables or layer 2 auto discovery protocols (e.g. OSPF, EIGRP, CDP, LDP, etc)

· Confirm SNMP or other MIB enabled devices are visible to the Network Operations Center

· Perform any other Agency specific or NIST defined testing as required.
If the service being obtained includes redundancy or failover, the testing should include unplugging the primary path and determining if the back-up path is used.
VIII. Cutover Activities

	FINAL CUTOVER
	
	

	Communicate schedule and status with stakeholders
	
	

	Obtain authorization to proceed or delay
	GO/NO-GO notification 


	

	Activate new service(s)
	
	

	Conduct acceptance test
	
	

	The Agency should notify Networx vendor  and TCC of rejection of service within 72 hours of cutover
	Acceptance period of 72 hours begins upon receipt of the Service Order Completion Notice (SOCN)
	

	Begin production
	
	

	Obtain signoffs for cutover completion
	
	

	Deactivate legacy service
	
	


IX. Transition Cutover Contact List

Transition Cutover Contact List







  Agency Name:  










Local Government Contact Personnel:

Name:  












Name:  











Title/Function:  










Title/Function:   








Location:   











Location:   










Mobile #:  











Mobile #:  










Office #: 











Office # 










Email:  












Email:  

















Networx Vendor:    










Networx Vendor Key Contact Personnel:

Name:  












Name:  











Title/Function:  










Title/Function:   








Location:   











Location:   










Mobile #:  











Mobile #:  










Office #: 











Office # 










Email:  












Email:  











Transition Cutover Contact List

(continued)







   CPE Vendor:  










CPE Vendor Key Contact Personnel:

Name:  












Name:  











Title/Function:  










Title/Function:   








Location:   











Location:   










Mobile #:  











Mobile #:  










Office #: 











Office # 










Email:  












Email:  

















Access Vendor:  










Access Vendor Key Contact Personnel:

Name:  












Name:  











Title/Function:  










Title/Function:   








Location:   











Location:   










Mobile #:  











Mobile #:  










Office #: 











Office # 










Email:  












Email:  

















Incumbent Vendor:    










Incumbent Vendor Key Contact Personnel:

Name:  












Name:  











Title/Function:  










Title/Function:   








Location:   











Location:   










Mobile #:  











Mobile #:  










Office #: 











Office # 










Email:  












Email:  











CUTOVER ISSUES LOG
	ISSUE #
	INITIATOR
	ISSUE SUMMARY

	
	
	

	Priority/Impact
	Owner
	Target Resolution Date

	
	
	

	Status
	Status Date
	Resolution
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