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Managed Network Services (MNS) Cutover Checklist
I. Networx Service Functional Definition:  Managed Network Services (MNS)
Managed Network Services (MNS) enable an Agency to obtain design and engineering, implementation, management, and maintenance services for Agency networks. MNS provide the necessary technical and operational capabilities that ensure the availability and reliability of Agencies’ increasingly complex networks.
MNS offer comprehensive network management solutions to meet Agency requirements. Under the MNS offering, the Networx contractor provides overall management of an Agency’s network infrastructure. In addition, the Networx contractor provides real-time proactive network monitoring, rapid troubleshooting and service restoration. Agencies need Networx contractor support for networks of varying complexity in terms of size, bandwidth, and functionality. The Networx contractor is the Agency’s single point of accountability for all networks manage under this service, including, operations, maintenance, and administration activities.

This is a highly individualized service with dependencies that will be unique to each network and each Agency’s implementation methodology.  
II. Applicable standards include:
Managed Network Services will comply with the following standards, as applicable:

1. The specific Standards and recommendations identified in the Agency task order.

2. All appropriate standards for any applicable underlying Networx access and transport services
Managed Network Services (MNS) Features
	ID
Number
	Name of Feature
	Description

	1
	Government Furnished Property (GFP) Maintenance
	The Networx contractor will maintain and repair Government Furnished Property if not maintained under a SED monthly maintenance charge.

	2
	Agency-Specific Network Operations Center (NOC)
	The Networx contractor will provide Agency-specific help desk services and shared or dedicated Network Operations Centers (NOCs) to meet Agency requirements.

	3
	Network Testing
	The Networx contractor will support Agency-specific development services which address the Agency‘s potential need to test equipment, software and applications on the Networx contractor’s network prior to purchase and deployment. This will cover voice, data, and video technologies including but not be limited to ATM, Frame Relay, IP VPN, ISDN, Voice over Frame (VoFR), and Voice over Internet Protocol (VoIP). Testing will be performed at the Agency’s discretion and structured in collaboration with the Networx contractor. 


III. Networx Performance Requirements
The performance levels and Acceptable Quality Level (AQL) of Key Performance Indicators (KPIs) for Managed Network Services are mandatory. In addition to the components specified in the table below, Networx contractors may provide KPIs applicable to their MNS offering:
Managed Network Services (MNS) Performance Metrics

	Key
Performance
Indicators
	Service
Level
	Performance
Standard
(Threshold)
	Acceptable Quality
Level (AQL)
	How Measured

	Availability

(Network End-to-
End)


	Routine
	99.9%
	≥ 99.9%
	MNS availability is measured end to-end and calculated as a percentage of the total reporting interval time that the service is operationally available to the Agency. Availability is computed by the standard formula:
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	Time to Restore (TTR)
	Without
Dispatch
	4 hours
	≤ 4 hours
	The Networx contractor will calculate Time to Restore (TTR) as the elapsed time between the time a service outage is recorded in the Trouble Management System and the time the service is restored minus any (1) time due to scheduled network configuration change or planned maintenance or (2) time, as agreed to by the Government, that the service restoration of the service cannot be worked due to Government caused delays. Examples of Government caused delays include: 1) the customer was not available to allow the Networx contractor to access the Service Delivery Point or other customer-controlled space or interface; 2) the customer gave the Networx contractor an incorrect address for the SDP; 3) the customer failed to inform the Networx contractor that a security clearance was required to access the SDP or customer-controlled space; 4) or the Government required service at a remote site and agreed that a longer transit time was required.

	
	With
Dispatch
	8 hours
	≤ 8 hours
	


IV. Interfaces

Managed Network Services will support the User-to-Network Interfaces (UNIs) defined in the following Cutover Checklists, as applicable:

1. Frame Relay Service (FRS)

2. Asynchronous Transfer Mode Service (ATMS)

3. Private Line Services (PLS)

4. Internet Protocol Service (IPS)

5. Premises-based IP VPN Services (PBIP-VPNS)

6. Network-based IP VPN Services (NBIP-VPNS)

The service will also support the UNIs for all underlying Networx access and transport services implemented using MNS, as required.
V. Pre-cutover Activities
	Managed Network Services (MNS) Checklist*

	PRE-CUTOVER
	
	STATUS

	Administrative
	Has an Agency Hierarchy Code (AHC) been provided to the Networx contractor?
	

	
	Have Local Government Contacts (recommend at least two per location) been identified and contact information provided?
	

	
	Has a Project Specific Transition Plan Identifier been assigned?
	

	
	At the discretion of the Agency under Managed Network Services, the Agency may be transitioning underlying support services of the network which require parallel operations. Underlying access or supporting services will require the appropriate ASRN information as listed below. 
	

	
	Note (P_OPS) in the Agency Service Request Number (ASRN) if this is parallel service.
	

	Pre-Ordering/Design Decisions
	Has the Agency determined a lifecycle methodology, such as PDIOO (Planning, Design, Integration, Operation, and Optimization) or other industry accepted lifecycle?
	

	
	Additionally, the Agency and NMO should agree on a schedule to review the post transition operational performance and any network optimization and design changes suggested by the NMO as a part of the lifecycle plan.
	

	
	Has the Agency clearly defined the scope of the network to be managed, such as LAN, WAN, Metro, National, or International?
	

	
	Has the Agency obtained a baseline network snapshot from their incumbent Network Management Organization (NMO) to include topology, configurations, backups, inventory, software revisions, serial numbers, management addressing, and the maintenance cycle to include warranty and maintenance service agreements and expiration timelines?
Verify the inventory information against the TBI.
	

	
	Has the Agency determined the scope of the Networx NMO to include tasks such as Monitoring, Hardware Maintenance, Software provision, Configuration control, Change Management, and Upgrades?
	

	
	What is the current disposition of the network hardware and SEDs and/or CPEs: leased, Government Furnished, etc.?
	

	
	What is the expected Network Operation Center (NOC) monitoring and surveillance methodology? Will the devices be accessible via in band or out-of-band?  Will the Agency or the vendor be providing access control and tracking? Has the NOC location been identified, whether on-site, off-site, or a combination?
	

	
	Has the Agency incorporated continuity of operations plans into the design consideration and transition plan?  Examples include alternate NOC, secondary access, hot sparing, etc.
	

	
	Has the Agency incorporated plans for (ITIL) Service Delivery functions, such as:

· Capacity Management

· Service Level Agreement Management

· Availability Management

· Continuity Management
	

	
	Has the Agency considered (ITIL) Service Support functions, such as:

· Incident Management and escalation

· Problem Management and escalation

· Configuration Management

· Change Management

· Release Management

· Reporting
	

	
	Will the NMO require a letter of Agency for any and all access and transport services to be monitored and or supervised by the third party for any break/fix/repair issues?
	

	
	Has the Agency and NMO agreed upon the Transition methodology and timeline?
	

	
	How will ticket resolutions and transition occur, such as closing out existing open tickets with the incumbent and transfer of knowledge?
	

	
	Will a pilot or prototype period be required to determine the feasibility, operational capability, and proof of concept for the transition?
	

	
	Has the Agency requested any staff supplementation from the NMO? Have any workspace requirement been considered?
	

	
	Will the NMO require Agency personnel at the Vendor location or will the Agency require NMO personnel at the Government location, or a mix of both?
	

	
	What personnel security requirements will be required for personnel located at either the Vendor facility or the Government facility?  Examples such as HSPD-12, and or other security clearance as required by the Agency, etc.
	

	
	Has the Agency considered any requirements or mandates for the NOC to undergo certification and accreditation? (FISMA)
	

	
	Has the physical security of the NMO if Vendor located, been reviewed to ensure it meets with the Agency’s requirements or mandates?
	

	
	Has the Agency considered the disposition of assigned addressing, such as public IP addressing, and if these addresses will need to be transitioned as a part of the management transition?  
	

	
	Has the Agency considered the implications and impact of the IPv6 requirements on the design and implementation of the managed network service?
	

	
	Verify adequacy of the support escalation pathways.
	

	
	Verify the Networx contractor supports the features and interfaces specific to the Agency’s application.
	

	
	CPE requirements: Are Networx SEDs required to support the NMO or Agency Network Operation Center? 
Determine HW/SW changes necessary in the local switching to accommodate the planned cutover strategy
	

	
	Verify speed and termination points.
	

	
	Determine Adequacy of inside wiring.
	

	
	Determine the Parallel Operations Period – all orders for parallel service will have to be so noted in the ASRN
	

	
	Prepare Fall-Back plan: 
The Agency and NMO should agree upon a contingent operation period during transition from the incumbent to the Networx contractor to ensure continuity of operations.
	

	Site Preparation
	Is sufficient power capacity available?
	

	
	Is sufficient floor and office space available?
	

	
	Is spare rack space available?
	

	
	Is the HVAC system adequate?
	

	User Training
	Have users received training on trouble reporting, Network Inventory Code (NIC), LEC and IXC circuit IDs, Portal and toll free reporting, SED ownership, etc.?
	

	Installation
	The Agency and NMO should agree to any implementation requirements expected as part of the transition to the Managed Network Service.
	

	
	Has the Agency reviewed a mock bill to ensure that all managed elements and services are accounted for?
	

	
	Has the Agency validated the assignment of any key personnel?
	

	Network Management
	Provide all new circuit and SED information to the affected Network Management Organization on an ongoing basis.
	

	Documentation
	Provide all “As-Built” drawings to site personnel and to the affected Network Management Organization on an ongoing basis.
	

	Execute Tests
	See Examples Below of a Networx contractor Networx Services Verification Test Plan: Have the Agency LGC or Network Management Organization and Networx contractor reviewed the results of this testing to insure all is ready for the actual cutover?
	

	Conduct Pre-Cutover Testing
	See Examples Below of a Networx contractor Networx Services Verification Test Plan:
	


*Use this checklist in conjunction with Generic Cutover Checklist
Test Examples:

The Agency should insure that all of the features and functions ordered with the service were delivered and are operational within the seventy two hour acceptance window. The Networx contractors are to perform verification testing on the service for each order at the initial service delivery to an Agency per the Networx service verification test plan.

The Agency and the Managed Network Services Networx contractor will need to agree upon a testing methodology consistent with the scope of management provided by the NMO with regard to the complexity of the Agency network.  However, a basic example of testing could include ensuring connectivity to each defined managed device via Simple Network Management Protocol (SNMP) (in-band) or dialup (out-of-band) and the Management Information Base (MIB).

VI. Cutover Activities

	FINAL CUTOVER
	
	

	Communicate schedule and status with stakeholders
	
	

	Obtain authorization to proceed or delay
	GO/NO-GO notification 
	

	Activate new service(s)
	
	

	Conduct acceptance test
	
	

	The Agency should notify Networx contractor  and TCC of rejection of service within 72 hours of cutover
	Acceptance period of 72 hours begins upon receipt of the Service Order Completion Notice (SOCN)
	

	Begin production
	
	

	Obtain signoffs for cutover completion
	
	

	Deactivate legacy service
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CUTOVER ISSUES LOG
	ISSUE #
	INITIATOR
	ISSUE SUMMARY

	
	
	

	Priority/Impact
	Owner
	Target Resolution Date

	
	
	

	Status
	Status Date
	Resolution
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