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Premises Based IP VPN Services (PBIP-VPNS) Cutover Checklist
I. Networx Service Functional Definition:  Premises Based IP VPN Services (PBIP-VPNS)
Premises-based IP Virtual Private Networks (VPN) are typically IPSec tunnel-based, with customer edge (CE) devices encrypting and decrypting traffic before it enters and leaves the contractor’s network. Because security is provided on an end-to-end basis, the contractor has no visibility into the IP tunnel. A Layer 3 IP VPN provides any-to-any connectivity because it relies on IP routing to build paths, which facilitates the creation of fully or partially meshed networks between CE devices across the contractor’s cloud.

The Networx vendor manages VPN gateways, i.e., Customer Premise Equipment (CPE), at Agency locations and provides connectivity to the vendor’s IP network. The CPE provides secure, end-to-end encrypted tunnels to carry an Agency’s traffic between its locations. The CPE may either be furnished by an Agency or by the Networx vendor as part of a managed service.
Premises-based IP VPNs will connect Government locations and trusted business partners via dial-up, broadband, or leased line for site-to-site or remote access.

Premises-based IP VPNs provides three basic solutions:

1. Intranet ─ which provides IPSec-based tunnels between remote sites utilizing broadband or dedicated access.

2. Extranet ─ which enables trusted business partners to gain access to corporate information via IPSec tunnels utilizing broadband or dedicated access.

3. Remote Access ─ which enables mobile/remote workers to access secure corporate information via IPSec tunnels utilizing dial or broadband access.
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II. Applicable standards include:
Premises-based VPNs shall comply with the following standards, as applicable, and when commercially available. After award, the contractor may propose alternatives at no additional cost to the Government that meet or exceed the provisions of the listed standards.

1. Internet Engineering Task Force (IETF) RFCs

a. For secure VPNs

i. General IPSec

ii. ESP and AH

iii. Key exchange

iv. Cryptographic algorithms

v. IPSec policy handling

vi. IPSec MIBs

vii. Remote access

viii. Certification Authorities

b. For trusted VPNs

i. General MPLS

2. IP Security Working Group

3. IP Security Policy Working Group

4. MPLS Working Group

5. Layer 3 Virtual Private Network (L3VPN) Working Group

6. Pseudo Wire Emulation Edge to Edge (pwe3) Working Group

7. IETF-TLS Working Group

8. SSL Protocol Specification compliant with FIPS 140-2

9. IETF RFCs for IPv6 when offered commercially by the contractor

10. All new versions, amendments, and modifications made to the above listed documents and standards, when offered commercially.

III. Networx Performance Requirements
The performance levels and Acceptable Quality Level (AQL) of Key Performance Indicators (KPIs) for Premises-based IP VPNs in the table below are mandatory unless marked optional.

Premises Based IP VPN Services (PBIP-VPNS) Performance Metrics


	Key
Performance
Indicators
	Service
Level
	Performance
Standard
(Threshold)
	Acceptable Quality
Level (AQL)
	How Measured

	Availability
	Routine
	99.9%
	≥ 99.9%
	VPN availability is measured end-to-end and calculated as a percentage of the total reporting interval time that the VPN is operationally available to the Agency. Availability is computed by the standard formula:[image: image3.wmf]100
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	Latency
(CONUS)
	Routine
	120 ms
	≤ 120 ms
	Latency value is the average round trip transmission between Agency premise routers for an IP VPN with all of its CONUS sites. Latency metric does not apply for the access methods (UNI Types 1-7) in Section IV, Interfaces, Table 2 (Below) . Relevant standards are RFC 1242 and RFC 2285. The contractor may propose to the Government more cost effective test and measurement technique alternatives that meet or exceed the requirements in RFC 1242 and RFC 2285. 

	Latency
(OCONUS)
	Routine
	300 ms
	≤ 300 ms
	Latency value is the average round trip transmission between Agency premise routers for an IP VPN with its CONUS and OCONUS sites. Latency metric does not apply for DSL, Cable High Speed, Wireless, and Satellite access methods. Relevant standards are RFC 1242 and RFC 2285. The contractor may propose to the Government more cost effective test and measurement technique alternatives that meet or exceed the requirements in RFC 1242 and RFC 2285 


Premises Based IP VPN Services (PBIP-VPNS) Performance Metrics (Cont)
	Key
Performance
Indicators
	Service
Level
	Performance
Standard
(Threshold)
	Acceptable Quality
Level (AQL)
	How Measured

	Time to Restore

	Without
Dispatch
	4 hours
	≤ 4 hours
	The Networx vendor will calculate Time to Restore (TTR) as the elapsed time between the time a service outage is recorded in the Trouble Management System and the time the service is restored minus any (1) time due to scheduled network configuration change or planned maintenance or (2) time, as agreed to by the Government, that the service restoration of the service cannot be worked due to Government caused delays. Examples of Government caused delays include: 1) the customer was not available to allow the contractor to access the Service Delivery Point or other customer-controlled space or interface; 2) the customer gave the contractor an incorrect address for the SDP; 3) the customer failed to inform the contractor that a security clearance was required to access the SDP or customer-controlled space; 4) or the Government required service at a remote site and agreed that a longer transit time was required.

	
	With
Dispatch
	8 hours
	≤ 8 hours
	


IV. Interfaces

The User-to-Network-Interfaces (UNI) at the SDP, as defined in Table 1 below for Intranet and Extranet VPNs are mandatory as required in Networx contract sections J.2.1, J.2.2, and J.2.3 for Geographic Coverage, unless marked optional.

Table 1: Interface for Intranet and Extranet Premises-based IP VPNs

	UNI Type 
	Interface/Access Type 
	Network-Side Interface 
	Protocol Type (See Note 1) 

	1 
	Ethernet Interface 
	1.
	1 Mbps up to 1 GbE (Gigabit Ethernet)
	IPv4/v6 over Ethernet 

	
	
	2. 
	10 GbE (Optional)
	

	IPv6 shall be supported when offered commercially by the contractor.

Where E-1/E-3 carrier service is provided, appropriate corresponding payload data rates apply.


The User-to-Network-Interfaces (UNI) at the SDP, as defined in Table 2 below for Remote Access VPNs are mandatory as required in Networx contract sections J.2.1, J.2.2, and J.2.3 for Geographic Coverage, unless indicated otherwise.

Table 2: Interface for Remote Access Premises-based IP VPNs
	UNI Type 
	Interface/Access Type 
	Network-Side Interface 
	Protocol Type (See Note 1) 

	1 
	Voice Service 
	Analog dialup at 56 Kbps 
	Point-to-Point Protocol, IPv4/v6 

	2 
	DSL Service 
	xDSL access at 1.5 to 6 Mbps downlink, and 384 Kbps to 1.5 Mbps uplink 
	Point-to-Point Protocol, IPv4/v6 

	3 
	Cable high speed access 
	320 kbps up to 10 Mbps 
	Point-to-Point Protocol, IPv4/v6 

	4 
	Multimode/Wireless 

LAN Service 
	See  the Networx vendor contract for the MWLANS User-to-Network Interfaces 

	5 
	Wireless Access 
	See  the Networx vendor contract for the Wireless Access Arrangement Interfaces 

	6 
	Satellite Access 
	See  the Networx vendor contract for the Satellite Access Arrangement Interfaces 

	7 
	Circuit Switched Data 

Service 
	1. ISDN at 64 Kbps

2. ISDN at 128 Kbps 

3. ISDN dial backup at  64 Kbps 

4. ISDN dial backup at  128 Kbps 
	Point-to-Point Protocol, IPv4/v6 

	IPv6 shall be supported when the contractor makes this feature commercially available.

Where E-1/E-3 carrier service is provided, appropriate corresponding payload data rates apply.


V. Features

The Premises-based IP VPN features delineated in the table below are mandatory unless marked optional.

	ID Number 
	Name of Feature 
	Description 

	1
	High availability options for CPE
	The Networx vendor will provide the high availability options:

1) Fault tolerance

2) Load sharing

3) Fail-over protection
4) Diverse access points to service provider’s POP(s). 

	2
	Internet Gateway Service
	The Networx vendor will provide controlled and monitored connections between the IP-VPN service and the Internet via a hardened trusted gateway. 

	3
	Interworking Services
	The Networx vendor will l provide interworking services for an Agency’s IP VPN to transparently access Agency locations that use the following:
1) The vendor’s ATMS

2) The vendor’s FRS

3) The vendor’s Ethernet Service (Optional)
4) The vendor’s IPS. 

	4
	Key Management
	The Networx vendor will provide the capability to set up VPN meshes and manage encryption keys owned by the following:

1) Contractor

2) Government agency 

Key management can be defined as the generation, distribution, storage, and security of keys. An Agency may decide to be responsible for the key generation and outsource the rest of the key management task. 

	5
	Security Services
	The Networx vendor will provide the following capabilities, as required:
1) Managed stateful firewall services

2) Network scanning service

3) Managed Intrusion Detection service

4) Denial of Service (DoS) protection

5) Network Address Translation

6) Port Address Translation 

Defenses should be inherent to product design rather than software upgrades to a non-secure platform. 


VI. Pre-cutover Activities
	Premises Based IP VPN Services (PBIP-VPNS) Checklist*

	PRE-CUTOVER
	
	STATUS

	Administrative
	Has an Agency Hierarchy Code (AHC) been provided to the Networx vendor?
	

	
	Have Local Government Contacts (recommend at least two per location) been identified and contact information provided?
	

	
	Has a Project Specific Transition Plan Identifier been assigned?
	

	
	Note (P_OPS) in the Agency Service Request Number (ASRN) if this is parallel service.
	

	Pre-Ordering/Design Decisions
	Has the underlying access type (Ethernet, Private Line, Dedicated Access etc.) been determined?
	

	
	Will the access method be agency or contractor provided?
	

	
	Is access diversity/redundancy required and available?
	

	
	Are adequate entrance facilities available to support parallel access if required?
	

	
	Have the local loop framing protocol and line coding requirements been determined?
	

	
	Have the IP addressing and configurations been developed and agreed upon?
	

	
	Verify the Networx Vendor supports the features and interfaces specific to the agency’s application.
	

	
	CPE requirements: The Networx vendor SEDs are required to allow the support of the VPN service and access delivery for the VPN service. 
Will the local service CPE support parallel service? 
Determine HW/SW changes necessary in the local switching to accommodate the planned cutover strategy to support the VPN service delivery.
	

	
	Verify speed and termination points.
	

	
	Determine adequacy of inside wiring if new service is being installed.
	

	
	Determine the Parallel Operations Period. All orders for parallel service will have to be so noted in the ASRN.
	

	
	Define speed and termination points
	

	
	Prepare Fall-Back plan: 
Typically just a physical re-connect at the Government site to the incumbent vendors VPN access or an administrative (logical) change of the IP addressing if parallel service is being utilized.
	

	Site Preparation
	Is sufficient power capacity available?
	

	
	Is sufficient space available?
	

	
	Is spare rack space available?
	

	
	Is the HVAC system adequate?
	

	User Training
	Have users received training on trouble reporting, Network Inventory Code (NIC), LEC and IXC circuit IDs, Portal and toll free reporting, SED ownership, etc.?
	

	Installation
	Have SED(s) and Circuit(s) been installed and tested? Have routing tables been completed?
	

	
	Verify signaling parameters are correct on installed circuits supporting the underling access and that the IP addressing is correct.
	

	
	Has required inside wiring been installed and tested?
	

	Network Management
	Provide all new circuit and SED information to the affected Network Management Organization.
	

	Documentation
	Provide all “As-Built” drawings to site personnel and to the affected Network Management Organization.
	

	Execute Tests
	See Examples Below of a Networx Vendor Networx Services Verification Test Plan: Have the Agency LGC or Network Management Organization and Networx vendor reviewed the results of this testing to insure all is ready for the actual cutover?
	

	Conduct Pre-Cutover Testing
	See Examples Below of a Networx Vendor Networx Services Verification Test Plan:
	


*Use this checklist in conjunction with Generic Cutover Checklist

The Agency should insure that all of the features and functions ordered with the service were delivered and are operational within the seventy two hour acceptance window. The Networx vendors are to perform verification testing on the service for each order at the initial service delivery to an Agency per the Networx service verification test plan.
Test Examples
Test the underlying access service per the access service delivery cutover guidelines template (e.g. Ethernet, Private Line, and Dedicated Access).
Verify the IP address is correct by performing a ping test to the VPN access port.

Establish VPN session and validate authentication of the session. 

Perform end to end network connectivity test

Perform VPN session to multiple end points to validate VPN routing.

Perform any other Agency specific or NIST defined testing as required.

If the service being obtained includes redundancy the test should include unplugging the primary path and determining if the back-up path is used.
VII. Cutover Activities

	FINAL CUTOVER
	
	

	Communicate schedule and status with stakeholders
	
	

	Obtain authorization to proceed or delay
	GO/NO-GO notification 


	

	Activate new service(s)
	
	

	Conduct acceptance test
	
	

	The Agency should notify Networx vendor  and TCC of rejection of service within 72 hours of cutover
	Acceptance period of 72 hours begins upon receipt of the Service Order Completion Notice (SOCN)
	

	Begin production
	
	

	Obtain signoffs for cutover completion
	
	

	Deactivate legacy service
	
	


VIII. Transition Cutover Contact List

Transition Cutover Contact List
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Local Government Contact Personnel:
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Transition Cutover Contact List

(continued)







   CPE Vendor:  










CPE Vendor Key Contact Personnel:

Name:  












Name:  











Title/Function:  










Title/Function:   








Location:   











Location:   










Mobile #:  











Mobile #:  










Office #: 
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Access Vendor:  










Access Vendor Key Contact Personnel:
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Transition Cutover Contact List

(Continued)

Incumbent VPN Vendor:  










VPN Vendor Key Contact Personnel:

Name:  












Name:  











Title/Function:  










Title/Function:   








Location:   











Location:   










Mobile #:  











Mobile #:  










Office #: 
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Email:  












Email:  











CUTOVER ISSUES LOG
	ISSUE #
	INITIATOR
	ISSUE SUMMARY

	
	
	

	Priority/Impact
	Owner
	Target Resolution Date

	
	
	

	Status
	Status Date
	Resolution
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