GSA Policy Advisory:

National Guidelines for Assessing and Managing Biological Threats in Federal Mail Facilities

IV.  Identifying and assessing biological threats


When working with mail and identifying if a mail piece is suspicious or the FBI needs to be contacted, two scenarios should be reported to the FBI WMD Coordinator.  Initially, the designated first responder such as the Federal Protective Service (FPS), Defense Protective Service, or other first responder, would be notified.  They would then ensure that the FBI WMD Coordinator is notified in these two scenarios: 

Opened mail that is leaking a suspicious liquid or powder, or mail that has a suspicious odor:  If you open a letter or package and see an unknown material, or if an unknown material is leaking from the mail as a liquid, powder, or odor, do not try to clean it up or otherwise disturb it.  Set the mail down on a stable surface and call the first responder designated to respond to this type of threat.  

Opened mail that contains a written threat:  If anyone in the organization opens a letter or package with or without powder and discovers a written threat, such as a note that says “You have been infected with anthrax,” put the package or letter down on a stable surface and call the first responder designated to deal with this type of threat.  The mail center supervisor or the first responder must ensure that the FBI local WMD Coordinator is notified in either of these events.


A much more common scenario is a letter or package that is unopened and appears suspicious.  Consider the following:

Unopened mail:  Whenever a mail center worker identifies an unopened package or letter as “suspicious”, a mail center supervisor or specially trained employee should examine the mail piece to confirm that it meets the criteria established for the location.  If confirmed, do not open it.  A supervisor or designated mail center worker who is trained to confirm the identification must be available during all working hours.

Next, determine if the mail piece is addressed to a person who actually works in the facility.  If so, and if the addressee can be located in a reasonable period of time, contact the addressee and ask him or her to identify the package.  If the addressee recognizes the package and is certain it is not threatening, deliver it.  If the addressee does not recognize the package, or if you cannot locate the addressee, attempt to contact the individual listed on the return address to verify the contents of the package.  If you successfully contact the sender of the package, ask them to provide a description of the contents, intended addressee, and the reason it was mailed to your location.  Provide this information to the addressee for further verification.  

If the addressee does not recognize the package, or if you cannot locate the addressee, do not open it.  The supervisor or designated mail center worker should call the previously designated first responder (that is, the organization you have identified as the right one for the specific threat in hand).  This first responder will be responsible for opening the package in a controlled environment and following the appropriate protocol for evaluation of the threat.  A “controlled environment” may be a glove box, hood with negative airflow and HEPA filters on the exhaust airflow, or a similar device.  When identifying the first responder who will open suspicious letters or packages, make sure they have such a device available.

Mail that contains an unidentified secondary container:  If x-ray inspection shows a secondary container that may contain an unknown material, or if you open a letter or package and discover such a container, do not open or otherwise disturb the secondary container.  Treat the secondary container as suspicious, unopened mail.  As above, first call the addressee and see if they can identify the container.  If he or she cannot be located, then call in the first responder designated to open suspicious mail.  

The USPS is irradiating much of the mail that is being delivered to federal agencies in the Washington DC, metropolitan area.  The procedures for identifying and assessing biological threats are the same, as described above, for locations where the USPS is irradiating mail.  That is, irradiation does not change the process described in this section.
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