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executive summary
Executive Summary…Introduction…

This is the Fourth deliverable submitted as part of booz allen’s Analysis of Technology Barriers to home-based telework

Summary Of Deliverable Schedule
	DELIVERABLE
	TITLE
	DUE DATE

	1
	Full Project Plan and Schedule
	8/28/01

	2
	Assessment of Key Teleworking Technologies
	9/28/01
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3
	Senior Management and Telework Program Management Perspectives on Technology Barriers
	11/21/01

	4
	Questionnaire Results and Case Study Organizations’ Perspectives on Technology Barriers
	12/7/01

	5
	Draft Final Report
	1/11/02

	6
	Final Report
	2/5/02


Executive Summary…Introduction…

THE OVERALL STUDY WILL IDENTIFY TELEWORK TECHNOLOGY BARRIERS AND PROPOSE SOLUTIONS IN ORDER TO MAKE TELEWORK PRACTICAL TO FEDERAL WORKERS 

· Technology barriers to development, implementation, expansion, and/or successful functioning of federal home-based telework programs will be identified and described

· In addition, the mechanisms by which these barriers impact telework will be discussed

· The prevalence of barriers across agencies, number of employees impacted will be estimated and organizational, occupational, and/or demographic prevalence relationships will be determined

· Current market-based technology solutions, projected future technology solutions and time-to-market, and expected results will be presented

· Methods by which Federal agencies can take advantage of current and near-term technology to break down barriers to home-based telework will be described

Executive Summary…Introduction…

THIS report PRESENTS the results from questionnaires sent to teleworkers and their managers as well as findings from case studies of federal organizations implementing telework programs
· The findings and observations in this report were gained through:

· Responses to the teleworker questionnaire

· Responses to the teleworker manager questionnaire

· Direct interviews with representatives of the case study organizations, including CIO staff and telework coordinators

· The questionnaires focused on the following high level topic areas:

· Issues related to information technology that have presented challenges or barriers to the telework program implementation or the effectiveness of telework

· Extent to which technology barriers hinder or prevent the telework programs from being effective

· The case study interviews focused on the practices and procedures of established telework programs and how challenges related to technology were addressed

· This information will also be integrated into the final report, which will compare findings across the multiple perspectives included in the study (i.e., senior CIO management, telework program management, teleworkers, and teleworker managers)

Executive Summary…Methodology…

booz allen used a standard data collection and analysis approach to capture perspectives on technology barriers to telework from teleworkers, their managers, and established telework programs
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Executive Summary…Methodology…

nine federal departments/agencies were invited to participate in the questionnaires, and an additional ten federal departments/agencies were asked to participate in the case study interviews

· For the overall study, Booz Allen selected ten organizations (six departments and four agencies) based on the following criteria:

· Inclusion of a broad range of communities of work across the Federal government 

· Organizations that have sufficiently broad perspectives concerning the technical barriers associated with telework

· Organizations that have workforce populations representing a significant percentage of the Federal civilian employment base

· Nine out of the ten organizations involved in the overall study were invited to participate in the questionnaires

· Although FTC was included in the overall study, they do not currently have a formalized telework program, so they were excluded from questionnaire participation

· An additional ten Federal organizations known to have established telework programs were asked to participate in the case study portion of the overall study, and eight of the organizations were able to participate 

Executive Summary…Methodology…

questionnaires and case study interviews gathered data about technology barriers to telework from teleworkers, teleworker managers, and organizations with mature telework programs

· The previously-identified categories of technology barriers were used to design high-level research questions and more specific sub-questions, which were then used to craft questions for the questionnaires and case study interviews

· A total of 2416 teleworkers and 897 teleworker managers were invited to participate in the questionnaires 

· 1030 teleworkers submitted responses, generating a respectable response rate of 43 percent; after screening out respondents who did not fit the study’s definition of teleworking, there were a total of 678 valid teleworker questionnaires

· 339 teleworker managers submitted responses, generating a respectable response rate of 38 percent

· Eight component-level organizations agreed to participate in the case study interviews:

	–
Wright Patterson Air Force Base

–
Department of Commerce - Patent and Trademark Office (PTO)

–
General Services Administration - Public Buildings Service Region 7

–
Department of the Treasury  - Inspector General (TIGTA)
	–
Consumer Products Safety Commission

–
General Services Administration, Region 1

–
National Aeronautics and Space Administration – Langley Research Center

–
Internal Revenue Service – Modernization Information Technology Services


Executive Summary…Summary of Findings…

When asked to rank technology barriers to telework, questionnaire respondents Ranked the availability and performance of it equipment as the greatest barriers
· Teleworkers and their managers were asked to rank categories of technology issues by how much each creates a barrier to telework
· Teleworkers ranked six technology categories
· Managers ranked an additional category, “cost/procurement of IT equipment and services,” for a total of seven categories
· Teleworkers and teleworker managers gave similar rankings to the technology issues, with performance and teleworkers’ access to equipment being the top two barriers to telework
	Teleworker Managers
	Teleworkers

	1. Performance of computer equipment and network services
	1. Performance of computer equipment and network services

	2. Access to/provision of equipment and network services
	2. Access to/provision of equipment and network services

	3. Cost/procurement of IT equipment and services
	

	4. Telephone communications
	3. Telephone communications

	5. IT-related security procedures
	4. Quality of help desk and technical support

	6. Quality of help desk and technical support
	5. IT-related security procedures

	7. IT-related training for telework
	6. IT-related training for telework


Executive Summary…Summary of Findings…

although teleworker access to equipment and agency data are cited as areas in need of improvement, Respondents generally believe that it barriers have little impact on the frequency or the success of working from home

· Most teleworkers (82%) and their managers (76%) report that, in general, IT issues have little or no impact on the number of days per week that teleworkers are able to telework

· Furthermore, 81% of teleworkers state that the technology barriers they have encountered are not serious enough to cause them to consider giving up telework, and 82% report that IT-related issues impose little or no limitations on their ability to telework successfully

· In the open-ended question, when asked what work activities they were unable to perform while teleworking, teleworkers responded that they had issues accessing agency data, communicating by phone while on the Internet, and, not surprisingly, attending meetings in-person

· When asked in the open-ended question to provide IT-related recommendations for improving telework, teleworkers and their managers offered the following suggestions:

	–
Provide high speed Internet connections
	–
Provide updated equipment for telework

	–
Provide second phone lines or cellular phones
	–
Provide remote access to agency systems and databases

	–
Improve responsiveness of help desk/IT support
	–
Provide peripheral equipment (copier, fax, etc.)


Executive Summary…Summary of Findings…

the “typical” teleworker uses a basic suite of equipment and services, and frequently uses a personally-owned computer and/or printer 

· Most teleworkers use a standard set of equipment and services, including a personal computer (99%), applications software (99%), printer (87%), and a dial-up Internet connection (78%)

· Some teleworkers provide their own equipment for telework:

	Percent of Teleworkers Using

Personally-Owned Equipment for Telework

	Printers
	66%

	Personal Computers
	52%

	Applications Software
	36%

	Fax Machines
	35%

	Scanners
	31%

	Copiers
	31%

	External Disk Drives
	24%


Executive Summary…Summary of Findings…

Findings from the questionnaires showed that, although IT issues do not present a great barrier to telework, equipment and network performance and access to equipment are the most serious problems

· System performance is a major barrier for some teleworkers, with network connection issues presenting the greatest challenge

· Although most managers have a clear understanding of the process for obtaining equipment for teleworkers, some of them have serious problems providing such equipment

· Funding is a serious barrier for some teleworker managers, and funding issues have a great impact on whether they are able to provide equipment and services for telework

· Most teleworkers have access to telephone communications services, including teleconferencing and the ability to communicate by phone while working on-line
· Access to technical support is a serious barrier for some teleworkers and their managers
· Teleworkers believe this can greatly impact performance while 
· Teleworker Managers perceive the impact as minimal
· Respondents report that IT-related security has very little impact on the approval of telework and the ability to work from home successfully, although security issues do create some challenges for managers 

· IT Training for telework is not frequently provided, and respondents have mixed opinions about the value of existing training

Executive Summary…Summary of Findings…

results from the eight case study interviews indicate that organizations with mature telework programs are similar in their organization and focus on security, but they differ in their telework budgets and internet connectivity solutions

	Similarities
	
	Differences

	•
Top-level support, multi-disciplinary design and implementation teams, and training are common themes in the effective organization and management of telework

•
Telework implementation teams focus on training and pilot program development

•
Information security is a major consideration for most organizations and is related to the type of connection—dial-up connections present fewer problems than broadband connections

•
Security training is a key component of overall security assurance   


	
	•
Technology budgets for telework range from non-existent to centralized funding for teleworkers’ expenditures

•
Case study organizations vary considerably with respect to how they purchase telework equipment and provide technical support

•
Case Study organizations have tried a variety of connectivity solutions, including: 

· Dial-up modem

· Integrated Services Digital Networks (ISDN)

· Cable modems

· Digital Subscriber Lines (DSL)




Executive Summary…Next Steps…
Findings presented in this document will be included in a final report that examines, compares, and derives recommendations from the information gathered from multiple perspectives throughout this project


I. introduction
Introduction...

This is the Fourth deliverable submitted as part of booz allen’s Analysis of Technology Barriers to home-based telework

Summary Of Deliverable Schedule
	DELIVERABLE
	TITLE
	DUE DATE

	1
	Full Project Plan and Schedule
	8/28/01

	2
	Assessment of Key Teleworking Technologies
	9/28/01

	3
	Senior Management and Telework Program Management Perspectives on Technology Barriers
	11/21/01

	4
	Questionnaire Results and Case Study Organizations’ Perspectives on Technology Barriers
	12/7/01

	5
	Draft Final Report
	1/11/02

	6
	Final Report
	2/5/02


Introduction…Objectives of the Overall Study…

THE OVERALL STUDY WILL IDENTIFY TELEWORK TECHNOLOGY BARRIERS AND PROPOSE SOLUTIONS IN ORDER TO MAKE TELEWORK PRACTICAL TO FEDERAL WORKERS 

· Technology barriers to development, implementation, expansion, and/or successful functioning of federal home-based telework programs will be identified and described

· In addition, the mechanisms by which these barriers impact telework will be discussed

· The prevalence of barriers across agencies, number of employees impacted will be estimated and organizational, occupational, and/or demographic prevalence relationships will be determined

· Current market-based technology solutions, projected future technology solutions and time-to-market, and expected results will be presented

· Methods by which Federal agencies can take advantage of current and near-term technology to break down barriers to home-based telework will be described

Introduction…Objectives of This Deliverable…

THIS report PRESENTS the results from questionnaires sent to teleworkers and their managers and case studies of federal organizations implementing telework programs
· The findings and observations in this report were gained through:

· Responses to the teleworker questionnaire

· Responses to the teleworker manager questionnaire

· Direct interviews with representatives of the case study organizations, including CIO staff and telework coordinators

· The questionnaires focused on the following high level topic areas:

· Issues related to information technology that have presented challenges or barriers to the telework program implementation or the effectiveness of telework

· Extent to which technology barriers hinder or prevent the telework programs from being effective

· The case study interviews focused on the practices and procedures of established telework programs and how challenges related to technology were addressed

· This information will also be integrated into the final report, which will compare findings across the multiple perspectives included in the study (i.e., senior management, telework program management, teleworkers, and teleworker managers)

Introduction…Structure of this Deliverable…

results from the questionnaires and case study discussions are presented in the following sections and appendices 

· The “Introduction” section sets the stage for this report and the context of the overall study
· The “Methodology” section describes our data-driven approach for collecting and analyzing quantitative and qualitative information via questionnaires and case study interviews
· The “Key Findings And Conclusions From Questionnaire Results” reports on the questionnaire results, organized by the study’s technology barrier categories
· The “Key Findings And Conclusions From Case Study Organizations’ Interviews” reports on the case study results, also organized by the study’s technology barrier categories
· Appendices A and B present the Teleworker Questionnaire and Manager of Teleworkers Questionnaire, along with the resultant data

· Appendix C presents the text of the questionnaire invitation and reminder email messages sent to teleworkers and teleworker managers

· Appendix D presents the categories and key themes derived from the open-ended questions on the questionnaires

· Appendices E and F present our structured protocol for the case study interviews and document the resultant data, in detail, to provide the reader with a fuller picture of the perspectives of key telework representatives of the case study organizations 

II. METHODOLOGY
Methodology…Approach…

booz allen used a standard data collection and analysis approach to capture perspectives on technology barriers to telework from teleworkers, their managers, and established telework programs











Each of these steps is discussed in more detail on the following pages

Methodology…Review of Barriers…

Booz allen’s prior deliverable on technology barriers served as the foundation for the data collection effort by driving the content of the questionnaires and case study interview protocols

	CATEGORY
	POTENTIAL TECHNOLOGY BARRIERS

	Security
	•
Remote Software Vulnerability

•
Unauthorized Enterprise Access

•
Telecommunication Interception

•
Risk of Remote Data Loss

	Compatibility and Architecture
	•
Remote Software Incompatibility

•
Remote Configuration Control Challenges

	Performance
	•
Remote PC Performance 

•
Remote Broadband Services 

•
Network Latency

	End User Support
	•
Physical Isolation of Home PCs

•
Support Management Issues

•
Reduced End User Assistance

	User Communications
	•
Limited Voice Communications

•
Restricted Group Conferencing

	Operations and Maintenance
	•
Enterprise Remote Access Infrastructure

•
Remote Software Distribution


Methodology…Participation Selection…

nine federal departments/agencies were invited to participate in the questionnaires, and an additional ten federal departments/agencies were asked to participate in the case study interviews

· For the overall study, Booz Allen selected ten organizations (six departments and four agencies) based on the following criteria:

· Inclusion of a broad range of communities of work across the Federal government 

· Organizations that have sufficiently broad perspectives concerning the technical barriers associated with telework

· Organizations that have workforce populations representing a significant percentage of the Federal civilian employment base

· Nine out of the ten organizations from the overall study were invited to participate in the questionnaires

· Although FTC was included in the overall study, they do not currently have a formalized telework program, so they were excluded from participation in the questionnaires

· An additional ten Federal organizations known to have established Telework programs were asked to participate in the case study portion of the overall study

· Organizations selected as potential case studies consisted of component-level organizations representing five of the agencies included in the overall study, plus the Department of Defense

Methodology…Participant Selection…

for the questionnaire, booz allen devised a participant selection strategy within the constraints of available information

· In June 2001, OPM’s Interim Report on Telework in the Federal Government estimated that there are 37,000 teleworkers across the Federal Government who meet the definition used in this study—those who work from home at least once per week and on a regular schedule

· However, many telework programs are in the early phases of implementation and do not yet have established processes for tracking their teleworkers, thereby limiting the number of teleworkers who could be identified for participation in the questionnaire

· Therefore, Booz Allen opted to include all teleworkers who could be identified by the participating organizations in the questionnaire distribution, while recognizing that there exist other teleworkers who could not be identified

· Although the difficulties with identifying all teleworkers (and appropriately sampling from them) preclude generalizing this study’s findings to the estimated 37,000 teleworkers in a statistical sense, the acceptable questionnaire response rate (43%) suggests that the responses are likely representative of the subset of Federal teleworkers who were invited to participate

· Booz Allen also distributed a second questionnaire to all the identifiable managers of these teleworkers; these individuals were also difficult to identify and therefore the results are expected to be informative but not necessarily representative of teleworker managers across the Federal Government

Methodology…Participant Selection…

teleworkers and teleworker managers from all relevant organizations in the study were provided an opportunity to participate in the questionnaire

· Booz Allen made efforts to assist the organizations in this study with gathering of contact information for teleworkers and their managers by:

· Maintaining contact with telework coordinators at each agency or department to monitor progress and find out about any issues that arose

· Gathering contact information at the component level, when that was the most efficient method for the organization

· Coordinating a government-wide union consultation about the questionnaire effort

· Providing flexibility, such as enabling paper administration of the questionnaire, when security or other concerns warranted such accommodations

· A total sample of 2,416 teleworkers and 897 teleworker managers were identified to receive the questionnaire invitation, representing all the organizations chosen to participate in the questionnaire

Methodology…Questionnaire Content…

questionnaires were designed to gather information about how teleworkers and their managers experience the different categories of technology barriers, identified earlier in this project

· The previously-identified categories of technology barriers were used to design high-level research questions and more specific sub-questions

· The research sub-questions were used to craft questions that would be appropriate from the teleworker and/or teleworker manager perspective

· The questionnaires contained closed-ended questions in following categories:

	· Access to IT Equipment and Services

· Procurement and Funding (Manager version only)

· Systems Performance and Compatibility

· Telephone Communications
	· Technical Support 

· Security

· IT-related Training for Telework

· Accessibility for Teleworkers with Disabilities


· Appendices A and B provide samples of the Teleworker questionnaire and the Manager of Teleworkers questionnaire with frequency percentages for each response

· Finally, open-ended questions gathered information about the kinds of tasks that are impacted by technology barriers, and IT-related recommendations for improving telework; Appendix D provides categories and themes derived from these open-ended questions

Methodology…Administration of Questionnaires…

the questionnaires were administered to teleworkers and teleworker managers using a web-based application 

· The web-based questionnaire was administered during a two-week period, from December 3-17, 2001

· An invitation to participate in the questionnaire (see Appendix C) was sent via email to the list of teleworkers and teleworker managers

· To maximize response rates, a reminder email (see Appendix C) was sent to the list of teleworkers and teleworker managers one week later

· Additional lists of email addresses for teleworkers and teleworker managers were received after the questionnaire administration period had begun

· In an effort to include as many questionnaire participants as possible, Booz Allen sent separate questionnaire invitations to these new lists of teleworkers and teleworker managers

· The end of the questionnaire administration, originally scheduled for December 14, 2001, was extended through December 17, 2001 to allow additional time for these invitees to participate in the questionnaire

Methodology…Data Analysis…

questionnaire data were analyzed and translated into findings and conclusions

· A total of 2416 teleworkers and 897 teleworker managers were invited to participate in the questionnaires 

· 1030 teleworkers submitted responses, generating a respectable response rate of 43%

· 339 teleworker managers submitted responses, generating a respectable response rate of 38%

· Data from the teleworker questionnaire were filtered in order to screen out respondents who did not meet the study’s definition of teleworker, resulting in 678 valid teleworker questionnaires

· Frequency percentages were calculated for the responses to each item on the Teleworker Questionnaire and Manager of Teleworkers Questionnaire (see Appendices A and B)

· Where appropriate, different groups of respondents were compared (e.g. those using dial-up Internet connections versus high-speed connections, those who telework 1 or 2 days per week versus those who telework 3 or more days per week)

· Based on the data-driven findings, Booz Allen developed conclusions regarding teleworkers’ and teleworker managers’ perspectives on technology barriers to telework

Methodology…Case Studies…

booz allen conducted “case study” interviews with representatives from eight federal organizations with established telework programs

· Ten federal organizations, small agencies or subcomponent level organizations known to have established telework programs were asked to participate in “case study” interviews

· Eight of these organizations agreed to participate in the study:

	Wright Patterson Air Force Base

Department of Commerce - Patent and Trademark Office (PTO)

General Services Administration - Public Buildings Service Region 7

Department of the Treasury  - Inspector General (TIGTA)
	Consumer Products Safety Commission

General Services Administration, Region 1

National Aeronautics and Space Administration – Langley Research Center

Internal Revenue Service – Modernization Information Technology Services




· Categories of technology barriers were used to design high-level research questions and more specific sub-questions; the research sub-questions were used to craft questions for the interview protocols that would be appropriate for established telework programs

· The case study interview protocol questions focused on obtaining information about practices and procedures relevant to information technology supporting telework to address and successfully manage technology barriers to telework

· Based on the findings from the case study interviews, Booz Allen presents telework practices for each of the categories of technology barriers

III. key findings and conclusions from Questionnaire Results
Key Findings and Conclusions From Questionnaire Results…Structure of This Section…

certain conventions are used in this section when reporting data

· The majority of questions on both the teleworker questionnaire and teleworker manager questionnaire use the same response scale, shown in the legend on the right

· Throughout this section, pie charts similar to the sample on the right are consistently used with the same color representation, in order to show the distribution of responses and allow comparison across questions

· Data for each response category are presented in the order shown in the legend, clockwise, beginning with the vertical line at the top of the chart

· In addition, when frequency percentages are presented in text, categories are often combined for clarity:

· “Not at all” and “To a Limited Extent” are often combined as “little or no” extent or impact

· Also, “To a Considerable Extent” and “To a Very Great Extent” are often combined as “considerable or very great” extent or impact

· Finally, the term “teleworker managers” refers to managers of employees who regularly work from home at least one day per week

Key Findings and Conclusions From Questionnaire Results…Overall Findings…

the “typical teleworker” uses a personal computer with a printer and a dial-up connection, works from home less than half-time, and has a formal telework agreement

· Most teleworkers (80%) telework 1-2 days per week

· Two-thirds of the teleworker managers (66%) supervise three or fewer teleworkers

· 96% of teleworkers report that they have a formal, written telework agreement with their agency and/or their manager 

· Similarly, 94% of teleworker managers indicate that they manage at least one teleworker who has a formal, written telework agreement

· Almost all teleworker managers report that their agency has a telework policy, and 95% say they are familiar with it

· Almost all teleworkers use a computer (99%), application software (99%), and a printer (87%) while working from home

· Most teleworkers (78%) connect to the Internet through a dial-up modem, and almost half (49%) of teleworkers indicate that they need a continuous Internet connection to a considerable or very great extent

Key Findings and Conclusions From Questionnaire Results…Overall Findings…

respondents agree that teleworkers are able to work from home successfully; however, teleworkers and their managers differ in their level of favorability towards telework

· Both teleworkers and their managers report that teleworkers are largely able to get work done from home

· 91% of teleworkers report that they are able to perform most or all of their work activities at home

· However, most teleworker managers (76%) give the more conservative estimate that teleworkers perform some or most of their work activities at home

· In general, most teleworkers (97%) are in favor of teleworking to a considerable or very great extent, however, teleworker managers are more divided on the issue

· 43% of teleworker managers are in favor of telework to a considerable or very great extent

· However, 31% of them report little or no favorability for telework

Key Findings and Conclusions From Questionnaire Results…Overall Findings…

When asked to rank technology barriers to telework, respondents Ranked the availability and performance of it equipment as the greatest barriers
· Teleworkers and their managers were asked to rank categories of technology issues by how much each creates a barrier to telework
· Teleworkers ranked six technology categories
· Managers ranked an additional category, “cost/procurement of IT equipment and services,” for a total of seven categories
· Teleworkers and teleworker managers gave similar rankings to the technology issues, with performance and teleworkers’ access to equipment being the top two barriers to telework
	Teleworker managers
	Teleworkers

	1. Performance of computer equipment and network services
	1. Performance of computer equipment and network services

	2. Access to/provision of equipment and network services
	2. Access to/provision of equipment and network services

	3. Cost/procurement of IT equipment and services
	

	4. Telephone communications
	3. Telephone communications

	5. IT-related security procedures
	4. Quality of help desk and technical support

	6. Quality of help desk and technical support
	5. IT-related security procedures

	7. IT-related training for telework
	6. IT-related training for telework


Key Findings and Conclusions From Questionnaire Results…Overall Findings…

teleworker managers with low favorability towards telework more frequently reported that performance of equipment and services, telephone communications, and it-related security create a challenge for managing teleworkers than did those with high favorability towards telework

· To more closely examine the data, Booz Allen divided the teleworker managers into those who are not in favor, moderately in favor, or highly in favor of telework; we then compared the responses of those with low favorability and high favorability

· For three of the technology issues examined, there was some difference in the responses of low favorability teleworker managers versus high favorability teleworker managers
	Percentage of Teleworker Managers Reporting That Specific IT Issues Create

Increased Challenges for Managing Teleworkers To a Considerable or Very Great Extent

	Technology Issue
	Low Favorability
	High Favorability

	Performance of computer equipment and network connections
	45%
	35%

	Telephone communications
	41%
	32%

	IT-related security
	30%
	21%


· For the other four technology issues examined, there was virtually no difference between the two groups in the percentage who reported that those issues create a considerable or very great challenge for managing employees while they are teleworking

Key Findings and Conclusions From Questionnaire Results…Overall Findings…

although teleworker access to equipment and agency data are cited as areas in need of improvement, Respondents generally believe that it barriers have little impact on the frequency or the success of working from home

· Most teleworkers (82%) and their managers (76%) report that, in general, IT issues have little or no impact on the number of days per week teleworkers are able to telework

· Furthermore, 81% of teleworkers state that the technology barriers they have encountered are not serious enough to cause them to consider giving up telework, and 82% report that IT-related issues impose little or no limitations on their ability to telework successfully

· In the open-ended question, when asked what work activities they were unable to perform while teleworking, teleworkers responded that they had issues accessing agency data, communicating by phone while on the Internet, and, not surprisingly, attending meetings in-person

· When asked in the open-ended question to provide IT-related recommendations for improving telework, teleworkers and their managers offered the following suggestions:

	–
Provide high speed Internet connections
	–
Provide updated equipment for telework

	–
Provide second phone lines or cellular phones
	–
Provide remote access to agency systems and databases

	–
Improve responsiveness of help desk/IT support
	–
Provide peripheral equipment (copier, fax, etc.)


Key Findings and Conclusions From Questionnaire Results…Access to Equipment and Network Services…

Most teleworkers use a standard set of equipment, including a personal computer, applications software, and a printer

· Almost all teleworkers (99%) use a personal computer and applications software when they work from home

· About half (47%) of the teleworkers in the study use a government-issued computer, and about half (52%) use an employee-owned computer for telework

· Two-thirds (63%) of teleworkers receive government-issued applications software (e.g. Microsoft Office), and 36% provide their own applications software

· Most teleworkers (87%) have access to a printer when they telework

· Two-thirds of teleworkers (66%) provide their own printer for use when teleworking

· A limited number of teleworkers (21%) use a government-issued printer

· Only 2% of all responding teleworkers report that they do not need a printer

· In the open-ended question, teleworkers commented that they need improved printing capabilities while teleworking

Key Findings and Conclusions From Questionnaire Results…Access to Equipment and Network Services…

teleworkers often use their own peripheral equipment for telework; fax machines and copiers are used most often and are most desired by those who do not have access to them

· Almost half of teleworkers use peripheral equipment, such as fax machines, (49%), copiers (43%), scanners (41%), and external disk drives (38%)

· Teleworkers who use peripheral equipment are more likely to use their own personal property, rather than government-issued equipment

· More than any other type of peripheral equipment, fax machines and copiers were noted by teleworkers as peripherals that they do not currently use but would be helpful (28% and 20%, respectively)

· In the open ended questions, teleworkers commented that they needed greater access to peripheral equipment, such as fax machines, copiers and scanners

· Although some teleworkers would like additional equipment, most of them (84%) consider restrictions in obtaining adequate equipment to present little to no barrier to successful telework

Key Findings and Conclusions From Questionnaire Results…Access to Equipment and Network Services…

differences exist between teleworkers who use dial-up versus high-speed internet connections

· 78% of teleworkers use a dial-up connection to the Internet, and 19% use some form of high-speed Internet connection (DSL, Cable modem, ISDN, or Other)

· Those who telework more frequently (3 or more days per week) are twice as likely to have a high-speed connection (32%) than those who telework 1 to 2 days per week (16%)

· Differences were found when comparing teleworkers who use a dial-up connection and those who use a high-speed connection

· More teleworkers with high speed connections (43%) reported that they were able to perform all their work activities at home, as compared to teleworkers who use a dial-up connection (31%)

· Almost half (49%) of teleworkers who use high speed connections report that their computers need to be continuously connected to the Internet “to a very great extent”, compared to only 27% of teleworkers who connect via dial-up 

· Twice as many teleworkers with high-speed connections (45%) had no problems with the speed or reliability of their network connection, compared to teleworkers with dial-up Internet connections (22%)

Key Findings and Conclusions From Questionnaire Results…Provision of Equipment and Network Services…

although most managers have a clear understanding of the process and roles related to obtaining equipment for teleworkers, About one in four of them report that they have serious problems providing such equipment

· 65% of teleworker managers have a clear understanding of the process for obtaining equipment and services needed for telework, and 67% say that this process presents little or no limitation to their employees’ ability to telework successfully 

· Three-fourths of teleworker managers (74%) say that a lack of access to equipment and services imposes little or no limitation on teleworkers’ ability to telework successfully

· Teleworker managers (85%), the IT organization (37%), and/or Telework Coordinators (23%) typically provide IT accommodations for teleworkers with disabilities

· Although many teleworker managers have no problem with providing IT equipment that is needed for telework, this is a challenging area for a number teleworker managers

· 59% of teleworker managers report that they are able to provide needed equipment to teleworkers to a considerable or very great extent

· However, 26% feel that they have little or no ability to provide needed equipment for telework

 Key Findings and Conclusions From Questionnaire Results…Cost/Procurement of Equipment and Network Services…

funding is a serious barrier for some teleworker managers, and funding issues have a great impact on whether they are able to provide equipment and services for telework

· 49% of teleworker managers view funding as little or no barrier to providing adequate equipment and services for teleworkers

· Of the teleworker managers who see funding as a limited barrier, 74% are able to provide the necessary equipment to teleworkers to a considerable or very great extent

· One-fourth of teleworker managers (24%) see funding as a considerable or very great factor in their ability to provide equipment and services to teleworkers, and 29% of teleworker managers report that telework equipment is not funded in their agencies

· When telework equipment is funded through the organization, sources include: managerial or departmental funds (37%), general fund for IT equipment (25%), other sources (6%), and a general fund for telework (4%)

· Not surprisingly, managers who have major issues with obtaining the funding needed to provide telework equipment have more difficulties providing such equipment and services

	
	Obtaining Funding is a Very Great Factor in Providing Equipment
	Obtaining Funding is Not a Factor in Providing Equipment

	Percent Reporting Little or No Ability to Provide Equipment and Services Needed for Telework
	64%
	22%


Key Findings and Conclusions From Questionnaire Results…Technical Support…

responsibility for providing technical support of equipment is typically aligned with ownership, and teleworkers usually contact the help desk when they have an IT-related problem

· Teleworkers typically take responsibility for providing technical support for their own equipment, and the agency usually provides technical support for equipment issued by the government

	Responsibility for Providing Technical Support for Teleworkers’ Equipment

	Personally-owned
	Government-issued

	Teleworkers
	Agency
	Teleworkers
	Agency

	75%
	25%
	16%
	84%


· When teleworkers have a computer or network problem, they contact the help desk/technical support (78%), a colleague (10%), other (10%), the telework coordinator (3%), or their managers (1%)

· In response to the open-ended question, teleworkers and their managers recommended the following improvements to IT support:  shorter response time from the help desk, separate help line for teleworkers, and the possibility of in-home technical support

Key Findings and Conclusions From Questionnaire Results…Technical Support…

access to technical support is a serious barrier for some teleworkers and their managers, and teleworkers believe this can greatly impact performance while their managers perceive the impact as minimal

· 58% of teleworkers have little or no satisfaction with their agencies’ ability to provide in-person technical support, and an additional 13% have only moderate satisfaction

· Teleworker managers have inconsistent views on how the availability of technical support impacts performance: 

· 32% report that their agency is able to provide little or no remote technical support to teleworkers

· But surprisingly, 72% report that a lack of access to technical support presents little or no barrier to their employees’ ability to telework successfully

· In similar questions, teleworkers were more consistent: 

· 43% have little or no satisfaction with their organization’s ability to provide remote technical support

· 42% state that a lack of access to adequate technical support presents a considerable or very great barrier to their ability to telework successfully

Key Findings and Conclusions From Questionnaire Results…System Performance and Compatibility…

system performance is a major barrier for some teleworkers, with network connection issues presenting the greatest challenge 

· Most teleworkers (69%) report that computer equipment and network system performance impose little or no limitation to the success of telework, however this is a considerable or very great barrier for 19% of teleworkers

· 61% of teleworker managers have heard little or no concerns from teleworkers regarding the performance or reliability of their computer equipment and network services, but 18% of them report that teleworkers have expressed considerable or very great concerns

· The majority of respondents (54% to 82%) have little or no difficulties with specific performance issues; however, the table below shows how the percentage of teleworkers and their managers who responded that system performance issues present a barrier

	Teleworkers
	% Considerable or Very Great Impact on Telework Success
	Teleworker managers
	% Considerable or Very Great Impact on Telework Success

	Network connection speed/reliability
	21%
	Performance/reliability of computer equipment and network
	18%

	Computer/system crashes
	14%
	
	

	Difficulty opening/reading files from others
	14%
	Reduced access to software/data files
	17%

	Reduced access to software/data files
	14%
	
	

	Computer speed/memory
	11%
	Limited ability to exchange electronic files with others
	13%

	Incompatibility between home and office computer
	10%
	
	

	Computer virus contamination
	3%
	Difficulty opening/reading files from others
	12%


Key Findings and Conclusions From Questionnaire Results…Telephone Communications…

most teleworkers have access to telephone communications services, including teleconferencing and the ability to communicate by phone while working on-line

· Telephone communications was reported to be the greatest factor in managers’ decision to allow employees to telework (46% considerable or very great extent)

· 72% of teleworkers report that they are able to have a telephone conversation while they are connected to the Internet or their agency’s network:  42% have more than one phone line, 17% use a cellular phone, and 13% do not use their phone line to connect to Internet

· 55% of managers of teleworkers report that they are able to contact teleworkers by phone to a considerable or very great extent while they are working on-line, however, 28% state that they have little or no telephone contact with teleworkers while they are on-line

· Teleconferencing capability is available to most teleworkers who need it:

· Teleworker managers report that 57% of teleworkers have access to teleconferencing and an additional 22% do not need to teleconference

· 75% of teleworkers say that they have little or no problems with teleconferencing

· In response to the open-ended question, teleworkers recommended that agencies provide a second phone line or cell phone, reimburse for long-distance calls, and provide office-quality telecommunications equipment (such as speaker phones)

Key Findings and Conclusions From Questionnaire Results…IT-Related Security…

respondents report that IT-related security has very little impact on the approval of telework and the ability to work from home successfully, although security issues do create some challenges for managers

· Only 5% of teleworkers rate IT-related security as a considerable or very great limitation to telework

· 72% of teleworker managers state that IT-related security is only a limited factor in the organization’s decision to allow employees to telework from home

· Similarly, 88% of teleworkers see IT-related security issues as little to no factor in their ability to telework

· Teleworkers and their managers agree that IT-related security restrictions have little or no impact on the ability to successfully work from home (87% and 81%, respectively)

· However, 25% of teleworker managers report that IT-related security issues create considerable or very great challenges in managing teleworkers

· In response to the open-ended question, teleworkers and their managers express the need for more IT-related security training, greater access to anti-virus software, and agency security improvements that would enable them to access more agency data remotely

Key Findings and Conclusions From Questionnaire Results…IT-Related Training…

IT Training for telework is not frequently provided, and respondents have mixed opinions about the value of existing training

· 67% of managers report that teleworkers receive little or no IT training related to telework; similarly, 48% of teleworkers say that they have not received any training related to telework; when training is provided, the following topics are covered most frequently:

	Percent of Teleworkers Reporting the Topic was Included in Training

	Proper use of passwords
	39%

	Protection of agency information while at home
	31%

	Operation of computer equipment
	26%

	Installation of software
	24%

	Use of virus protection software
	22%

	Installation of computer equipment
	11%

	Other
	7%



· Both teleworkers and their managers have mixed opinions on how much the training provides information needed to telework:

· 29% of teleworkers and 32% of their managers say the training provides needed information to a considerable or very great extent

· However, 16% of teleworkers and 38% of their managers say training provides little or no information needed for telework


IV. key findings and conclusions from Case Studies
Key Findings and Conclusions From Case Studies…

The case study interview findings are presented as a range of telework program practices related to technology 

· These findings from the case study interviews were categorized and presented according to telework practices related to: 

· Organization and Management

· Budget

· Equipment

· Network Services

· Security

· Lessons Learned

· When themes emerged among the case study organizations, the themes are presented

· This section illustrates the range of practices and philosophies across telework programs in the Federal government

Key Findings and Conclusions From Case Studies…Organization and Management…

Top-level support, multi-disciplinary design and implementation teams, and training are common themes in the effective organization and management of telework

· Several of the more established telework programs indicated that obtaining top-level commitment or a senior level advocate was essential to a telework program’s success

· Most of the case study organizations found that forming a multi-disciplinary team to develop and shepherd the program was also essential

· Key stakeholders included Human Resources, Information Technology, Security, Network Management, Financial/Procurement, and unions

· Many organizations define specific requirements for telework; most felt it was important to clearly explain the responsibilities and requirements of telework to employees before they began teleworking, and establish the type of position/nature of work, level, and performance that are factors in telework eligibility

· However, at least one organization developed only very general guidelines for telework and let business units and managers decide who would be eligible to telework.  The organization felt that this would encourage the greatest participation

Key Findings and Conclusions From Case Studies…Organization and Management…

telework implementation teams focus on training and pilot program development

· Most organizations agree that training is an important factor in the success of telework

· That said, the case study organizations varied in the amount of training provided to employees, for example:

· One organization created an extensive reference manual for the program and provided training to the participants, managers, and support staff

· Another required managers to attend mandatory training focused on the social and policy aspects of telework

· A few other organizations only provided standard security training
· Most organizations started with pilot telework programs with a relatively small number of participants

· These pilot “tests” provided opportunities to determine which aspects were working well and to make modifications prior to a larger rollout

· For example, one organization provided teleworkers with all equipment that is available in the office, but later found that teleworkers did not really need all the equipment; thus, they were able to scale back the kinds of equipment provided and save money during the agency-wide rollout

Key Findings and Conclusions From Case Studies…Budget…

technology budgets for telework range from non-existent to centralized funding for teleworkers’ expenditures

· Several agencies have no dedicated budgets for telework information technology; often, this is driven by a goal to keep the program cost neutral 

· To achieve cost neutral telework programs, organizations emphasize the use of personally-owned equipment, shared laptops, and excess/surplus equipment; network connections are rarely paid for by these organizations

· Operating units may elect to pay for individual telework expenditures, which may limit opportunities to telework and can result in inequity
· Other organizations funded all telework costs out of centralized IT funds, or pooled resources from their different operating units; this enabled the organizations to maintain consistency of IT, simplifying management, maintenance and support of the home IT environment

· When employees telework full-time or share office space when teleworking, significant space-related savings can be realized that can offset additional teleworking costs related to IT

Key Findings and Conclusions From Case Studies…Equipment…

case study organizations vary considerably with respect to purchasing telework equipment and providing technical support

· Some organizations provide laptops, and, in some cases, docking stations and monitors, to teleworkers

· Two organizations transitioned to laptops and docking stations for all employees (not just teleworkers) when it was time for an equipment upgrade; obviously, this is a significant enabler for telework—everyone can work from anywhere 

· Some organizations pay for equipment depending on the telework situation, including factors such as: 

· The frequency of telework

· The type of work performed

· Seniority in the organization

· Or, some combination of factors

· For example, one organization uses a three-tier approach to telework that is based on the teleworkers’ position and/or seniority:

· Level 1 teleworkers are provided with the total workstation and network connection 

· Level 2 teleworkers provide their own equipment and use a dial-up e-mail connection

· Level 3 teleworkers are provided with no IT support

Key Findings and Conclusions From Case Studies…Equipment…

case study organizations vary considerably with respect to purchasing telework equipment and providing technical support (Continued)

· Several of the case study organizations do not routinely pay for equipment

· These organizations encourage the use of personally owned equipment, shared laptops, and excess/surplus equipment

· However, operating units may decide to make telework purchases

· The case study organizations also varied considerably in how technical support is provided to teleworkers:  

· Some organizations provide full support including home visits, others provide minimal support

· One organization leased its laptops so the vendor will provide hardware support to the home (note: software upgrades are handled remotely)
Key Findings and Conclusions From Case Studies…Network Services…

Case Study organizations have tried a variety of connectivity solutions

· At a minimum, all organizations provide remote dial-up access to e-mail, which meets the connectivity requirements for quite a few teleworkers

· However, most organizations with established telework programs find that their teleworkers want or need connections to the agency network with greater access speed or bandwidth  

· Many of the organizations have tried or currently accommodate several methods of connecting to their network, including:
· Dial-up modem
· Integrated Services Digital Networks (ISDN)
· Cable Modems 
· Digital Subscriber Lines (DSL)
· Developing a common connectivity approach can be difficult due to the diverse computing requirements of the teleworkers and the availability of service

· There is little consistency across case study organizations with respect to paying for network connections

· One organization that requires employees to have DSL lines to telework pays for a percentage of the network connection fees based upon the frequency of telework

Key Findings and Conclusions From Case Studies…Network Services…

Case Study organizations have tried a variety of connectivity solutions (continued)

	Feedback on high-speed network connection services included the following points:

	•
56K dial-up modem connections can work well with thin-client (e.g., Citrix) technology

	•
ISDN connections can also work well but are expensive to maintain and support

	•
Although a few organizations will accommodate connections via cable modems, most do not because they present security and billing problems, and may be perceived as entertainment services

	•
Several organizations have already switched to, or are considering, DSL service; however, DSL is not always available, particularly for employees who live outside of metropolitan areas


Key Findings and Conclusions From Case Studies…Security…

information security is a major consideration for most organizations and depends on the type of connection

· Providing information security is a top issue for many organizations, and it is often challenging to find the balance between network/information security and user access to the information and tools to perform their job
· However, several organizations indicated that, while the cost of securing the networks is high, the incremental cost for security related to telework is very low—security enhancements used to secure remote access to the network will also serve as teleworking security requirements

· The methods that organizations use to secure their networks vary; in addition, network security depends on the type of connection—dial-up connections present fewer problems than broadband connections  
· Many organizations are considering, or are currently using, Virtual Private Networks (VPN) to ensure the security of broadband connections  
· One organization is also considering biometric smart cards rather than password protection 

Key Findings and Conclusions From Case Studies…Security…

security training is a key component of overall security assurance 

· Formalized security training is often a component of telework arrangements

· At a minimum, organizations refer to the standardized security training or teleworkers are reminded about security considerations prior to telework; for example, in one organization:

· Teleworkers are taught to download e-mail quickly and then disconnect

· Procedures are established for storing electronic documents at HQ and then deleting them from the teleworkers’ computer

· Teleworkers are consistently reminded to use virus protection  

· Typically, telework agreements also address an organization’s specific security issues

· Another organization provides employees with locking file cabinets at home to ensure the security of paper documents

· Many organizations believe training in security processes and procedures, and employee understanding of consequences of noncompliance are most critical in ensuring information security in home telework environments

Key Findings and Conclusions From Case Studies…Lessons Learned…

Case study organizations shared several key lessons regarding telework

· Several organizations felt that technology issues that surface are not unique to telework and that the organization would have had to address these issues regardless of telework

· Broadband connectivity remains the largest ongoing issue with telework:  

· There is a great deal of variance in broadband services, based on where people live

· Therefore, it is not possible to have one broadband vendor that can serve an entire organization

· Some organizations have taken an active role in working with vendors to obtain broadband service:

· Two organizations created procurement vehicles for DSL lines that use multiple providers in order to improve availability of service; however, finding good vendors for broadband was difficult due to availability, quality of service, and marketplace volatility 

· In addition, most users do not understand the bandwidth limitations of the public network:

· For example, transferring large data files and working directly with databases on the Agency’s mainframe will typically operate more slowly at home

· Teleworkers will often call the help desk to obtain improvements that the agency cannot make

Key Findings and Conclusions From Case Studies…Lessons Learned…

Case study organizations shared several key lessons regarding telework (Continued)

· There can be unexpected expenses in telework; for example, improperly configured dialing settings can significantly increase monthly line charges

· Although laptops can be easier to use with telecommuting, they can also present special challenges in terms of operating systems, software drivers, monitor size, compatibility with certain software applications, and docking station incompatibility

· One organization predicted that as their telework program expands, the biggest problem will be providing technical support (i.e., remote versus in-person) 

V. next steps
Next Steps…
the final report that examines, compares, and derives recommendations from the information gathered from multiple perspectives throughout this project


Next Steps…
the final report will be drawn from the results of previous analyses

· The findings and conclusions drawn from each of the deliverables leading up to the final project report will be examined:

· Assessment of Key Teleworking Technologies identified several major categories of technology barriers to telework

· Senior Management and Telework Program Management Perspectives on Technology Barriers presents findings from the perspective of CIO’s, CIO staff, and Telework Coordinators

· Questionnaire Results and Case Study Organizations’ Perspectives on Technology Barriers presents findings from the perspective of teleworkers and their managers

· These reports will be compared to identify areas of agreement and differences across perspectives

· High-level analytical techniques will be used to develop recommendations that consider the ideas and input of different groups involved in telework

· Therefore, the recommendations will be well-supported by data, and will likely meet a broad range of telework stakeholders across the Federal government

APPENDIX A:  TELEWORKER QUESTIONNAIRE AND RESULTANT DATA

Study of Technology Barriers to Home-Based Telework

Survey Results From Teleworkers

(Note: Data is reported only for Teleworkers who regularly work from home at least once per week, following the definition established by Congress.  Any responses from teleworkers who do not meet this definition were excluded from this study.)

INTRODUCTION

General Services Administration is conducting this questionnaire as part of a study requested by Congress.  This questionnaire focuses on how information technology is used for home-based telework.

As a teleworker, you have a unique and important perspective on this issue, and your input is valuable to the study.  Your participation in this questionnaire is voluntary, and any information you provide will be held strictly confidential.  All responses will be aggregated in the report, and no specific response can be traced back to any respondent.

Thank you for your participation in this important study.  There are 40 questions in the questionnaire, and it will take approximately 20 minutes to complete.

	
	Percentage

	Raw

	GENERAL INFORMATION
	
	

	1.
What agency or department do you work for?
	
	

	Justice 
	
7%
	
48

	Treasury
	
6%
	
42

	Commerce
	
1%
	
9

	Veterans Affairs
	
1%
	
7

	Health and Human Services
	
44%
	
299

	Interior
	
10%
	
70

	General Services Administration
	
23%
	
160

	National Imagery and Mapping Agency
	
<1%
	
1

	National Aeronautics and Space Administration
	
7%
	
49

	2.
What is your occupational series?

	
	

	GS-0000 – Miscellaneous Occupations Group
	
2%
	
14

	GS-0100 – Social Science, Psychology, and Welfare Group
	
16%
	
107

	GS-0200 – Human Resources Management Group
	
2%
	
13

	GS-0300 – General Administrative, Clerical, and Office Services Group
	
16%
	
106

	GS-0400 – Biological Sciences Group
	
1%
	
5

	GS-0500 – Accounting and Budget Group
	
9%
	
59

	GS-0600 – Medical, Hospital, Dental, and Public Health Group
	
8%
	
52

	GS-0700 – Veterinary Medical Science Group
	
0%
	
0

	GS-0800 – Engineering and Architecture Group**
	
6%
	
42

	GS-0900 – Legal and Kindred Group
	
6%
	
37

	GS-1000 – Information and Arts Group
	
1%
	
9

	GS-1100 – Business and Industry Group
	
15%
	
97

	GS-1200 – Copyright, Patent, and Trademark Group
	
0%
	
0

	GS-1300 – Physical Sciences Group
	
1%
	
4

	GS-1400 – Library and Archives Group
	
3%
	
21

	GS-1500 – Mathematics and Statistics Group
	
1%
	
6

	GS-1600 – Equipment, Facilities, and Services Group**
	
1%
	
3

	GS-1700 – Education Group
	
<1%
	
2

	GS-1800 – Investigation Group
	
5%
	
30

	GS-1900 – Quality Assurance, Inspection, and Grading Group
	
0%
	
0

	GS-2000 – Supply Group**
	
2%
	
11

	GS-2100 – Transportation Group
	
1%
	
7

	GS-2200 – Information Technology Group
	
5%
	
35

	3.
Do you have a formal, written telework agreement with your agency/manager?
	
	

	Yes
	
96%
	
652

	No
	4%
	
27

	4.
Which of the following best describes how regularly you telework?
	
	

	On a fairly regular schedule
	
100%
	
680

	On an ad-hoc or as needed basis
	0%1
	
0

	5.
Which of the following best describes where you telework?
	
	

	From home
	
100%
	
681

	From a Telework Center
	
0%1
	
0

	While on travel
	
0%1
	
0

	From a remote location/site
	
0%1
	
0

	6.
How frequently do you telework from home?
	
	

	Less than once a pay period
	
0%1
	
0

	Once a pay period
	
0%1
	
0

	1-2 days per week
	
79%
	
540

	3-4 days per week
	
10%
	
70

	5 days per week
	 10%
	
70

	7.
Which of the following best describes the range of activities you perform while you are teleworking?
	
	

	I am able to do only a select few work activities at home 
	
<1%
	
3

	I am able to do some of my work activities at home
	
8%
	
55

	I am able to perform most of my work activities at home
	
58%
	
397

	I am able to perform all work activities at home 
	
33%
	
227

	COMPUTER EQUIPMENT AND NETWORK SERVICES FOR HOME-BASED TELEWORK

	8.
Think of the equipment you use most often to telework from home.  What equipment do you typically use and who provides it? 
	
	

	Personal Computer
	
	

	Government-issued
	
47%
	
317

	Personal property
	
52%
	
357

	Do not use but would be helpful 
	
1%
	
5

	Do not use but do not need
	
<1%
	
2

	Applications Software (e.g., Microsoft Office)
	
	

	Government-issued
	
63%
	
422

	Personal property
	
36%
	
242

	Do not use but would be helpful 
	
1%
	
6

	Do not use but do not need
	
<1%
	
3

	Printer
	
	

	Government-issued
	
21%
	
140

	Personal property
	
66%
	
448

	Do not use but would be helpful 
	
11%
	
72

	Do not use but do not need
	
2%
	
15

	Copier
	
	

	Government-issued
	
12%
	
73

	Personal property
	
31%
	
190

	Do not use but would be helpful 
	
20%
	
124

	Do not use but do not need
	
37%
	
225

	Fax Machine
	
	

	Government-issued
	
14%
	
86

	Personal property
	
35%
	
222

	Do not use but would be helpful 
	
28%
	
177

	Do not use but do not need
	
23%
	
143

	Scanner
	
	

	Government-issued
	
10%
	
57

	Personal property
	
31%
	
184

	Do not use but would be helpful 
	
15%
	
92

	Do not use but do not need
	
45%
	
270

	External Disk Drive (e.g., Zip drive)
	
	

	Government-issued
	
14%
	
84

	Personal property
	
24%
	
143

	Do not use but would be helpful 
	
16%
	
95

	Do not use but do not need
	
47%
	
281

	9.
To what extent do restrictions in obtaining adequate equipment limit your ability to telework successfully?
	
	

	Not At All
	
55%
	
374

	To a Limited Extent
	
29%
	
197

	To a Moderate Extent
	
12%
	
78

	To a Considerable Extent
	
2%
	
14

	To a Very Great Extent
	
2%
	
15

	10.
What kind of Internet or network connection do you typically use at home when teleworking?
	
	

	Dial-up (regular telephone line)
	
78%
	
534

	DSL
	
7%
	
44

	Cable modem
	
9%
	
61

	ISDN
	
3%
	
17

	Other (e.g., private line, satellite, etc.)
	
2%
	
10

	I do not use Internet or network connection
	
2%
	
15

	11.
To what extent does your computer need to be continuously connected to the Internet or your agency’s network for you to telework successfully?
	
	

	Not At All
	
9%
	
58

	To a Limited Extent
	
18%
	
123

	To a Moderate Extent
	
23%
	
159

	To a Considerable Extent
	
18%
	
122

	To a Very Great Extent
	
31%
	
208

	Not Applicable
	
2%
	
11

	12.
If you are a worker with a disability, to what extent did your organization provide you the computer equipment and communications services you need to successfully telework?
	
	

	Not At All
	
4%
	
24

	To a Limited Extent
	
1%
	
5

	To a Moderate Extent
	
1%
	
8

	To a Considerable Extent
	
1%
	
3

	To a Very Great Extent
	
1%
	
8

	Not Applicable
	
92%
	
580

	TECHNICAL SUPPORT

	13.
When you have a computer or network problem when teleworking, who are you most likely to contact for help?
	
	

	Help desk/Technical support
	
78%
	
526

	My manager
	
1%
	
4

	My telework coordinator
	
3%
	
17

	A colleague
	
10%
	
64

	Other
	
10%
	
64

	14.
Who has responsibility for providing technical support (e.g., help desk, loading software) for equipment that you own and use to telework?
	
	

	Your Agency (or their contractors)
	
26%
	
168

	Yourself
	
75%
	
491

	15.
Who has responsibility for providing technical support (e.g., help desk, loading software) for government-owned equipment that you use to telework?
	
	

	Your Agency (or their contractors)
	
84%
	
550

	Yourself
	
16%
	
103

	16.
To what extent have you been satisfied with your organization’s ability to provide remote technical support when you telework from home?
	
	

	Not At All
	
10%
	
67

	To a Limited Extent
	
33%
	
222

	To a Moderate Extent
	
28%
	
187

	To a Considerable Extent
	
13%
	
89

	To a Very Great Extent
	
11%
	
76

	Not Applicable
	
6%
	
39

	17.
To what extent have you been satisfied with your organization’s ability to provide in-person technical support (e.g., repairing or installing hardware or software) when you telework from home?
	
	

	Not At All
	
44%
	
297

	To a Limited Extent
	
14%
	
92

	To a Moderate Extent
	
13%
	
87

	To a Considerable Extent
	
7%
	
50

	To a Very Great Extent
	
7%
	
46

	Not Applicable
	
16%
	
108

	18.
To what extent does the lack of access to adequate technical support limit your ability to telework successfully?
	
	

	Not At All
	
19%
	
131

	To a Limited Extent
	
5%
	
33

	To a Moderate Extent
	
5%
	
35

	To a Considerable Extent
	
14%
	
94

	To a Very Great Extent
	
28%
	
192

	Not Applicable
	
29%
	
195

	SYSTEM PERFORMANCE AND COMPATIBILITY

	19.
To what extent does the speed and/or memory capacity of your home computer limit your ability to telework successfully?
	
	

	Not At All
	
48%
	
328

	To a Limited Extent
	
23%
	
154

	To a Moderate Extent
	
12%
	
82

	To a Considerable Extent
	
7%
	
45

	To a Very Great Extent
	
4%
	
30

	Not Applicable
	
6%
	
43

	20.
To what extent do the speed or reliability of your network connection limit your ability to telework successfully?
	
	

	Not At All
	
26%
	
180

	To a Limited Extent
	
28%
	
194

	To a Moderate Extent
	
19%
	
130

	To a Considerable Extent
	
11%
	
78

	To a Very Great Extent
	
10%
	
70

	Not Applicable
	
4%
	
30

	21.
To what extent do personal computer or other system crashes/failures limit your ability to telework successfully?
	
	

	Not At All
	
33%
	
222

	To a Limited Extent
	
37%
	
247

	To a Moderate Extent
	
11%
	
74

	To a Considerable Extent
	
6%
	
39

	To a Very Great Extent
	
8%
	
55

	Not Applicable
	
6%
	
39

	22.
To what extent does difficulty opening or reading files from others limit your ability to telework successfully?
	
	

	Not At All
	
35%
	
235

	To a Limited Extent
	
32%
	
219

	To a Moderate Extent
	
14%
	
93

	To a Considerable Extent
	
8%
	
51

	To a Very Great Extent
	
6%
	
41

	Not Applicable
	
5%
	
36

	23.
To what extent does reduced access to software and data files while teleworking limit your ability to telework successfully?
	
	

	Not At All
	
33%
	
224

	To a Limited Extent
	
31%
	
208

	To a Moderate Extent
	
15%
	
103

	To a Considerable Extent
	
7%
	
48

	To a Very Great Extent
	
7%
	
47

	Not Applicable
	
7%
	
50

	24.
To what extent does incompatibility between software on your home telework computer and your office computer limit your ability to telework successfully?
	
	

	Not At All
	
51%
	
347

	To a Limited Extent
	
19%
	
127

	To a Moderate Extent
	
6%
	
42

	To a Considerable Extent
	
6%
	
39

	To a Very Great Extent
	
4%
	
25

	Not Applicable
	
15%
	
101

	25.
To what extent has contamination by a computer virus ever limited your ability to telework successfully?
	
	

	Not At All
	
72%
	
492

	To a Limited Extent
	
10%
	
66

	To a Moderate Extent
	
2%
	
11

	To a Considerable Extent
	
2%
	
11

	To a Very Great Extent
	
1%
	
7

	Not Applicable
	
14%
	
93

	TELEPHONE COMMUNICATIONS

	26.
When you telework from home, can you have a phone conversation with other employees while your computer is connected to the Internet or your agency’s network?
	
	

	No 
	
28%
	
187

	Yes, because I have more than one phone line
	
42%
	
288

	Yes, because I don't need my phone line for my Internet connection
	
13%
	
90

	Yes, because I use my cellular phone
	
17%
	
116

	27.
Does the Government pay for an extra phone line and/or cell phone for you to use while teleworking?
	
	

	Yes
	
27%
	
184

	No
	
73%
	
495

	28.
To what extent do limitations on your ability to have a phone conversation with other employees while your computer is connected limit your ability to telework successfully?
	
	

	Not At All
	
37%
	
248

	To a Limited Extent
	
16%
	
110

	To a Moderate Extent
	
7%
	
48

	To a Considerable Extent
	
5%
	
34

	To a Very Great Extent
	
3%
	
23

	Not Applicable
	
32%
	
216

	29.
To what extent do problems with using teleconferencing to communicate with groups limit your ability to telework successfully?
	
	

	Not At All
	
56%
	
378

	To a Limited Extent
	
19%
	
129

	To a Moderate Extent
	
7%
	
44

	To a Considerable Extent
	
1%
	
6

	To a Very Great Extent
	
1%
	
6

	Not Applicable
	
17%
	
112

	SECURITY

	30.
To what extent are computer, network, or other IT-related security issues a factor in your ability to telework?
	
	

	Not At All
	
66%
	
440

	To a Limited Extent
	
22%
	
148

	To a Moderate Extent
	
6%
	
39

	To a Considerable Extent
	
4%
	
26

	To a Very Great Extent
	
3%
	
18

	31.
To what extent do computer, network, or other IT-related security restrictions (e.g., limited access to data) limit your ability to telework successfully?
	
	

	Not At All
	
63%
	
427

	To a Limited Extent
	
24%
	
165

	To a Moderate Extent
	
6%
	
37

	To a Considerable Extent
	
3%
	
18

	To a Very Great Extent
	
3%
	
17

	Not Applicable
	
2%
	
11

	TRAINING

	32.
Have you received IT training related to teleworking in any of the following areas? (check all that apply)
	
	

	Installation of computer equipment 
	
11%
	
74

	Installation of software
	
24%
	
163

	Operation of computer equipment 
	
26%
	
175

	Use of virus protection software
	
21%
	
147

	Proper use of passwords
	
38%
	
263

	Protection of agency information while at home
	
31%
	
210

	Other
	
7%
	
47

	I have not received any IT training related to teleworking
	
48%
	
327

	33.
To what extent did this IT training provide you with the information required to successfully telework?
	
	

	Not At All
	
6%
	
41

	To a Limited Extent
	
10%
	
68

	To a Moderate Extent
	
10%
	
69

	To a Considerable Extent
	
16%
	
105

	To a Very Great Extent
	
13%
	
85

	Not Applicable
	
45%
	
299

	SUMMARY
	
	

	34.
To what extent are you in favor of home-based teleworking?
	
	

	Not At All
	
<1%
	
1

	To a Limited Extent
	
1%
	
4

	To a Moderate Extent
	
2%
	
12

	To a Considerable Extent
	
12%
	
82

	To a Very Great Extent
	
85%
	
580

	35.
Please rank the following items according how much they limit your ability to telework. 
	
	

	Access to equipment and network services
	
	


	Most serious issue
	
21%
	
123

	Second most serious issue
	
23%
	
137

	Third most serious issue
	
19%
	
116

	Fourth most serious issue
	
12%
	
70

	Fifth most serious issue
	
10%
	
61

	Sixth most serious (least serious) issue
	
16%
	
93

	Quality of help desk and technical support
	
	

	Most serious issue
	
8%
	
49

	Second most serious issue
	
13%
	
81

	Third most serious issue
	
23%
	
138

	Fourth most serious issue
	
28%
	
169

	Fifth most serious issue
	
19%
	
115

	Sixth most serious (least serious) issue
	
9%
	
52

	Performance of computer equipment and network connections
	
	

	Most serious issue
	
31%
	
187

	Second most serious issue
	
25%
	
153

	Third most serious issue
	
17%
	
101

	Fourth most serious issue
	
11%
	
69

	Fifth most serious issue
	
9%
	
56

	Sixth most serious (least serious) issue
	
6%
	
38

	Telephone communications
	
	

	Most serious issue
	
17%
	
101

	Second most serious issue
	
13%
	
77

	Third most serious issue
	
22%
	
130

	Fourth most serious issue
	
19%
	
114

	Fifth most serious issue
	
13%
	
77

	Sixth most serious (least serious) issue
	
17%
	
104

	Availability of IT-related training for telework
	
	

	Most serious issue
	
10%
	
58

	Second most serious issue
	
12%
	
71

	Third most serious issue
	
9%
	
51

	Fourth most serious issue
	
16%
	
96

	Fifth most serious issue
	
29%
	
171

	Sixth most serious (least serious) issue
	
25%
	
151

	Security procedures
	
	

	Most serious issue
	
11%
	
69

	Second most serious issue
	
12%
	
73

	Third most serious issue
	
11%
	
66

	Fourth most serious issue
	
14%
	
86

	Fifth most serious issue
	
21%
	
133

	Sixth most serious (least serious) issue
	
31%
	
195

	36.
To what extent do the following IT issues limit how often you can telework from home? 
	
	

	Access to equipment and network services
	
	

	Not At All
	
55%
	
366

	Limited Extent
	
20%
	
135

	Moderate Extent
	
10%
	
70

	Considerable Extent
	
7%
	
48

	Very Great Extent
	
8%
	
53

	Quality of help desk and technical support
	
	

	Not At All
	
65%
	
436

	Limited Extent
	
20%
	
134

	Moderate Extent
	
8%
	
55

	Considerable Extent
	
4%
	
27

	Very Great Extent
	
3%
	
17

	Performance of computer equipment and network connections
	
	

	Not At All
	
44%
	
294

	Limited Extent
	
25%
	
164

	Moderate Extent
	
14%
	
93

	Considerable Extent
	
8%
	
50

	Very Great Extent
	
10%
	
67

	Telephone communications
	
	

	Not At All
	
62%
	
412

	Limited Extent
	
17%
	
115

	Moderate Extent
	
8%
	
56

	Considerable Extent
	
7%
	
46

	Very Great Extent
	
6%
	
39

	Availability of IT-related training for telework
	
	

	Not At All
	
73%
	
487

	Limited Extent
	
18%
	
119

	Moderate Extent
	
6%
	
37

	Considerable Extent
	
2%
	
11

	Very Great Extent
	
2%
	
11

	Security procedures
	
	

	Not At All
	
74%
	
496

	Limited Extent
	
16%
	
108

	Moderate Extent
	
5%
	
35

	Considerable Extent
	
2%
	
12

	Very Great Extent
	
3%
	
17

	IT overall
	
	

	Not At All
	
57%
	
374

	Limited Extent
	
25%
	
164

	Moderate Extent
	
11%
	
70

	Considerable Extent
	
5%
	
32

	Very Great Extent
	
3%
	
18

	37.
To what extent do the following IT issues limit your ability to telework successfully?
	
	

	Access to equipment and network services
	
	


	Not At All
	
42%
	
282

	Limited Extent
	
28%
	
189

	Moderate Extent
	
14%
	
90

	Considerable Extent
	
6%
	
43

	Very Great Extent
	
10%
	
64

	Quality of help desk and technical support
	
	

	Not At All
	
53%
	
351

	Limited Extent
	
31%
	
209

	Moderate Extent
	
8%
	
56

	Considerable Extent
	
5%
	
32

	Very Great Extent
	
3%
	
17

	Performance of computer equipment and network connections
	
	

	Not At All
	
29%
	
195

	Limited Extent
	
32%
	
215

	Moderate Extent
	
19%
	
128

	Considerable Extent
	
9%
	
61

	Very Great Extent
	
10%
	
67

	Access to adequate telephone communications
	
	

	Not At All
	
52%
	
343

	Limited Extent
	
21%
	
141

	Moderate Extent
	
11%
	
74

	Considerable Extent
	
8%
	
54

	Very Great Extent
	
8%
	
53

	Availability of adequate telework-related IT training
	
	

	Not At All
	
66%
	
439

	Limited Extent
	
25%
	
165

	Moderate Extent
	
5%
	
36

	Considerable Extent
	
2%
	
12

	Very Great Extent
	
2%
	
11

	Security procedures
	
	

	Not At All
	
68%
	
451

	Limited Extent
	
23%
	
149

	Moderate Extent
	
6%
	
40

	Considerable Extent
	
2%
	
11

	Very Great Extent
	
2%
	
12

	IT overall
	
	

	Not At All
	
51%
	
333

	Limited Extent
	
31%
	
205

	Moderate Extent
	
11%
	
69

	Considerable Extent
	
4%
	
28

	Very Great Extent
	
3%
	
22

	38.
Overall, to what extent are technology barriers serious enough to cause you to consider 
giving up teleworking?
	
	

	Not At All
	
81%
	
545

	To a Limited Extent
	
12%
	
83

	To a Moderate Extent
	
4%
	
25

	To a Considerable Extent
	
2%
	
11

	To a Very Great Extent
	
1%
	
9

	
	
	

	39.
What work activities or tasks are you unable to perform, or are significantly more difficult to perform, while teleworking from home?

	*SEE APPENDIX D

	40.
Please list three IT-related recommendations for improving your ability to telework from home.

	*SEE APPENDIX D


APPENDIX B:  TELEWORKER MANAGER QUESTIONNAIRE AND RESULTANT DATA

Study of Technology Barriers to Home-Based Telework:

Survey Results From Teleworker Managers

INTRODUCTION

General Services Administration is conducting this questionnaire as part of a study requested by Congress.  This questionnaire focuses on how information technology is used for home-based telework.

As the manager of one or more teleworkers, you have a unique and important perspective on this issue, and your input is valuable to the study.  Your participation in this questionnaire is voluntary, and any information you provide will be held strictly confidential.  All responses will be aggregated in the report, and no specific response can be traced back to any respondent.

Thank you for your participation in this important study.  There are 36 questions in the questionnaire, and it will take approximately 20 minutes to complete.

	
	Percentage

	Raw

	GENERAL INFORMATION
	
	

	1.
What agency or department do you work for?
	
	

	Justice 
	
6%
	
18

	Treasury
	
9%
	
29

	Commerce
	
2%
	
7

	Veterans Affairs
	
0%
	
0

	Health and Human Services
	
43%
	
141

	Interior
	
11%
	
35

	General Services Administration
	
20%
	
65

	National Imagery and Mapping Agency
	
<1%
	
1

	National Aeronautics and Space Administration
	
10%
	
34

	2.  
What is your occupational series?

	
	

	GS-0000 – Miscellaneous Occupations Group
	
1%
	
3

	GS-0100 – Social Science, Psychology, and Welfare Group
	
16%
	
52

	GS-0200 – Human Resources Management Group
	
4%
	
13

	GS-0300 – General Administrative, Clerical, and Office Services Group
	
20%
	
64

	GS-0400 – Biological Sciences Group
	
1%
	
4

	GS-0500 – Accounting and Budget Group
	
8%
	
25

	GS-0600 – Medical, Hospital, Dental, and Public Health Group
	
7%
	
22

	GS-0700 – Veterinary Medical Science Group
	
0%
	
0

	GS-0800 – Engineering and Architecture Group**
	
6%
	
20

	GS-0900 – Legal and Kindred Group
	
4%
	
12

	GS-1000 – Information and Arts Group
	
2%
	
6

	GS-1100 – Business and Industry Group
	
15%
	
49

	GS-1200 – Copyright, Patent, and Trademark Group
	
0%
	
0

	GS-1300 – Physical Sciences Group
	
2%
	
5

	GS-1400 – Library and Archives Group
	
1%
	
4

	GS-1500 – Mathematics and Statistics Group
	
2%
	
5

	GS-1600 – Equipment, Facilities, and Services Group**
	
1%
	
2

	GS-1700 – Education Group
	
0%
	
0

	GS-1800 – Investigation Group
	
3%
	
10

	GS-1900 – Quality Assurance, Inspection, and Grading Group
	
0%
	
0

	GS-2000 – Supply Group**
	
1%
	
2

	GS-2100 – Transportation Group
	
1%
	
2


	GS-2200 – Information Technology Group
	
6%
	
20

	3. 
 How many of your employees telework at least one day per week?
	
	

	1
	
30%
	
94

	2
	
21%
	
67

	3
	
15%
	
49

	4
	
7%
	
23

	5
	
7%
	
21

	6
	
3%
	
11

	7
	
4%
	
13

	8
	
2%
	
5

	9
	
2%
	
6

	10
	
2%
	
7

	11
	
1%
	
2

	12
	
2%
	
5

	13
	
0%
	
0

	14
	
1%
	
2

	15
	
2%
	
6

	More than 15

	
3%
	
8

	4.  
Do you have formal, written telework agreements with your employees who telework?
	
	


	Yes
	
87%
	
284

	No
	
7%
	
22

	Some have formal agreements and some do not
	
7%
	
22

	5.  
Which of the following best describes the scheduling of telework in your office?
	

	

	Most teleworkers are on a fairly regular schedule
	
64%
	
212

	Most telework occurs on an ad-hoc or as needed basis
	
11%
	
36

	Some teleworkers are on a regular schedule; others telework on an ad-hoc basis
	
25%
	
82

	6. 
 Which of the following best describes where your employees primarily telework?
	

	

	From home
	
99%
	
325

	From a Telework Center 
	
1%
	
2

	Other
	
1%
	
2

	7.  
Which of the following best describes how often most of your employees telework from home?
	
	

	Less than once a pay period 
	
10%
	
32

	Once a pay period
	
12%
	
40

	1-2 days per week 
	
68%
	
224

	3-4 days per week 
	
6%
	
20

	5 days per week 
	
5%
	
15

	8.  
Which of the following best describes the range of activities your employees perform when teleworking?
	
	

	They only perform a select few of their work activities at home
	
6%
	
21

	They perform some of their work activities at home
	
29%
	
96

	They perform most of their work activities at home
	
47%
	
156

	They perform all work activities at home that they perform at the office
	
17%
	
57

	9.  
Are you familiar with the your agency’s telework policy?
	
	

	Yes
	
95%
	
313

	No
	
5%
	
15

	My agency does not have a telework policy
	
1%
	
2

	IT REQUIREMENTS FOR TELEWORK
	
	

	10.  
To what extent do you understand the process for obtaining needed equipment and services for employees who telework?
	
	

	Not At All
	
3%
	
11

	To a Limited Extent
	
9%
	
31

	To a Moderate Extent
	
18%
	
58

	To a Considerable Extent
	
29%
	
96

	To a Very Great Extent
	
36%
	
118

	Not Applicable
	
5%
	
15

	11.
 Considering your employees who telework, to what extent does the process for obtaining needed equipment and services in your agency limit their ability to telework successfully?
	

	

	Not At All
	
34%
	
111

	To a Limited Extent
	
33%
	
109

	To a Moderate Extent
	
13%
	
43

	To a Considerable Extent
	
10%
	
33

	To a Very Great Extent
	
6%
	
20

	Not Applicable
	
3%
	
11

	12.  
To what extent are you able to provide your employees with the equipment and services needed to telework successfully?
	

	

	Not At All
	
10%
	
31

	To a Limited Extent
	
17%
	
55

	To a Moderate Extent
	
15%
	
48

	To a Considerable Extent
	
23%
	
75

	To a Very Great Extent
	
36%
	
119

	13.  
Considering your employees who telework, to what extent does the lack of access to the equipment and services they need limit their ability to telework successfully?
	

	

	Not At All
	
37%
	
121

	To a Limited Extent
	
37%
	
122

	To a Moderate Extent
	
12%
	
39

	To a Considerable Extent
	
6%
	
20

	To a Very Great Extent
	
8%
	
26

	14. 
Who is responsible for ensuring that teleworkers with disabilities receive appropriate work-related IT accommodations? (check all that apply)
	
	

	Managers
	
77%
	
257

	Telework Coordinators
	
21%
	
69

	Disability/special accommodations office
	
17%
	
55

	IT organization
	
34%
	
112

	Telework Committee
	
2%
	
6

	Other
	
10%
	
33

	COST/PROCUREMENT OF IT EQUIPMENT AND SERVICES
	
	


	15.  
To what extent is obtaining funding a factor in whether you can provide adequate computer equipment and communications services to employees to support telework?
	
	

	Not At All
	
20%
	
64

	To a Limited Extent
	
29%
	
94

	To a Moderate Extent
	
16%
	
53

	To a Considerable Extent
	
10%
	
34

	To a Very Great Extent
	
14%
	
46

	Not Applicable
	
11%
	
37

	16. 
 Where does the funding for teleworkers’ equipment and services come from?
	
	

	Not applicable/equipment is not funded
	
29%
	
91

	General fund for telework 
	
4%
	
12

	General fund for IT equipment
	
25%
	
79

	Managerial/departmental funds
	
37%
	
117

	Other
	
6%
	
18

	TECHNICAL SUPPORT
	

	


	17. 
 To what extent is your agency able to provide remote technical support to your employees when they telework from home?
	
	

	Not At All
	
6%
	
18

	To a Limited Extent
	
26%
	
83

	To a Moderate Extent
	
27%
	
87

	To a Considerable Extent
	
27%
	
88

	To a Very Great Extent
	
15%
	
49

	18.  
Considering your employees who telework, to what extent has the lack of access to adequate technical support limited their ability to telework successfully?
	

	


	Not At All
	
34%
	
112

	To a Limited Extent
	
42%
	
138

	To a Moderate Extent
	
12%
	
39

	To a Considerable Extent
	
4%
	
12

	To a Very Great Extent
	
3%
	
10

	Not Applicable
	
5%
	
16

	SYSTEM PERFORMANCE AND COMPATIBILITY
	

	


	19.  
To what extent have your employees expressed concerns with the performance and reliability of computer equipment and network connections when teleworking (e.g. slow computer, frequent crashes, trouble connecting to network)?
	
	

	Not At All
	
20%
	
65

	To a Limited Extent
	
41%
	
132

	To a Moderate Extent
	
21%
	
69

	To a Considerable Extent
	
11%
	
37

	To a Very Great Extent
	
7%
	
22

	20.  
To what extent does limited access to software, electronic documents and other data files while teleworking (relative to access they have while in the office) limit their ability to telework successfully?
	
	


	Not At All
	
22%
	
71

	To a Limited Extent
	
42%
	
138

	To a Moderate Extent
	
18%
	
58

	To a Considerable Extent
	
10%
	
32

	To a Very Great Extent
	
7%
	
22

	Not Applicable
	
2%
	
7

	21.  
To what extent do difficulties in opening or reading electronic documents or other files exchanged with coworkers or managers limit their ability to telework successfully?
	
	


	Not At All
	
30%
	
97

	To a Limited Extent
	
42%
	
136

	To a Moderate Extent
	
14%
	
46

	To a Considerable Extent
	
6%
	
18

	To a Very Great Extent
	
6%
	
21

	Not Applicable
	
3%
	
9

	22.  
To what extent do limitations in their ability to exchange electronic documents or other files with coworkers or managers (via email, shared network drives, or other means) limit their ability to telework successfully?
	

	


	Not At All
	
33%
	
108

	To a Limited Extent
	
41%
	
134

	To a Moderate Extent
	
11%
	
37

	To a Considerable Extent
	
7%
	
22

	To a Very Great Extent
	
6%
	
19

	Not Applicable
	
2%
	
8

	23.  
To what extent does inadequate IT system performance and compatibility of their home telework equipment in general limit their ability to telework successfully?
	

	


	Not At All
	
24%
	
77

	To a Limited Extent
	
46%
	
151

	To a Moderate Extent
	
11%
	
36

	To a Considerable Extent
	
9%
	
29

	To a Very Great Extent
	
7%
	
24

	Not Applicable
	
3%
	
10

	TELEPHONE COMMUNICATIONS
	

	

	24.  
When your employees are teleworking, to what extent are you able to contact them by phone when they are working on-line?
	
	

	Not At All
	
11%
	
37

	To a Limited Extent
	
17%
	
54

	To a Moderate Extent
	
17%
	
57

	To a Considerable Extent
	
24%
	
77

	To a Very Great Extent
	
31%
	
103

	25.  
While teleworking, can your employees use teleconferencing to communicate effectively with groups during meetings?
	
	


	No, they don't have easy access to teleconferencing services
	
21%
	
70

	No, they don't often need to teleconference with groups while teleworking
	
22%
	
72

	Yes
	
57%
	
186

	26.  
Considering your employees who telework, to what extent does the reduction in casual interactions with employees in the office to troubleshoot and resolve IT problems limit their ability to telework successfully?
	
	


	Not At All
	
27%
	
90

	To a Limited Extent
	
45%
	
146

	To a Moderate Extent
	
17%
	
54

	To a Considerable Extent
	
8%
	
25

	To a Very Great Extent
	
4%
	
13

	SECURITY
	
	

	27.  
To what extent are computer, network, or other IT-related security issues a factor in your organization’s decision to allow employees to telework from home?
	
	

	Not At All
	
24%
	
78

	To a Limited Extent
	
30%
	
97

	To a Moderate Extent
	
17%
	
54

	To a Considerable Extent
	
17%
	
57

	To a Very Great Extent
	
13%
	
42

	28.  
Considering your employees who telework, to what extent do IT-related security restrictions (e.g., limited access to data) limit their ability to telework successfully?
	
	


	Not At All
	
39%
	
127

	To a Limited Extent
	
42%
	
137

	To a Moderate Extent
	
12%
	
39

	To a Considerable Extent
	
4%
	
13

	To a Very Great Extent
	
4%
	
12

	TRAINING

	

	


	29.  
To what extent do teleworkers receive IT training related to teleworking?  Such training may include, but is not limited to system set up, equipment installation, equipment use and maintenance, and security.
	
	

	Not At All
	
29%
	
93

	To a Limited Extent
	
38%
	
122

	To a Moderate Extent
	
21%
	
68

	To a Considerable Extent
	
8%
	
27

	To a Very Great Extent
	
5%
	
15

	30. 
 To what extent does the training provide your employees with the information required to successfully telework?
	

	


	Not At All
	
14%
	
45

	To a Limited Extent
	
24%
	
77

	To a Moderate Extent
	
18%
	
59

	To a Considerable Extent
	
21%
	
69

	To a Very Great Extent
	
11%
	
36

	Not Applicable
	
12%
	
39

	SUMMARY
	
	


	31. 
In general, to what extent are you in favor of home-based teleworking?
	
	


	Not At All
	
3%
	
10

	To a Limited Extent
	
28%
	
93

	To a Moderate Extent
	
26%
	
87

	To a Considerable Extent
	
22%
	
73

	To a Very Great Extent
	
21%
	
68

	32.  
Based on your experience, please rank the following items according to how much they present a barrier to the success of telework. 
	

	


	Provision of equipment and network services
	
	

	Most serious issue
	
20%
	
62

	Second most serious issue
	
20%
	
62

	Third most serious issue
	
14%
	
44

	Fourth most serious issue
	
12%
	
38

	Fifth most serious issue
	
10%
	
32

	Sixth most serious issue
	
13%
	
39

	Seventh most serious (least serious) issue
	
10%
	
31

	Cost/procurement of IT equipment and services
	
	


	Most serious issue
	
13%
	
41

	Second most serious issue
	
21%
	
66

	Third most serious issue
	
13%
	
40

	Fourth most serious issue
	
15%
	
45

	Fifth most serious issue
	
12%
	
38

	Sixth most serious issue
	
13%
	
39

	Seventh most serious (least serious) issue
	
13%
	
39

	Quality of help desk and technical support
	
	


	Most serious issue
	
6%
	
18


	Second most serious issue
	
9%
	
27

	Third most serious issue
	
17%
	
53

	Fourth most serious issue
	
22%
	
66

	Fifth most serious issue
	
18%
	
54

	Sixth most serious issue
	
15%
	
47

	Seventh most serious (least serious) issue
	
14%
	
42

	Performance of computer equipment and network connections
	

	


	Most serious issue
	
27%
	
83

	Second most serious issue
	
18%
	
56

	Third most serious issue
	
21%
	
67

	Fourth most serious issue
	
15%
	
48

	Fifth most serious issue
	
8%
	
25

	Sixth most serious issue
	
5%
	
16

	Seventh most serious (least serious) issue
	
6%
	
18

	Telephone communications
	


	


	Most serious issue
	
14%
	
43

	Second most serious issue
	
13%
	
38

	Third most serious issue
	
10%
	
29

	Fourth most serious issue
	
16%
	
49

	Fifth most serious issue
	
21%
	
65

	Sixth most serious issue
	
12%
	
35

	Seventh most serious (least serious) issue
	
15%
	
46

	IT-related security
	
	

	Most serious issue
	
12%
	
36

	Second most serious issue
	
11%
	
34

	Third most serious issue
	
13%
	
39

	Fourth most serious issue
	
10%
	
31

	Fifth most serious issue
	
16%
	
49

	Sixth most serious issue
	
22%
	
68

	Seventh most serious (least serious) issue
	
16%
	
48

	IT-related training for telework
	

	


	Most serious issue
	
7%
	
21

	Second most serious issue
	
8%
	
23

	Third most serious issue
	
10%
	
30

	Fourth most serious issue
	
10%
	
30

	Fifth most serious issue
	
16%
	
48

	Sixth most serious issue
	
22%
	
69

	Seventh most serious (least serious) issue
	
28%
	
87

	33.  
To what extent did you consider the following issues in your decision to allow your employees to telework? 
	

	


	Provision of equipment and network services
	
	

	Not At All
	
20%
	
63

	 To a Limited Extent
	
20%
	
64

	To a Moderate Extent
	
18%
	
57

	To a Considerable Extent
	
16%
	
51

	To a Very Great Extent
	
25%
	
80

	Cost/procurement of IT equipment and services
	

	


	Not At All
	
37%
	
116

	
 To a Limited Extent
	
26%
	
82

	To a Moderate Extent
	
18%
	
58

	To a Considerable Extent
	
11%
	
34

	To a Very Great Extent
	
9%
	
27

	Quality of help desk and technical support
	

	


	Not At All
	
35%
	
110

	 To a Limited Extent
	
32%
	
100

	To a Moderate Extent
	
19%
	
60

	To a Considerable Extent
	
11%
	
34

	To a Very Great Extent
	
4%
	
12

	Performance of computer equipment and network connections
	

	

	Not At All
	
12%
	
39

	 To a Limited Extent
	
26%
	
81

	To a Moderate Extent
	
23%
	
74

	To a Considerable Extent
	
20%
	
63

	To a Very Great Extent
	
19%
	
59

	Telephone communications
	
	

	Not At All
	
14%
	
45

	 To a Limited Extent
	
21%
	
68

	To a Moderate Extent
	
19%
	
59

	To a Considerable Extent
	
26%
	
84

	To a Very Great Extent
	
20%
	
62

	IT-related security
	
	

	Not At All
	
24%
	
77

	 To a Limited Extent
	
28%
	
89

	To a Moderate Extent
	
19%
	
59

	To a Considerable Extent
	
15%
	
47

	To a Very Great Extent
	
14%
	
45

	IT-related training for telework
	

	

	Not At All
	
37%
	
117

	 To a Limited Extent
	
38%
	
119

	To a Moderate Extent
	
14%
	
44

	To a Considerable Extent
	
9%
	
27

	To a Very Great Extent
	
3%
	
10

	34.  
To what extent do the following issues create increased challenges for managing employees while they are teleworking?
	

	

	Provision of equipment and network services
	
	

	Not At All
	
30%
	
95

	 To a Limited Extent
	
28%
	
90

	To a Moderate Extent
	
17%
	
54

	To a Considerable Extent
	
13%
	
40

	To a Very Great Extent
	
13%
	
42

	Cost/procurement of IT equipment and services
	

	


	Not At All
	
33%
	
105

	 To a Limited Extent
	
31%
	
100

	To a Moderate Extent
	
16%
	
52

	To a Considerable Extent
	
11%
	
34

	To a Very Great Extent
	
9%
	
30

	Quality of help desk and technical support
	

	

	Not At All
	
28%
	
88

	 To a Limited Extent
	
32%
	
103

	To a Moderate Extent
	
21%
	
67

	To a Considerable Extent
	
13%
	
40

	To a Very Great Extent
	
7%
	
22

	Performance of computer equipment and network connections
	
	


	Not At All
	
11%
	
36

	 To a Limited Extent
	
24%
	
77

	To a Moderate Extent
	
22%
	
72

	To a Considerable Extent
	
24%
	
78

	To a Very Great Extent
	
18%
	
58

	Telephone communications
	
	


	Not At All
	
17%
	
56

	 To a Limited Extent
	
23%
	
75

	To a Moderate Extent
	
22%
	
71

	To a Considerable Extent
	
24%
	
78

	To a Very Great Extent
	
14%
	
44

	IT-related security
	
	

	Not At All
	
28%
	
89

	 To a Limited Extent
	
30%
	
96

	To a Moderate Extent
	
18%
	
58

	To a Considerable Extent
	
12%
	
38

	To a Very Great Extent
	
13%
	
41

	IT-related training for telework
	
	

	Not At All
	
34%
	
107

	 To a Limited Extent
	
40%
	
126

	To a Moderate Extent
	
16%
	
51

	To a Considerable Extent
	
8%
	
25

	To a Very Great Extent
	
3%
	
9

	35.  
Overall, to what extent do computer equipment, network connectivity, and other technology issues limit how often (number of days per week) your employees can telework?
	

	


	Not At All
	
41%
	
133

	 To a Limited Extent
	
35%
	
114

	To a Moderate Extent
	
12%
	
40

	To a Considerable Extent
	
6%
	
21

	To a Very Great Extent
	
6%
	
20

	36.  
Please list three IT-related recommendations for improving your employees’ ability to telework successfully.

	*SEE APPENDIX D


APPENDIX C:  INVITATION AND REMINDER FOR QUESTIONNAIRE PARTICIPATION

Teleworkers (Email invitation)

December 3, 2001

Dear Teleworkers:

You have been selected to participate in the attached questionnaire, which is part of a Congressionally-requested study about the technology barriers to telework. General Services Administration (GSA) is conducting this study to investigate how computers, network access, technical support, and other aspects of information technology can be better used to ensure the success of home-based telework. Results from this questionnaire will be used to develop policy recommendations to help the departments and agencies facilitate the adoption of home-based telework throughout the Federal Government.

Please note that this questionnaire focuses on how information technology is used for home-based telework. Other government-wide efforts are studying additional issues that can also impact the adoption of home-based telework. 

As a teleworker, you have a unique and important perspective on this issue, and your input is valuable to the study. While your participation in this questionnaire is voluntary, we encourage you to take this opportunity to voice your opinions. Any information you provide will be held strictly confidential. All responses will be aggregated in the report, and no specific response can be traced back to any respondent.

We will need your response no later than December 14. If you have any questions about the questionnaire, please contact Dena Papazoglou at papazoglou_dena@bah.com. For questions about the GSA study, you may contact Theresa Noll at theresa.noll@gsa.gov.

There are 40 questions in the questionnaire, and it will take approximately 15 minutes to complete. To respond to this questionnaire, click on the following link: 

http://www.clearpicture.com/bah/teleworkers/ (use the password "teleworker")

Thank you for your participation in this important study.

Teleworkers (Email reminder)
December 10, 2001

Dear Teleworkers:

This is a reminder that you were selected to participate in the attached questionnaire:  The GSA Study of Technology Barriers to Home-Based Telework.  If you have already completed and submitted the questionnaire, please disregard this reminder-and thank you for participating!  

All others, please scroll down to read more information about this Congressionally-requested study—including a copy of the official letter that Stephen Perry, Administrator of GSA, sent to all the participating agencies requesting their cooperation and support in the study.  

As a teleworker, you have a unique and important perspective on this issue, and your input is valuable to the study. While your participation in this questionnaire is voluntary, we encourage you to take this opportunity to voice your opinions. Any information you provide will be held strictly confidential. All responses will be aggregated in the report, and no specific response can be traced back to any respondent.

We will need your response no later than December 17. If you have any questions about the questionnaire, please contact Dena Papazoglou at papazoglou_dena@bah.com. For questions about the GSA study, you may contact Theresa Noll at theresa.noll@gsa.gov.

There are 40 questions in the questionnaire, and it will take approximately 15 minutes to complete. To respond to this questionnaire, click on the following link: 

http://www.clearpicture.com/bah/teleworkers/ (use the password "teleworker")

Thank you for your participation in this important study.

Teleworker Managers (Email invitation)

December 3, 2001

Dear Telework Managers:

You have been selected to participate in the attached questionnaire, which is part of a Congressionally-requested study about the technology barriers to telework. General Services Administration (GSA) is conducting this study to investigate how computers, network access, technical support, and other aspects of information technology can be better used to ensure the success of home-based telework. Results from this questionnaire will be used to develop policy recommendations to help the departments and agencies facilitate the adoption of home-based telework throughout the Federal Government.

Please note that this questionnaire focuses on how information technology is used for home-based telework. Other government-wide efforts are studying additional issues that can also impact the adoption of home-based telework. 

As the manager of one or more teleworkers, you have a unique and important perspective on this issue, and your input is valuable to the study. While your participation in this questionnaire is voluntary, we encourage you to take this opportunity to voice your opinions. Any information you provide will be held strictly confidential. All responses will be aggregated in the report, and no specific response can be traced back to any respondent.

We will need your response no later than December 14. If you have any questions

about the questionnaire, please contact Dena Papazoglou at papazoglou_dena@bah.com. For questions about the GSA study, you may contact Theresa Noll at theresa.noll@gsa.gov.

There are 36 questions in the questionnaire, and it will take approximately 15 minutes to complete. To respond to this questionnaire, click on the following link:

http://www.clearpicture.com/bah/managers (use the password "manager")

Thank you for your participation in this important study.

Teleworker Managers (Email reminder)
December 10, 2001

Dear Telework Managers:

This is a reminder that you were selected to participate in the attached questionnaire:  The GSA Study of Technology Barriers to Home-Based Telework.  If you have already completed and submitted the questionnaire, please disregard this reminder-and thank you for participating!  

All others, please scroll down to read more information about this Congressionally-requested study—including a copy of the official letter that Stephen Perry, Administrator of GSA, sent to all the participating agencies requesting their cooperation and support in the study.  

As the manager of one or more teleworkers, you have a unique and important perspective on this issue, and your input is valuable to the study. While your participation in this questionnaire is voluntary, we encourage you to take this opportunity to voice your opinions. Any information you provide will be held strictly confidential. All responses will be aggregated in the report, and no specific response can be traced back to any respondent.

We will need your response no later than December 17. If you have any questions about the questionnaire, please contact Dena Papazoglou at papazoglou_dena@bah.com. For questions about the GSA study, you may contact Theresa Noll at theresa.noll@gsa.gov.

There are 40 questions in the questionnaire, and it will take approximately 15 minutes to complete. To respond to this questionnaire, click on the following link: 

http://www.clearpicture.com/bah/teleworkers/ (use the password "teleworker")

Thank you for your participation in this important study.

Letter From Stephen Perry, GSA Administrator, To Heads of Agencies Involved in the Study

(included in email reminder to Teleworkers and Teleworker Managers)
I am writing to request the participation of your agency in a study of technology barriers and solutions to Federal home-based telework programs.  Congress requested this study in H.R. 4871, House Report 106-756 (Treasury, Postal Service, and General Government Appropriations Bill 2000.)  Our contractor is Booz-Allen Hamilton, competitively selected to conduct this important study.  Your agency is one of ten Federal agencies chosen to be included in the study sample, which will be used to obtain a representative and comprehensive picture of telework technology in the Federal Government.  Findings from the results of this study are needed to increase telework opportunities in the Federal Government.

We have a six month time frame in which to complete this study.  It is important that agencies make a concerted effort to respond in a timely fashion.  I am requesting, therefore, your cooperation and top-level direction to: 

· Inform your agency about this study, its priority, and the arrival of the Booz-Allen personnel,

· Provide the Booz-Allen personnel expedited access to interview and gather information from employees for the study,

· Request managers to provide time for employees to complete their responses in a timely and accurate manner, and

· Designate a contact person to facilitate the interaction of the Booz-Allen personnel with your agency.

We anticipate that information gathering will consist of interviews, focus groups, and a questionnaire of selected personnel.  Be assured that the study will require minimal time commitment from the selected employees and that we are firmly committed to getting the needed information as quickly and unobtrusively as possible.  Examples of selected personnel include teleworkers, their managers, non-teleworkers, CIO personnel, telework program coordinators, as well as others you may designate as good sources of information on telework practices in your agency.  We anticipate that up to ten persons in your agency may contribute to this study.  Time requirements will vary from between one and six hours per person, depending on the level of their participation.

Information gathering and interviews by Booz-Allen are expected to take place between November 2001 and January 2002.  Please provide the name, email address, and telephone number of your agency point of contact to Dr. Wendell Joice of GSA before November 30, 2001.  Your staff may contact Dr. Joice at (202) 273-4664 or at wendell.joice@gsa.gov.

Thank you for your cooperation in helping to make this study a success.  We look forward to sharing the findings and recommendations with you in early 2002.

Sincerely,

Stephen A. Perry

Administrator

APPENDIX D:  CATEGORIES AND THEMES FROM OPEN-ENDED QUESTIONS ON QUESTIONNAIRES

Teleworker Questionnaire—Responses to Open-ended Questions

	Question 39:  What work activities or tasks are you unable to perform, or are significantly more difficult to perform, while teleworking from home?

	Category
	Key Themes

	Access to agency data
	· Accessing files and databases on the server

· Performing research

· Working with confidential data and/or files

· Accessing hardcopy files

	Physical presence
	· Attending in-person meetings

· Meeting informally with colleagues

	Telephone communication
	· Simultaneously working online and talking on the phone

· Accessing online data while on the phone

· Participating on conference calls

· Making long-distance calls

	Peripheral equipment (printer/fax/scanner, etc.)
	· Printing documents

· Photocopying

· Faxing

	Network connection
	· Slowdowns due to slow connecting time and/or lost connections

· Downloading large files

· Accessing email

	System performance or speed
	· Accessing agency computers and databases

· Transferring or downloading large data files

· Delays due to system crashes/slow processing

· Printing directly from email or while connected to agency systems

	Software access/compatibility
	· Working on files with different version of software used in the office

· Limitations caused by lack of access to software used in the office

	Access to email
	· Accessing agency email system

· Downloading/printing email attachments

· Delays due to slow downloading of email


Teleworker Questionnaire—Responses to Open-ended Questions
	Question 40: Please list three IT-related recommendations for improving your ability to telework from home.

	Category
	Key Themes

	Network connection
	· Need high speed connections

· Fund high speed connections

· Allow teleworkers to access the Internet through agency connection

	Telephone communications 
	· Provide second line (or cell phones) so teleworkers have a dedicated data line

· Enable teleconferencing or videoconferencing

· Reimburse/pay for long-distance phone calls

· Provide speaker phones

	IT support issues
	· Need more qualified help desk staff

· Need quicker response time from help desk staff

· Provide technical support in the home

· Provide 24-hour day service

	Provision and funding of equipment
	· Provide current, updated equipment

· Provide laptops

	Access to agency data
	· Provide access to office-based files and databases

· Provide access to office-based applications

· Ensure easier access to the servers

	Peripheral equipment (printer/fax/scanner, etc.)
	· Provide printer

· Provide fax

· Provide copier

· Provide scanner

	Access to/compatibility of software
	· Purchase agency software licenses for use at home

· Provide basic software and upgrades consistent with office-based employees

	System performance or speed
	· Computers need to have more memory/speed

· Improve availability and stability of remote access

· Simplify process for remote access

	Access to training 
	· Provide training on basic set-up and use of equipment, remote connection, and installation of software 

· Provide training more frequently

· Instruct teleworkers on IT troubleshooting

	Access to email 
	· Provide web-based email

· Enable teleworkers to download and open email attachments

· Improve speed and performance of email application

	Data security
	· Minimize impact of security software on system speed and performance

· Provide IT security training

· Make anti-virus software readily available

	Education/communication on IT issues
	· Communicate IT problems or changes with teleworkers

· Provide manuals or instructions on basic IT issues, set-up, troubleshooting, etc.

	Personal financial cost 
	· Reduce financial burden on teleworkers by providing funding or subsidy for equipment/services currently purchased by teleworkers


Manager of Teleworkers Questionnaire—Responses to Open-ended Question
	Question 36:   Please list three IT-related recommendations for improving your employees’ ability to telework successfully.

	Category
	Key Themes

	Network connection
	· Need high speed connections

· Provide high speed connection at reasonable cost

	Provision and funding of equipment
	· Provide computers, particularly laptops

· Ensure that equipment is current

· Allocate funding for equipment

· Establish centralized funding for equipment

	Telephone communications
	· Provide second line (or cell phones) so teleworkers have a dedicated data line

· Enable teleconferencing or videoconferencing

	System performance or speed
	· Improve processing speed

· Improve responsiveness of remote access

· Move toward Web-based applications

	IT support issues
	· Improved help desk support for teleworkers

· Institute a separate help line for teleworkers

· Provide technical support in the home

	Data security
	· Upgrade security so teleworkers can full access to servers

· Keep current on virus protection software

	Access to agency data
	· Provide remote access to agency systems and databases

· Allow access to internal drives

· Provide remote access to currently paper-based information by converting to electronic versions

	Access to/compatibility of software
	· Provide basic software (e.g. word processing)

· Ensure software is compatible with office systems

· Provide software upgrades consistent with upgrades in the office

	Access to training
	· Provide training on equipment set-up, connectivity, and use at remote locations

· Train teleworkers on troubleshooting IT problems

· Provide training more frequently

	Peripheral equipment (printer/fax/scanner, etc.)
	· Provide printer

· Provide fax machine

	Education/communication of IT issues
	· Need ongoing communication with teleworkers about IT issues they encounter

· Notify teleworkers system outages or problems 

	Access to email
	· Improve speed and ability to access email

· Provide web-based access to email

· Provide manuals, instructions on basic IT activities (set-up of equipment, connection to Internet, etc.)


APPENDIX E:  Case Study protocol
Case Study Questions

Study of Technology Barriers to Home-Based Telework 

Background
1. How long has your Telework program been in existence?

2. Please describe how your organization’s telework program came into being?

3. Please describe the program at inception. (e.g., participants, parties involved, management support, technology issues, etc.)

4. Please describe the program currently. (e.g., participants, parties involved, management support, technology issues, etc.)

5. What have been your greatest challenges related to telework and IT? How did your organization resolve/address them?

Organization and Management

6. How have Telework Coordinators, IT/CIO, Security, Management and others coordinated/worked together to make decisions about:

a. Telework policy

b. IT issues related to telework (equipment availability, network access, security, user support, etc…)

7. Has your organization developed an IT strategy for telework?  If so, please describe the process.

8. What processes are in place to gather feedback from teleworkers regarding IT issues? 

Budget

9. Please describe how the budgeting process and allocation of funds for telework works in your organization.

a. For teleworker equipment and services

b. For IT infrastructure enhancements

10. Who pays for user equipment and network access?

11. Are funds allocated for IT infrastructure to support telework (e.g., security assessments and solutions, remote access systems)

Equipment and Network Services

12. How are teleworkers “outfitted” with equipment and services? Is there a standard configuration for home teleworkers in your organization? If so, how did you determine this standard? 

13. What are the responsibilities and requirements of teleworkers with respect to technology?

a. provision of equipment

b. repair

c. training

14. What has your organization done in terms of providing network access at the home?

a. What services have you considered?

b. What are your future plans?

c. What is the impact on performance?

d. What decisions have you made in terms of funding network access?

15. How have you established desktop standards for the home office? What were your criteria in establishing this standard?

a. Cost reduction

b. Maintain performance levels and compatibility

c. Impact of “road warriors” (?)

d. Enable access to same data at home and the office

16. Please describe issues related to the performance of agency applications?

a. Technology and business issues

b. Investment decision process

Security

17. What were the key IT security issues that emerged from implementation of telework?

18. What procedures or systems have you established to address these issues?

a. What technologies have you considered?

b. What were the roles of IT and business management in developing solutions?

c. What have been the cost and performance impacts related to maintaining security?

d. What training, if any, is provided to teleworkers related to security?

General

19. What are some of your organization’s top “lessons learned” with respect to telework and IT? To what should agencies pay special attention from an IT perspective when implementing telework?

APPENDIX F:  Case Study Narratives
Case Studies…

consumer product safety commission (CPSC)

	Telework History/

Background
	•
The CPSC has two telework programs: the Field Investigators’ Telework Program and the Headquarters Telework Program.

•
The Field Investigators’ Telework Program started in 1995 and was limited to field investigators throughout the country.  The field investigators went from having dedicated office space to working out of their homes full-time.  Previously, CPSC had been renting GSA offices throughout the country 

•
The Field Investigators’ Telework Program was piloted for a year in the Eastern region, then extended to other regions.  Out of 130 people in the field eligible to telework about 115 chose to telework. Those who don’t telework are typically administrative staff or managers

•
The Headquarters Telework Program pilot began in July 2000 with 20 participants who telework one day per week.  Feedback sessions with teleworkers are built in as part of the pilot project. CPSC plans to expand the telework program, but is not sure at this time if it will be expanded based on job type, a specific number of teleworkers, or another criteria.

	Organization and Management
	•
The organization is finding that success of telework depends on the nature of the job, e.g., some people need to do hands-on analyses, and others can access the data they need remotely.  They are in the phase of analyzing positions, not people, for establishing telework eligibility.

•
Currently, no managers are allowed to telework.

•
There is some management resistance to telework due to organizational culture and the inconvenience or complications of having employees on telework.

•
There are no hard and fast IT management policies for the telework program, but they do follow some guidelines and are working on developing more set policies.

	Budget
	•
The Field Investigators’ Telework Program is funded through the use of additional funding which becomes available twice a year and can be used for special projects.  They also used the cost savings from no longer renting offices to buy equipment for telework and were also able to return a lot more money to the agency.  CPSC saved $900,000 per year just from this program

•
The Headquarters Telework Program has no dedicated funding for this telework program.  It is also funded through the use of additional funding, which becomes available twice a year and can be used for special projects.  CPSC has not yet looked at the potential for cost savings due to telework in HQ, but are thinking of this for the future. Part-time teleworking does not free up much space—they will need to see how the program expands in the future.  


Case Studies…

consumer product safety commission (CPSC)

	Equipment and Network Services
	· Field teleworkers are provided with all equipment.

· HQ teleworkers are provided with a notebook computer and instructions for how to connect remotely.  In addition, CPSC is transitioning to docking stations at work, which will give more people the flexibility to telework.  

· The notebook is the teleworkers’ primary computer, and they knew they were giving up their PC when they decided to telework.

· Notebooks are configured the same as the office-based computers

· Office-based programs, such as internal databases, that are not included on the computer are provided through Citrix.  CPSC has considered changing to some web-based applications in the future, but currently the use of Citrix works well enough so that is not an urgent need.
· IT support does not provide in-person technical support to HQ teleworkers.

· CPSC does not provide ISP, but the organization does try to provide as much help as possible. CPSC understands it is a complex process for employees, particular the initial set-up (e.g. they work with a cable provider and make sure the connection works with the agency’s VPN, etc.)

	Security
	· Remote access and security assurances are handled the way the agency handles the field organizations.  The fact that individuals are teleworking does not create additional security requirements at the agency level.

· IT security for the infrastructure includes the use of a Metaframe environment, a firewall, and VPN.

· There are procedures for storing electronic documents at HQ and then deleting them from the teleworkers’ computer.

· No security training is provided, but teleworkers are often reminded about following the established security procedures.

	General
	· The most prevalent telework technology issues are related to the LAN—doesn’t work as well remotely.  

· Speed and printing are a big issue.  It is necessary to provide teleworkers a faster Internet connection and access to printing if they need it.  Funding for these is an issue for CPSC currently—they are aware that teleworkers need it, but CPSC is not able to provide it to everyone.

· There is also a more long term issue is how to make more types of data more available online.

· As the program expands to more teleworkers, CPSC predicts the biggest problem will be technical support.  The challenge will be primarily due to more people needing support, and the support being provided remotely versus in-person.

· CPSC notes that many of the issues that have come up are not unique to telework and they would have had to deal with them regardless of whether there was a telework program in place.


Case Studies…

General Services Administration – REgion one

	Telework History/

Background
	•
Senior management in GSA Region 1 made a commitment to telework in 1998.  First, they started a telework committee in 1998 to develop a plan to implement telework.  The committee was comprised of union representatives and cross section of managers and staff. The committee assessed employee interest and then designed a home-based telework pilot test for 90 days.  GSA Region 1 held all day sessions to define goals and objectives and address and perceptions.

•
The pilot went well, even managers who were skeptical very more positive.  In late 1999 they started to expand the program and currently have a 45% teleworking rate (i.e., 300 employees.)


	Organization and Management
	•
GSA Region 1 felt training was very important. They gave formal training to all teleworkers to arm them with technical knowledge to telework.  The goal was to give employee the basic skills to troubleshoot on their own so it would take the pressure off IT support staff.

•
The Region established a method to track the number of teleworkers, which has been very useful.  When an employee logs in, they have to indicate whether they are at the office, a mobile worker or teleworking.

•
In the beginning, everyone was eligible to telework.  However, they quickly identified a few positions that had to work in office and would not be eligible (e.g., security guards, some secretaries, etc.)

•
To begin teleworking, employees write a business case.  Their manager reviews the case and a review board makes a final decision (only a couple of requests have been denied).  The business case has helped managers and employees clarify their jobs as well as performance expectations.

•
Telework is not considered a one-time effort.  It is an ongoing effort that requires continuous evaluation and adjustments to ensure effectiveness. 

	Budget
	•
The organizations consolidated their funds at the regional level to purchase equipment.  This was very helpful and enables them to achieve significant savings through a volume discount.

•
Infrastructure improvements are made using a centralized GSA budget.


Case Studies…

General Services Administration – REgion one

	Equipment and Network Services
	•
When the region decided to upgrade equipment, everyone received and docking stations, which further encouraged telework.  In addition, all equipment across the organization was standardized. 

•
All employees, even non-teleworkers use Citrix so to access client server applications and other software.

•
All employees were also issued cell phones – so they can be accessible at any point in time. 

•
Access speed was the biggest issue along with the availability to people in different organizations.  The majority of employees still use dial-up modems.  

•
They have several DSL contracts.  Where they can, they are transitioning employees to DSL with direct access.

•
They will also accommodate cable modem users by providing them with VPN software.

	Security
	•
All network security related to improvements made for telework would have been done regardless of telework. 

•
Authentication software is used to provide security for dial-up connections.

•
When employees use a commercial internet service provider, they use VPN and go through the firewall.

•
Most violations of security come through Remote Access not VPN secured connections. 

•
Security is left to responsibility of employee to maintain.

•
There is a security component to telework training in addition to regular security training.  There is also a security component to the telework agreement.

	Lessons Learned
	•
Telework has improved the employee and supervisor relationship.  It has forced management to address performance issues.

•
Enabling telework has allowed employees to work form home during weather and other types of emergencies.

•
It is important to form a telework committee, with representation form key stakeholders (e.g., HR, IT, Financial, Union, top management, and technical users.)  That committee has to be empowered to make the big decisions.

•
You can only have limited success without a senior level advocate.

•
You must fully evaluate your current technology environment, who are you supporting and where are they located, – a full inventory of how people connect to server – and get a real good handle on the technology infrastructure.  This may be a good time to look at refreshing equipment.  You must also look at your server environment and determine if you can support users off a standardized platform.


Case Studies…

General Services Administration – REgion seven – Public Building service

	Telework History/

Background
	•
A manager in GSA’s Region 7 – Public Buildings Service (PBS) started a small, localized Telework program six years ago after the heightened interest in family friendly programs in 1994.  

•
The manager determined that the organization would save approximately $25,000 ($30,000 in rent - $5,000 in additional communications costs) a year if his five-person unit teleworked from home full-time. He presented this to his management and after about six months the program was approved.

•
Since the program’s inception, all five people in the unit have been successfully teleworking from home full-time.

	Organization and Management
	•
Initially the unit worked closely with their IT/systems people to work out the network connection issues.

•
The manger felt it was important to have and work with a high-level manager to support the program.

	Budget
	•
Because such a large net savings was realized and no additional equipment was needed; the organization has not had to resolve many budgetary issues. 

	Equipment and Network Services
	•
Because the team teleworks full-time, the unit uses the equipment that they would have used in the office.  The team members did some bartering with other parts of the organization to obtain basic printers and faxes for each of the teleworkers. Each teleworker has to sign an agreement in which they take responsibility for the government-owned equipment. 

•
Initially, the teleworkers had some problems with modem speed.  However, they explored ISDN service, found it worked very well and then adopted it.  Currently, they are considering a switch to DSL service.

•
One of the team members lives in a remote area and has some problems with having to pay for long distance service.  This was resolved when the phone company was required to provide “metro service.”

•
For technical support, they call the PBS help desk.  When equipment needs maintenance, they must return it to the office location.

•
In the beginning stages of home-base telework, the employees required greater support particularly related to the ISDN connection.  Now, the teleworkers require very little technical support.

	Security
	•
The teleworkers dial in directly to the GSA network with ISDN.  They also use virus scan software regularly to check for viruses.

•
The manager of the telework unit also indicated that he felt the home could be more secure than the office environment.

	General/Lessons Learned
	•
Teleworkers have to accept that while working from home, transferring large data files and working directly with databases on the Agency’s mainframe will operate more slowly than at the office.  

•
This organization faced difficulties with the high-speed connection service providers (i.e., telephone company) because they had not worked out all the bugs in the service.  


Case Studies…

National Aeronautics and Space Administration – Langley Research Center

	Telework History/

Background
	•
In 1998, the NASA Administrator challenged all the NASA centers to start a telecommuting program and achieve participation rate of 2%.

•
Langley Research Center (LRC) formed a team to organize a pilot program in 1998.  The team was led by human resources and included members from security, material equipment, information systems, and procurement.  The team based the telework program on guidance from OPM.  

•
The pilot program was made permanent after one year in 1999.  Currently there are about 200 teleworkers.

	Organization and Management
	•
To encourage broad participation, only very general guidelines are in place.  Langley decided they would let their managers decide who would be eligible to telecommute.  

•
There is no formal telework training.  However, Human Resources has a video on telework and provides briefings on issues related to telework such as types of work suited to telework, telework agreements, safety of home environment, time management, and accountability.  In addition, IT security has talked to most management groups about the security issues related to cable modems. 

	Budget
	•
Initially, the goal was for telework to be a cost neutral program and that has driven many of the telework program decisions.

•
There is no center-wide budget for the program.  Any individual expenditure related to telework is paid for by each of the Center’s organizations.  The telework expenses paid for by the government vary from organization to organization.  

•
There is a significant cost associated with centralized access to network but this is considered part of supporting remote access in general – there is a lot of remote work performed at Langley. 

	Equipment and Network Services
	•
Langley employees are encouraged and most supply personally owned PC’s for telework.  Some organizations have more robust budgets and do provide PC’s.  In addition, Langley will do equipment lending for people who do not own their own equipment.  

•
NASA has a licensing agreement that allows employees to put their desktop software on their home equipment. 

•
Langley currently has a centralized dial-in network connection service.  They also plan to have a Virtual Private Network (VPN) available this spring that will allow secure high-speed access.

•
NASA and Langley specifically does not have a standard desktop configuration across the organization.  All network connection solutions must support several various desktop configurations. 

•
Client server applications do not typically work well and a lot of the Web based systems are very slow.  The biggest problem seems to be with speed of downloaded e-mail.


Case Studies…

National Aeronautics and Space Administration – Langley Research Center

	Security
	•
When the telework program started, Langley didn’t have a fully configured firewall. 

•
They currently have the infrastructure to support regular dial in access but cannot provide secure support to high-speed connections.  The VPN should resolve this problem.

•
Langley developed some interim “fixes” for teleworkers with cable modem connections.  The employee has to leave their modem on continuously to keep a fixed IP address. In addition, each high-speed connection user must have a personal firewall configured. Langley will then assess the situation for any security problems.  When the high-speed connection is determined to be secure, they allow the user into the Langley firewall.  However, the VPN will replace this interim solution. 

•
Langley does have more network security breeches from remote access (including but not limited to telework) but the overall rate of problems is low.

•
Security training is provided to anyone who is a local Langley employee. 

	General/Lessons Learned
	•
There have been some lapses in communication between the key players in telework.  HR, IT, Security, and Network Management need to work together more closely and on a more regular basis.

•
It is important to ensure the Center is educating employees about the security issues related to telework.


Case Studies…

Department of Commerce - Patent and Trademark Office (PTO)

	Telework History/

Background
	•
The Trademark Examining Attorneys’ Work@Home Program began in 1997 as a pilot program with 18 employees teleworking 3 days per week.  

•
An important driver for the program was to realize facilities/space-related cost savings because the organization was quickly outgrowing its space.  The other important driver was to improve retention.

•
Now a permanent program, Trademark Work@Home has about 100 of 375 Trademark Attorneys teleworking at least 3 days per week (with at least one day in the office).    They are currently developing a “Hoteling” pilot.

•
In addition, there is a small telework program for Trademark Paralegals and the Patent Office initiated a pilot telework program with 450 participants in July 2001. 

	Organization and Management
	•
The trademarks program has two requirements; the employee must be at the “journey” level and must have at least a fully satisfactory performance level.

•
Trademarks put together an extensive reference manual for the program and provided training to the participants, managers, and support staff.  A series of brown bags were held with the CIO to help the teleworkers become more technology savvy.

•
During the course of the program, management has maintained a partnership with the union on work@home.  The union has involvement in the decision-making and participates in regular meetings about the program. However, a single PTO-wide telework policy is made difficult by the fact that there are three different bargaining units. 

•
Trademarks conducted an evaluation of the pilot after the first two years.  They found that the teleworkers’ productivity increased. One of the factors that helped enable the project and measurement of success was the agencies strong performance measurement system.  

	Budget
	•
To accommodate the largest number of teleworkers but stay within a limited budget, the Patents program designed a level system that provides different level of IT support and equipment to teleworkers.  Employees apply to participate in the program are assigned to a level based on seniority.

•
IT infrastructure enhancements are paid for by the business area requiring the most use.

•
There are funds allotted to the CIO to support telework that are provided by the business areas.

	Security
	•
Security is based on the type of connectivity.  With a dial-up modem security is more or less assumed based on Federal wiretapping laws.  With I-VPN security across the Internet is provided by the client software.

•
The balance between network/information security and user access to the information and tools to perform their job is constantly evolving.


Case Studies…

Department of Commerce - Patent and Trademark Office

	Equipment and Network Services
	•
In general, equipment availability depends on the telework program. 

•
Trademarks Attorneys are provided with a total workstation and network connection. The equipment purchased for Trademark Paralegals, who telework only one day a week, varies.

•
The Trademarks Attorney pilot groups started with an ISDN connection to the network but this was deemed too expensive to maintain and support. Currently they use 56K modem connections via thin-client Citrix Metaframe technology.  They will be replacing this in the future with DSL/I-VPN to ensure a more continuity of speeds.

•
The Patents program has three tiers or levels in terms of the equipment and connection that PTO will pay for. Level 1 teleworkers are provided with the total workstation and network connection.  Level 2 teleworkers provide their own equipment and use a dial-up e-mail connection.  Level 3 teleworkers are provided with no IT support.  

•
The Patents program emphasizes dial-up modem connectivity, but will expand to DSL/I-VPN. 

•
PTO is trying to develop a common architecture and connectivity approach but this is difficult based on the diverse computing requirements of the teleworkers (e.g., Trademarks access text while Patents need to access images.) Desktop configuration varies based on the business area.

•
Technical support depends on the telework program and level.

•
Cable modems are not used because they present billing and security problems.

	General/Lessons Learned
	•
Most users do not understand the bandwidth limitations of the public network and will call the help desk and demand improvements.

•
There are bandwidth restrictions on the public telephone network and the quality of the line varies depending on the area. Finding a good vender for broadband internet has been difficult due to the availability, the quality and the volatility in the marketplace. They have had to create a procurement vehicle for DSL lines that uses multiple providers in order to improve availability of service – one vendor simply cannot service all teleworkers in the DC metropolitan area.  The details related to supporting voice and data lines are difficult to comprehend.

•
When employees enroll in telework, they feel freer to move to outlying areas.  However, services available to metro areas are often not available in outlying areas.

•
There can be unexpected expenses in telework – with improperly configured dialing settings there can be high monthly line charges.

•
Although laptops can be easier to use with telecommuting, they provide special challenges in terms of operating systems, software drivers, monitor size, software application compatibility, and docking station incompatibility.


Case Studies…

Internal revenue service - Modernization and information technology services 

	Telework History/

Background
	•
The Internal Revenue service has a significant number of employees who telework. There is a national teleworking agreement for IRS that’s been in place since 1997.  There are two types of telework across the 
IRS 1) Full-time and 2) Hourly – up to 80 hours per month.  However, IRS is highly unionized and each geographic area has developed/bargained their own teleworking agreement.  

•
Formal participation rates in MITS were lower than in the rest of the IRS - a lot of sporadic/ad-hoc work at home.  The organization decided to start a four-month pilot program for ”hourly” telework.  They wanted to improve recruitment and retention, improve employee satisfaction, and achieve space savings.  They put together a business case for the effort.

•
The pilot included 20 participants including three managers.  The work was mostly program management in nature.  Employees worked 1-3 days per week at home.  

	Organization and Management
	•
The organization developed a tool that helped managers and employees evaluate the portability of work.  Employees listed work activities they performed that didn’t require full connectivity or have special security requirements.  Because there was a telework agreement in place that spelled out a lot of administrative pieces of telework, most HR related issues were already resolved.  IT support expertise was essential to set up laptops and perform troubleshooting.

•
MITS created an advisory group that had quite a few stakeholders, including the union, mgmt, and employees.  The group met weekly throughout the pilot process.  When they got feedback, they could immediately resolve issues.  This advisory group made things a lot smoother that they would have gone otherwise.  The advisory group was instituted in the next phase with new stakeholder representatives plus the active involvement of IT support, security, and telecommunications.

•
MITS viewed the pilot as a success due to the positive benefits for the organization and the participants.  A formal pilot evaluation was conducted that showed participating management to be satisfied with the telework program.  The organization has the CIO’s full endorsement to move ahead with telework expansion. 

•
MITS set up two types of training provided by a vendor:  a workshop for managers on how to manage remote workers and a workshop for participants on how to be successful telecommuters.  These workshops were videotaped for future use.  A laptop computer orientation was also held for pilot participants.

•
The pilot identified a strong positive relationship between flexiplace and employee satisfaction – one of IRS’s balanced scorecard measures.

	Security
	•
The organization will provide encryption devices to allow full network connectivity for the next expansion phase.  The current solution, called Secure Dial-In, will be used short-term.  MITS wants to put infrastructure in place to better support the broadband needs of remote workers. They are looking at a VPN approach agency wide.


Case Studies…

Internal revenue service - Modernization and information technology services 

	Budget
	•
MITS performed a cost benefit analysis of the telework pilot in which they looked at facilities and employee retention savings.  The goal was to be cost neutral because they thought that would sell the concept.  With ‘hoteling”, the pilot ended up being significantly cost beneficial.   

•
MITS realized that they needed to budget centrally for telework equipment – it should be to be part of scheduled hardware and software replacement. Individual managers shouldn’t have to make funding decisions that impact whether or not someone can telework.

•
In retrospect, they had very high cell phone bills – came out of budget.  Now they have arranged for have better rates and different providers for different areas.

•
They are investigating if they can use funds for transportation subsidy budget to pay for network connections.

	Equipment and Network Services
	•
All employees were given laptops.  When in the office, employees were given “hoteling” stations with docking stations, full-size keyboards and monitors.  At home, employees had only e-mail access - not full connectivity to the desktop.  Employees were also given cell phones initially; for those who did not have good reception at their residence, long distance calling cards were provided instead.   MITS did not pay for additional data lines.  About 5 portable printers were provided on a priority need basis.

•
In the evaluation, they learned that employees could do a lot more at home if they had full connectivity. In the next phase, they will try to tailor the equipment options for the individual employees.

•
Two specific help desk staff supported the pilot for installation and troubleshooting during startup.  Teleworkers need ongoing support; how to provide timely assistance via the help desk will need to be addressed in the future.  

•
The organization is looking at the potential use of DSL.  They will need to tailor it to where people live and perform a full analysis of speed and reliability.  They may potentially pay for or subsidize broadband connection.

•
MITS gave people the ability to transfer their office phone number to the cell phone or the “hoteling” station.  They wanted participants to use one number so it was invisible to customers.

	General/Lessons Learned
	•
Organizations need an executive champion.

•
A structured tool helps managers make thoughtful decisions about portability of work; it was learned many more job tasks are portable than managers realize.

•
Telework forces organizations and managers to deal with marginal performers. Also, you need to treat onsite employees the same as remote staff – manage based on outcomes.  

•
You have to have firm procedures for standardizing desktop configurations.

•
You need to go through an incremental approach to learn about and address all issues. Training is important.

•
You must make sure to communicate continually with all stakeholders.  There needs to be a continuous review how the program is working.  Most misunderstandings arise from gaps in communications.


Case Studies…

Treasury Inspector General for Tax Administration (TIGTA)

	Telework History/

Background
	•
TIGTA began their telework program in February 2000 as a means of improving the work environment for employees.  They wanted to make TIGTA a “workplace of choice” in the future.  The effort was self-initiated from listening to employees.  

•
TIGTA wanted to be able to offer mobility because the nature of work for their investigators is such that it can be mobile.   Work is less mobile for support staff—however, they are able to use episodic telework. 

•
TIGTA first established a Task Group headed by a Steering Committee.  From the beginning, the entire effort was geared from the Steering Committee level (which included three executives).  The Task Group first developed a proof of concept and then a pilot program (based on input from the functions--Audits and Investigations).  They conducted the pilot with 24 participants and managers.  They provided the pilot participants with anything they needed.  They asked participants to report, on a daily basis, how much they use particular equipment, how much time they are in the office, etc.  The pilot ran from October 2000 to April 2001 (shorter than planned because it got very stable).  They collected a lot of data and were able to move forward.  Each week the Group Coordinator met with participants (via conference calls) on what was and was not working.  For the pilot, participants got a “fax, printer, scanner, and copier” (“4-in-1”), cell phone, and connectivity.  However, TIGTA discovered that people didn’t need as much equipment as was offered.  So, they could scale back on equipment.  Cost was not a consideration for the pilot.  More important was the work environment, productivity, and managing by GPRA rather than by conduct.  TIGTA kept their legal office involved to make sure they were not violating any laws, etc.

•
Telework is available to 100 percent of the organization (all are considered eligible).  Everyone can work some form of telework (episodic or full).  It is up to the functions to decide on the “level” of telework for its employees.   There are 3 levels: episodic (ad hoc or up to one day per week), expanded (2-3 days per week), and full (4-5 days per week).  If employees work expanded or full, they are required to have a DSL connection.  Employees can also use cable.  

	Organization and Management
	•
One of the most important factors is having high-level support.  Otherwise, there is a lot of concern that people aren’t really working.   

•
Managers and employees are required to go through mandatory training, which is mainly focused on the social and policy aspects of telework.  Training is very important because telework involves managing in a virtual environment.  

•
TIGTA is considering improved employee morale as an important outcome.  They also wanted to look at retention but didn’t have enough data from the pilot.  Down the road, they will look at reduced occupancy.


Case Studies…

Treasury Inspector General for Tax Administration (TIGTA)

	Budget
	•
TIGTA provides laptops throughout the organization so this really enabled telework—everyone can work from anywhere. 

•
TIGTA furnishes printers and 50% connectivity and service charges for expanded participants, and a printer and 100% connectivity charges and 50% monthly service charges for full participants.

•
When telework costs come out of regular departmental funding, tradeoffs must be made.  In TIGTA’s case, telework came from the top so individuals departments didn’t have to make those choices and tradeoffs.   It also becomes very piecemeal if each department purchases on their own.  If all of it is done out of IT, it is much easier to maintain and support the IT equipment. 

•
The architecture has been standardized (e.g., all employees get the same printer). 

	Equipment and Network Services
	•
TIGTA requires employees to have DSL lines for full /expanded participation.   Security was not the single factor for broadband but it was a driver.  Broadband was more about usability. 

•
TIGTA pays 100% of connectivity costs for those in the “full” level of telework and 50% for those in “expanded,” and only 50% of the monthly recurring fee.  These types of decisions were based on pilot data.  They decided that employees have to have high-speed connection in order to participate.

•
Their guidelines also cover providing a locking file cabinet to full participants.  

•
IT folks are involved with connectivity, new computer rollout, and troubleshooting.  There are challenges because there are differences in terms of what options employees have for connectivity.  

•
TIGTA bought a router that can be plugged in and taken home.  Also, TIGTA now works directly with vendors because otherwise non-sophisticated users had to deal with the vendors’ sales people.  They have found that it is better for their IT folks to deal with the vendors’ IT people.

•
TIGTA was due for a technological refreshment (hardware upgrade) anyway but decided to complement it with a software upgrade.   Thus, they moved toward a laptop and docking station platform.  Employees are provided with a full scale monitor and keyboard that they can either use at home or in the office (depending on where the spend the most time). 

•
TIGTA insists on web-based solutions that are, in essence, thin clients. 

•
Their infrastructure fits well and supports telework (although it wasn’t created for telework).  For example, they use the Public Data Network and have introduced a VPN with encryption.   They are moving off of the Treasury network.

•
They have a 1-800 number and web-based tickets for technology support.  They have leased their laptops, so if there is hardware failure the vendor will go out to the home.  Thus, they have onsite repair and replace.  For software upgrades, they can install upgrades remotely.  If all else fails, employees will come into the office.


Case Studies…

Treasury Inspector General for Tax Administration (TIGTA)

	Security
	•
In the last year, TIGTA has increased staffing and budget for their security office (not just for telework).  They are moving toward solutions, such as biometric smart cards rather than password protection, that will be rolled out enterprise-wide.   With that comes the encryption on the hard drive.

•
They are not doing anything for teleworkers that they are not doing for TIGTA as a whole.   The only thing that is different for teleworkers is establishing connectivity.

•
TIGTA doesn’t have any classified data so that limits the magnitude of the problem with data security.  Certain cases may require an employee to work in the office (e.g., a high level case).  However, they also provide locked file cabinets to provide security of documents in the home.    

•
The logic of security excuses for not teleworking is interesting.  In government, people take home files anyway to work at night.  A file cabinet can be taken from a home, but it also can be taken from the office.  Even prior to telework, TIGTA had to be very cognizant of data security because they work with taxpayer files.

	General
	•
Broadband/connectivity continues to be the biggest issue because of the variance in what is available based on where people live.  This means that they can’t have one vendor across the entire organization.


Case Studies…

Wright- PAtterson Air Force Base

	Telework History/

Background
	· The initial phase of the pilot program began in April 2000 with three organizations in Aeronautics Systems Center (ASC). 

· After the pilot period, ASC conducted an evaluation and documented lessons learned.  They expanded the pilot to up to 200 people, including employees outside ASC.  They have currently trained 140 people, and are continuing to train potential teleworkers.

· Most teleworkers telework one day per week.  A smaller number works two days and even fewer telework three days per week (which is the maximum).

· The telework program is open to both military and civilian employees.

	Organization and Management
	· The telework program infrastructure is based on the procedures already established for personnel who were on travel.  Base population is about 25,000, and there were about 5,000 remote access accounts set up before the telework program. Now, an additional 125 connections have been set up for teleworkers.

· A signed telework agreement outlines the requirements of the telework program and responsibilities of teleworkers.

· As questions arise from teleworkers, they are forwarded to the POC in the communications group.  Most questions revolve around access to email and teleworkers having trouble dialing in.  They have been able to resolve almost all issues.

· DoD recently developed a telework policy.  Among other things, the policy provides guidelines for identifying people who are eligible for telework. 

	Budget
	· There is no dedicated funding for the telework program.  Teleworkers typically use laptops that were provided for travel, surplus computers within the teleworkers’ organization, or personally-owned equipment.

· As a rule, extra phone line and/or DSL are not paid for by ASC.

· From the beginning, the telework program was planned to have minimal impact on the organizations’ budgets.  Instead, ASC set up a program and let employees know what services and options are available to them—including approaching their organization to see if they will pay for it.

· It is expected that organizations will take on more expense as telework program expands to more people.

	Equipment and Network Services
	· The pilot evaluation showed that people wanted more DSL capabilities with more bandwidth, but there are some issues regarding availability of DSL and cable modems in some geographical areas.

· People who use personally-owned equipment are only able to access our web-based email, and that is enough connectivity for many teleworkers.  

· Remote web-based email is popular with teleworkers—is less cumbersome and don’t require many special configurations.  


Case Studies…

Wright- PAtterson Air Force Base

	Security
	· A signed telework agreement addresses some important security issues, including what will happen in the event of a classified spillage, and establishes that information loaded onto personal equipment is the property of the government.  

· In training, teleworkers are provided with a list of do’s and don’ts to lay out guidelines for general security

· Teleworkers are not allowed to take classified information home, or access it from home.  But at times there could be spillage, such as someone putting too much information in an email.

· In training, teleworkers are taught that they should not be connected any longer than necessary. They are taught to read email, download what they need, etc. and then disconnect.

· In training, teleworkers are also informed about virus protection and the fact that they are entitled to the same level of virus protection that they have on the office computer.  

· ASC has VPN available, but this is not used very much because of the limited bandwidth available to most.

· Only people who have government equipment have the capability to access the agency’s network.

· The organization does not enforce the use of virus protection software for teleworkers—in part because of the slower network connection.  Also, this might require equipment upgrades to telework equipment, which ASC is not ready to undertake.

	General/Lessons Learned
	· The cost of securing the networks is high—but incrementally, for teleworking it does not raise a large issue.  The issue of adding security to support teleworking is no reason to stop teleworking.  Whatever security is used to secure other aspects of the network, then these will also serve to increase the security of teleworking.

· It is important to have an established remote access to the agency’s network in place before starting a telework program.

· It is important to let everyone know the rules and limitations of the telework program.  The agency should clearly explain the responsibilities and requirements of telework to employees before they begin teleworking.

· There is an issue with the security of remote access—the organization does not have the same ability to do checks and control before login for remote systems, yet teleworkers expect the same level of access as they have in the office.

· Security is the agency’s biggest concern, but bandwidth is teleworkers’ greatest concern.  Would like to provide all equipment to help alleviate security concerns, but that brings up a budget issue.

· System performance issues:  users access different client server applications, some of them run more efficiently than others—even over dial up, some of them work fine, others have so many problems that users decide it is not worth the trouble.
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Final Report will Present:





–	Common themes and issues across perspectives


–	Noteworthy areas of differences in perspective


–	Recommendations based on the combined opinions and views of diverse stakeholders
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–	Common themes and issues across perspectives
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� Note: Data are reported only for teleworkers who work from home at least once per week


� Totals may not equal 100 percent due to rounding


� Data for occupational series are reported by occupational group.  Due to the small number of respondents in many series and the requirements of data confidentiality, these data cannot be reported separately.


�Totals may not equal 100 percent due to rounding


�Data for occupational series are reported by occupational group.  Due to the small number of respondents in many series and the requirements of data confidentiality, these data cannot be reported separately.


� Because of small numbers of respondents who reported managing more than 15 teleworkers, these responses were grouped into one category.
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