GSA Policy Advisory:

National Guidelines for Assessing and Managing Biological Threats in Federal Mail Facilities

V.  Managing biological threats that appear credible

In the event that a trained first responder, after reviewing the situation, determines that a possible biological threat may actually be present (i.e., a biological agent may have been released into the workplace, or a biological agent may be present in a package or envelope that has been opened as discussed above), the first responder should take the following steps or ensure that these activities are performed where appropriate:

· Turn off the ventilation system, fans or window air conditioners for the area of potential release.

· Turn off any high-speed mail processing equipment that may have handled the suspicious mail piece.

· Make sure that the suspicious substance is not disturbed by covering it or bagging it if appropriate.

· Keep everyone out of any room(s) that may have been contaminated.

Whenever a first responder determines that a biological threat may be present, he or she should immediately call the FBI Field Office and ask to speak to the Weapons of Mass Destruction (WMD) coordinator.  The FBI website is http://www.fbi.gov.

The FBI WMD coordinator will respond to the scene and will, in conjunction with other federal, state, local, and internal experts, conduct a threat assessment to determine the credibility of the threat.  FBI, as Lead Federal Agency for crisis management, will tailor the response to the level of threat.  If the threat appears credible, the FBI will take appropriate steps that match the threat including:

· Site assessment;

· Arranging for definitive testing at one of the Laboratory Response Network  (LRN) laboratories;

· Arranging for or coordinating appropriate packaging, chain of custody procedures and transportation of samples to the laboratory;

· Informing public health, hazmat, and other local authorities about the situation;

· Notifying the U. S. Postal Inspection Service, whenever it appears that the threat was delivered through the U. S. Postal Service, and then ensuring that origin and tracking information is obtained from the mail piece (ideally, digital photographs of the front and back); 

· Identifying and listing the names of anyone who may have been exposed to the suspicious substance;

· Asking all potentially exposed persons to wash their hands.

Bombs, dangerous chemicals, and radiological threats, by their very natures, require immediate, crisis-level responses.  Biological agents, on the other hand, may not make people sick instantaneously.  Most biological weapons have an incubation period, which ranges from 3 to 7 days.  Results will usually be available from the LRN laboratory in about 2 days, so there will be enough time to form and coordinate an appropriate response, including treatment when appropriate, before symptoms appear.  Dramatic steps such as closing large buildings are not appropriate until the LRN results have been received.

In the event that microbiological culture in an LRN laboratory produces a positive result, decisions regarding quarantine and treatment of potentially exposed individuals must be made as an integrated process involving local public health, law enforcement, hazmat first responders, and local federal management.  Preplanning, training, and rehearsal are essential to making this work.  The process for responding in these circumstances is laid out in detail in the Technical Assistance for Anthrax Response” issued by the National Response Team (www.nrt.org ). 

Communications:  Occupational Safety and Health Administration (OSHA) standards require employers to make health and safety information available to any employee who requests it.  As discussed above, all information relevant to apparent and credible biological threats should be provided to employees as quickly as possible, preferably without waiting for a request.  Health and Safety Plans, also required by OSHA regulations, must include provisions for sharing health and safety information.


Record keeping:  Federal agencies must keep careful and complete records of all apparent biological threat events, including all advice received from first responders, law enforcement, and public health officials, and the specific content of any information conveyed to employees and the public.


Chain of evidence protocol requires that a name, date, time, and signature be obtained every time custody of a suspicious material or sample for laboratory analysis changes hands.

Decontamination:  The level of decontamination effort depends on the credibility of the threat.  If a competent authority has determined that the threat is not credible and not a criminal hoax, then a simple cleanup is sufficient, using any appropriate household or industrial cleaning agent.

In the case of a credible threat, the material should not be cleaned up.  It is important to make sure that enough material remains for:

· Laboratory analysis, if necessary;

· Use as criminal evidence, regardless of whether the threat is ultimately determined to be infectious, toxic, or simply a criminal hoax.  

U. S. Postal Service regulations do not require that a mail center deliver every piece of mail.  Mail is occasionally contaminated with noxious materials that are not otherwise hazardous.  Once these guidelines have been followed to their conclusion, federal mail centers are free to dispose of mail as they see fit.

Of course, if a threat proves to be real, the Environmental Protection Agency, local public health authority, and many others will have to be involved in the cleanup and decontamination.

Irradiated Mail:  The USPS is irradiating much of the mail that is being delivered to federal agencies in the Washington DC, metropolitan area.  This should be considered in the site assessment phase carried out by the first responder. The risk to workers would be lessened if the biological agent has been destroyed by irradiation.  The threat, if credible, still would be referred to the FBI.
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