GSA Policy Advisory:

National Guidelines for Assessing and Managing Biological Threats in Federal Mail Facilities

III.  Preparing for biological threats

A biological threat is any biological material capable of causing:

· Death, disease, or other biological malfunction in a human, an animal, a plant, or another living organism;

· Deterioration of food, water, equipment, supplies or material of any kind;

· Harmful alteration of the environment.

Advance preparation is critical to assessing and managing any biological threat that may come in the mail.  This section offers short discussions of the key preparation steps.  Every mail center should have a written security plan.  The plan should include the topics listed below.  The U. S. Postal Inspection Service (www.usps.com/postalinspectors) and the GSA mail policy website (www.gsa.gov/mailpolicy) both provide much more detailed guidance on all of the following topics:

Security assessment:  Start with a site-specific security assessment, conducted by a qualified expert.  Recognize that each site has different threats and risk levels, and that this will lead to different security measures for each site.  The GSA Mail Center Manager’s Security Guide (www.gsa.gov/mailpolicy) includes a list of resources for security assessments.

Relationships with partner organizations:

· Establish and maintain relationships with all of the key partners listed in Section I (i.e., first responders, etc.).

· Determine who will be responsible for opening unopened suspicious letters and packages in your facility, and establish a relationship with them (this may be a specially trained federal personnel or other first responders).

· Establish relationships and protocols with the local Federal Bureau of Investigation (FBI) WMD Coordinator concerning suspicious powders and liquids, or make sure that your first responders have done so.

· Ensure that the first responder organization(s) are ready, willing, and able to follow the established protocols, including these guidelines, and that they have relationships with the other key partners.


Many of the above preparedness activities and local government contacts can be initiated through and coordinated with the Local Emergency Planning Committee (LEPC) responsible for the mail center’s geographic location.  LEPC contact information can be found at http://www.epa.gov/ceppo/lepclist.htm.

Training and rehearsal:  All mail center security procedures should describe how current and new mail center workers will be trained and how they will routinely rehearse various plans and scenarios.  Signs should be posted in every mail center that list suspicious characteristics and that clearly identify whom to contact for each of the various types of threats.  

X-ray inspection and suspicious characteristics:  Before sorting or internal delivery, all mail delivered to federal agencies should be inspected by an x-ray machine operated by trained personnel.  Small facilities should consider partnering with a larger facility to inspect by x-ray.  All deliveries from couriers and express carriers  (e.g., FedEx) should be x-rayed as well.  In addition, mail center workers must monitor the mail continuously for suspicious characteristics (See Appendix C for the standard list of suspicious characteristics).  As described below, procedures must be in place, with continual training and rehearsal, for dealing with any mail that appears suspicious.

Communications:  Security procedures should specifically identify the agency managers and agency public affairs officials who will coordinate all internal and external communications in the event that a threat appears to be credible.  Security procedures should also ensure that:

· Internal and external audiences are identified in advance;

· All available information is communicated in a timely manner;

· Everyone is sending the same message;

· All facts are confirmed with competent authorities;

· Designated communicators also have designated backups;

· Local union officials are involved;

· Local public health and local law enforcement officials are included in the communications chain; 

· Messages are crafted so that all personnel can easily understand the information; and

· Results of any laboratory tests are communicated as quickly and completely as possible, including detailed, quantified results whenever quantitative tests were used; in any case, you should provide details about the nature of the tests that were used and the limitations, if any, of the test methods and results.


Security procedures should also identify which audiences may be informed of threats before they have been confirmed; e.g., local health officials may want to know that samples have been taken for analysis.  They should also include specific information on prompt communication of any available test results, specifying the testing methods used, and explaining the limitations, if any, of both the results and the testing methods.  


The Occupational and Health and Safety Administration (OSHA) requires that a Health and Safety Plan (HASP) be developed for any clean-up of hazardous materials (see http://www.osha.gov/dep/anthrax/hasp/).


Additional Considerations in Preparation are listed in Appendix B.
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