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Overview

Cloud computingechnology allows th&ederal Government sddressiemand from citizens

for better, faster services and to save resources, consolidate services, and improvel$ecurity.
essential characteristics of cloud computimgr-demand provisioning, resource pooling,
elasticity, network access, and measured servipesvide the capabilities for agencies to
dramatically reduce procurement and operating costs and greatlysmthezefficiency and
effectiveness of service&gencies have realized the benefits of this technology and are
integrating it into their information technology environment.

On December 9, 2010; the Office of Managensrt Budget (OMB) released tB& Pant
Implementation Plan To Reform Federal Information Technology Managesseatlishinghe
Cloud First policy and requiringgencieso usecloud-based solutions whenever a secure,
reliable, costeffective cloud option exist§.he Federal Risk and Authipation Management
Program (FedRAMP) waasstablished by a memorandum issue®byB on December 8, 2011,
Security Authorization of Information Systems in Cloud Computing Environ(retRAMP
Policy Memo)to providea asteffective, riskbased approachiféhe adoption and use of cloud
services

A key element to successful implementation of cloud computing is a security program that
addresses the specific characteristics of cloud computing and provides the level of security
commensurate with specific neddsprotect government informatiokffective security
management must be based on risk management and not only on comBlaaudieering to a
standardized set of processes, procedures, and controls, agencies can itkaggeas risks
and develop strategies to mitigate them.

This document describ@sgenereConcept of Operation€ONOPS)or the Federal Risk and
Authorization Management Program (FedRAMIPBdRAMP is a governmemntide program

that provides a standard@zapproach to security assessment, authorization, and continuous

monitoring for cloudbased servicek e d RAMP uses a Aido once, use m;
thatintends tosaves costs, time, and staff required to conduct redundant agency security
assessmentnd process monitoring reports.

The purpose of FedRAMP is to:

1 Ensure thatloud basedervices have adequate information security;

1 Eliminate duplication of effort andduce risk management costs; and

1 Enable rapid and cosfffective procurement of inforation systems/services fBederal
agencies

FedRAMP was developed in collaboration wiitle National Institute of Standards and
Technology (NIST), the General Services Administration (GSA), the Department of Defense
(DOD), andthe Department of Homelane&urity (DHS) Many other government agencies and
working groups participated in reviewing and standardizing the controls, policies and
procedures.

The major participants in the FedRAMP process are:
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1 Federal agencgustomeii has a requirement for cloudctenology that will be deployed
into their security environmeiind is responsible for ensuring FISMA compliance

1 Cloud Service Provider (CSP)s willing and able to fulfill agency requirements and to
meet security requirements

1 Joint Authorization Board &B) 1 reviews the security package submitted by the CSP
and grants a provisional Authority to Operate (ATO)

1 Third Party Assessor (3PA®)validates anattests to the quality and compliance of the
CSP provided security package

1 FedRAMPProgram Management Office (PMD)nanages the proceassessment,
authorization, and continuous monitoring process

A CSP follows the process for a provisional authorization under FedRAMP and uses a 3PAO to
assess and review their security control impleet@mns. CSPs then provide documentation of

the test results in a completed assessment package to the FedRAMP PMO. The security package
is then reviewed by the JAB and if a CSP system presents an acceptable level of risk, a
provisional Authorization is grded.Agencies can then leverage fPvisionalATO and grant

their own ATO without conducting duplicative assessments.

Implementation of FedRAMP will be in phas@&$is document describes all the services that
will be available at initial operating cdpity 1 targetedor June 2012The Concept of
Operations will be updated as the program evolves toward sustained operations.
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1. About this document

This document provides guidance on the operations of the Federal Risk and Authorization
ManagemenProgram(FedRAMP) The elationships betwedhis documenand other reference
documentdor FedRAMPare illustrated irFigure 1-1.

Policy Memo, released by OMB on Dec 8, 2011 provides the direction and high-
/ levelframework for standing up the government-wide cloud security program.

Baseline Security Controls documentis based onthe MIST 800-53 rev
3 security contrals guidelines and includes additional control
enhancements to address cloud systernspecific vulnerabilities. The
/" FedRAMPF Baseline Security Controls documentwas published separately
ondJdani, 2012

Baseline Security
Controls

CONOPS, Concept of Operations, provides an overview of
" FedRAMP the operating model and key processes.

CONOPS
- Dperating Model for FedRAMP is based onthe Falicy

. « Memuo. This document identifies the key organizations
Operating Model responsibleferimplementing the program and a high-level
description of the operational roles and responsibilities.

Security 3 Party Ongoing Key Processes arethe three main functions that

FASSESSmEnt & As“?m-r A“e“!"e".'t & " FedRAMP performs during operations.
Authorization Accreditation Authorization

Detailed Templates and Guidelines are
documents that provide templates for forms and

SBDUT”W Alszes:me"t 3PAD Program Annual Attestation - informatienrequired by CSPs or 3PAOQs through
;m.zai.es Description & ) ) the FedRAMP process phases and detailed
uidelines Application Event [ Incident Handling instructions for each of the process areas. These

documents are provided separately.

Figurel-1. Relationship of FedRAMP Publications

1.1. Who should use this document?

This document is intended for Cloud Service Providers (CSPs), Third Party Assessment
Organizations (3PAOs), government employees and contractors working on FedRAMP projects,
and any outside organizations that want to use or understand the FedRAMP adqass@en

1.2. How this document is organized
This document is divided into sectioasd manynclude subsections.

1 Sectionl describes how this document is organized and identifies the document
audience.

1 Section2 describes the purpose of FedRAMIRI defines the relationship between
internal and external stakeholders.

1 Section3 describes=edRAMP operational areas, the phased implementation approach
and the FedRAMP priority queue

1 Section4 describes how to use FedRAMP and how a CSP and agency can leverage
FedRAMP security assessment packages.
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1 Section5 describes the role of 3PAOs within FedRAMP, the application process for the
3PAO, FedRAMP requirements for 3PAOs and the criteria by which information systems
will be evaluated.

1 Section6 describes the approach for performing FedRAMP security assessment for cloud

computing systems.

Section7 describes how to leverage a Provisional Authorization.

Section8 describes the ongoing assessment and authorization (continuous monitoring)

process for cloud eoputing systems/services with FedRAMP Provisional Authorization.

Section9 provides references, guidance, and regulations related to FedRAMP.

Section10 provides a list of all deliverables and their point of use in the FedRAMP

program.

1 Sectionll provides a list of acronyms.

= =4

= =

1.3 How to contact us

If you have questions about FedRAMP or something in this document, please send messages to:
info@FedRAMP.gov

For more information about the FedRAMP project, please see the website at:
http:/Mvww.FedRAMP.gov
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2. FedRAMMDefinition and purpose

FedRAMPIs a governmentvide program that provides a standardized approach to security
assessment, authorization, and continuous monitoring for cloud products and services. This
approach uses a Ado once, use many dafi meso fr a
required to conduct redundant agency security assessments.

The purpose of FeEdRAMP is to:

1 Ensure thatloud basedervices used governmentde have adequate information
security;

Eliminate duplication of effort anakduce risk management costs; and

Enable rapid and cosdffective procurement of information systems/service$-éateral
agencies

FedRAMP uses security risk modethatcan be leverageamong agencies based on a consistent
security baselind=edRAMPprovides processes, artifacts anejpository that enablegeancies
to leverage authorizations with:

T
T

1 Standardized security requirements and ongoing domirity for selected farmation
system impact levels

1 Conformity assessment prograhat identifies qualifiedndependent, thirgharty
assessments of security controls implemented by CSPs;

1 Standardized contract language to help agencies integrate FedRAMP requirements and
best practices into acquisitigin

1 Repository of authorization packages for cloud services thatedeveraged
govermentwide; and

1 Standardized Ongoingssessment andluthorization processes for mutgénant cloud
services

2.1. Stakeholders

The FedRAMP stakeholdeincludeentities from across the Federal government and indistry.

general, executive agencies serve imaegnance and review capacity in the JAB and ongoing
assessments; CSPs are applicants to the process, assisted by the 3PAOs; all agencies are potential
consumers for Provisional Authorizatiofifie Program Management Office (PMO) is the

coordinator of th@rocess and conducts initial reviewelationships among the stakeholders are
depicted inFigure2-1.
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FedRAMP Governance
(Federal CIO Council, OMB, DOD, DHS, GSA, NIST)

Accreditation FedRAMP
Board
ok Joint Authorization Board (JAB)

(DOD, DHS, GSA)

Third-Party

Assessor
Organization
(3PAQ) Program
Mgmt Office
(PMO) Government Agencies

Incident Response Coordinator (DHS)

Figure2-1. FedRAMP Stakeholders

Stakeholder responsibilities are established by OMB in the FedRAMP Policy Memo and are
further delineated in the Joint Authorization Board chafadle2-1 details the responsibilities
of each stakeholder.

Table2-1. FedRAMP Stakeholder Roles

Role Duties and Responsibilities

JAB Members (Chief w Define and update FedRAMRSselinesecuritycontrols

Information Officers from w Approve accreditation criteria for thirdarty assessment organizations.
GSA, DHS, and DOD) w Establistthe priority queug which sets the ordein which theFedRAMP PMO

performs the review of security packages.

w Reviewsearity assessmenpackages foCSPgranted Provisional
Authorizations

¥ EnsureProvisionalAuthorizations are reviewed and updated regulargtify
agencief changedo or removal ofProvisionalAuthorizations

JAB Technical w Provide subject matter expertise the JAB Authorizing Official
Representatives w Support FedRAMPMOin defining and implementing the joint authorization
process
w Recommend authorization decisions to the JAB Authorizing Official
w Escalate issues to the JAB Authorizing faffacs appropriate
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Role

Duties and Responsibilities

FedRAMP Program
Management Office
(PMO) (GSA)

w Createprocessedor agencies and CSPs to request FedRAMP security
authorization

w Create a framework for agencies to leverage security authorization packag
processed by FedRAMP

w Work in coodination with DHS to establish a framework for continuous
monitoring, incident response and remediation, and FISMA reporting.

w Establish a secure repository for authorization packagesAbancies can
leverage to grant security authorizations

w Coordinate wh NIST to implement a formal conformity assessment to accr
3PAOs

w Developtemplates forstandard contract language and service level
agreements (SLAgYlemorandumof Understanding (MOU) and/or
Memorandum of Agreement

w Serve as a liaison to enswdfective communication among all stakeholders

Department of Homeland
Security (DHS)

w Assist governmentvide and agencgpecific efforts to provide adequate, risk

based and costffective cybersecurity

Coordinat cybersecurity operations and incident ngsnse

Developcontinuous monitoring standards for ongoing cylsecurity of Federal

Information systems

w Developguidance on agency implementation of the Trusted Internet
Connection (TIC) program with cloud services

Agencies

w Usethe FedRAMProcesswhenconducting risk assessments, security
authorizations and grantingn ATOto a cloud service

w Ensure contracts require CSPs to comply with FedRAMP requirements an(
maintain FedRAMProvisionalAuthorization

w Provide to the Federal CI@ annualcertificationin listing all cloud services
that the ageng determines cannot meet FedRANERjuirements with
appropriate rationale and proposed resolutions

w Assess, authorize and continuousignitor security controls that are the
1 3Sy0eQa NBalLRyaAiroAfAdae

Cloud Servic@rovider
Either commercial or
agency operator

w Implement security controls based upon FedRAMP security baseline

w Create security assessment packages in accordance with FedRAMP
requirements.

w Contract with arindependent3PACto perform initial system asses&mt and

requiredongoingassessments and authorizations

Maintain Continuous Monitoringorograms

Comply with Federal Requirements for Change Control and Incident Repot

Third Party Assessment
Organization (3PAO)

w Maintain compliance with FedRAMP 3PA&Quirements for independence anc
technical competence

w Independently rforms security assessmentf CSP systems and creates
security assessment package artifactaccordance with FedRAMP
requirements
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2.2 FedRAMPRGovernance and &les

The FedRAMPMPolicy Memo establishes FedRAMP governabetveen Executive branch
entities as illustrated iRigure2-2. These entities are:

1 JAB - performs risk authorization amptants the provisional ATO; members are the CIOs
from the Department of Homeland Security (DHS), the General Services Administration
(GSA), and the Department of Defense (DpD)

FedRAMP PMQO' respondle for operational management;

NIST i provides technicadssistance to the 3PAO process, maintains FISMA standards
and establishes technical standards

Federal CIO Council coordinates cross agency communicati@mnsl

DHS’1 monitors and reports on security incidents and prowgdédelinesfor continuous
monitaring.

= = = =

Office of Management and

Budget Policy
GS

- FedRAMP PMO F/&

+ ISIMC Guidance
« Cross Agency Coordination

¥

¥
¥ 10 %)
|\ x COUNCIL g | ¢/
\5 Py

« FISMA Standards
« Technical Advisors
« Technical Specifications

‘U\ « US-CERT Incident Coordination

) ISR

. . . ('4ND S@C,o,

Joint Authorization | ——’ \—‘ « CyberScope Continuous Monitoring
Board (JAB) ‘ Data Analysis

Figure2-2. FedRAMP Governance Entities

Page 13



FedRAMP CONOPS

3. High Level Operations

FedRAMPIs a governmentvide, standardized approach to security assessments and ongoing
assessments and authorizations (continuous monitoring) desigseacetoost, time, and staff
required taassess and authorize cloud services. FISMA reqbgdsral agencide accept the

risk and authorize cloud systems at the agency level. Accordingly, the FedRAMP Policy Memo
requireskFederal agencigs use FedRAMP when assessing, authorizing, and continuously
monitoring cloud services in order to aid agencies in this psoae well as save government
resources and eliminate duplicative efforts.

The FedRAMPsecurityauthorization processhas four distincareas:

1 Security Assessment

1 Leveragethe Authority to Operate (FO);

1 OngoingAssessment andluthorization (ContinuouMonitoring); and
1 3PAO Accreditation

Figure3-1illustrates the relationship of these processes.

Security Assessment Leverage Provisional Ongoing Assessment and
Authorization Authorization
+ Based on MIST/FISMA {Continuous Monitoring)
Guidelines for Low and = Agencies review
Moderate Level Impact Secunty Assessment + Coordinate Government
packages; can leverage Response to Security Incidents
+ Assess CS5P's Compliance with the FedRAMP and Events at Cloud Systems
FedRAMP Baseline Controls Provisional . Perform Annual Review of Cloud
. L. Aulhqnzallon_, or add Systems for Compliance
» Grant Provisional Authorization security requirements to Through Self Attestation

address agency security
requirements

JPAO Accreditation Security Ongm;goﬁaﬁon

= Accredit 37 Party Assessment (Continuous Monitoring)
Assessors for
Independence /

Competencies

/ JPAD Accreditation

= Publish and
Maintain List of
Accredited 3PADs
for Cloud Providers
to Choose

Figure3-1. FedRMP Process Areas

Security AssessmentA CSP or an agency may request a provisional ATO granted by the JAB
under the FedRIKP security assessment procédse process follows the NIST 8@Y risk
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management framework as tailored for a shared responsiloliigpement.The CSPidentifies

the appropriate baseline; implements appropriate security controls, and documents the
implementation.The CSReontracts withan accredited 3PAO to independently verify and
validate their security implementations and theausity assessment packadée CSP submits

the package to FedRAMP for revie@nce documentation and test resalts completed, the
assessment imeasured against the FedRAMP requirements and if the JAB is satisfied that the
risks are acceptable, a Prawizal Authorization is grantedgencies can then leverage the JAB
Provisional Authorization as the baseline for granting their own ATO.

Leverage ATO. The PMO will maintain a repository of FedRANRPovisional Authorizations

and associated security assessment packages for agencies toAgeieies can use the

Provisional Authorizations and security assessment packages as a baseline for granting their own
ATO. If necessary, agencies can add adddil controls to the baseline to meet their particular
security profile.

Ongoing Assessment and AuthorizatioiContinuous Monitoring). For systems with a
Provisional Authorization, FedRAMP, in conjunction with DHS, conducts ongoing assessment
and authoriation (continuous monitoring) activitie®ngoing assessment and authorization
(continuous monitoringdleterming if the set of deployed security controls tiane to be

effective over time.

3PAO Accreditation. CSPs applying for an ATO must use an act¢eedBPAOA review board,
with representation from NIST and the FedRAMP PMO, accredits 3PR@sapproval process
requires applicants to demonstrate their technical capabilities and their independence as an
assessoilhe approval process follows the comfity assessment approach outlined in ISO/IEC
17020.FedRAMP maintains a list of approved 3PAO from which CSPs can choose

3.1. Phased Approach

FedRAMP is implemented in a phased approach starting with an initial operating capability,
growing into sustainingperations. The FedRAMP PMO is responsible for managing the phased
implementation. The phased approach is detailed in Figure 3.
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Key Activities

Outcomes

3.2.

Pre-Launch Activities Initial Operatlonal Full Operations
Capabilities (10C)

FedRAMP Finalizes
Requirements and
Documentation in
Preparation of Launch

* Publish FedRAMP
Requirements (Security
Controls, Templates,
Guidance)

* Publish FedRAMP
Compliance Guidance for
Agencies

* Accredit 3PAOs

JAB establishes Priority

Queue for FedRAMP review

of packages

* Initial List of Accredited
3PAOs

* Launch FedRAMP in to
Initial Operating Capabilities

Launch 10C with Limited
Scope and Cloud Service
Provider (CSP)s

* Authorize CSPs

* Update CONOPS,
Continuous Meoenitoring
Requirements and CSP
Guidance

FY13Q2

Sustaining
Operations
Execute Full Operational
Capabilities with Manual
Processes

* Conduct Assessments &
Authorizations

* |dentify Scale Operations
to Authorize More CSPs

Gather Feedback and Incorporate Lessons Learned

* Initial CSP Authorizations

* Established Performance
Benchmark

* Multiple CSP
Authorizations

* Define Business Model

* Measure Benchmarks

Figure3-2. FedRAMP Program Phases

Priority Queue

The Joint Authorization Board has the responsibility to establish the priority queue that
determineshe order in which security assessmentpaneessed within the FedRAMP PMO
based on available resources.

The JAB has defined the priority queue as:

i F BAMP will prioritize the review of cloud systems with the objective to assess and
authorize cloud systems that can be leveraged goverrangedt

In order to accomplish this, FedRAMP will prioritize secure Infrastructure as a Service
(laaS) solutions, cordct vehicles for commodity services, and shared services in

al

gnment

Wi
| mpl ement ati on

th the

Pl an

Ad mi
to

ni strationodés 06ClI
Ref orm Feder al

When reviewing cloud systems acdimg to this priority, there are two distinct categories
of cloud systems: (1) cloud systems with existiegleral agenciuthority to Operate

(ATO) designations and (2) cloud systems without an exigtetgral agenck T O. 0

hY
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3.3. FedRAMP Program Change

As FedRAMP evolves and matures, the Joint Authorization Board will approve program updates
that affect risk authorization. Changes requiring stakeholder compliance will be published with
timelines for compliance. The FedRAMP requirements, templates, and sogpostructional
materials may change over time. Updates to the program will be postegvaRredRAMP.gov
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4. How to Use FedRAMP

Federal agencie€SPs, and 3PAOs will use FedRAMP differently, but must all understand and
use the FedRAMP security controls baseline and accompanying requireReetRAMP has

defined thesecurity control baseline for low {L-L) and moderate (MM-M) impact level

systems as defined by FIPS 199. This security controls were selected from theahdlisg of

controls and enhancements as described in Special Publicatia3 &30revisedddditionally,
FedRAMP hagslefinedadditional requirementhat agencies, CSPs, and 3PAOs must meet.

These additional requirements include using FeEdRAMP templagsases, and ongoing
assessment and authorization processes. All additional requirements are detailed in subsequent
sections of this document.

4.1. Federal agencies

Federal agenciasust use the baseline controls and accompanying FedRAMP requirements
(templaes, test cases, guidaned)en leveraging assessments and authorizations or initiating
assessments for cloud services. After granting an authorizigderal agenciesust then

establish a security and privacy incident response and mitigation capability in accordance with
DHS guidanceo ensure the security controls are continuously monitérederal agenciaaust
ensure these requirements are all met through comataedationships with CSPs.

4.1.1. Leveraging Authorizations

Federal agencieare required by the FedRAMP Policy Memo to use FedRAM®n conducting
risk assessments, security authorizations, and graamiAgO for cloud servicesAgencies

begin using FedRAMBY viewing the FedRAMP repository to see if it contains an assessment
or authorization package for a cloud system an Agency is using or might procure.

If a cloud system is in the FeEdRAMP repositdrgderal agenciesan then leverage the security
assessment package as detailed in Section

4.1.2. Initiating Assessments with FedRAMP

If an Agency selects a CSP service that is not listed in the FedRAMP repository, the ragsh
use the FedRAMP PMO process and the Bjproved FedRAMP security authorization
requirements as a baselifoe granting an ATOFederal agencieway do this through initiating
the process with the FedRAMP PMO and JAB detailed in Se6tiwrby completing the
FedRAMP process within their respective agency.

Once an agency has completed the assessment of a cloud system and granted an ATO, the
Agency must subm# completed packadasing the FedRAMP requirements)the FedRAMP
PMO for inclusion in the FedRAMP repositpwhich can be used therFederal agencigs
leverage the authorization package.

4.1.3. ImplementOngoing Assessment and Authorizatio@gntinuous Monitoring)

Once aFederal agenclgas granted an ATO for a cloud system they must ensure they implement
an ongoing assessment and authorizafgamtinuous monitoringcapability to ensure the cloud
system maintains and acceptable risk poskederakgenciesnust work with CSPs to

implement a ongoing assessment and authorizafitam to cover security and privacy incident
response and mitigation capabilities. The FedRAMP requirements provide the necessary
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elements for Agencies to ensure that theyehawully implementedngoing assessment and
authorizatiorcapability in accordance with all DHS guidance.

4.1.4. Ensure FedRAMP Requirements Are Met Contractually

Federal agenciesre required to ensure that FedRAMP requirements are met through contractual
provisions. This is tensurehat a CSP has a legal obligation to meet and maintain the

FedRAMP requirements. To assist agencies in meeting this requirement, FedRAMP will provide
standard template contract clauses and accompanying SLA guidance coveratiRAMP
requirementsi-ederal agenciesan leverage these during the procurement process for acquiring
cloud services.

4.2. Cloud Service Providers

Cloud Service Providers wishing to provide serviceSdderal agenciesust use the baseline
controls and accopanying FedRAMP requirements. CSPs can follow the security authorization
process to categorize the system, implement controls, and document the implemeAt&t®ms.
must then use an accredited 3PAO to independently test their implemeni&t®cempletd
security assessment package can be submitted either to the FedRAMP PMO, or a contracting
agencyAfter aFederal agencgommences operation on a CSP system, they must follow the
ongoingassessment aradithorization processes

4.3. Third PartyAssessmenOrganizations (3PAQO)

Accredited Third Party Assessor Organizations (3PAO) play a critical role in the FedRAMP
security assessment processcredited 3PAO have demonstrated independence and technical
competency required to testing the security implementaéindsollect representative evidence.

The resulting security assessment report and supporting evidence make up a key requirement for
leveraging agencies to use FedRAMP security assessment packages. The 3PAO accreditation
process is further described nextS3ectiorb.
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5. Third-Party Assessment Organizations

In the security assessment process, FedRAMP requires that CSP services and systems be
assessed by an accrediBfAO. Accredited 3PAOs are required to meet the ISO/IEC
17020:1998 standards for independence and managerial competence and meet FedRAMP
requirements for technical FISMA competence through demonstrated expertise in assessing
cloud-based solutions. The aeditation process for 3PAOs is based on the concept of
conformity assessmenta methodology to demonstrate capability in meeting requirements
relating to a product, process, system, person or asdigfined by ISO/IEC 17020

For FedRAMP, the conformitgssessment ensures that accredited 3PAOs consistently perform
security assessments with the appropriate level of rigor and independence. FedRAMP will only
review security assessment packages from CSPs that have been assessed by an accredited 3PAO.
In addtion to the initial security assessment, 3PAOs perform periodic assessment of CSP

systems to, provide evidence of compliance, and play an ongoing role in ensuring that CSPs
continue to meet FedRAMP requiremenisis section will detail how FedRAMP will esa

conformity assessment process to accredit 3PAOs. A high level view of this process is described

in Figure5-1.

3PAO FedRAMP

3PAO Application
Form &
4.1 Apply for FedRAMP Supporting
Accreditation Evidence

-

4.2 Accreditation Review

<:; Clarification

Questions /

Response
FedRAMP

3PAO0 0 | R R
Accreditation

4.0 3PAO Accreditation Process

<L -

Material
Change Cloud Service
4.3 Maintain 3PAO Status Reporting Provider
Report 3PAO
\ Performance

R —

Figure5-1. Third Party Assssor Organization Accreditation

Additional information about the 3PAO accreditation process, including all documen&sli@ed
apply for accreditation, are availableratw.FedRAMP.go¥8PAQ. Questions about this process
should be directed 8PAO@FedRAMP.gav
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There are four phases of 3PAO accreditation: applying for accreditation, accreditation review,
maintain 3PAO status. Thephases are detadl in the sections that follow.

5.1. Applying for FedRAMP Accreditation

To become a FedRAMP 3PAO, organizations must first submit an application. The 3PAO
application requires 3PAQs show they meeatequirements in two areas

1 Independencand management system standards, and
1 Technical FISMA competency.

For independence and management system standards, applicants must show that they conform to
standards and requirements contained within ISO/IEC 17020:1998 for TypE/pe C

organizationsFor technical FISMA competency, applicants must demonstrate technical
competency by completing a security assessment of a hypothetical cloud system based on a
subset of the FedRAMP security controls. As part of this demonstration, the 3PAO must develop
ablreviated system security plan (SSP), system assessment plan (SAP), and security assessment
report (SAR) using the provided templates. BRAO must also explain the methodology used

to perform the demonstration assessment, and provide evidence and firaimgse simulated
execution of the abbreviated SARis process is illustratad Figure5-2.

c
.g 4.1 Apply for FedRAMP
8 Accreditation
'§ ) Application
R 4.2 Accreditation Step 1- Form
o i 2
< o Review Submit r——
2 = Application and Ee(';d nica
o 4.3 Maintain 3PAO Provide vidence [mg
P SETS Evidence Demonstration
< Assessment S

Artifacts
Evidence Mgmt.
System/ S
Independence

\.

Figure5-2. Applying for FedRAMP Accreditation

5.2. 3PAOAccreditation Evaluation

After a 3PAO submits an application to FedRAMP, the FedRAMP PMO will coordinate review
of the application by an Expert Review Board (ERB). The FedRAMP PMO has established an
ERB comprised omanagement, independence, and cyber security experts from NIST and GSA.
This ERB reviews 3PAO applications to determine if they conform to the published FedRAMP

requirements.
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Figure5-3. 3PAO Accreditatin Process

The ERB will review 3PAO applicants and provide a recommendation to the FedRAMP Director
regarding accreditation. The FedRAMP Director will be the authority that issues accreditation
decisions for 3PAO applicants. If a 3PAO is accredited, thikypa publicly listed on

FedRAMP.gov as an accredited 3PAO and may begin work with CSPs who wish to obtain a
FedRAMP Provisional Authorization. If a 3PAO is denied accreditation, the 3PAO applicant will
receive a document detailing the findings of tsanformance. 3PAOs can-apply with new
evidence of conformance or apply for reconsideration if they believe the denial was based on a
factual erroiin the accreditation decisioReview of 3PAO applications will be on an ongoing
basis and reviewed on a fitsome, first served basihe accreditation review process is
illustratedin Figure5-3.

5.3. Maintaining the Accreditation

After receiving 3PAO accreditation status, the 3PAO must maintain their accreditation by

complying with FedRAMP requirement8PAOs mushotify theFedRAMPPMO of any

material changes that could affect its ability to perform assesspremigintain its independence

and management system standards in accordance with ISO 1702G:&8B&MP will also

monitor thequality of security assessment packages receiveethasfeedbackrom CSPs and

agencie®n the performance of accredited 3PABailure to meet FedRAMP requirements could
result in the temporary suspension or per mane
removal from the accredited 3PAO li8PAOs also have the option of requesting that FedRAMP
withdraw their accredited statuBhis processs depictedn Figure5-4 below.
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