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Introduction to the Continuous Diagnostics and 
Mitigation (CDM) Tools SIN
In today’s cyber world, many organizations face ongoing 
challenges of information security continuous monitoring 
and mitigation. That is why GSA worked with the 
Department of Homeland Security (DHS) to develop a 
new Special Item Number (SIN) for CDM Tools. 

SIN 132-44: CDM Tools support the DHS CDM Program. 
The hardware and software products and associated 
services under this SIN undergo a DHS product 
qualification process in order to be added to the CDM 
Approved Products List (APL). The full complement 
of CDM subcategories includes tools, associated 
maintenance, and other related activities such as training.   
The SIN is organized by CDM capabilities into the 
following 5 subcategories: 

•	 Manage “What is on the network?”
-	 Identifies the existence of hardware, software, 

configuration characteristics and known security 
vulnerabilities

•	 Manage “Who is on the network?”
-	 Identifies and determines the users or systems with 

access authorization, authenticated permissions and 
granted resource rights 

•	 Manage “How is the network protected?”
-	 Determines the user/system actions and behavior at 

the network boundaries and within the computing 
infrastructure  

•	 Manage “What is happening on the network?”
-	 Prepares for events/incidents, gathers data from 

appropriate sources and identifies incidents through 
analysis of data   

•	 Emerging Tools and Technology:
-	 Includes CDM cybersecurity tools and technology 

not in any other subcategory

The CDM Tools SIN provides direct access to DHS-
approved CDM products, including the latest in CDM 
technology. 

Benefits of the CDM Tools SIN
•	 Consolidates and categorizes CDM product offerings 

into Product Families for ease of discovery and access
•	 Provides sophisticated vetting of CDM Tools prior to 

adding them to DHS’s Approved Products List
•	 Allows for added flexibility and speed to market for 

emerging technologies related to the CDM Program
•	 Supports an expanded vendor pool offering CDM Tools

IT Schedule 70 SINs for Security Solutions:  
Continuous Diagnostics and Mitigation Tools 



How to Order
Easy Ordering Process:

Make purchases through eBuy and GSAAdvantage!®. 
You can also issue a request for information or 
request for quotation and allow vendors to respond 
to your requirements. Federal, state, local, and tribal 
governments can purchase products, services, and 
solutions through IT Schedule 70. 

•	 Learn more about how to order from IT Schedule 70:  
https://gsa.gov/portal/content/198589

•	 How to order from the CDM Tools SIN:  
https://gsa.gov/portal/content/215827

•	 Find ordering procedures for supplies and services 
not requiring a statement of work (SOW):  
https://gsa.gov/portal/content/199145    

•	 Find ordering procedures for services requiring a 
statement of work (SOW): 
https://gsa.gov/portal/content/199205

State and Local Government Ordering Process:

State and local governments can buy technology via  
IT Schedule 70 through GSA.

Cooperative Purchasing Program:

•	 To find out if your government entity qualifies,  
refer to the Cooperative Purchasing FAQ:  
http://www.gsa.gov/stateandlocal 

•	 Visit http://www.gsa.gov/portal/content/141511 
to learn more about ordering for state and local 
governments

For More Information
If you have questions about the CDM Tools SIN, please 
contact the IT Customer Service Center at  
(855) ITaid4U/(855) 482-4348 or itcsc@gsa.gov.  
The phone line is open each week from Sunday at  
8 p.m. until Friday at 8:30 p.m.

To learn more about GSA’s CDM Program, please visit 
http://www.gsa.gov/cdm
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