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Highly Adaptive Cybersecurity Services (HACS) Prospective Vendor Guide

PROSPECTIVE HIGHLY ADAPTIVE CYBERSECURITY SERVICES (HACS) 
SPECIAL ITEM NUMBER (SIN) VENDOR GUIDE

There are two scenarios for applying to the HACS SIN: 
1. Vendors not currently on the Multiple Award Schedule (MAS) Information Technology 
1. Vendors that are currently MAS Information Technology contract holders but are not associated with the HACS Program

Vendors submitting offers and modifications to the HACS SIN may be eligible for GSA’s FASt Lane expedited awarding process. For more information, contact fastlane@gsa.gov.

The process for each scenario is provided below.
SCENARIO 1 – PROCESS FOR VENDORS NOT CURRENTLY HOLDING A MAS INFORMATION TECHNOLOGY CONTRACT 
Detailed process information can be found within the Information Technology Category attachment #7 of the MAS solicitation document found on beta.sam.gov. (Search for “HACS” within the document to find specific HACS information.)
Unless otherwise specified, all new offerors and modifications must participate in and pass the HACS oral technical evaluation. The base HACS Oral Technical Evaluation consists of questions related to the three subcategories of, High Value Asset (HVA) Assessments, Risk and Vulnerability Assessments (RVA) and Penetration Testing.
At the time of submission, all new offerors and modifications can also elect to be cataloged in one or both of the additional subcategories of Cyber Hunt or Incident Response. Should this election be taken, additional questions related to these subcategories will be included in their HACS evaluation and these additional subcategory topics must be passed as well.
One (1) hour and 40 minutes is allotted for the base HACS oral technical evaluation. The evaluation will be stopped precisely after 1 hour and 40 minutes. Should the offeror decide to be considered for the additional subcategories of Incident Response and/or Cyber Hunt, an additional 10 minutes will be allotted for each of those subcategories.
The HACS Technical Evaluation Board (TEB) will contact the offeror’s authorized negotiator or the signatory of the SF 1449 via email to schedule the oral technical evaluation. Evaluation time slots will be assigned on a first-come-first-served basis. The Government reserves the right to reschedule any offeror’s oral technical evaluation at its sole discretion. The oral technical evaluation will be held at facilities designated by the TEB. The exact location, seating capacity, and any other relevant information will be provided when the evaluations are scheduled. The Government may also make accommodations for vendors to participate in the oral technical evaluations virtually.
1. Refer to https://www.gsa.gov/technology/technology-purchasing-programs/mas-information-technology/sell-through-mas-information-technology/guide-to-preparing-a-mas-offer for the process on how to prepare and submit an eOffer to add the HACS SIN.  

2. A Contracting Officer (CO) will be assigned to work with the vendor to complete the process.
a. There are five subcategories under the HACS SIN. There is only one oral technical evaluation for the HACS SIN, which covers topics within the following subcategories:
i) HVA Assessments
ii) RVA
iii) Penetration Testing
Vendors must pass the oral technical evaluation for all of the following: HVA Assessments, RVA, and Penetration Testing in order to be cataloged in any of the above listed subcategories (except for those subcategories that migrated with the vendor when HACS SIN 132-45 was released on 4/1/2019).
b. Vendors that also would like to be cataloged within the following subcategories may request to be evaluated for two additional subcategories (Incident Response and/or Cyber Hunt). Additional questions will be asked during the oral technical evaluation to qualify the vendor for the additional requested subcategories. Vendors cannot add these two as stand-alone subcategories under the HACS SIN. 
i) Incident Response
ii) Cyber Hunt
The vendor must submit a request to their appropriate CO/Contracting Specialist (CS), to also be evaluated on those subcategories, and before scheduling the oral technical evaluation. This request is to ensure the oral technical evaluation covers questions regarding these two capabilities.

3. Once the CO/CS has all of the appropriate information, they will inform the HACS team to begin the process of scheduling the oral technical evaluation.

4. A HACS team member will coordinate with the vendor POC to schedule the evaluation. 

5. After the evaluation has occurred, the HACS team informs the CO/CS of the PASS/FAIL determination.
a. If the vendor passes the oral technical evaluation, the CO/CS will initiate the final steps of the modification and notify the HACS team. 
b. If the vendor does not pass, the CO/CS will notify the vendor, and the vendor must wait six months to go through the process again.

Additional information about the HACS Solicitation and terms and conditions can be found here: https://interact.gsa.gov/groups/multiple-award-schedules.


SCENARIO 2 - PROCESS FOR PROSPECTIVE HACS SIN VENDORS THAT HOLD A MAS INFORMATION TECHNOLOGY CONTRACT (OTHER THAN THE HACS SIN):
[bookmark: _GoBack]Detailed process information can be found within the Information Technology Category attachment #7 of the MAS solicitation document found on beta.sam.gov. (Search for “HACS” within the document to find specific HACS information.)

1. Send an email to the CO/CS requesting guidance on the process of adding the HACS SIN.  

2. Decide which subcategories to add using these options:
a. There are five subcategories under the HACS SIN. There is only one oral technical evaluation for the HACS SIN, which covers topics within the following subcategories:
i) HVA Assessments
ii) RVA
iii) Penetration Testing
Vendors must pass the oral technical evaluation for all of the following: HVA Assessments, RVA, and Penetration Testing in order to be cataloged in any of the above listed subcategories (except for those subcategories that migrated with the vendor when HACS SIN 132-45 was released on 4/1/2019).
b. Vendors that also would like to be cataloged within the following subcategories may request to be evaluated for two additional subcategories (Incident Response and Cyber Hunt). Additional questions will be asked during the oral technical evaluation to qualify the vendor for the additional requested subcategories. Vendors cannot add these two as stand-alone subcategories under the HACS SIN. 
i) Incident Response
ii) Cyber Hunt
The vendor must submit a request to their appropriate CO/CS, to also be evaluated on those subcategories, and before scheduling the oral technical evaluation. This request is to ensure the oral technical evaluation covers questions regarding these two capabilities.

3. Once the CO/CS has all of the appropriate information and documents, they will inform the HACS team to begin the process of scheduling the oral technical evaluation.

4. A HACS team staff member will coordinate with the vendor POC to schedule the evaluation. 

5. After the evaluation has occurred, the HACS TEB informs the CO/CS of the PASS/FAIL determination. 
a. If the vendor passed the oral technical evaluation, the CO/CS will initiate the final steps of the modification and notify the HACS team. 
b. If the vendor does not pass, the CO/CS will notify the vendor, and the vendor must wait six months to go through the process again.

Additional information about the HACS Solicitation and terms and conditions can be found here: https://interact.gsa.gov/groups/multiple-award-schedules.
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