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PRIVACY IMPACT ASSESSMENT
National Broker Contract (NBC) System

July 29, 2008
PART II.  SYSTEM ASSESSMENT 

A.  Data in the System 
	Question
	Explanation/Instructions

	
1.  Describe all information to be included in the system, including personal data.   
	
a. The purpose of the NBC System is to store and transmit procurement documents and information collected or created by the broker contractors during lease acquisition projects.  The type of information includes:  rental proposals with proprietary information, customer agency space requirements, schedules, advertisements, Solicitations For Offers and amendments, source selection information, technical reviews, lease contract documents and space layouts and plans.  

b. Representations and Certifications, GSA Form 3518, requires the offeror/lessor’s tax identification number (TIN), which could potentially be his/her social security number.  The TIN is either typed or handwritten on the document, which is scanned into and maintained within the NBC system.  Rental proposals also include the business address and telephone number of offerors/lessors.  These could potentially also be the offeror/lessor’s home address and telephone number. 

	1.a.  What stage of the life cycle is the system currently in? 
	Operation/Maintenance 

	
2.a.  What are the sources of the information in the system? 
	The system data originates from the lease acquisition process.  Offerors or their authorized representatives responding to Solicitations For Offers (SFO) for leased space are required to submit complete rental proposals including the Representations and Certifications, GSA Form 3518.  The broker contractors retain offer information in the lease acquisition file and upload the information from their system into eLease.

	
2.b.  What GSA files and databases are used? 
	
 None - Existing GSA files or databases containing privacy information are not used.

	
2.c.  What Federal agencies are providing data for use in the system? 
	
Federal agencies using GSA to conduct lease acquisitions on their behalf, as required by the Federal Management Regulation (FMR) Subchapter C – Real Property, submit agency space requirements to incorporate into SFOs.

	
2.d.  What State and local agencies are providing data for use in the system? 
	
None 

	
2.e.  What other third party sources will the data be collected from? 
	
None 

	
2.f.  What information will be collected from the individual whose record is in the system? 
	Rental proposal information including Tax Identification Number (TIN) (potentially social security number.
Business address (potentially home address)
Business telephone (potentially home telephone)

	
3.a.  How will the data collected from sources other than Federal agency records or the individual be verified for accuracy? 
	The offeror or authorized representative is required to sign the offer, including the Representations and Certifications, GSA Form 3518, certifying the accuracy of the information provided in response to the solicitation.  The certified offer information is scanned into the system by the broker contractors.

	
3.b.  How will data be checked for completeness? 
	Lease acquisition data/information is verified during the procurement process. Some data may be certified by the offeror or their authorized representative.

	
3.c.  Is the data current?  How do you know? 
	Lease acquisition data/information is verified during the procurement process. Some data may be certified by the offeror or their authorized representative.

	
4.  Are the data elements described in detail and documented?  If yes, what is the name of the document? 
	Data elements are defined as they relate to the lease acquisition.  Hard copy lease procurement information is filed in the 10 Tab Lease File Checklist format.  Individual data elements are not specifically defined.  The purpose of the data collection is to conduct a lease procurement resulting in the award of a lease contract.  


B.  Access to the Data 
	Question
	Explanation/Instructions

	
1. a.   Who will have access to the data in the system? 
	  
Broker Contractors and their subcontractors (external users) have access to the data in their NBC system.  GSA Realty Specialists, Contracting Officers, Contracting Officer’s Technical Representatives (COTRs), Realty Managers and Supervisors and other GSA representatives, on an as needed basis, have access to the data through the eLease application and through hard copy lease acquisition files prepared and submitted to them by the broker contractors.

	
1.b.  Is any of the data subject to exclusion from disclosure under the Freedom of Information Act (FOIA)?  If yes, explain the policy and rationale supporting this decision. 
	
On a case by case basis, lease acquisition information/data may be subject to exclusion from disclosure under the following Freedom of Information Act (FOIA) exemptions:
5 U.S.C. 552(b)(4): fourth statutory exemption – GSA may withhold commercial or financial records submitted to the Government by a person (e.g., a business), if release of the information (proprietary business information) would involve a substantial risk of competitive injury to a business which directly or indirectly furnished information to GSA.  Lease files are especially likely to contain information protected from release under this exemption.  
5 U.S.C 552(b)(5): fifth statutory exemption – Records that may be withheld include pre-decisional agency or GSA documents that reflect and describe the agency’s decision-making process leading up to the award of a contract or records that are generated by the Government in the process leading up to the award of a contract which might cause commercial harm to the Government if released.

 .
5 U.S.C. 552(b)(6); sixth statutory exemption – Personal information normally withheld, including social security numbers.  


	
2.  How is access to the data by a user determined?  Are criteria, procedures, controls, and responsibilities regarding access documented? 
	Broker contractor users have access to the lease acquisition data only for the projects they are tasked to perform.  The NBC contracts contain controls and procedures regarding access.  The broker contractors are required to submit to the Ordering Official non-disclosure statements within three days after receipt of a task order for prime contractor and subcontractor personnel who will perform services in connection with the task order.  Information related to a Federal acquisition is protected by the Federal Procurement Integrity Act and disclosure to other than authorized parties is prohibited.  
System Security Plans for each broker contractor are being developed.  

	
3.  Will users have access to all data in the system or will the user's access be restricted?  Explain. 
	
Broker contractor users have access to the lease acquisition data only for the projects they are tasked to perform.  The NBC contracts contain controls and procedures regarding access.  The broker contractors are required to submit to the Ordering Official non-disclosure statements within three days after receipt of a task order for prime contractor and subcontractor personnel who will perform services in connection with the task order.  This control restricts user access to specific lease acquisition projects ordered by task order.  Information related to a Federal acquisition is protected by the Federal Procurement Integrity Act and disclosure to other than authorized parties is prohibited.  

System Security Plans for each broker contractor are being developed.  

	
4.  What controls are in place to prevent the misuse (e.g. browsing) of data by those having access? 
	
Broker contractors are bound by non-disclosure statements executed prior to commencing work on a task order.  Information related to a Federal acquisition is protected by the Federal Procurement Integrity Act and disclosure to other than authorized parties is prohibited.  

System Security Plans for each broker contractor are being developed which address the misuse of data by those having access.

	
5.a.  Do other systems share data or have access to data in this system?  If yes, explain. 
	
Data is not being shared or exchanged between systems, however; the broker contractors are tasked with either entering or uploading lease procurement information into the eLease application.

	
5.b.  Who will be responsible for protecting the privacy rights of the clients and employees affected by the interface? 
	
Not applicable

	
6.a.  Will other agencies share data or have access to data in this system (International, Federal, State, Local, Other)? 
	
None. 

	
6.b.  How will the data be used by the agency? 
	
Not applicable

	
6.c.  Who is responsible for assuring proper use of the data? 
	
Not applicable

	
6.d.  How will the system ensure that agencies only get the information they are entitled to? 
	
Not applicable

	
7.  What is the life expectancy of the data? 
	NBC Contract Section C.4.1.9 Disposition of Lease File Records, requires each NBC contractor to turn over lease file records to the Government when each task order is completed.  A clarification to Contract Section C.4.1.9 issued 5/8/08 includes electronic/digital records under the disposition of lease file records.  The data is also maintained in the STAR data base and in the eLease application over the life of the lease contract.  Lease contract files must also be maintained for 8 years following the termination of the lease contract.  

	
8.  How will the data be disposed of when it is no longer needed? 
	Disposition of electronic/digital records will be provided to the government by the broker contractors or handled in accordance with NIST 800-53 for destruction or sanitization. System Security Plans for each broker contractor are being developed which address the approved procedures under NIST 800-53.  The data, also stored in the STAR data base and in the eLease application will be disposed of according to the NARA authority number NC1-121-81-1.


C.  Attributes of the Data 
	Question
	Explanation/Instructions

	
1.  Is the use of the data both relevant and necessary to the purpose for which the system is being designed? 
	
Obtaining and using lease acquisition information/data is relevant and necessary as it leads to the award of a lease contract.  

	
2.a.  Will the system derive new data or create previously unavailable data about an individual through aggregation from the information collected? 
	
No

	
2.b.  Will the new data be placed in the individual's record (client or employee)? 
	
No 

	
2.c.  Can the system make determinations about individuals that would not be possible without the new data? 
	
No, this is not applicable.  New data is not derived or created.  The system information is only used for lease award decisions and construction of leased space.

	
2.d.  How will the new data be verified for relevance and accuracy? 
	  
Not applicable

	
3.a.  If the data is being consolidated, what controls are in place to protect the data and prevent unauthorized access?  Explain. 
	
Not applicable

	
3.b.  If processes are being consolidated, are the proper controls remaining in place to protect the data and prevent unauthorized access?  Explain. 
	
Not applicable

	
4.  How will the data be retrieved? Can it be retrieved by personal identifier? If yes, explain. 
	Data may be retrieved using one of the following criteria:  Task Order Number, Lease Project Number, Lease Number, Name of COTR or Realty Specialist assigned the project.  Personal identifiers of offerors (Social Security Number or home address and phone number) are not used to retrieve data.

	
5.  What are the potential effects on the privacy rights of individuals of: 

a.  Consolidation and linkage of files and systems; 

b.  Derivation of data; 

c.  Accelerated information processing and decision  making; and 

d.  Use of new technologies. 

How are the effects to be mitigated? 
	
Not applicable


D.  Maintenance of Administrative Controls 
	Question
	Explanation/Instructions

	
1.a.  Explain how the system and its use will ensure equitable treatment of individuals. 
	The NBC system supports the lease acquisition process which is protected by procurement regulations contained in FAR, GSAR and by the Procurement Integrity Act.  No judgments are made based on the privacy information (Social Security Number or home address and phone number of offerors) collected.  The Taxpayer Identification Number (TIN), which may also be a Social Security Number, is collected as required by the Federal Acquisition Regulation (FAR) Clause 52.204-3 Taxpayer Identification (October 1998).

	
1.b.  If the system is operated in more than one site, how will consistent use of the system be maintained at all sites? 
	Each broker contractor operates their own NBC system containing only the information related to the lease acquisitions they are tasked to perform.  System Security Plans for each broker contractor’s system containing NBC data are being developed. 

	
1.c.  Explain any possibility of disparate treatment of individuals or groups. 
	The NBC data is not being used for purposes other than an award of a lease.  This is not applicable. 

	
2.a.  What are the retention periods of data in this system? 
	NBC Contract Section C.4.1.9 Disposition of Lease File Records, requires each NBC contractor to turn over lease file records to the Government when each task order is completed.  A clarification to Contract Section C.4.1.9 issued 5/8/08 includes electronic/digital records under the disposition of lease file records.  The data is also maintained in the STAR data base and in the eLease application over the life of the lease contract.  Lease contract files must also be maintained for 8 years following the termination of the lease contract. 

	
2.b.  What are the procedures for eliminating the data at the end of the retention period?  Where are the procedures documented? 
	Disposition of electronic/digital records will be provided to the government by the broker contractors or handled in accordance with NIST 800-53 for destruction or sanitization. System Security Plans for each broker contractor are being developed which address the approved procedures under NIST 800-53.  The data, also stored in the STAR data base and in the eLease application will be disposed of according to the NARA authority number NC1-121-81-1.

	
2.c.  While the data is retained in the system, what are the requirements for determining if the data is still sufficiently accurate, relevant, timely, and complete to ensure fairness in making determinations? 
	
The data, while retained, is not used for future procurements.  Changes to the lease affecting the information are made by a GSA Lease Contracting Officer.

	
3.a.  Is the system using technologies in ways that Federal agencies have not previously employed (e.g. Caller-ID)?   
	
No 

	
3.b.  How does the use of this technology affect individuals’ privacy? 
	
Not applicable 

	
4.a.  Will this system provide the capability to identify, locate, and monitor individuals?  If yes, explain. 
	
No

	
4.b.  Will this system provide the capability to identify, locate, and monitor groups of people?  If yes, explain. 
	
No

	
4.c.  What controls will be used to prevent unauthorized monitoring? 
	System Security Plans(SSP) are being developed for each broker contractor.  The SSP includes security assessments, e-authentication, contingency plans and continuous security control monitoring plans using system scanning and self-assessment to verify system security and protect the data.   

	
5.a.  Under which Privacy Act System of Records notice (SOR) does the system operate?  Provide number and name. 
	A Privacy Act System of Records Notice (SORN) is under development by the NBC System Program Manager.  .

	
5.b.  If the system is being modified, will the SOR require amendment or revision? Explain. 
	Not applicable
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