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1. [bookmark: _Toc204397449]Scope of Services

[AGENCY] is executing its Information Technology (IT) Consolidation Program and is seeking to award a performance-based task order to engineer, design, secure, operate and maintain the Department’s critical enterprise-wide IT network infrastructure. 

The Contractor shall provide labor, hardware/software, bandwidth and other unique equipment and materials other than the standard equipment furnished by the Government as described in section 4.iii of this document to successfully perform the objectives described in this Statement of Objectives (SOO).  The task order will provide [AGENCY NAME] and its clients and domains with support for current and evolving IT requirements in classified, unclassified, and sensitive but unclassified (SBU) environments.   Areas of user support include but are not limited to: program management; systems; architecture design; engineering; systems analysis;  centralized patch management; enterprise tool development, integration, deployment, maintenance and upgrades; security; configuration, program and asset management;  disaster recovery; and surge support for related but unanticipated elevations in service.

The Government recognizes that the consolidation of this scope under one contractor will be a long term process as different tasks and components transition from many contracts and/or task orders to the effort covered by this SOO.    The Government highlights three areas of high priority within this scope where  innovative solutions/approaches are solicited:  1) the conduct of project planning to effectively transition services from multiple contracts and task orders into this task order, the delivery of a detailed strategic transition plan and timetable that maps the course for executing an integrated approach to engineering, securing and operating critical IT service delivery, and the establishment of basic project processes to manage this task order during its lifecycle; 2) the consolidation/integration of the engineering, design, security and Operations and Maintenance (O&M) of the network perimeter (includes but is not limited to multiple sets of firewalls, switches, routers, caching servers, antispyware/antimalware/antivirus, Simple Mail Transfer Protocol (SMTP), email antivirus/SPAM filtering, web filtering),  and 3) a seamless and integrated incident management /problem resolution solution to improve the quality of service and decrease the time to resolve for the Bureau of Information Resources Management’s (IRM) consolidated customer base. The latter two (2) high priority areas must be transitioned within the first 18 months of the contract to the extent that expiring existing task orders allow.  
2. [bookmark: _Toc204397450]Background

[bookmark: _Toc204397451]The [AGENCY NAME] Task Order Performance Objectives

The objectives of this [Contractor] task order are to:

1) Engineer and Design  the Department’s critical IT infrastructures:

· Research, gather requirements, design, engineer, implement, and support all infrastructure equipment and including but not limited to routers, switches, firewalls, encryption devices, servers (Microsoft Active Directory, Exchange, Microsoft System Management Server (SMS), web, file and print servers), and Mainframes in both classified and unclassified spaces, physically and logically.
· Build disaster recovery/continuity of operations (COOP) capabilities.
· Provide flexible and scalable solutions to accommodate future system enhancements and growth. Solutions must have the capability and capacity to respond to the continually changing [AGENCY NAME] mission.
· Research and assist [AGENCY NAME] in utilizing commercial-style technologies and deploying best-of-breed techniques to evolve and optimize the Department’s global enterprise network so that it can cost-effectively support the needs of classified and unclassified users today and in the future.

· Identify / Analyze Requirements: Obtain approved Change Requests through the Change Control Board (CCB) process; Interview System Proponents / Stakeholders; Develop Business Requirements Document; Develop Concept, Functional Description, and design documentation; Identify acquisition needs—training, testing, development, licensing, and production hardware/software requirements; Develop Information Assurance (IA), Standard Operating Procedures (SOP), training and other documentation.

· Design: Build Design / Test / Production environments; Develop training materials; Peer Review; Develop IA SOP, training and other documentation.

· Test: Develop Test Documentation; Conduct Performance Tests, Independent Verification and Validation; Integration Tests; User Acceptance Test; Develop Test Reports; Develop IA SOP, training and other documentation.
· Implement: Obtain required approvals; Publish Release Notice; Move from Test Environment to Production Environment; Deploy solution.

· Document: Develop SOPs and guidelines, installation and configuration guides, training and all other required documentation. 

· Collaborate: The Contractor, at the direction of and under the oversight of the Government may be asked to work with other offices/entities within [AGENCY NAME], government agencies to collaborate on a variety of IT projects and programs to increase the quality and security of global IT services.
· Research, design and implement all voice systems managed and supported by [AGENCY NAME] (traditional & Voice over Internet Protocol (VoIP).
· [bookmark: _Toc51135726][bookmark: _Toc51653751][bookmark: _Toc51135727][bookmark: _Toc51653752]Provide Remote System Management. 
· [bookmark: _Toc51135728][bookmark: _Toc51653753]Eliminate redundant and duplicative systems/networks. 

2) Secure the Department’s critical IT infrastructures:

·  Information security policy and processes 
0. Develop and maintain the information security policy framework for information security objectives and alignment to business and service needs and any changes/deviations to it.
0. Integrate security into the full life-cycle and workflow processes of the Department’s Information Technology services.  
0. Prevent the compromise of and tampering with the Department’s data by safeguarding internal networks and systems from unauthorized access and hostile activity.
1. Certification and Accreditation (C&A) Compliance and Services – Support Department’s C&A activities and continuous monitoring of C&A compliance.

0. Provide information security guidance and technical assistance.
0. Oversight duties including the certification and accreditation of systems, risk assessment and remediation management.
0. Provide innovations to improve C&A compliance and monitoring.

1. Training/awareness – Develop and distribute training material and ensure all Department users understand information security policy/procedures.

1. Provides services and tools that enable and motivate people to complete appropriate information security activities and "do the right thing”.

· Increase the security level of the Department’s infrastructure with initiatives including but not limited to:

1. Centralizing patch management and end-to-end configuration management for all desktops.
2. Building and maintaining secure enclaves to better protect sensitive data/applications from the unclassified processing environment.
3. Provide Communications Security (COMSEC) support.

3) Operate and Maintain the Department’s critical IT Infrastructures:

· Monitor, manage and oversee all infrastructure devices (24x7x365).
· Provide routine and continuous monitoring of unclassified and classified networks located domestically and abroad, and the administration of systems hosting software toolsets used to monitor the health of the enterprise network and systems (e.g. Windows Active Directory).  
· Provide maintenance and configuration management for all IT infrastructure including mainframes and related devices including software leases.
· Respond, coordinate and manage all change requests for additions, removals and modifications to the Government Furnished Equipment (GFE) maintenance coverage.   
· Maintain, troubleshoot, fix and/or replace all infrastructure devices (24x7x365).

· Procurement Support: The Contractor shall provide Procurement Support for IRM through a range of activities that include but are not limited to:
a) Obtain price quotes, develop Bill of Materials (BOM), draft Request for Information (RFI), and other procurement related documents for hardware or software procurements on IRM’s behalf as directed by the Government.
b) Enter hardware, software, or requisitions into the Departments [System] or any other Government approved procurement system as requested.
c) Receive, audit and distribute funded delivery orders from [AGENCY NAME] Acquisitions office and ensure vendor purchase orders are setup accurately and in a timely fashion.  Perform purchase order alterations each time [AGENCY NAME] releases a funded delivery order.  Monitor vendor payments and resolve any vendor invoice issues.
d) Procure infrastructure devices and vendor support, computer room space for those devices. 
e) Procure Wide Area Network (WAN) infrastructure services (circuits) from vendors.

· Asset Management Support:  The Contractor shall provide asset management support to maintain a complete inventory of hardware, software, and third-party vendor software, utilities and licenses.

· Network Provisioning:  The Contractor shall provide network provisioning as required by the government customer.

· Provide Tier 2 and 3 Support for customers domestically and overseas.
· Provide analysis of all conditions that affect enterprise network and systems availability, reliability, performance, security and resulting recommendations and actions for continuous improvements including support for the transition of projects developed by other [AGENCY NAME] offices into O&M.  This includes development of appropriate documentation establishing operational procedures.  

· Provide and maintain a single source for users to monitor aspects of their post or site’s IT infrastructure through the data provided, including Enterprise level tools currently in use.

· Provide and maintain Department’s lab and development networks.

· Provide support for the transition of projects developed by other IRM offices into O&M, to include development of appropriate documentation establishing operational procedures.
  
· Provide operations and maintenance of the Department’s facilities as directed by the government.

4) Structure the task order so that the contractor assumes a reasonable share of financial and business risk associated with the contract and related to unknown conditions as part of a long-term commitment and partnership that enhances service quality, provides cost effective solutions, and consistently meets [AGENCY NAME] goals and Service Level Agreements (SLAs).

Critical IT Infrastructure includes but is not limited to:

· Routers/switches/firewalls/enterprise servers (Exchange/Active Directory (AD)/SMS/File and Print) /Mainframes /Private Branch Exchange (PBX)/VOIP infrastructure /Enterprise)

In addition:

a. Combine the most current Information Technology Infrastructure Library (ITIL) practices for planning, delivery and support of IT Service Management with the framework of the Software Engineering Institute (SEI) Capability Maturity Model Integration (CMMI) Level 3 or higher processes to extend process improvement across the enterprise.  International Organization for Standardization (ISO) 9001/20000 methodology is also used to monitor contractor performance.

b. Cooperate or otherwise jointly participate in working on task orders/contracts or projects that cross various government contract projects by sharing information, data, technical knowledge, expertise, or resources with other contractors to achieve IRM goals and mission objectives.

The [AGENCY NAME] requires the Contractor to employ best practices, and utilize its expertise to propose creative solutions that will meet the objectives stated above.

Contractors should prioritize the task order objectives in a way that best achieves the Departmental and IRM mission and goals in a cost-effective manner.  The Government’s priorities of network perimeter engineering and O&M and integrated incident management/problem resolution described in paragraph three of this document are required to be prioritized first.

Under a performance-based contract structure, performance metrics, and SLAs will be used extensively to monitor the performance of this contract.  The Government and the winning Contractor will baseline and monitor progress using agreed-to performance metrics and SLAs.



3. [bookmark: _Toc204397452]Assumptions and Constraints

a.   General

i. The [AGENCY NAME] shall have the right to make business, operational, and technology changes to the [Contractor] program.  In this way the [AGENCY NAME] seeks to ensure that it can obtain the benefits of new design enhancements and technological updates or advances for equipment and software used to support the [Contractor] program. When requested or offered, the Contractor shall provide, within 30 calendar days of receipt of request, a refreshment proposal including the components so identified.
ii. The task order must be flexible in order to accommodate new requirements, program priorities, and/or funding levels.
iii. The Government will furnish workspace and other appropriate office furnishings, computer hardware and standard desktop software, telephones and other material appropriate to the performance of tasks.  
iv. Any Government furnished materials, data, or property shall remain the property of the Government and will be returned upon completion of the support services.  Government furnished equipment shall be tracked through applicable procedures that will be provided by the Contracting Officer in accordance with the Federal Acquisition Regulation (FAR).
v. The Contractor shall plan, provide cost estimates, and implement special one-time (ad-hoc) projects, when requested in writing by the Contracting Officer.
vi. The Contractor shall be required to support existing hardware and software systems, future upgrades and/or changes to the environment.  This includes organizational changes within [AGENCY NAME].
vii. Occasional travel, domestic and worldwide, will be necessary.
viii. Requires the contractor to support IT collaboration efforts between [AGENCY NAME] and its foreign affairs partners related to implementation of newly-engineered solutions.
ix. Requires close coordination between the technology modernization and operational activities to successfully evolve the current [AGENCY NAME] environment to an upgraded state-of-the-art status. 
x. Requires the contractor to abide by [AGENCY NAME] Policies and Procedures and adhere to [AGENCY NAME] governing documents and standards associated with the [AGENCY NAME] infrastructure.  Requires the contractor to abide by all applicable Federal laws, regulations, policies and procedures as they apply to [AGENCY NAME] and the work performed.
xi. Requires the contractor to maintain full and open communication with the [AGENCY NAME] Contracting Officer’s Representatives (COR), functional area managers, other contractors who interface on [AGENCY NAME] IT projects that interact with the infrastructure and with other appropriate Government officials and Contractors.
xii. Requires the contractor, at no expense to the Government, to remain current with standards and methodologies used by the Government and provide necessary training for personnel to perform tasks.  This includes attendance at vendor conferences to stay abreast of latest technologies as they relate to the [AGENCY NAME] Functional Areas.    
xiii. Requires the Contractor to affect a seamless transfer from the current contract environments to the new Task/Delivery Order without a major interruption.
xiv. Requires the Contractor to implement policies and procedures to protect sensitive information, including information provided on a proprietary basis by other contractors and other public and private entities.
xv. Requires the Contractor to evaluate and modify on a regular basis its approaches and processes for performing work under this task/delivery order including its processes to achieve cost, service level, and performance objectives in delivering quality products and services. 
xvi. Requires the Contractor, with Government approval, to identify and implement any emerging technologies, common operating platforms, or tools that will improve overall services. 
xvii. Requires the Contractor to ensure all contractor personnel record their hours in the Government’s time tracking system, where applicable, accurately; and to follow [AGENCY NAME] time tracking system guidelines.  The contractor’s Program Manager, on a weekly basis, shall ensure the accuracy of all contractor hours entered into the [AGENCY NAME] time tracking system and reconcile these hours against the contractor’s account system prior to submitting labor invoices.
xviii. The Government retains the right to modify the SLAs throughout the period of performance in partnership with the contractor.  

b. Program Management
i. The Contractor shall follow sound program/project management practices (i.e., Managing State Projects (MSP), Project Management Body of Knowledge (PMBOK ®) or an industry equivalent) and adhere to the program, project, and product lifecycle processes found in MSP, the FAM, Foreign Affairs Handbook (FAH), the applicable CMMI processes and SOPs developed by the operating units.
ii. The Contractor shall abide by [AGENCY NAME] Earned Value Management System Guidelines and American National Standards Institute/Electronic Industries Alliance Standard 748, Earned Value Management Systems, latest revision and to provide Control Account Plans and Earned Value Reports to designated Government and Contract program management staff for contractor performance verification. 
iii. The Contractor shall maintain full and open communications with the [AGENCY NAME] COR and/or Government Technical Monitors (GTM) on all matters.
iv. The Contractor shall measure and communicate the real progress of the program, taking into account the work completed, the time taken, and the costs incurred to complete the work in accordance with 5 FAM 680, Earned Value Management Program.
v. The Contractor shall use the [AGENCY NAME] designated repository[footnoteRef:1] for all deliverables. [1:  [Insert name of the designated repository]] 

vi. The Contractor shall develop a cooperative, partnership relationship to assist the IRM Project Services Office (PSO) in achieving the IT Consolidation program mission, define common goals and objectives, improve user and other stakeholders’ satisfaction as well as provide management reports and administrative support. 

c. Exclusions 

The following enterprise-wide infrastructure activities are excluded from this task order:

1. Cabling and Wiring Support Services
2. COMSEC hardware
3. Desktop Support and Information Technology Service Center (ITSC) Support Services[footnoteRef:2]  [2:  Includes Help Desk (Tier One) Services] 

4. Telephonic circuits covered under the GSA Networx agreement
5. Software Development
6. IT CCB Support
7. Enterprise Licensing
8. Anti Virus Purchasing and server operations
9. Enterprise Server Operation Center (ESOC) Operations
4. [bookmark: _Toc204397453]Statutes, Regulations, Policy, and Guidelines

a. The Contractor shall execute a comprehensive support service program in full conformance and compliance with all applicable statutes, regulations, policy and guidance. 

b. The Contractor shall conform to [AGENCY NAME] Enterprise Architecture standards within the Office of Management and Budget Standard Architecture Format and all governing documents associated with the [AGENCY NAME] infrastructure, as applicable.
5. [bookmark: _Toc204397454]Service Level Standards and Customer Satisfaction

a. The Contractor shall meet and/or exceed the applicable service level standards found in the IT Desktop Support Master Service-Level Agreement (SLA) between the Bureau of Information Resources Management and Consolidated Bureau Desktop Customers, current version; and existing contract/task order SLAs and operating level agreements (OLAs) established between IRM and its customers by providing skills, experiences, programs, systems and other vehicles that enable [AGENCY NAME] to operate effectively and efficiently on a day-to-day basis.

b. The Contractor shall meet or exceed the security controls and settings[footnoteRef:3] established by the [AGENCY NAME].  [3: ] 


c. The Contractor shall establish and maintain an effective process for gauging the impact of quality service on customer satisfaction.
6. [bookmark: _Toc204397455]Security

a. The Contractor shall comply with and adhere to the security requirements, as referenced.  

b. The Contractor shall coordinate with and obtain approval for all exceptions to existing security guidelines and regulations from the applicable.

c. [AGENCY NAME] requirements for IRM Contractor security clearances include Top Secret, Secret, and Public Trust levels and are detailed in the DD Form 254, Department of Defense Contract Security Classification Specification. All Contractor personnel (prime and subcontractors) assigned to this contract shall possess’ personnel security clearances issued by the Defense Security Service commensurate with the level of access required, prior to contract performance. Furthermore, while at [AGENCY NAME] locations, the Contractor shall comply with applicable [AGENCY NAME] regulations related to the protection of classified and/or sensitive information. All personnel performing under this Task Order shall be U.S. citizens with a security clearance at the SECRET or TOP SECRET level with eligibility for indoctrination to Special Compartmented Information (SCI), Cryptographic, and NATO information access, if required by their position and assignment.

d. The Contractor shall prepare and update Security Plan of Action and Milestones (POA&Ms) for any security weaknesses identified.  This plan shall conform to IA and OMB standards.

e. The Contractor shall work closely with the Department’s Information Assurance office to ensure both OpenNet, ClassNet and any other IRM supported network systems, maintain Security C&A. 

f. The Contractor shall develop security enhancements to minimize network vulnerability to unauthorized intrusions and denial-of-service attacks and implementing intrusion testing to identify vulnerabilities.

g. The Contractor shall work with other IRM operation entities to resolve any security vulnerability issues.

h. The Contractor shall ensure all of IRM’s system designs conform to established State Department security standards and procedures.  

7. [bookmark: _Toc204397456]Associate Contractor Agreements

a. The Lead Associate Contractor for this program which is comprised of the [Contractor] 1.0 (to be renamed [Contractor] 2.1 when recompeted)  effort covering helpdesk and desktop support and the [Contractor] 2.2.x and 2.3.x efforts covering engineering, securing and operating the enterprise network infrastructure and software development, will be the winner of the [Contractor] 2.2.1  task order competition.

b. A clause substantially the same as the following will be included in the task order award:

PROPOSED ASSOCIATE CONTRACTOR AGREEMENT CLAUSE (APR       
2008)

a.   This clause is intended to ensure that there will be appropriate coordination and integration of work by the [Contractor] 1.0 (to be renamed [Contractor] 2.1) and [Contractor] 2.2.x and 2.3.x contractors identified in paragraph c. below to prevent unnecessary duplication of services, ensure compatibility of services and maximize the security settings of the [AGENCY NAME].

b. 	The Contractor shall execute a written agreement with each company, individual, and organization identified by the Government as an Associate Contractor. The agreement shall provide for the timely, free and direct exchange of information and data necessary to the performance of this contract and shall be structured to ensure effective communication between counterparts at all levels from senior corporate management to working technical staff. The agreement shall include the provision that any proprietary information furnished by an Associate Contractor pursuant to the work under this contract will be protected from unauthorized release or disclosure beyond the scope of the agreement.  Further, the agreement shall hold the Government harmless from liability for the unauthorized disclosure by the Contractor of Associate Contractor proprietary information.

c.   The Associate Contractors at date of award are as follows (The Government reserves the right to add additional Associate Contractors):

1. [Contractor] 2.2.1 contractor, herein designated the Lead Contractor for the [Contractor] effort and will assume total system performance responsibility is TBD [name of company and address]
2. [Contractor] 2.2.2 contractor for the Small business components of the network infrastructure focus of the [Contractor] effort is TBD 
3. [Contractor] 2.3.1 contractor for the large business components of the enterprise software development focus of the [Contractor] effort is TBD
4. [Contractor] 2.3.2 contractor for the small business components of the IRM software development focus of the [Contractor] effort is TBD
5. [Contractor] 1.0 (to be renamed 2.1) contractor – TBD [name of company and address]
d.   The initial Associate Contractor Agreement shall be executed and delivered to the [AGENCY NAME] Contracting Officer within 30 calendar days after award of the latter of the [Contractor] 1.0 and [Contractor] 2.2.1 task orders.

e.   All subsequent Associate Contractor Agreements shall be submitted to the [AGENCY NAME] Contracting Officer with 30 calendar days after execution.

f.   The costs incurred by the Contractor in the executive and maintenance of any Associate Contractor Agreements will be included in the price of this task order.

g.  Disagreements between the Contractor and the associate contractor(s) shall be referred, promptly and in writing, to the Contracting Officer for resolution only after the Contractor and associate contractor(s) have attempted but failed to resolve the problems on their own in a timely manner.  The Contractor shall not be relieved of its obligations to make timely deliveries or be entitled to any other adjustment because of any disagreement with an associate contractor or because of the failure to promptly refer matters of disagreement to the Contracting Officer or because of failure to implement Contracting Officer directions.

h.   In the event the Contractor and the associate contractor(s) fail to agree on any matter under this clause, the matter will be considered a dispute regarding a question of fact subject to the “Disputes” clause thereof.
8. [bookmark: _Toc204397457]Estimated Budget

Currently, IRM estimates its budget for the awarded [Contractor] 2.2.1 task order, including incentives and modifications, to be approximately $ 10 billion over ten years.  



9. [bookmark: _Toc204397458]Transition Period

This SOO covers the engineering, design, security and O&M of the Department’s enterprise-wide IT infrastructure and related components.  The Government recognizes that the consolidation of this scope under one contractor will be a long term process as different tasks and components transition from many task orders to the effort described in this SOO.  The Contractor’s transition plan must show in detail how this transition will occur over time.  The Government requires the contractor to propose in their transition plan the contractor’s innovative solutions/approaches to two areas of high priority for the Government:  1) The consolidation/integration of the engineering, design, security and O&M of the network perimeter (includes but is not limited to multiple sets of firewalls, switches, routers, caching servers, antispyware/antimalware/antivirus, SMTP email antivirus/SPAM filtering, web filtering),  and 2) An integrated incident management /problem resolution solution to improve the quality of service and decrease the time to resolve for IRM’s consolidated customer base.  A detailed plan showing the integration points with the [Contractor] 1 (to be renamed [Contractor] 2.1) desktop support vendor will be critical to this effort.  The incident management/problem resolution process should be defined so that it is seamless to the customer.  These two high priority areas must be transitioned within the first year of the contract to the extent that expiring existing task orders allow.  

a. Phase-In  

Phase-in transition activities[footnoteRef:4] shall be performed in accordance with a jointly developed IRM-Contractor transition plan.  This plan shall describe all activities necessary to ensure continuity of operations and the maintenance of service levels from task order award until operational responsibility is assumed in accordance with the Department approved transition plan.  [4:  The transition period will be dynamic throughout the entire contract period of performance, determined by individual bureaus and IRM, and the phase-out of duplicative services and consolidation of those duplicative services under this task order] 


The transition plan shall include but is not limited to:

0. Planned transition activities;
0. Transition activity timelines and milestones;
0. Transition resource requirements (includes the retention of current staff, is applicable and appropriate);
0. Transition security implications;
0. Transition risks and mitigation or avoidance strategies; and
0. Transition notifications and training of users.

b. Phase-Out

The Contractor’s proposed performance statement of work shall include a contract phase-out period to close-out the contract.  The phase-out period will include all activities necessary for a seamless transition upon the completion of the contract’s period of performance.  The Contractor should assume a phase-out period of ninety (90) days prior to the end of the contract period of performance. The Contractor Phase-Out Plan shall be delivered not later than 120 days prior to the end of the second option year or prior to the end of the current period of performance when the government provides written notification that it does not intend to exercise an option year, whichever is sooner.
10. [bookmark: _Toc204397459]Period of Performance

The base period of performance will be one base year from contract award with nine one-year options.
11. [bookmark: _Toc204397460]Place of Performance

The Contractor shall perform work at multiple [AGENCY NAME] Annexes or other facilities located in the Washington D.C. metropolitan area[footnoteRef:5] as well as at vendor or Contractor’s facilities.  Additionally, the Contractor must be prepared to perform the requirements of this contract at any [AGENCY NAME] operating location. [5: \] 
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