eOffer/eMod Access Issues


Digital Certificate

· Issue: You do not have a digital certificate

· You are required to have a digital certificate for access into the eOffer/eMod applications.

· You are required to be an authorized negotiator with the authority to commit the company contractually and have a digital certificate to sign an eOffer or an eMod.

· What is a digital certificate?

A digital certificate is an electronic credential that:

· Asserts the identity of an individual
· Enables eOffer/eMod to verify the identity of the individual entering the system and signing documents.
· Encrypts or decrypts data to ensure that it is securely transmitted.
· A packet of information that is stored on a web browser or on a token.[footnoteRef:1]  It enables users to create digital signatures which are verifiable. [1:  Token - or sometimes a hardware token, hard token, authentication token, USB token, cryptographic token, key fob, ID Card, can also be a software token, etc. 
] 


· How to get a digital certificate

Two (2) digital certificates will be issued per DUNS at NO COST.  There will be a minimal fee for each additional certificate ordered.  It is important that at least two individuals per company have digital certificates in case one is unavailable or leaves the company.



Do you have your Digital Certificate?


If not, you can get your certificate by clicking the link “Are you qualified to get an Electronic Authentication Certificate (Cert) at no cost?” on the eOffer/eMod homepage.
· It will take between 7 and 14 days for a digital certificate to be issued.  
· Digital certificates must be updated every two (2) years.
· It is imperative that affected contractors keep their digital certificates current.  An expired digital certificate will delay the company’s ability to submit an electronic offer or modification.

Authorized Negotiator

· Issue: You are not an Authorized Negotiator

· You are required to be an Authorized Negotiator on the Contract to access the Contract via eMod.  Are you having problems accessing eMod?

· If your offer was submitted via paper:
· You are probably not listed in the electronic system as an authorized negotiator.  If you have your digital certificate and the system states that, “There are No Authorized Negotiators on this Contract,” please contact your GSA contracting officer and have them add you as a negotiator.  The contracting officer will need your name and email address, as it appears on your digital certificate (see instructions at the end of the document), to add you as an authorized negotiator.  
· If a third party is maintaining your contract, make sure that person is listed as a negotiator and has a valid digital certificate.  If possible, have two authorized negotiators, each with a digital certificate.  




· If your offer was submitted electronically: 
· You have a current digital certificate, but the system states, “You are not an Authorized Negotiator on this contract.”  Please ask your company’s authorized negotiator to create a modification request in eMod to add you as a negotiator.  If no one in your company is an authorized negotiator, please contact your GSA contracting officer.  Both the contracting officer and/or your company’s POC will need your name and email address, as it appears on your digital certificate, to add you as an authorized negotiator.  The digital certificate does not have a period after the middle initial.  Please submit your negotiators name without a period after the middle initial. 
· If a third party is maintaining your contract, make sure that person is listed as a negotiator and has a valid digital certificate.  If possible, have two authorized negotiators, each with a digital certificate.  

· If you still cannot access eMods:
· Please contact the eMod help desk at (866) 472-9114.


We will need the three screen shots described on the coming pages to offer any further assistance.
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How to view your digital certificate in IE 7

Open Internet Explorer, click on Tools.
[image: Screen shot of Internet Options]


Click on – Internet Options.
[image: Screen shot of Internet Options]

Click on the Content tab.
[image: Screen shot of Internet Options]

Click on Certificates.
[image: Screen shot of the Certificate drop down selection.]

Highlight the certificate.
[image: Screen shot of certificate selections]

Click View and take a screen shot (Screen Shot #1).  
[image: Screen shot of certificate information]
Click on Details then on Subject Alternative Name.  Take a screen shot (Screen Shot #2).
[image: Screen Shot #2 of Subject Alternative Name.]

Click on the Certification Tab and take a screen shot (Screen Shot #3).
[image: Screen shot of Certification Tab]
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