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What is an eAuthentication account?

You can use an eAuthentication account to access a wide range of USDA applications. You gain the
convenience of transacting business with USDA online, anytime, anywhere. Your eAuthentication
coount consists of  User ID, a password, and your customer profile containing information about
you that will help USDA applications make decisions about your identity. Currenty, USDA ofers
Accounts with and Accounts with
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A account with Level 2 fccess pravides aceess to all the partals and applications that are covered
by an account with Level 2 Access, and also provides the abilty to conduct official electronic
business transactions with the USDA via the Internet. You must have a valid email address to
register for an account with Level 2 Access. You create a customer profile, User D, password that
you will remember and respond to a confirmation email within seven (7) days. In sddition, you
must visit the nearest USDA Service Center in persan and prove your identity with a current State
Driver's License, State Photo ID, US Passport or US Miltary ID. Please note that if you do not
confirm yaur email within the seven (7) day period, you will have to start the registration process
over again by creating another profile, with  new User D

These are the User ID and password requirements for an account with Level 2 Access:

 Your User ID must be a minimum of & characters and cannt exceed 20 characters. The User

ID is not case sensitive. It may contain letters, numbers, and these special characters:
_-@

« Onice you create a User ID, it cannot be changed

 Your first and last names must be entered exactly s they appear on the government-issued
photo 1D you will be taking to the Service Center to prove your identity.

o Creste a password that you will remember. The password must be a minimum of 4 characters
and cannat exceed 10 characters.

 You must respond to the confirmation email before going to the Service Center, or the Service
Center emplayee will ot be able to activate your account,

NOTE: Once you present your government issued photo ID at your local USDA
Service Center and your account is activated, you will be required to update your
password at your next login to meet Level 2 Access password requirements of:

« The password must be & minimurm of 9 characters and cannot exceed 12 characters
o Your passward, which is case sensitive, must mest these requirements;
o must contain at least one uppercase letter, at least one lowercase letter, and at least one.
non-alphabetical character, which includes numbers and these punctuation marks
1 gm =t
Da not use any punétuation marks nat in the abave lst, or spaces or tabs.
 may not contain your first or last name, your User ID, or dictionary words

Approximately one hour after your Level 2 Access has been activated by the USDA Service
Center employee, you will have access to USDA applications and services that require an account
with Level 2 Access. You will have the bility to conduct official electronic business transactions
with the USDA via the internet,




To create an account visit: https://eauth.sc.egov.usda.gov/eAuth/selfRegistration/selfRegLevel2Step1.jsp
Once the user profile has been set you must visit the nearest USDA Service Center.  To find a service center click on the following link and select your location.

http://offices.sc.egov.usda.gov/locator/app
To create an account 
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Level 2 Access
Step 1 of 4: User Information

If you are a USDA Federal Employee, dlick Employee Create an Account to continue with the
USDA eAuthentication registration process.

Public customers should complste the information below to create a USDA account. Pleass read
the eAuthentication Privacy Act Statement and Public Burden Statement for more
information an haw your persanal infarmation will be pratected.

All required fields are marked by an asterisk (*). Enter your first and last name exactly as it
appears on your government issued photo D (=.g. state driver's license)

s 0 | — 620 chorsctors
Passnord® [ 512 Charactrs
Confm Passvord® [

First e [

i o [

Lest amo* |

Home Address* [

civ” L 1

st

Home posta/2p Code —

Country Neme* I

Email address must be valid to
complete registration

Emaie I ]

Confirm Email*:

[
G —
(if applicable)
Mother's Maiden Name* ]

Your Dete of it | — -
Clck the Cantinue button t go o Step 2





[image: image4.png]reate an Account

Level 2 access
Step 2 of 4: User Information Confirmation

Verify your Level 2 access information.

Click the Back button to make changes or click the Subrmit button to create your acoount with
Level 2 access.

User ID: thisisatest
Passward ** Not Shown **
First Name Test

Middle Initial T

Last Name: Test

Email test@test.com
Home Address: 1Testst

City. Test
State/Province Rhode Island
Home Pastal/Zip Cade: 23223

Country Name: United States
Home Phane: 123-456-7899
Alternate Phane -

Mother's Maiden Name: test

4 Digit Pin; 1234

Your Date of Birth: 01/01/2001

Please verify that your information is carrect befare clicking the Submit buttan.
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Level 2 Access
Step 3 of 4: Print and Check Email

Please print this page for future reference.
Cangratulations Test Test, anly ane mare step to complete your initial registration!

You should recsive a canfirmation email within 1 hour from eAuthHelpDesk@ftc.usda.gov with
the subject line of ‘Activate Your USDA Accaunt with Level 2 Access within 7 Days"

Step 4 is contained within this email. Please refer to the instructions in the email to
complete your registratoin.

The User ID you created s : thisisatest
The email address you provided is: test@test.com

Level 2 access activation process:

1.Click on the smail confirmation link provided in the email within 7 days. Be sure to follow the
instructions provided in the canfirmation email. If you do not click on the email
confirmation link within the required 7 days, your account will be terminated and
you will have to start the entire process over again.

NOTE: Once you click the email confirmation link in the email, you will have an accaunt with
limited acoess that allows you ta review your aceount informatian online.

2.0 to the eAuthentication web site at www.eauthegov.usda.gov and click on "Update Your
‘Account" link and lagin ta review the account infarmation you provided to ensure it is carrect
(.9. first name, last name, etc. are the same as your gavernment issued phota ID)

3.Take your government issued photo ID (e.g. state issued driver's license) and present it in
person ta a USDA Local Registration Authority (LRA) for activation of your account with Level 2
coess. To find the nearest USDA Service Center office go to http://offices.sc.eqov.usda.gov

NOTE: Until a USDA Local Registration Authority (LRA) activates your account with
Level 2 access, you will NOT be able to conduct official electronic business
transactions with the USDA via the Internet.

I after 24 hours you do ot recsive the confirmation email

1.Check your email provider filters.

2.Check your persanal email filter settings

3.Contact the ITS Service Desk at eAuthHelpDesk@ftc.usda.gov or 800-457-3642. Please
provide your User ID, first and last name, and email address.
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