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Strategic Solutions Contract Operations Division
The General Services Administration (GSA), Federal Acquisition Service (FAS), Integrated Technology Service (ITS), Strategic Solutions Contract Operations Division offers a portfolio of pre-competed, Information Technology (IT) solution Blanket Purchase Agreements (BPAs).  The BPAs in this division are for specialized IT products and services. 
We make it easy for you, our customers, by providing:
· Access to high-quality products and services from industry partners
· Pre-competed, multiple-award BPAs
· Shorter procurement lead times
· Socioeconomic credit through Federal Procurement Data System – Next Generation (FPDS-NG) reporting
· Customer-focused staff with experience in technology acquisition
 How to reach us:
	GSA Procuring Contracting Officer (PCO):
Michael W. Hargrove

	michael.hargrove@gsa.gov
703-306-7701


	GSA Contracting Officer’s Representative (COR):
Pebble L. Randolph

	pebble.randolph@gsa.gov
703-306-7594

	GSA Project Manager (PM):
William T. Bowen

	william.bowen@gsa.gov
703-306-6359


	Department of Homeland Security (DHS) Technical Point of Contact (TPOC):
Timothy J. McBride

	timothy.mcbride@dhs.gov
703-235-5215
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1.0 Introduction
RMF Ordering Guide
The RMF BPAs were competitively awarded by GSA, in accordance with Federal Acquisition Regulation (FAR) 8.405-3, to provide ordering activities with RMF service offerings at discounted prices and to facilitate the following:
Services Pricing – BPA holders were required to provide detailed pricing for explicitly defined, standardized services, so customers can easily compare pricing for a single service across BPA holders.  Additional discounts may also be obtained at the task order level.
Standardized Requirements – BPA holders are required to meet standardized technical and security requirements.
Comprehensive Services from a Single Task Order – Customers can obtain RMF C&A services using a single, fixed-price task order.
Proven Acquisition Excellence – RMF BPAs will be administered using GSA’s proven acquisition processes to ensure compliance and efficiency.  RMF BPA holder reporting requirements have already been established to make it easy for BPA users.
Services: 
Risk Management Framework Services, Certification & Accreditation (RMF CA) is a major feature of the President’s initiative to attain secure IT systems.  There are six (6) steps to the RMF process:  
· Categorize Information System
· Select Security Controls
· Assess Security Controls
· Implement Security Controls
· Authorize Information System
· Monitor Security Controls
Risk Management  Framework Services, Certification & Accreditation, Blanket Purchase Agreements improve the level of Information System Security across Government by eliminating duplication of effort, increasing aggregate expertise, and reallocating resources to fulfill mission related requirements and maintain a focus on Executive Agencies. 
The Information Systems Security Line of Business (ISSLOB), an Office of Management and Budget (OMB) E-Gov initiative, through working groups identifies optimization and consolidation opportunities for Federal investments in order to reduce Government costs, improve citizen services, and provide an efficient approach to the production, maintenance, and use of IT data.  The ISSLOB strives for effective and efficient development, provisioning, and interoperability of RMF CA services, with the mission of serving the Nation’s best interests and successfully meeting the goals of U.S. Federal agencies. 
Synopsis:

The GSA established multiple BPAs for RMF CA offerings on behalf of the ISSLOB. 
The RMF CA BPAs were awarded competitively against GSA Multiple Award Schedule (MAS) 70 contracts.  It is the responsibility of the ordering activity contracting officer to ensure compliance with all applicable fiscal laws prior to issuing an order under a BPA, and to ensure that the selected BPA holder provides the best value for the requirement being ordered. 
Funds obligation:  These BPAs do not obligate any funds.  Funds will be obligated on Task Orders issued by ordering activities.
Authorized BPA Users: Orders may be placed under this BPA by sources identified under GSA Order, ADM 4800.2G, Eligibility to Use GSA Sources of Supply and Services (Eligibility to Use GSA Sources of Supply and Services), dated 16 FEB 2011, provides detailed information regarding the agencies and organizations that are eligible to use GSA sources), United States Federal agencies, Department of Defense (DoD) components, State, Local, and Tribal Governments, and cost-reimbursement Contractors authorized to order in accordance with FAR Part 51.  For the purposes of this agreement, a DoD component is defined as:  the Office of the Secretary of Defense (OSD), the Military Departments, the Chairman of the Joint Chiefs of Staff, the Combatant Commands, the Inspector General of the Department of Defense (DoD IG), the Defense Agencies, the DoD Field Activities, the U.S. Coast Guard, and the Intelligence Community.  GSA or other applicable ordering organizations/agencies are authorized to place orders under this BPA on behalf of DoD end users and must comply with Defense Federal Acquisition Regulation Supplement (DFARS) 208.7400.  
Award Date:  06/10/2011            

Expire Date:  06/09/2014            
Period of Performance:   3 years
General Information Website:  www.gsa.gov/rmf
RMF CA Services List: 

See each RMF CA BPA, CLIN Pricing Table, BPA Attachment 1, for vendor-specific pricing
2.0  BPA Reporting

The predefined reporting requirements for the RMF CA BPAs are shown below:
	Report(s) 

	Due Date 
	Report Initiator 
	Recipient(s) 

	Written notification of new, Fully Executed Task Order (includes –Task Order Name and Number; 
Name of Funding Agency POC; Name of Award Agency POC; Period of Performance; Estimated dollar value). 
Complete copy of task order.
	Within ten (10) days of Task Order award 
	BPA Holder 
	BPA Contracting Officer
BPA Project Manager 


	Quarterly Report of Sales for RMF Services 
	No later than (NLT)  15 days after the end of each quarter (April,  June, September, and December)
	BPA Holder 
	BPA Contracting Officer
BPA Project Manager



	Task Orders utilizing Recovery Funds 
	NLT Day 10 after the end of each quarter (April,
June, September, and December) 

	BPA Holder 
	www.FederalReporting.gov 


3.0  Seven Steps to Order from RMF CA BPAs
This section provides seven simple steps necessary to place an order under the RMF CA BPAs.                    A representative from GSA is available to answer any questions that may arise.  
3.1  Scope Determination

Establish Ordering Activity Requirements
First, determine if the requirement is within scope of the RMF CA BPAs, as defined by RMF CA BPA Attachment 2, RMF CA MOD 1 RFQ ATCH 1 070210 (NIST 800-37, Rev 1), and BPA Attachment 3 (Appendix D), Determining System Certification & Accreditation Levels of Effort.
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NOTE:  Contractor performance under this BPA shall require completion of Contract Line Item Number (CLIN) 0001, Pre-C&A documentation review and size/complexity confirmation per Federal Information Processing Standards (FIPS) 199 & 200 (boundary and scope validation), which includes a review of system design documentation, security plans, and Continuity of Operations (COOP)/Disaster Recovery Plans prior to commencing any other CLIN.
3.2  Prepare Statement of Work (SOW)

FAR 8.405-2, “Ordering procedures for services requiring a statement of work”, applies.
When drafting your requirements, some salient points to consider:
· Scope of work to be performed
· Performance objectives
· Technical requirements
· Deliverables
Location of Work
Ordering activities shall identify the primary Place of Performance.
Period of Performance
The term of the RMF CA BPA(s) is three (3) years:  06/10/2011 through 06/09/2014.
RMF CA BPAs were awarded under current MAS 70 Contracts.  The last date to issue an Order under an RMF CA BPA is 06/09/2014.  The maximum Period of Performance for any RMF CA BPA Order is thirty-six (36) months.
3.3  Prepare Request for Quote (RFQ)

Ordering under these BPAs is decentralized.  Follow your agency’s procedures for preparing an RFQ and follow any internal policy and procedure related to acquiring IT services.  
Consider the following topics:
Task Order Value & Funding Type
Estimate the value of the order.  
If the intent is to use Recovery Act funding in whole or in part, an informational posting of the RFQ in FedBizOpps (FBO) (www.fbo.gov) [ref FAR 5.704 and 8.404(e)] is required.
Evaluation Criteria
In crafting best value evaluation factors, consider including some combination of technical capability, price, and past performance.  All orders will be fixed price.
Solicitation Attachments
The following, in addition to the RMF CA BPA Attachments, were included in the RMF CA solicitation and formed the basis for the technical and price quotations submitted by RMF CA BPA holders, and provide Ordering activities comprehensive Order-level information.  
· Sample Format for Service Level Agreement
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· Table of Security Deliverables and References
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· Travel Authorization Request
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· NIST SP 800-37 vs. NIST SP 800-37 Rev. 1 Comparison Chart
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· Risk Management Framework Security Assessment Services Request Package
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3.4  Issue RFQ
FAR 8.405-3(c), Ordering from BPAs, and FAR 8.405-3(c)(2), Multiple-award BPAs, apply, in concert with the ordering activity’s specific rules, regulations, policies and procedures, as follows:
Ordering from BPAs. The procedures in FAR 8.405-3(c) are required for BPAs established after                            May 16, 2011. 
Multiple-award BPAs. 

(i) Orders at or below the micro-purchase threshold ($3,000). The ordering activity may place orders at or below the micro-purchase threshold with any RMF CA BPA holder that can meet the agency needs. The ordering activity should attempt to distribute any such orders among the RMF CA BPA holders. 

(ii) Orders exceeding the micro-purchase threshold ($3,000), but not exceeding the simplified acquisition threshold ($150,000). 
The ordering activity shall provide the RFQ (including the statement of work and evaluation criteria) to at least three RMF CA BPA holders or document the circumstances for restricting consideration to fewer than three RMF CA BPA holders based on one of the reasons at FAR 8.405-6. 
(iii) Orders exceeding the simplified acquisition threshold ($150,000). 

Unless a justification is prepared and approved in accordance with FAR 8.405-6, the ordering activity shall— 

(1) Provide an RFQ to all RMF CA BPA holders offering the required supplies or services under the multiple-award RMF CA BPAs, to include a description of the supplies to be delivered or the services to be performed and the basis upon which the selection will be made; 

(2) Afford all RMF CA BPA holders responding to the RFQ an opportunity to submit a quote; 
(3) Fairly consider all responses received and make award in accordance with the selection       procedures.
3.5  Evaluate RFQ Responses

After the RFQ Close Date, evaluate all responses received using the evaluation criteria specified in the RFQ [see FAR 8.405-2(d) for additional guidance on this topic] and select the BPA holder that represents the best value. 
Price Reductions
Ordering activities shall seek a price reduction when the Order exceeds the simplified acquisition threshold ($150,000).
3.6  Award Task Order

Place the order as you would for any other fixed-price MAS task order in accordance with      FAR 8.406-1, Order placement.
Documentation
In accordance with the BPA and FAR 8.405-2(e), ordering activities will document the following:
· Note the BPA holder receiving the Task Order & all BPA holders considered
· Description of what was purchased and agreed upon pricing
· The evaluation methodology used in selecting the BPA holder to receive the Task Order
· The rationale for any tradeoffs in making the selection
· The price reasonableness determination required by FAR 8.405-2(d)
· The rationale for using other than a performance-based order
Helpful Hints
· Make sure that the BPA number, the BPA holder’s name, and Schedule Contract Number are included on all orders.  Refer to FAR 8.406-1 for information to be included on orders.
· Award Notices for orders placed under this BPA which are funded in whole or in part by the American Recovery and Reinvestment Act of 2009 (Pub. L. 11-5) will follow the procedures in FAR 5.705.
3.7  Administer Task Order
The RMF CA BPA requires that the ordering activity Task Order Contracting Officer use all standard task order administration practices such as: 
· Surveillance and monitoring 
· Performance Assessment 
· Timely invoicing processes 
	4.0  RMF CA BPA Holder Contact Information

Apptis Inc
4800 Westfields Boulevard

Suite 1

Chantilly VA  20151-2293
703-579-0702
john.kronkaitis@urs.com
Socio-economic Size:  Large Business

RMF CA BPA:  GS00Q11AEA0014

MAS 70:  GS35F0586V

CAGE:  6Z424

DUNS:  116207978

TIN:  541251160

Booz Allen Hamilton Inc

8283 Greensboro Drive

McLean VA  22102-4904
703-377-7957
payne_raymond@bah.com
Socio-economic Size:  Large Business

RMF CA BPA:  GS00Q11AEA0016

MAS 70:  GS35F0306J

CAGE:  17038

DUNS:  006928857

TIN:  362513626

Deloitte Consulting LLP
1725 Duke Street

Alexandria VA  22314-3456
703-251-1295
jdigby@deloitte.com
Socio-economic Size:  Large Business

RMF CA BPA:  GS00Q11AEA0018

MAS 70:  GS35F4338D

CAGE:  1TTG5

DUNS:  019121586

TIN:  061454513

DSD Laboratories Inc

75 Union Street

Sudbury MA  01776-2279
703-385-5298
alippert@dsdlabs.com
Socio-economic Size:  Small Business

RMF CA BPA:  GS00Q11AEA0019

MAS 70:  GS35F4905H

CAGE:  OABU8

DUNS:  175362755

TIN:  042659094

G&B Solutions Inc
1861 Wiehle Avenue

Suite 200

Reston VA  20190-7389
571-313-7369
cread@gbsolutionsinc.com
Socio-economic Size:  Large Business

RMF CA BPA:  GS00Q11AEA20

MAS 70:  GS35F0597L

CAGE:  1U3Z0

DUNS:  018421227

TIN:  542024458

Global Network Systems of Maryland

2400 Research Boulevard
Suite 115
Rockville MD  20850-6223
301-921-4467
ssharp@gns-us.com
Socio-economic Size:  SBA Certified 8(a), Woman-Owned Business

RMF CA BPA:  GS00Q11AEA0022

MAS 70:  GS35F0582M

CAGE:  1WUH8

DUNS:  042911474

TIN:  522221637

Kadix Systems LLC, a DRC Company
3033 Wilson Boulevard 
Suite 200

Arlington VA  22201
703-236-0920
GSARiskMgmt@drc.com
Socio-economic Size:  Large Business

RMF CA BPA:  GS00Q11AEA0027

MAS 70:  GS35F0350P

CAGE:  3DGQ1
DUNS:  127327877

TIN:  542060505

Knowledge Consulting Group Inc
11710 Plaza America Drive

Suite 250

Reston VA  20190-4741
703-467-2000
sherrie.nutzman@knowledgecg.com
Socio-economic Size:  Small Business

RMF CA BPA:  GS00Q11AEA0028

MAS 70:  GS35F0448N

CAGE:  1STL5

DUNS:  007232429

TIN:  541981537

SecureInfo Corporation

211 North Loop

Suite 200

San Antonio TX  78232-1252
210-403-5610
pete.anderson@secureinfo.com
Leila.harden@secureinfo.com
Socio-economic Size:  Small Business

RMF CA BPA:  GS00Q11AEA0030

MAS 70:  GS35F0509W

CAGE:  02HQ6

DUNS:  008018504

TIN:  742804679

Securicon LLC

5400 Shawnee Road

Suite 206

Alexandria VA  22312-2300
703-914-2780 EXT 101
paul.hurley@securicon.com
Socio-economic Size:  Veteran-Owned Small Business

RMF CA BPA:  GS00Q11AEA0031

MAS 70:  GS35F0689R

CAGE:  3E2B8

DUNS:  118254015

TIN:  141867421

Tantus Technologies Inc
501 School Street SW #800

Washington DC  20024-2708
202-567-2772
gcioffi@tantustech.com
Socio-economic Size:  Small, Disadvantaged, 8(a) Business

RMF CA BPA:  GS00Q11AEA0033

MAS 70:  GS35F0433W

CAGE:  1Y5T6

DUNS:  113006444

TIN:  010715592

Telos Corporation

19886 Ashburn Road

Ashburn VA  20147-2358
703-724-4547
maureen.cawthorne@telos.com
Socio-economic Size:  Large Business

RMF BPA:  GS00Q11AEA0025

MAS 70:  GS35F4315D

CAGE:  0ZPY5

DUNS:  056280621

TIN:  520880974

Tetrad Digital Integrity
1130 Connecticut Avenue

Suite 425

Washington DC  20036-3904
202-337-5600
paul.innella@tdisecurity.com
Socio-economic Size:  Small Business

RMF CA BPA:  GS00Q11AEA0034

MAS 70:  GS35F0414U

CAGE:  1UR58

DUNS:  031585099

TIN:  542029466

Veris Group LLC
8229 Boone Boulevard

Suite 750

Vienna VA  22182-2623
703-760-9161
dsvec@verisgroup.com
Socio-economic Size:  Small, Disadvantaged, 8(a) Business

RMF CA BPA:  GS00Q11AEA0035

MAS 70:  GS35F0621T

CAGE:  36BY6

DUNS:  184456155

TIN:   202300601
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Attachment 1 to RFQ QTA-0-10-FK-B-0001

General Services Administration (GSA)



Blanket Purchase Agreement:  RFQ QTA-0-10-FK-B-0001

Risk


Management Framework Services 


(Certification & Accreditation)


BLANKET PURCHASE AGREEMENT



FEDERAL SUPPLY SCHEDULE



NAME OF AGENCY/OFFICE

Under the authority of FAR 8.405-3, GSA Integrated Technology Services (ITS) and ___TBD__________ enter into a Blanket Purchase Agreement to further reduce the administrative costs of acquiring commercial items from the General Services Administration (GSA) Federal Supply Schedule Contract(s) ______TBD___________________.

Federal Supply Schedule contracts BPA’s eliminate contracting and open market costs such as:  search for sources, the development of technical documents, solicitations and the evaluation of bids and offers.  Teaming Arrangements are permitted with Federal Supply Schedule contractors in accordance with Federal Acquisition Regulation (FAR) Part 9.6. 


This BPA will further decrease costs, reduce paperwork and save time by eliminating the need for repetitive, individual purchase from the schedule contract.  The end result is to create a purchasing mechanism for the Government that works better and costs less.


Signatures:


_____________________


___________


Contractor 




Date


_____________________


___________


Contracting Officer



Date


GSA, FAS, ITS


1.  
Contract Services and Pricestc \l1 "1.  Contract Services and Prices

(a)  The objective of this Blanket Purchase Agreement (BPA) is to provide a more efficient way to obtain Risk Management Framework (RMF) services.  Through the facilitation provided by this BPA, users will have a manageable approach for specifying and selecting services for securing their information systems.  All orders placed against this BPA are subject to the terms and conditions of the GSA Schedule contract and this BPA.  Task orders under this BPA shall be issued on a Firm Fixed-Price, utilizing the pricing provided in the CLIN Pricing Worksheet, Appendix A.

 
(b)  Pursuant to GSA Federal Supply contract number(s) ___TBD_________, the Contractor agrees to the following terms of a BPA.


(c)  This BPA does not obligate any funds.


(d)  This BPA expires three (3) years after award.

(e)  Warranted Contracting Officers, or other authorized designated authorities, at the Federal, State, Local and Tribal levels are hereby authorized to place orders under this BPA.


(f)  The requirements of a proper invoice are as specified in the Federal Supply Schedule contract.  Invoices will be submitted to the address specified in the individual Task Order documents.


(g)  The terms and conditions included in this BPA apply to all purchases made pursuant to it.  In the event of a conflict between the provisions of the BPA, task order, and the Schedule contract, the provisions of the Schedule contract will take precedence.

2. 
Cost Reimbursable Travel

(a)  Travel may be required under the individual Task Order requirements.  All requests for travel shall be submitted to and approved by the Contracting Officer’s Representative (COR) in the format provided in Appendix F, Travel Request Form, prior to incurring costs.  Travel will be reimbursed to the extent allowable pursuant to the Federal Travel Regulations (FTR) or Joint Travel Regulations (JTR). Local travel is defined as all travel inside a fifty mile radius of the place of performance (excluding normal commuting travel). Neither local travel nor local parking will be reimbursed, and shall be the sole responsibility of the Contractor.  


(b)  The contractor shall use only the minimum number of travelers and rental cars needed to accomplish the task(s). Travel shall be scheduled during normal duty hours whenever possible.  Airfare shall be reimbursed for actual common carrier fares, which are obtained by the most reasonable and economical means. When required, the most dependable means of ground transportation (i.e., taxi, bus, train, car rental) shall be used.

2.  
Scope and Backgroundtc \l1 "2.  Scope and Background

2.1  
Scopetc \l2 "2.1  Scope

The Contractor shall provide services to accomplish the tasks they have been awarded and are further described in the sections below.  The task orders issued by ordering activities and awarded to the Contractor can be one, some, or all of the tasks herein.  The work may involve interviewing the ordering activity staff, facilities security and management staff, application system support service providers, infrastructure support staff, application systems owners and users, business process managers, and security support personnel.  The work may involve reviewing and updating existing documents and preparing new documents such as, but not limited to, security plans, application system input and output documents, C&A packages, user guides, operational procedures, historical logs and mission statements.  At all times the service provider shall comply with existing FISMA related authorities or direction from OMB, existing and draft Federal guidelines and standards from NIST, and commercial best practices.  The Contractor shall develop a thorough familiarization with the ordering activity’s mission and the role each asset plays in the support of that mission. 


2.2  
Background

The E-Government Act (P.L. 107-347) passed by the One Hundred and Seventh Congress and signed into law by the President in December 2002 recognized the importance of information security to the economic and national security interests of the United States.  Title III of the E-Government Act, entitled the Federal Information Security Management Act of 2002 (FISMA), emphasizes the need for agencies to develop, document, and implement an agency-wide program to provide information security for the information systems that support its operations and assets.  The ultimate goal of FISMA is to conduct the day-to-day operations of the agency and to accomplish the agency’s stated missions with what the Office of Management and Budget (OMB) Circular A-130 defines as adequate security, or security commensurate with risk, including the magnitude of harm resulting from the unauthorized access, use, disclosure, disruption, modification, or destruction of information.


There is currently a lack of common methodology for lifecycle and security for the Certification and Accreditation (C&A) process.  This acquisition will improve the level of Information System Security across Government by eliminating duplication of effort, increasing aggregate expertise, and reallocating resources to fulfill mission related requirements and maintain a focus on Executive Agencies. 



Risk Management Framework is a major feature of the President’s initiative to attain secure IT systems.  There are six (6) steps to the RMF process.


· Categorize Information System


· Select Security Controls


· Implement Security Controls


· Assess Security Controls


· Authorize Information System


· Monitor Security Controls


3.0  
Statement of Work – Part I

The Contractor shall meet and comply with all current, as revised, National Institute of Standards and Technology (NIST), Federal Information Processing Standards (FIPS), Office of Management and Budget (OMB) circulars/memorandums, other Government-wide laws and regulations, and requirements for protection and security of Information Technology.


This section describes requirements for providing RMF services for information systems subject to the FISMA.  The service provider shall follow NIST requirements for all Federal information systems other than those systems designated as national security systems as defined in 44 U.S.C., Section 3542.9.  The tasks described in this section are in alignment with the six steps outlined in NIST SP 800-37 Rev. 1, “Guideline for Applying the Risk Management Framework to Federal Information Systems, A Security Life Cycle Approach.”  A comparison chart showing original requirements under NIST SP 800-37 and the updated NIST SP 800-37 Rev. 1 is provided as Appendix G.

In the case where the Agency or other entity has already completed or started portions of a RMF effort, another Contractor may be expected to continue the effort.

The ordering activity on a task order by task order basis can select which tasks and subtasks, resulting in deliverables, they would like to have completed. The Contract Line Items are organized to allow the ordering activity flexibility in selecting the tasks and subtask that they would like to have completed.  Some of the deliverables represented by their own CLINS represent effort or subtasks that are required to be included into a larger document or deliverable.  The subtask can represent the results of an effort that are to be included in a document or plan or they can be stand alone documents. 


Service Level Agreements (SLAs) may be required by the ordering activities at the Task Order level for each required service.  The sample provided at Appendix B can be used as a template.

The Contractor shall follow the issue resolution process for any identified vulnerability or issue identified throughout the Risk Management Framework.  Issue resolution is used to communicate issues to key stakeholders and document risk-based decisions to include risk acceptance, correcting vulnerabilities and retesting, or creating a Plan of Action and Milestones (POA&M).  Issue resolution provides an audit trail, accelerates the RMF, and documents management accountability.  Additional information about this process is located in Appendix C (Table of Security Services Deliverables and References).

3.1
Task 1 – Categorize Information System


3.1.1 
Security Categorization

Categorize the information system and document the results of the security categorization in the security plan.


Deliverables:  Written subsection of the Security plan that cover FIPS 199 Security Categorization and Threat Assessment


3.1.2  Information System Description

Describe the information system (including system boundary) and document the description in the security plan.


Deliverables:  Written System Definition Document which is a subsection in the Security plan

3.1.3  Information System Registration

Register the information system with appropriate organizational program/management offices.


Deliverables:  Registration is Agency specific and will be identified at the Task Order (TO) level

3.2
Task 2 – Select Security Controls

3.2.1 
Common Control Identification

Identify the security controls that are provided by the organization as common controls for organizational information systems and document the controls in a security plan (or equivalent document).


Deliverables:  Security Control Selection Document or include in the System Security Plan


3.2.2  Security Control Selection


Select the security controls for the information system and document the controls in the security plan.


Deliverables:  Updated Security Control Selection Documentation


3.2.3  Monitoring Strategy

Develop a strategy for the continuous monitoring of security control effectiveness and any proposed/actual changes to the information system and its environment of operation.


NOTE (applicable at the ordering level):  In many cases, the approach for monitoring security controls may be a continuation of the control assessments conducted during system development and prior to deployment. The Agency-specific selection criteria for controls to be monitored on a system-by-system basis reflect the priorities and importance of the information system to organizational operations and assets, individuals, other organizations, and the Nation. Security controls that are volatile (i.e., most likely to change over time), critical to certain aspects of the organization’s protection strategy, or identified in current plans of action and milestones are assessed as frequently as necessary consistent with the criticality of the function and capability of the monitoring tools. The use of automation facilitates a greater frequency and volume of security control assessments. Determining the frequency for assessing security controls inherited by the information system (i.e., common controls) includes the organization’s determination of the trustworthiness of the common control provider.  An organizational assessment of risk (either formal or informal) can also be used to guide the selection of specific security controls to be monitored and the frequency of such monitoring.


Deliverables:  Monitoring Strategy Document, Briefing (slides and meeting support)


3.2.4
   Security Plan Approval

Request Government review and approval of the Security Plan.

Deliverables:  Security Plan Approval Recommendation Letter

3.3
Task 3 – Implement Security Controls

3.3.1    Security Control Implementation

Implement the security controls specified in the Security Control Selection document or identified in the system security plan.  Develop an implementation status report.

Deliverables:  Implementation Status Report


3.3.2    Security Control Documentation

Document the security control implementation, as appropriate, in the security plan, providing a functional description of the control implementation (including planned inputs, expected behavior, and expected outputs).


Deliverables:  Updated System Security Plan


3.4
Task 4 – Assess Security Controls


3.4.1   Assessment Preparation

Develop, review, and obtain Government approval of a plan to assess the security controls.  Develop Rules of Engagement document.  

Deliverables:  Security Assessment Plan, Rules of Engagement


3.4.2   Security Control Assessment 


Assess the security controls in accordance with the assessment procedures defined in the security assessment plan.  This shall include security categorization review, system security plan analysis, and security assessment.  

3.4.3   Security Assessment Report

Prepare the security assessment report documenting the issues, findings, and recommendations from the security control assessment.


Deliverables:  Security Assessment Report including a vulnerability assessment, Briefing (slides and meeting support)


3.4.4 
Remediation Actions

Conduct initial remediation actions based on the findings and recommendations of the security assessment report.


Deliverables:  Issue Resolution Report and Remediation Status Report 

3.5
Task 5 – Authorize Information System

3.5.1   Plan of Action and Milestones

Prepare the plan of action and milestones based on the findings and recommendations of the security assessment report excluding any remediation actions taken.


Deliverables:  Plan of Action and Milestones Report

3.5.2   Security Authorization Package

Assemble the security authorization package and submit the package to the authorizing official for adjudication.


Deliverables:  Security Authorization Package


3.5.3   Risks Determination

Determine the risk to organizational operations (including mission, functions, image, or reputation), organizational assets, individuals, other organizations, or the Nation.


Deliverables:  Residual Risk Statement that will be included in the Risk Acceptance Recommendation Report, Briefing (slides and meeting support) 


3.5.4 Risk Acceptance

Determine if the risk to organizational operations, organizational assets, individuals, other organizations, or the Nation is acceptable.


Deliverables:  Risk Acceptance Recommendation Report, Briefing (slides and meeting support)

3.6
Task 6 – Monitor Security Controls


3.6.1   Information System and Environment Changes

Determine and document the security impact of proposed or actual changes to the information system and its environment of operation.


Deliverables:  Impact Assessment Report

3.6.2   Ongoing Security Control Assessment

Assess a selected subset of the technical, management, and operational security controls employed within and inherited by the information system in accordance with the organization-defined monitoring strategy


Deliverables:  Updated Security Assessment Report

3.6.3   Ongoing Remediation Actions

Conduct selected remediation actions based on the results of ongoing monitoring activities and the outstanding items in the plan of action and milestones.


Deliverables:  Updated Issue Resolution Report and Updated Remediation Status Report


3.6.4   Key Updates

Update the security plan, security assessment report, and plan of action and milestones based on the results of the continuous monitoring process.


Deliverables: Updated System Security Plan, Updated Security Assessment Report, Updated Plan of Action & Milestones Report

3.6.5   Security Status Reporting

Report the security status of the information system (including the effectiveness of security controls employed within and inherited by the system), to appropriate organizational officials on an ongoing basis in accordance with the organization-defined monitoring strategy. 


Deliverables:  Daily, Weekly and/or Monthly Status Reports and Documentation, as required

3.6.6   Ongoing Risk Determination and Acceptance

Review the reported security status of the information system (including the effectiveness of security controls employed within and inherited by the system) on an ongoing basis in accordance with the monitoring strategy to determine whether the risk to organizational operations, organizational assets, individuals, other organizations, or the Nation remains acceptable.


Deliverables:  Updated Residual Risk Statement, Updated Risk Acceptance Recommendation Report

4.0 
Statement of Work – Part II, Other Security Services

This section describes requirements for providing other security services that can augment or support the Risk Management Framework services for information systems subject to the FISMA.  The service provider shall follow NIST requirements for all Federal information systems other than those systems designated as national security systems as defined in 44 U.S.C., Section 3542.9.  

The Contractor shall meet and comply with all current, as revised, National Institute of Standards and Technology (NIST), Federal Information Processing Standards (FIPS), Office of Management and Budget (OMB) circulars/memorandums, other Government-wide laws and regulations, and requirements for protection and security of Information Technology.


4.1
Perform Initial Risk Assessment

Mandatory Standards:  NIST Special Publication 800-30,  


The Contractor shall perform an initial risk assessment.

4.1.1   Preparation


SUBTASK:  Receive notification from the customer to complete an initial risk assessment on an information system.

SUBTASK:  Request and review existing system security documentation (e.g., security plan, system design documentation, FIPS 199 Security Categorization, 

past security assessments, etc.).

SUBTASK:  Schedule meeting with key stakeholders (e.g., System Owner, Authorizing Official, Data/Information Owner, Information System Security Officer, Senior Agency Information Security Officer, etc.) to conduct initial risk assessment.  This meeting should also involve system administrators, users, etc. if applicable.


4.1.2  Conduct Initial Risk Assessment


SUBTASK: Discuss and record potential threats (human intentional/unintentional, natural, and environmental) to the information system.  A threat is the potential for a particular threat-source to successfully exploit a particular vulnerability.  A threat source does not present risk when there is no vulnerability.  Simplified:  Who or what is capable of harming the system?

SUBTASK:  Discuss and record any flaws or weaknesses in the supporting controls or information system that could be exploited by potential threat sources. A flaw or weakness in the system may include security procedures, design, implementation, or internal controls that could be accidentally triggered or intentionally exploited.

SUBTASK:  Discuss and record implemented or existing security controls (technical and non-technical) that help mitigate the risk of an identified vulnerability.  Simplified:  What is in place to prevent the threat from exploiting a vulnerability?                                                                                                               

SUBTASK:  Discuss and record the likelihood or probability of a threat-source exploiting a vulnerability.  This should be completed for all identified vulnerabilities.  Likelihood indicates the probability (Low, Medium, High) of a threat-source acting on a potential vulnerability.  When determining the likelihood, consider the motivation and capability of the treat-source, nature of the vulnerability, and the existence and effectiveness of current controls.  Simplified:  What is the chance of the threat exploiting a vulnerability?

SUBTASK:  Discuss and document the impact of exploitation for each vulnerability identified.  Impact is the effect on an organization from a threat-source exploiting a particular vulnerability (Low, Medium, High).  The assessor should consider impact to the nation, Federal government, organization, and user or customer of the system.  Record the impact on confidentiality, integrity, and availability.  Simplified:  What could happen to the system or system information?

SUBTASK:  Document the risk (Low, Medium, High) of all identified vulnerabilities based on the threat, likelihood, and impact.


SUBTASK:  Analyze the system security plan to determine if implemented or planned security controls address identified system vulnerabilities.  Make recommendations as appropriate.

4.1.3  Develop Initial Risk Assessment Documentation


SUBTASK:  Finalize risk assessment documentation, which should describe the methodology used, participants, and any identified vulnerabilities with assessed risk rating.


SUBTASK:  Obtain approval from Authorizing Official.


SUBTASK:  Deliver final initial risk assessment documentation and any working papers to the customer for filing.



Deliverables:  Initial Risk Assessment Documentation.

4.2  
Develop Contingency Plan Documentation 


Mandatory Standards: NIST Special Publication 800-34, 

4.2.1  Preparation


SUBTASK:  Develop a contingency plan in response to customer notification.

SUBTASK:  Request and review contingency plan policy and procedures and existing system security documentation (e.g., security plan, system design documentation, initial risk assessment documentation, FIPS 199 Security Categorization, backup procedures, etc.).


SUBTASK:  Hold meeting with key stakeholders (e.g., System Owner, Authorizing Official, Data/Information Owner, Information System Security Officer, Senior Agency Information Security Officer, Contingency Planning Coordinator, etc.) to identify and agree to system contingency requirements.

SUBTASK: Determine the level of effort and resources required to develop the contingency plan.


SUBTASK:  Develop project plan with milestones.


SUBTASK:  Identify key personnel, schedule meetings or interviews as necessary to collect and validate information for development.


4.2.2  Conduct Business Impact Analysis (BIA)


SUBTASK:  Hold meeting with key personnel to complete the BIA.

SUBTASK:  Identify and document critical information system resources.

SUBTASK:  Identify and document disruption impacts and allowable outage times (the maximum allowable time that a resource may be denied before it prevents or inhibits the performance of an essential function).


SUBTASK:  Develop and document recovery priorities.


Identify key personnel, schedule meetings or interviews as necessary to collect and validate information for development. 


4.2.3  Identify Preventive Controls


SUBTASK:  Identify and document preventative controls (e.g., UPS, generators, fire detection and suppression systems, water sensors, etc.).


Identify key personnel, schedule meetings or interviews as necessary to collect and validate information for development.


4.2.4  Develop Recovery Strategies


SUBTASK:  Identify and document backup procedures and offsite storage locations.  


SUBTASK:  Identify and document alternative processing sites (cold, warm, hot, mobile, or mirrored).  


SUBTASK:  Identify and document equipment replacement strategies to include vendor agreements, equipment inventory (purchase equipment in advance and store at an offsite facility), and existing compatible equipment (usually applies to hot sites).


SUBTASK:  Identify and document roles and responsibilities for recovery teams.


SUBTASK:  If applicable, assist in cost-benefit analysis to determine optimum recovery strategy.  Identify key personnel, schedule meetings or interviews as necessary to collect and validate information for development.


4.2.5  Develop Contingency Plan 


SUBTASK:  Document system description, line of succession, and contingency responsibilities.


SUBTASK:  Document notification/activation phase procedures to include notification procedures, damage assessment, and plan activation.


SUBTASK:  Document recovery phase activities to include sequence of recovery events and recovery procedures.


SUBTASK:  Document reconstitution phase activities to include the necessary activities to return to original or new facility for normal operations.

Identify key personnel, schedule meetings or interviews as necessary to collect and validate information for development.


4.2.6  Establish Contingency Plan Testing, Training, and Exercises


SUBTASK:  Establish and document plans for contingency testing to include system recovery on an alternate platform from backup media, coordination among recovery teams, internal and external connectivity, system performance using alternate equipment, restoration of normal operations, and notification procedures. 


SUBTASK:  Hold training with key personnel to review contingency requirements, roles and responsibilities, recovery procedures, etc.


SUBTASK:  Assist in performing tabletop and/or functional contingency exercises.

4.2.7  Finalize Contingency Plan Documentation


SUBTASK:  Finalize contingency plan documentation.


SUBTASK:  Submit Contingency Plan documentation for approval from Authorizing Official.


SUBTASK:  Deliver final system contingency plan documentation including any working papers to the customer for filing.


Deliverables:  Business Impact Analysis Documentation, Contingency Plan.


4.3  
Perform Continuous Monitoring


Mandatory Standards: NIST Special Publication 800-37 Rev. 1, 800-53, 800-53A, 800-30.


4.3.1  Document Configuration Management and Control changes

Documentation of Information System Changes

SUBTASK: Using established customer configuration management and control procedures, document proposed or actual changes to the information system (including hardware, software, firmware, and surrounding environment).


Security Impact Analysis


SUBTASK: Analyze the proposed or actual changes to the information system (including hardware, software, firmware, and surrounding environment) to determine the security impact of such changes


Deliverables:  Change Management Documentation, to include Risk Analysis.


4.3.2  Perform Security Control Monitoring


Selected Security Control Assessment


SUBTASK: Assess an agreed-upon set of security controls in the information system to determine the extent to which the controls are implemented correctly, operating as intended, and producing the desired outcome with respect to meeting the security requirements for the system.


SUBTASK: Assess risk of identified deviations and vulnerabilities.  This requires description of the vulnerability (flaw or weakness within system), the applicable threat agent/ threat source capable of exploiting the vulnerability, likelihood/occurrence of exploit, impact if exploited, and an assessment of the risk.  


SUBTASK: Identify and document any issues or vulnerabilities using an issue resolution process. 


SUBTASK:  Hold an issue resolution briefing to discuss vulnerabilities and issues identified during the assessment.  Record resolution to vulnerabilities based on input from the Information System Security Officer and Authorizing Official.


Deliverables:  Security Assessment Report, Continuous Monitoring Test Plan, Assessment Report, Issue Resolution Report.


4.3.3  Perform Status Reporting and Provide Documentation


System Security Plan Update


SUBTASK: Update the system security plan based on the documented changes to the information system (including hardware, software, firmware, and surrounding environment) and the results of the continuous monitoring process.


Plan of Action And Milestones Update


SUBTASK: Update the plan of action and milestones based on the documented changes to the information system (including hardware, software, firmware, and surrounding environment) and the results of the continuous monitoring process.


Status Reporting 


SUBTASK: Report the security status of the information system to the Authorizing Official and senior customer information security officer. 


Deliverables:  Continuous Monitoring Report, Plan of Action & Milestones Report, and Updated System Security Plan.

4.4
Conduct Privacy Impact Assessment (PIA)


Mandatory Standards: E-Government Act, Privacy Act, Computer Matching and Privacy Protection Act, Clinger-Cohen Act, Paperwork Reduction Act (PRA), OMB Circulars A-130: Management of Federal Information Resources, A-123: Management Accountability, and OMB Memorandum 03-22 (M-03-22), 

4.4.1  Preparation


SUBTASK:  Receive notification from the customer to complete a PIA.


SUBTASK:  Request and review existing system security documentation (e.g., security plan, system design documentation, initial risk assessment documentation, etc.)


SUBTASK:  Hold meeting with key stakeholders (e.g., System Owner, Authorizing Official, Data/Information Owner, Information System Security Officer, Senior Agency Information Security Officer, Privacy Act Officer/Disclosure Officer, etc.) to identify information system. Describe requirements and methodology for PIAs (Section 208 of the E-Government Act of 2002 – Public Law 107-347, 44 U.S.C. Ch 36, OMB Memorandum 03-22, etc.).  Conduct preliminary PIA (also known as privacy threshold analysis) based on documentation provided to use for discussion during meeting.


SUBTASK: Determine the level of effort and resources required to complete the PIA.


SUBTASK:  Develop project plan with milestones.


SUBTASK:  Identify key personnel to be involved with the PIA.


4.4.2  PIA

SUBTASK:  Discuss and record data attributes of personally identifiable information collected by the information system.


SUBTASK:  Discuss and record why the data is being collected.


SUBTASK:  Discuss and record the intended use of the information.


SUBTASK:  Discuss and record with whom the information will be shared (e.g., another agency for a specified, programmatic purpose, etc.).


SUBTASK:  Discuss and record what opportunities individuals have to decline to provide information (i.e., where providing information is voluntary) or to consent to particular uses of the information (other than required or authorized uses), and how individuals can grant consent.


SUBTASK:  Discuss and record how the information will be secured (e.g., administrative and technological controls).


SUBTASK:  Discuss and record whether a System of Record (SOR) is being created under the Privacy Act, 5 U.S.C. 552a.


4.4.3  PIA Documentation 


SUBTASK:  Finalize PIA documentation.  


SUBTASK:  If applicable, obtain signed approval from System Owner/Authorizing Official, Privacy Act Officer, CIO, Senior Agency Information Security Officer etc.


SUBTASK:  Deliver final PIA documentation including any working papers to the customer for appropriate distribution.


Deliverables:  Privacy Threshold Analysis, PIA (if applicable) 


4.5
Conduct E-Authentication Risk Assessment

Mandatory Standards: OMB Memorandum M-04-4, NIST Special Publication 800-30 and 800-63 

4.5.1  Preparation


SUBTASK:  Receive notification from the customer to complete e-authentication assessment.


SUBTASK:  Request and review existing system security documentation (e.g., security plan, system design documentation, initial risk assessment documentation, etc.).


SUBTASK:  If possible, conduct preliminary e-authentication assessment based on documentation provided to use for discussion during meeting.


SUBTASK:  Hold meeting with key stakeholders (e.g., System Owner, Authorizing Official, Data/Information Owner, Information System Security Officer, Senior Agency Information Security Officer, etc.) to identify information system. Describe requirements and methodology for e-authentication assessment (OMB M-04-04, NIST SP 800-63, etc.).


SUBTASK: Determine the level of effort and resources required to complete the e-authentication assessment.


SUBTASK:  Develop project plan with milestones.


SUBTASK:  Identify key personnel to be involved with the e-authentication assessment.


4.5.2  Transaction Identification and Rating of Assurance Level


SUBTASK:  Guide key personnel through identification of transactions.  


SUBTASK:  Document risk ratings (High, Moderate, Low) for each identified transaction based on impact of unauthorized access to reputation, health and safety, productivity and performance, administrative action, regulatory and legislative compliance, finance, and fines and legal penalties.


SUBTASK:  Assign assurance level to information system based on M-04-04 guidance.


SUBTASK:  Recommend technology based on e-authentication technical guidance or validate that the implemented system has achieved the required assurance level.


4.5.3  E-Authentication Assessment Documentation 


SUBTASK:  Finalize e-authentication assessment documentation. 


SUBTASK:  Obtain signed approval from Authorizing Official.


SUBTASK:  Deliver final e-authentication documentation including any working papers to the customer for filing.

Deliverables:  E-Authentication Assessment Documentation  

4.6 Develop Memorandums of Understanding (MOU) and Interconnection Security Agreements (isa)

Mandatory Standards: OMB A-130, NIST Special Publication 800-47, 800-53, 

4.6.1  Preparation


SUBTASK:  Request notification from the customer to develop interconnection documentation.


SUBTASK:  Request and review existing system security documentation (e.g., security plan, system design documentation, initial risk assessment documentation, FIPS 199 Security Categorization, etc.).


SUBTASK:  Hold meeting with key stakeholders (e.g., System Owner, Authorizing Official, Data/Information Owner, Information System Security Officer, Senior Agency Information Security Officer, etc.) to identify existing or new interconnections to be documented. 


SUBTASK: Determine the level of effort and resources required to develop interconnection documentation.


SUBTASK:  Develop project plan with milestones.


SUBTASK:  Identify key personnel to be involved with the development of interconnection documentation and schedule meetings as needed.  This may include meetings with personnel from the external organization pertaining to the interconnection(s).


4.6.2  Memorandum of Understanding/Agreement (MOU/A)


SUBTASK:  Discuss and document the introduction, authority, and background to include descriptions of the interconnecting systems.


SUBTASK:  Document communication methods to be used throughout the duration of the interconnection.


SUBTASK:  Reference the ISA that covers technical and security requirements for the interconnection.


SUBTASK:  Document security arrangements to include that each party will certify that their respective system is designed, managed, and operated in compliance with all relevant federal laws, regulations, and policies.  Before interconnecting their information systems, each organization should ensure that its respective system is properly certified and accredited in accordance with federal C&A guidelines. 


SUBTASK:  Document cost considerations for the interconnection.

SUBTASK:  Identify the expiration date of the memorandum and procedures for reauthorization. 

SUBTASK:  Document signatory authority to include signatures from both parties.


4.6.3  Interconnection Security Agreement (ISA)


SUBTASK:  Discuss and document the interconnection statement of requirements.  This includes the requirement for the interconnection and benefits derived, the names of the systems being interconnected, agency name or organization that initiated the requirement, etc.


SUBTASK:  Discuss and document system security considerations to include data sensitivity requirements, rules of behavior, user community, incident reporting, etc.  


SUBTASK:  Obtain or develop a topological drawing of the interconnection(s).


SUBTASK:  Document signatory authority.

4.6.4  Interconnection Documentation


SUBTASK:  Finalize system interconnection documentation.


SUBTASK:  Obtain signed approvals from both organizations with interconnection.


SUBTASK:  Deliver final interconnection documentation including any working papers to the customer for filing. 

Deliverables:  Memorandum of Understanding (MOU), Interconnection Security Agreement (ISA).     

4.7
Perform Information System Removal and Decommissioning


Mandatory Standards: NIST Special Publication 800-64, 800-53, 800-88, Rev 1. 

4.7.1  Preparation


SUBTASK:  Receive notification from the customer to decommission a system.


SUBTASK:  Request and review existing system security documentation (e.g., security plan, system design documentation, initial risk assessment documentation, etc.)


SUBTASK:  Hold meeting with key stakeholders (e.g., System Owner, Authorizing Official, Data/Information Owner, Information System Security Officer, Senior Agency Information Security Officer, Privacy Act Officer/Disclosure Officer, etc.) to identify information system. Describe requirements and methodology for removal and decommissioning.  


SUBTASK: Determine the level of effort and resources required to complete the decommissioning.


SUBTASK:  Develop project plan with milestones.


SUBTASK:  Identify key personnel to be involved with the decommissioning.

4.7.2  Decommissioning


SUBTASK:  Ensure that all security controls addressing information system decommissioning (e.g., media sanitization, configuration management and control) are implemented. 


SUBTASK:  Tracking and management systems (including inventory systems) are updated to indicate the specific information system components that are being removed from service. 


SUBTASK:  Security status reports reflect the new status of the information system. 


SUBTASK:  Users and application owners hosted on the decommissioned information system are notified as appropriate, and any security control inheritance relationships are reviewed and assessed for impact.

4.7.3  Decommissioning Documentation 


SUBTASK:  Finalize Decommissioning documentation.  


SUBTASK:  If applicable, obtain signed approval from System Owner/Authorizing Official, Privacy Act Officer, CIO, Senior Agency Information Security Officer etc.


SUBTASK:  Deliver final Decommissioning documentation including any working papers to the customer for appropriate distribution.


Deliverables:  Decommissioning Plan, Tracking and Management System Information, Decommissioning Security Status Report, Impact Assessment Report

4.8
Develop a Incident Response Plan and Procedure

Mandatory Standards: NIST Special Publication 800-61 Rev 1, 

4.8.1  Preparation


SUBTASK:  Receive notification from the customer to develop an incident response plan and procedures.


SUBTASK:  Request and review incident response plan policy and procedures and existing system security documentation (e.g., security plan, system design documentation, initial risk assessment documentation, FIPS 199 Security Categorization, operational procedures, etc.).


SUBTASK:  Hold meeting with key stakeholders (e.g., System Owner, Authorizing Official, Data/Information Owner, Information System Security Officer, Senior Agency Information Security Officer, Contingency Planning Coordinator, etc.) to identify and agree to system incident response requirements.

SUBTASK: Determine the level of effort and resources required to develop the incident response plan and procedures.


SUBTASK:  Develop project plan with milestones.


SUBTASK:  Identify key personnel, schedule meetings or interviews as necessary to collect and validate information for development.

4.8.2  Develop Incident Response Strategies


SUBTASK:  Identify and document the organizational approach to incident response.


SUBTASK:  Identify and document how the incident response team will communicate with the rest of the organization 


SUBTASK:  Identify and document the metrics for measuring the incident response capability 


SUBTASK:  Identify and document the roadmap for maturing the incident response capability 


SUBTASK:  Identify and document how the program fits into the overall organization. 

4.8.3  Develop Incident Response Procedures 

SUBTASK:  Develop procedures based on the incident response policy and plan.  


SUBTASK: Develop specific technical processes, techniques, checklists, and forms used by the incident response team.  

SUBTASK:  Develop and perform test on the procedures to validate their accuracy and usefulness, then distribute to all team members. 


SUBTASK: Perform training for procedure users; the documented procedures can be used as an instructional tool.


SUBTASK: Identify key personnel, schedule meetings or interviews as necessary to collect and validate information for development.

4.8.4  Incident Response Plan and Procedures Documentation

SUBTASK:  Finalize Incident Response plan and procedures documentation.


SUBTASK:  Obtain approval from Authorizing Official.


SUBTASK:  Deliver final system Incident Response plan and procedures documentation including any working papers to the customer for filing.

Deliverables:  Incident Response Plan and Procedures Document   

4.9
Provide UPDATED Risk Assessment


Mandatory Standards:  NIST Special Publication 800-30,  

4.9.1 Preparation


SUBTASK:  Receive notification from the customer to complete an updated risk assessment on an information system.


SUBTASK:  Request and review existing system security documentation (e.g., security plan, system design documentation, FIPS 199 Security Categorization, past security assessments, initial risk assessment, etc.).


SUBTASK:  Schedule meeting with key stakeholders (e.g., System Owner, Authorizing Official, Data/Information Owner, Information System Security Officer, Senior Agency Information Security Officer, etc.) to conduct updated risk assessment.  This meeting should also involve system administrators, users, etc. if applicable.

4.9.2 Updated Risk Assessment

SUBTASK: Discuss and record potential threats (human intentional/unintentional, natural, and environmental) to the information system.  A threat is the potential for a particular threat-source to successfully exploit a particular vulnerability.  A threat source does not present risk when there is no vulnerability.  Simplified:  Who or what is capable of harming the system?

SUBTASK:  Discuss and record any flaws or weaknesses in the supporting controls or information system that could be exploited by potential threat sources. A flaw or weakness in the system may include security procedures, design, implementation, or internal controls that could be accidentally triggered or intentionally exploited.

SUBTASK:  Discuss and record implemented or existing security controls (technical and non-technical) that help mitigate the risk of an identified vulnerability.  Simplified:  What is in place to prevent the threat from exploiting a vulnerability?

SUBTASK:  Discuss and record the likelihood or probability of a threat-source exploiting a vulnerability.  This should be completed for all identified vulnerabilities.  Likelihood indicates the probability (Low, Medium, High) of a threat-source acting on a potential vulnerability.  When determining the likelihood, consider the motivation and capability of the treat-source, nature of the vulnerability, and the existence and effectiveness of current controls.  Simplified:  What is the chance of the threat exploiting a vulnerability?

SUBTASK:  Discuss and document the impact of exploitation for each vulnerability identified.  Impact is the effect on an organization from a threat-source exploiting a particular vulnerability (Low, Medium, High).  The assessor should consider impact to the nation, Federal government, organization, and user or customer of the system.  Record the impact on confidentiality, integrity, and availability.  Simplified:  What could happen to the system or system information?

SUBTASK:  Document the risk (Low, Medium, High) of all identified vulnerabilities  based on the threat, likelihood, and impact.


SUBTASK:  Analyze the system security plan to determine if implemented or planned security controls address identified system vulnerabilities.  Make recommendations as appropriate.

4.9.3 Updated Risk Assessment Documentation

SUBTASK:  Finalize risk assessment documentation, which should describe the methodology used, participants, and any identified vulnerabilities with assessed risk rating.


SUBTASK:  Obtain approval from Authorizing Official.


SUBTASK:  Deliver final updated risk assessment documentation and any working papers to the customer for filing.



Deliverables:  Updated Risk Assessment Documentation


4.10
Provide Task Order Briefing & Meeting Support


Develop a set of briefing slides to summarize the contents of a deliverable for presentation to agency staff.  Provide staffing to present the briefing to the agency in-person or via telephone and/or web conference.


Deliverables:  Briefing slides, in-person briefing, telephone/web conference briefing

4.11
BPA Deliverables

(a)  The Contract shall provide the GSA CO a quarterly status report utilizing the format provided at Appendix H, Report of Sales Template.  The information provided will aid the Contracting Officer to monitor the BPA ceiling value, the quantity of Task Orders and Order Numbers. 

(b) The Contractor shall provide the GSA CO a copy of each Task Order prepared by the ordering activity with dates and signatures to the CO.

5.0  
Securitytc \l3 "3.4  Security

(a) Security requirements will be dictated by ordering activity specific requirements on a task/delivery order basis.  Examples of such requirements are The Office of Management and Budget (OMB) Circular A-130, and The Federal Information Security Management Act (FISMA).


(b) Personnel security requirements will be dictated by ordering activity specific requirements on a task order basis.  Personnel may be required to possess security clearances to meet particular task order classification requirements.


(c) It is anticipated that certain task orders will require security clearances of up to a Top Secret/SCI.  Clearance levels will be specified within each task area identified in ordering activity task order and should contribute to the tier classification.  The cost of performing and maintaining security background investigations will be the responsibility of the offeror.

5.1
Personal Identity Verification of Contractor Personnel

The Federal Acquisition Regulation (FAR) Council requires that all Federal entities ensure that all Contractors have current and approved security background investigations that are equivalent to investigations performed on Federal employees.  GSA will coordinate HSPD-12 issuance with customer Agencies.  

The Contractor shall comply with ordering activity personal identity verification procedures identified in the contract that implement Homeland Security Presidential Directive-12 (HSPD-12), Office of Management and Budget (OMB) guidance M-05-24 and Federal Information Processing Standards Publication (FIPS PUB) Number 201.


The Contractor shall provide personnel who already have a National Agency Check with written Inquiries (NACI); National Agency Check with written Inquiries and Credit (NACIC) for contract employees; or equivalent investigation initiated at no cost to the Government.  


Contractor personnel will be required to have the appropriate level of investigation and/or security clearance for each selected site and information system.  Contractor personnel will also be required to submit a Request for User ID when access is required to a Government computer to include the submission of proof to ordering activity CO that a favorable National Agency Check has been completed.  The Contractor may be required to have access to live data and/or sensitive information and resources during performance of this authorized access to such information and will be required to sign a non-disclosure agreement.  The Contractor will observe and comply with the security provisions in effect at each selected site.  Any required identification badges will be worn and displayed at all times.  Contractor personnel will submit a Request for Deletion of User ID when access in no longer required. 


The Contractor shall provide security information in all subcontracts when the subcontractor is required to have routine physical access to a Federally-controlled facility and/or routine access to a Federally-controlled information system. 

The results of these clearances shall be provided to the ordering activity Federal Government ISSM or ISSO upon request, but consistent with maintaining privacy of the individuals.  

5.2.  Contractor U.S. Citizenship Requirements

Contractors are hereby placed on notice that work on some orders, especially those requiring site visits to some U.S. Government locations or work on some Government Furnished Property, may require Contractor personnel performing the work to have U.S. citizenship and to be able to provide proof of that citizenship.  This shall be provided at no cost to the Government.


Non-U.S. citizens are not authorized access to or permitted to assist in the development, operation, management or maintenance of ordering activity IT Systems or information unless a waiver has been granted by the ordering activity Contracting Officer with the concurrence of ordering activity Federal Government ISSM or ISSO and Chief Information Officer (CIO).  Such a waiver will be granted only in exceptional and unique circumstances.  It should be noted that employees needing access to IT system or ordering activity information must be a U.S. citizen or have received a waiver.


5.3.   Personnel Access to Government Facilities

The Contractor shall provide personnel who already have a current National Agency Check with Inquiries Credit (NACIC) background investigation or a current United States National Security clearance at no cost to the Government.  No access will be given to Government computer information systems and Government sensitive information before a background investigation is completed.


For access to facilities in foreign countries, Contractors at a minimum shall have been certified by the Department of State Diplomatic Security Service as meeting investigative and adjudicative criteria for access to facilities under the authority of a Chief of Mission.


5.4.   Contractor Secured Facility 


All security requirements apply to the Contractor facility, alternative facility, or any subcontractor facilities.  When designing physical security measures, Contractor shall address factors including, but not limited to: 


Controlled Access - All personnel who enter the facility shall be issued a badge or identification card.  Employees have a permanent badge and approved visitors receive a temporary badge.  In general, facility access is limited to:  Contractor personnel performing work under contract; authorized Government personnel; maintenance personnel or suppliers performing upkeep or repair of facilities or equipment; customer personnel visiting the site on official business; and personnel as approved jointly by Contractor and the Government.  Contractor must obtain Government approval prior to granting either current or potential customers access to areas where Government work is performed.  Terminated employees shall have their badges removed and their accounts deactivated and/or deleted from any system access immediately upon termination.  Proof of such removal shall be documented by Contractor and made available to the Government upon request. 


Data and telecommunications center - The primary data and telecommunications center is secured through the use of key-code access with entrance granted only to those requiring access to this area on a regular basis to perform their normal job functions or who are escorted as in the case of visitors or technicians. 


5.5.   Sensitive Information Storage and Disclosure

Confidential information - The Government will provide Contractor with a listing of items it deems proprietary and confidential in nature safeguarded in a manner consistent with those employed by the Government.  Examples of data security include locked file storage, confidentiality stamping, restricted system access, data encryption, restricted print options, and disposal by shredding. 


Sensitive-But-Unclassified (SBU) information, data, and/or equipment will only be disclosed to authorize personnel on a Need-To-Know basis.  The Contractor shall ensure that appropriate administrative, technical, and physical safeguards are established to ensure the security and confidentiality of this information, data, and/or equipment is properly protected.  When no longer required, this information, data, and/or equipment shall be returned to the Government.  The Government will determine the fate of such information, data, and/or equipment.  If the Government determines that such information, data, and/or equipment is to be destroyed, the destruction shall be accomplished by burning; shredding or any other method that precludes the reconstruction of the material but only after direction by the Government.  All sensitive information contained on Contractor computers shall be either degaussed or shall be handled in accordance with NIST SP 800-88, Guidelines for Media Sanitization.


5.6.
Privacy or Security Safeguards

The Contractor shall be responsible for properly protecting all information used, gathered, or developed as a result of work under this contract.  The Contractor shall also protect all Government data, equipment, etc. by treating the information as sensitive.  All information about the systems gathered or created under this contract should be considered as SBU information.  It is anticipated that this information will be gathered, created and stored within the primary work location.  If Contractor personnel must remove any information from the primary work area they shall protect it to the same extent they would their proprietary data and/or company trade secrets.  The use of any information that is subject to the Privacy Act will be utilized in full accordance with all rules of conduct as applicable to Privacy Act Information.



The Contractor shall not publish or disclose in any manner, without the Contracting Officer’s written consent, the details of any safeguards either designed or developed by the Contractor under this contract or otherwise provided by the Government. 


To the extent required to carry out a program of inspection to safeguard against threats and hazards to the security, integrity, and confidentiality of Government data, the Contractor shall afford the Government access to the Contractor’s facilities, installations, technical capabilities, operations, documentation, records, and databases. 

If new or unanticipated threats or hazards are discovered by either the Government or the Contractor, or if existing safeguards have ceased to function, the discoverer shall immediately bring the situation to the attention of the other party

Proper notification - Contractor shall report all attempts made, whether successful or not, to breach the physical security of the facilities or primary data centers where the work is performed, or any related telecommunications and information systems that support each task.  The Contractor shall adhere to the NIST Special Publication 800-61, Computer Security Incident Handling Guide for reporting these intrusions, including escalation to Department of Homeland Security if necessary.  Such reports shall be made to the Government as soon as possible and in no event more than twenty-four (24) hours after discovery of the incident.   In rare instances, the Contractor may receive calls that threaten the well being of the Government and/or other personnel or property.  The Contractor shall ensure that procedures are in place to report the calls immediately to the appropriate law enforcement agency(s). 

5.7
Confidentiality and Nondisclosure  


(a)  The preliminary and final deliverables and all associated working papers and other material deemed relevant by GSA that have been generated by the Contractor in the performance of this task order are the property of the U.S. Government and must be submitted to the PM at the conclusion of the task order.


(b)  All documents produced for this project are the property of the U.S. Government and cannot be reproduced, or retained by the Contractor.  All appropriate project documentation will be given to GSA during and at the end of this BPA.  The Contractor shall not release any information without the written consent of the Contracting Officer.  Any request for information relating to the Task Order presented to the contractor must be submitted to the Contracting Officer for approval by the customer agency for a response.


(c)  Personnel working on any of the described tasks, at the Government’s request, will be required to sign formal non-disclosure and/or conflict of interest agreements to guarantee the protection and integrity of Government information and documents.


5.8
Organizational Conflict of Interest


(a)  It is recognized by the Parties hereto that the effort to be performed by the Contractor under this contract includes acquisition support services that involve technical direction; input to preparation of specifications and scopes of work; assistance to the Government during technical evaluations of other contractors’ office and products; and access to third-party proprietary information.  Such activities create a significant potential for certain conflicts of interest, as set forth in FAR 9.505-1, 9.505-3, and 9.505-4.


(b)  Consequently, performance of this contract creates potential organizational conflicts of interest such as are contemplated by FAR 9.505.


(c)  Therefore, it is the intention of the Parties hereto to prevent both the potential for bias in connection with the Contractor’s performance of this BPA, as well as the creation of any unfair competitive advantage as a result of knowledge gained through access to third-party proprietary information.


(d)  Therefore participation in any acquisition or effort related to products produced under this RFQ, without express written approval from the Contracting Officer shall be prohibited.


(e)  Subcontractor will be subject to this restriction.


(f)  Whenever performance of this BPA requires access to another Contractor’s proprietary information, the Contractor shall (i) enter into a written agreement with the other entities involved, as appropriate, in order to protect such proprietary information from unauthorized use or disclosure for as long as it remains proprietary; and (ii) refrain from using such proprietary information other than as agreed to, for example to provide assistance during technical evaluation of other Contractors’ quotes under this BPA.  An executed copy of applicable proprietary information agreements by individual personnel or on a corporate basis shall be furnished to the Contracting Officer within fifteen (15) calendar days of execution.


(g)  In addition, the Contractor shall obtain from each of its employees, whose anticipated responsibility in connection with the work under this BPA may be reasonably expected to involve access to such proprietary information, a written agreement, which, in substance, shall provide that such employee will not, during its employment by the Contractor, or thereafter, improperly disclose such data or information.


(h)  For breach of any of the above restrictions or for nondisclosure or misrepresentation of any relevant facts required to be disclosed concerning this contract, the Government reserves the right to terminate this BPA for default, disqualify the Contractor for subsequent related contractual efforts, and to pursue such other remedies as may be available under law.


(i)  If in compliance with this clause, the Contractor discovers and promptly reports an organization conflict of interest subsequent to BPA award, the Contracting Officer may choose to undertake termination of this BPA for convenience of the Government, when such termination is deemed to be in the best interest of the Government.


(j)  The Contractor shall hold the Government harmless and will freely indemnify the Government as to any cost/loss resulting from the unauthorized use or disclosure of any third-party proprietary information by its employees, the employees of subcontractors, or by its agents.


(k)  This provision shall have permanent effect upon any products or deliverables produced as a result of this RFQ.

6.0
Ordering Procedures

6.1 
General 

(a)  Task Order (TO) Requests shall be submitted to all BPA holders.

(b)  Additional discounts may be negotiated at the Task Order level by the ordering activities.


(c)  Task Order requests shall be submitted via e-Buy. 

(d)  BPA holders not interested in bidding on requirements shall send a no bid indication to the requiring activity no later than 5 working days after receipt of requirement.  If the Government has not received a response within this timeframe the Government will consider this to be a no response bid.

(e)  Only those items awarded in this BPA can be ordered.


6.1.1 
Ordering Methodology

(a)  Ordering activities shall complete Appendix I – Risk Management Framework Security Assessment Request package. A copy of all five (5) completed tabs shall be included in the Task Order request. 

(b)  Ordering activities shall order by CLIN number and Tier.  For example – CLIN 0003A is Threat Assessment Tier 1.  If Tier 2 is needed, the activity would order CLIN 0003B etc.

7.0 
Period of Performance


The Period of Performance for this BPA is date of award through three (3) years.  A BPA is considered completed when either the total dollar limitation or the time specified is reached, whichever occurs first.

7.1  
Places of Performance


Nationwide performance is anticipated.  Overseas performance is a possibility.  In the event an Order requires performance at a Government facility, the offeror, and their employees, shall abide by the Agency’s policies regarding provisions for authorized entrance and exit at the Government facilities.

8.0 
BPA Deliverables

The following deliverables will be used by GSA to monitor timely progress under this Agreement. All deliverables shall be delivered to the CO.  All days shall be considered working days.

		DELIVERABLE

		SOW REFERENCE

		DELIVERY DATE



		Contractor’s Report of Sales for Risk Management Framework Services

		4.11(a)

		Quarterly (exact date TBD)



		Fully Executed Task Order

		4.11(b)

		10 days after receipt of  Order





Order level deliverables that may be required by the Ordering Agency are identified in Appendix C.

9.0. 
Notice Regarding Late Delivery

The Contractor shall notify the CO as soon as it becomes apparent to the Contractor that a scheduled delivery will be late. The contractor shall include in the notification the rationale for late delivery, the expected date for the delivery and the project impact of the late delivery. The CO will review the new schedule and provide guidance to the contractor via a modification. Such notification in no way limits the Government's right to any and all rights and remedies up to and including termination.


10.0 
Invoice Requirements


Invoicing and payment shall be accomplished in accordance with the applicable GSA Schedule contract clauses and the individual Task Order.  Invoicing may commence upon acceptance of the final version(s) of each of the deliverables.

10.1 
Invoice Content

The invoice shall include backup documentation for any travel costs.

11.0 
Agreement  Administration

11.1
The Contracting Officer (CO) for this Agreement is:

Mr. Michael W. Hargrove



Phone: 703-306-7701

GSA/FAS/ITS




Email:  michael.hargrove@gsa.gov

10304 Eaton Place, 2nd Floor


Fairfax, VA  22030


The Contracting Officer’s Representative for this Agreement is:


TBD





Phone: 


GSA/FAS/ITS



Email: 


10304 Eaton Place


Fairfax, VA  22030

12.0 
Contracting Officer’s Representative (COR)

CORs may be appointed at a Task Order level by the ordering agency Contracting Officer.


The COR is the individual within a program management function who has overall technical responsibility for efforts.  The COR supports the COs during administration of the BPA or Task Order by:


1) Making final decisions regarding the acceptance/rejection of deliverables


2) Providing technical clarification relative to overall workload matters

3) Providing advice and guidance to the vendor in the preparation of deliverables and services

4) Providing acceptance of deliverable products to assure compliance with requirements

The COR also provides technical direction to the vendor, i.e., shifting work emphasis between areas of work, fills in details, or otherwise serves to accomplish tasks.  Technical direction shall be guidelines of the Statement(s) of Work. CORs do NOT have the authority to, and may not, issue any technical direction:


1) Constitutes an assignment of work outside the general scope of work


2) Constitutes a change as defined in the “Changes” clause

3) In any way causes an increase or decrease in cost or the time required for performance

4) Changes any of the terms, conditions, or other requirements

5) Suspends or terminates any portion of efforts

All technical direction that affects the scope of tasks shall be issues in writing by the COR or will be confirmed by the COR.  A copy of the written direction shall be furnished to the CO.


In addition to providing technical direction, the COR will:


1) Monitor Contractor’s technical progress, including surveillance and assessment of performance, and recommend to the CO and CA, any changes in requirements


2) Assist Contractors in the resolution of technical problems encountered during performance

3) Perform inspections and acceptance or recommendations for rejection of deliverables and identify deficiencies, if any.  This does not replace any other quality assurance inspection requirements.

If in the opinion of the Contractor, any instruction or direction issued by a COR is outside of their specific authority, the Contractor shall not proceed but shall notify the CO.  


13.0
Government Furnished Equipment/Information (GFE/GFI)

The ordering activity may provide the contractor with some of the necessary information, equipment, and/or office space required to perform the services outlined.  The Contractor shall ensure that appropriate administrative, technical, and physical safeguards are established to ensure the security and confidentiality of this information, data, and/or equipment is properly protected.  The Contractor shall be responsible for properly protecting all information used, gathered, or developed as a result of work under the task order.


In addition, the Contractor shall protect all Government data, equipment, etc., by treating the information as sensitive.  Sensitive but unclassified information, data, and/or equipment will only be disclosed to authorized-personnel as described in the Task Order.  The Contractor shall keep the information confidential, use appropriate safeguards to maintain its security in accordance with minimum Federal standards.


Any type of marketing, up-selling, after marketing, or soliciting of any individuals is prohibited.  When no longer required, this information, data, and/or equipment shall be returned to Government control, destroyed, or held until otherwise directed by the Contracting Officer.  The Contractor shall destroy unneeded items by burning, shredding, or any other method that precludes the reconstruction of the material.  


Anticipated work under Task Orders placed against resultant BPAs may require that Contractor personnel have access to Privacy Information.  Contractor personnel shall adhere to the Privacy Act, Title 5 of the U.S. Code, Section 552a and applicable agency rules and regulations.


14.0
Appendices
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		B
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		C
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		D

		Determining System Certification & Accreditation Levels of Effort



		E

		Past Performance Reference Template     



		F

		Travel Authorization Request Format



		G
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1 Purpose


The goal of the government is to establish a method to better estimate system Risk Management Framework (RMF) costs. The Government desires a standardized method to determine the level of effort in assessing their information systems that is independent of a given vendor. To support this goal, the General Service Administration (GSA) on behalf of the Department of Homeland Security (DHS) Information Systems Security Line of Business (ISSLOB) released a Request for Information (RFI) for C&A and Other Security Services on April 10th, 2009. The RFI states that system size and complexity is considered to determine the cost for the C&A and Other Security Services offered under a proposed contract vehicle sometime in the future. This RFI was a first step towards this goal.


In terms of RMF and Other Security Services, the government expects the vendor’s cost estimate to reflect an anticipated level of effort. The government developed the System Complexity Model to aid in estimating the required level of effort. The following is a process to estimate the level of effort for RMF and Other Security Services.  Electronic versions of this model will be completed by requesting organizations and provided to vendors as part of the task order solicitation process.

2 Approach


Based upon the statement published in the ISSLOB RFI and the desire to standardize the method for determining the level of effort in assessing federal information systems that is independent of a given vendor, the System Complexity Model was developed to aid departments and agencies in estimating the cost to contract for defined RMF Security Services. The Model helps to estimate the vendor’s level of effort in terms of the system’s Federal Information Processing Standards Publication (FIPS Pub) 199 Security Categorization Rating such as Low, Moderate, or High and a System Complexity Rating such as simple, complex, or highly complex. The System Complexity Rating is based on a review of the system and an evaluation of its System Complexity Attributes (such as the number of locations, the size of the system, and the number of account types). These two system ratings, Security Categorization and System Complexity, are used to determine the overall System Complexity Factor and estimate the necessary level of effort to complete the required RMF tasks. 


By using these ratings, the Government can estimate the breadth and depth of the RMF effort. The Security Categorization Rating represents the breadth of the requirements and the System Complexity Rating represents the depth of the effort. Determining the Security Categorization Rating is a responsibility of the government, but the government may seek support in completing this process. The Security Categorization Rating is generally the high water mark of security objective impact levels, and is used to determine the overall impact level for the information system.  This level is then used in the security control selection and specification process to select and specify the security control baseline (Low, Moderate, High) in National Institute of Standards and Technology Special Publication (NIST SP) 800-53.  NIST SP 800-53 which is available to the public via the NIST Computer Security Resource Center Web site at www.csrc.nist.gov. Each Security Categorization Rating level represents an initial set of security controls and a distinct level of effort, in terms of RMF support. The number of required security controls increases as the Security Categorization Rating moves from Low to High.  Low represents the standard or minimum set of security controls that must be addressed during the RMF process. The Moderate set of security controls represents a significant additional level of effort as it includes additional controls beyond those recommended for the Low baseline and it enhances requirements for Low-baseline controls. The High baseline includes a few additional controls beyond those recommended for the Moderate baseline and it includes additional enhancements to Low and Moderate baseline controls.  In Revision 3, NIST SP 800-53 defines security controls for systems determined to be Low-impact, Moderate-impact, and High-impact systems.


3 System Complexity Attributes


The following attributes are used to estimate the complexity of the RMF effort for the system.  Table 1 below lists each System Complexity Attribute, provides a description, and describes how the attribute relates to estimating overall complexity.


Table 1:  System Complexity Attribute Descriptions


		System Complexity Attribute

		What Is Measured?

		Relationship To Overall System Complexity



		How much time has elapsed since the last update of significant system documentation and/or system boundary descriptions?

		How current the system security documentation is.

		Out-of-date documentation is more likely to contain omissions or errors regarding security requirements or security controls.  System certification is more difficult if the certifier lacks valid information and discovers new requirements or undocumented controls in the course of certification.



		What is the estimated number of authorized users?

		The number of authorized system users.

		A larger user base generally correlates to more complex user account management controls and a larger and more complex system overall.



		What is the estimated number of privileged users?

		The number of users with some form of elevated access to the system.

		A larger numbers of users with elevated access generally increases the complexity of the security controls for the system.  This additional complexity increases the effort required for certification testing.



		What is the estimated number of roles/account types?

		The number of roles or account types used in the system, whether they are considered ordinary or privileged accounts.

		The security controls that enforce each role/account type must be evaluated as part of the certification effort.  The overall level of effort required for the certification increases with larger numbers of roles/account types.



		How many types of training are provided (e.g. for unprivileged users, for system operators, for helpdesk staff, etc)?

		The number of types of training related to use and operation of the system.

		Additional training materials reflect more complex training compliance requirements and increase the complexity of the certification effort.



		How many networked host devices are within the system boundary, including servers and workstations (desktops and laptops), but not including specialized security devices (firewalls, IDS, etc.)?

		The number of networked devices in the system that are not specialized security components.

		The certifier must test more devices as the number of overall devices increases, even if statistical sampling is employed.



		How many specialized security components are there?

		The number of security-specific devices in the system.

		Security components of the system receive more attention during certification; more devices will increase the level of effort required.



		How many defined system domains/zones are there (e.g. virtual, logical, or physical system partitions)?

		The number of physical or logical domains or zones that exist in the system.

		The security controls enforcing separation among domains/ zones are evaluated as part of the certification effort.  Increasing the number of domains/zones increases the complexity of the system and the certification effort.



		How many different technologies are used in the infrastructure and application(s) (e.g. Citrix, Java, .NET, mainframe, RACF, DB2, Oracle, LDAP, Windows, Linux, Apache, IIS, etc.)?

		The number of different technologies (e.g., operating systems, application development environments, databases, directories, web servers, network appliances) used in the system.

		A larger number of technologies will generally mean that more people are required on the certification team in order to provide expertise with all technologies involved.



		How many applications and databases are parts of the system?

		The number of user applications and the number of supporting database instances.

		Each application and database requires security evaluation by the certifier.



		How many security boundaries are there?

		The number of boundaries separating subsystems with distinct access controls within the subject system. 

		The security controls enforcing each boundary are evaluated by the certification team.



		Number of interconnections (to systems external to  the subject system)

		The number of interconnections to external systems.

		The security controls regulating each interconnection are evaluated by the certification team.



		How do users connect (including broadband and wireless)?

		The methods employed by users and administrators to connect to the system.

		Different access methods may increase the complexity of the certification effort because of the complexity of controls required.



		What type of interface is provided?

		Whether there is a single interface (whether it is public or private), multiple interfaces that are separated into different enclaves (e.g. a public website and a private network for administration), or multiple interfaces through a single enclave (e.g. both standard users and administrators use the same interface).

		Each interface requires evaluation as part of certification.  When multiple interfaces are provided through a single enclave, additional scrutiny is required because there is generally less redundancy in security controls enforcing separation of user types.





4 Use Case


This section demonstrates how the System Complexity Factor is calculated for a system.  The System Complexity Factor is used to identify which tier of effort the system will fall under.


4.1 Step 1:  Calculate the System Complexity Rating


The System Complexity Rating estimates the extent of the vendor’s efforts needed to assess a defined information system. A vendor’s cost to assess one site, one server and one technology is expected to be less than assessing multiple sites, multiple servers and multiple technologies. The purpose of the System Complexity Rating is to give the government a standard process to estimate this price difference.


To determine the System Complexity Rating, the responsible individual or authority must consider many system characteristics or attributes.  These factors are identified in Table 2 below.  To calculate the System Complexity Rating, a numerical value is assigned based on the response to the question.  Possible values per attribute are 1 point for simple systems, 3 points for complex systems, and 5 points for highly complex systems.

Table 2:  System Complexity Rating


		System Complexity Attribute

		Simple


(1 point)

		Complex


(3 points)

		Highly Complex


(5 points)

		Write the number of points for each response in this column
(1, 3, or 5)



		How much time has elapsed since the last update of significant system documentation and/or system boundary descriptions?

		< 6 Months

		6-12 Months

		More than 12 Months

		



		What is the estimated number of authorized users?

		1-100

		101-250

		More than 250

		



		What is the estimated number of privileged users?

		1-25

		26-75

		More than 75

		



		What is the estimated number of roles/account types?

		1-5

		6-15

		More than 15

		



		How many types of training are provided (e.g. for unprivileged users, for system operators, for helpdesk staff, etc)?

		Less than 3

		3-5

		More than 5

		



		How many networked host devices are within the system boundary, including servers and workstations (desktops and laptops), but not including specialized security devices (firewalls, IDS, etc.)?

		1-49

		50-149

		150 or More

		



		How many specialized security components are there?

		Less than 5

		5-25

		More than 25

		



		How many defined system domains/zones are there (e.g. virtual, logical, or physical system partitions)?

		0-5

		6-15

		More than 15

		



		How many different technologies are used in the infrastructure and application(s) (e.g. Citrix, Java, .NET, mainframe, RACF, DB2, Oracle, LDAP, Windows, Linux, Apache, IIS, etc.)?

		1-5

		6-7

		8 or More

		



		How many applications and databases are parts of the system?

		1-3

		4-5

		6 or More

		



		How many security boundaries are there?

		1

		2-3

		More than 3

		



		Number of interconnections (to systems external to  the subject system)

		Fewer than 3

		3-5

		More than 5

		



		How do users connect (including broadband and wireless)?

		LAN Only

		LAN and Internet

		VPN or Private Network

		



		What type of interface is provided?

		Only one interface (whether public or private)

		Both a public interface and a private interface, provided through separate enclaves

		Both public and private interfaces, provided through a single enclave

		



		Total

		





4.2 Step 2:  Apply Weighting Based On FIPS-199 Security Categorization Rating and Common Controls

The Security Categorization Rating is determined by assigning a weight to the system’s impact level based on the number of NIST SP 800-53 controls recommended for a given FIPS-199 Security Categorization Rating and on the number of common controls inherited by the system. 

The following values are provided as a guide for scoring the Security Categorization Ratings:


Table 3:  Weight for FIPS-199 Security Categorization Ratings


		

		1.0

		1.5

		1.6

		Write the weight in this column (1.0, 1.5, or 1.6)



		What is the FIPS-199 Security Categorization Rating of the system?

		Low

		Moderate

		High

		





To apply the weighting, use Formula 1 below.

Common controls inherited by the system reduce the complexity of the assessment process.  The percentage of controls that are implemented by the system and are not provided to it as common controls must be determined and factored into the baseline score.  Formula 1 demonstrates how the percentage impacts the baseline score.


Formula 1:  Applying Weight to the System Complexity Factor


		System Complexity Rating (Total from Table 2)


x


Weight from Table 3

x


Percentage of Controls Implemented by the System (Not Provided As A Common Control)

=


Baseline Score





4.3 Step 3:  Calculate Points for Number of Physical Locations


The number of physical locations is a major factor driving cost of RMF efforts.  To account for this, the complexity model adds a fixed number of points to the Baseline Score calculated above using Formula 1 according to the number of physical locations involved.  These additional points serve to increase the System Complexity Factor by one tier when 2-4 locations are involved or two tiers when 5 or more locations are involved.  When only one location is involved, no points are added to the Baseline Score.

Table 4:  Adjustment for Number of Physical Locations


		

		0 Points

		20 Points

		40 Points

		Write the number of points in this column
(0, 20, or 40)



		What is the number of physical computing locations that are included in the system boundary?

		1 location

		2-4 locations

		5 or more locations

		





4.4 Step 4:  Calculate the System Complexity Factor

The System Complexity Factor is calculated by using Formula 2 below.

Formula 2:  System Complexity Factor


		Baseline Score (from Step 2)


+


Adjustment for Number of Physical Locations (from Table 4)


=


System Complexity Factor





The System Complexity Factor is a numerical score that corresponds to a description of the complexity of the RMF effort.  These descriptions are given in Table 5 below.


Table 5:  System Complexity Factor Descriptions


		System Complexity Factor Numeric Value

		Description



		14-33

		Simple (Tier 1)



		33-53

		Somewhat Complex (Tier 2)



		53-73

		Complex (Tier 3)



		73-93

		Very Complex (Tier 4)



		93 or higher

		Highly Complex (Tier 5)





This scale will allow the government to negotiate for discounts for systems with customized complexity and impact ratings, (e.g., Somewhat Complex or Very Complex). In the first case, a vendor may offer a discount from their Complex System baseline price. In the second case, a vendor may offer a discount from their Highly Complex System baseline price. The amount or proportion of the discount will not be pre-determined and will not necessarily be proportional to the complexity factor, but in the cost proposal for a specific task, vendors can tailor their level of effort and pricing to align more closely to the specific complexity attributes of the system.

5 Summary


By using this approach to estimate the cost to acquire and perform RMF support on a large scale, departments and agencies (D/As) may evaluate their systems in a more consistent and uniform manner. By determining a system’s System Complexity Factor, D/As may develop cost estimates for anticipated RMF and Other Security Services to use when allocating D/A resources.
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Appendix C – Table of Security Services Deliverables and References


Information Systems Security Line of Business (ISSLOB)


Risk Management Framework (RMF) 

And

Package Services Task Requirements 

March 1, 2010


		Table of Security Services Deliverables and References



		SOW 

		Deliverable

		Reference

		Description

		Template Reference

		Deliver To

		Due Date*



		4.11(b)

		Copy of Task Order

		

		Task Order prepared by ordering activity with dates and signatures.

		

		GSA CO

		10 days ARO



		N/A

		Service Level Agreement (Contractor’s Format)

		Attachment B

		Detail of Service Level Agreement

		

		Task Order COR

		10 days ARO



		N/A

		Contractor’s Report of Sales for RMF Services

		Attachment H (Excel Spreadsheet)

		Contractor’s Report of Sales for RMF Services 

		

		GSA CO

		Quarterly



		3.1.1 

		FIPS 199 Security Categorization

		NIST FIPS 199

NIST SP 800-60 (Volume I and II)

		In accordance with the FISMA, Federal Information Processing Standard (FIPS) Publication 199 provides the standard for categorizing Federal information and Federal information systems.  System categorization is based on the potential impact of a disruption to an information system.  The disruption could have a limited (low), serious (moderate), or catastrophic (high) adverse effect on the ability to continue daily operations, safeguard assets, protect individuals, and/or accomplish the organization and Federal mission requirements.  

		Reference NIST site for best practices

		Task Order COR

		TBD by Task Order



		3.1.1 

		Threat Assessment

		NIST SP 800-30

		The threat assessment is tailored to the individual organization and its processing environment (e.g., end-user computing habits).  In general, information on natural threats (e.g., floods, earthquakes, storms) is readily available.  A threat assessment lists potential threats that are applicable to the IT system being evaluated. 

		Reference NIST site for best practices

		Task Order COR

		TBD by Task Order



		3.1.2 

		System Definition Document

		NIST SP 800-18



		This document records a description of the system, boundaries, type of information, system type, PIA and e-Authentication requirements, etc.  This is usually done prior to the development of a security plan.

		Reference NIST site for best practices

		Task Order COR

		TBD by Task Order



		3.1.3 

		Registration

		NIST SP 800-37

		The registration identifies the information system (and subsystems, if appropriate) in the system inventory and establishes a relationship between the information system and the parent or governing organization that owns, manages, and/or controls the system.

		Reference NIST site for best practices

		Task Order COR

		TBD by Task Order



		3.2.1

		Updated Security Control Selection Documentation

		NIST SP 800-37

		The updated security control selection documentation includes, as appropriate: (i) updated tailored baseline security controls by applying scoping, parameterization, and compensating control guidance; (ii) updated supplemented, tailored baseline security controls, if necessary, with additional controls or control enhancements to address unique organizational needs based on a risk assessment and local conditions; and (iii) updated minimum assurance requirements. 

		Reference NIST site for best practices.

		Task Order COR

		TBD by Task Order



		3.2.1

		System Security Plan

		NIST SP 800-18



		The system security plan is a formal document that provides an overview of the security requirements for the information system and describes the security controls in place or planned for meeting those requirements.  This deliverable takes the System Definition Document and the original and updated Security Control Selection Documentation and builds the SSP with that information.

		Reference NIST site for best practices.

		Task Order COR

		TBD by Task Order



		3.2.2 

		Security Control Selection Documentation

		NIST SP 800-37

		The security control selection documentation includes, as appropriate: (i) tailored baseline security controls by applying scoping, parameterization, and compensating control guidance; (ii) supplemented, tailored baseline security controls, if necessary, with additional controls or control enhancements to address unique organizational needs based on a risk assessment and local conditions; and (iii) minimum assurance requirements.

		Reference NIST site for best practices

		Task Order COR

		TBD by Task Order



		3.2.3 

		Monitoring Strategy

		NIST SP 800-37

		During the security control selection process organizations may begin planning for the continuous monitoring process by developing a monitoring strategy. The strategy can include, for example, monitoring criteria such as the volatility of specific security controls and the appropriate frequency of monitoring specific controls. Organizations may choose to address security control volatility and frequency of monitoring during control selection as inputs to the continuous monitoring process.

		Reference NIST site for best practices.

		Task Order COR

		TBD by Task Order



		3.2.3

		Briefing (slides and meeting support)

		

		Briefing materials and slides to support the Monitoring Strategy Step

		

		Task Order COR

		TBD by Task Order



		3.2.4 

		Security Plan Approval Recommendation

		NIST SP 800-37

		Based on the results of an independent review and analysis of the system security plan, changes may be recommended to the security plan. If the security plan is deemed unacceptable, the plan is sent back to the information system owner (or common control provider) for appropriate action. If the security plan is deemed acceptable, a recommendation is made to the authorizing official or designated representative to accept the plan.

		Reference NIST site for best practices.

		Task Order COR

		TBD by Task Order



		3.3.1 

		Implementation Status Report 

		NIST SP 800-37

		The Implementation Status Report provides a status of the work that was performed to implement the security controls for the system.  The report identifies the allocation of security mechanisms that was performed to achieve a suitable balance of control using the different system components, common controls or hybrid controls.

		Reference NIST site for best practices.

		Task Order COR

		TBD by Task Order



		3.3.1 

		Implemented Controls

		NIST SP 800-37

		Implemented controls are the security mechanism(s) deployed within the information system (including subsystems) which are allocated to specific system components responsible for providing a particular security capability. Not all security controls need to be allocated to every subsystem. Allocating some security controls as common controls or hybrid controls is part of the architectural process.

		Reference NIST site for best practices.

		Task Order COR

		TBD by Task Order



		3.3.2 

		Updated System Security Plan

		NIST SP 800-18



		The system security plan is a formal document that provides an overview of the security requirements for the information system and describes the security controls in place or planned for meeting those requirements. 




		Reference NIST site for best practices.

		Task Order COR

		TBD by Task Order



		3.4.1 

		Security Assessment Plan

		NIST SP 800-53A



		The security assessment plan provides the goals and objectives for the security control assessment and a detailed roadmap of how to conduct such an assessment.




		Reference NIST site for best practices.

		Task Order COR

		TBD by Task Order



		3.4.1 

		Rules of Engagement

		NIST SP 800-53A (not a specific requirement)




		The rules of engagement identify assessment testing logistics, tools, responsibilities, detailed test plans, etc., which must be approved by the Authorizing Official, ISSO, testers, etc.

		Reference NIST site for best practices.

		Task Order COR

		TBD by Task Order



		3.4.2 

		Security Categorization Review

		NIST FIPS 199

NIST SP 800-60 (Volume I and II)

		In accordance with the FISMA, Federal Information Processing Standard (FIPS) Publication 199 provides the standard for categorizing Federal information and Federal information systems.  System categorization is based on the potential impact of a disruption to an information system.  The disruption could have a limited (low), serious (moderate), or catastrophic (high) adverse effect on the ability to continue daily operations, safeguard assets, protect individuals, and/or accomplish the organization and Federal mission requirements.  The security categorization review provides a review of the security category for the system during the security assessment of the system.

		Reference NIST site for best practices.

		Task Order COR

		TBD by Task Order



		3.4.2 

		System Security Plan Analysis

		NIST SP 800-37

		The independent review of the security plan by the authorizing official or designated representative with support from the senior information security officer, chief information officer, and risk executive (function), helps determine if the plan is complete, consistent, and satisfies the stated security requirements for the information system. The security plan review also helps to determine, to the greatest extent possible with available planning or operational documents, if the security plan correctly and effectively identifies the potential risk to organizational operations and assets, individuals, other organizations, and the Nation, that would be incurred if the controls identified in the plan were implemented as intended.  The system security plan analysis provides the results of this review.

		Reference NIST site for best practices.

		Task Order COR

		TBD by Task Order



		3.4.2

		Security Assessment

		NIST SP 800-53A

		The security assessment is the action of assessing the security controls of the system.  It entails an assessment of the technical, operational, and management controls of the system, review of all documentation and process for the system, and interviews with system personnel to determine the extent to which the controls are implemented correctly, operating as intended, and producing the desired outcome with respect to meeting the system security requirements

		Reference NIST SP 800-53A

		Task Order COR

		TBD by Task Order



		3.4.3 

		Vulnerability Assessment

		NIST SP 800-30

		This document provides a list of all vulnerabilities or weaknesses identified during a security assessment.  For each vulnerability, threat-source, existing controls, probability, impact, and risk are analyzed and documented.




		Reference NIST site for best practices.




		Task Order COR

		TBD by Task Order



		3.4.3 

		Security Assessment Report

		NIST SP 800-37, NIST SP 800-53A



		The security assessment report, prepared by the certification agent or his representative, provides the results of assessing the security controls in the information system to determine the extent to which the controls are implemented correctly, operating as intended, and producing the desired outcome with respect to meeting the system security requirements. The security assessment report can also contain a list of recommended corrective actions.

		Reference NIST site for best practices.

		Task Order COR

		TBD by Task Order



		3.4.3

		Briefing (slides and meeting support)

		

		Briefing materials and slides to support the Assess Security Controls Step

		

		Task Order COR

		TBD by Task Order



		3.4.4 

		Issue Resolution Report

		NIST SP 800-37, NIST SP 800-53A

		The issue resolution report documents the appropriate actions to take with regard to the security control weaknesses and deficiencies identified during the assessment. Issue resolution can help address vulnerabilities and associated risk, false positives, and other factors that may provide useful information to authorizing officials regarding the security state of the information system including the ongoing effectiveness of system-specific, hybrid, and common controls.  The issue resolution process can also help to ensure that only substantive items are identified and transferred to the plan of actions and milestones.

		Reference NIST site for best practices.

		Task Order COR

		TBD by Task Order



		3.4.4 

		Remediation Status Report

		NIST SP 800-37

		The remediation status report is used to document the organization’s stand on review assessor findings.  The report provides the determination on the severity or seriousness of the findings (i.e., the potential adverse impact on organizational operations and assets, individuals, other organizations, or the Nation) and whether the findings are sufficiently significant to be worthy of further investigation or remediation.

		Reference NIST site for best practices.

		Task Order COR

		TBD by Task Order



		3.4.4 

		Remediation Actions

		NIST SP 800-37, NIST SP 800-53A

		The remediation actions are the result of remediation activities on the system.  It is the actual fixes to the system to remediate the findings that were discovered during the security assessment.  It also includes an update to all system documentation that is required as a result of the security assessment.

		Reference NIST site for best practices.

		Task Order COR

		TBD by Task Order



		3.5.1

		Plan of Actions & Milestones 

		NIST SP 800-37

OMB M-02-01

		The plan of action and milestones, which is prepared by the information system owner, describes the measures that have been implemented or planned: (i) to correct any deficiencies noted during the assessment of the security controls; and (ii) to reduce or eliminate known vulnerabilities in the information system.




		http://www.whitehouse.gov/omb/memoranda/m02-01.html

http://csrc.nist.gov/groups/SMA/fasp/documents/pm/HHS_Plan_of_Action_and_Milestones_Guide_07192005.doc

		Task Order COR

		TBD by Task Order



		3.5.2

		Security Authorization Package

		NIST SP 800-37

		The security authorization package contains: (i) the security plan; (ii) the security assessment report; and (iii) the plan of action and milestones.  The information in these key documents is used by authorizing officials to make credible, risk-based authorization decisions.

		Reference NIST site for best practices.

		Task Order COR

		TBD by Task Order



		3.5.3

		Residual Risk Statement

		NIST SP 800-37

		The residual risk statement identifies the final determination of the level of risk to organizational operations and assets, individuals, other organizations, and the Nation resulting from the operation and use of the information system. These are the risks that remain after all of the mitigation activities have been done on the system.  

		Reference NIST site for best practices.

		Task Order COR

		TBD by Task Order



		3.5.3

		Briefing (slides and meeting support)

		

		Briefing materials and slides to support the Monitoring Strategy Step

		

		Task Order COR

		TBD by Task Order



		3.5.4 

		Risk Acceptance Recommendation

		NIST SP 800-37

		The risk acceptance recommendation takes into account the residual risk of the system.  It is a recommendation to the authorizing authority on whether the level of residual risk is commensurate with the mission needs for the system.

		Reference NIST site for best practices.

		Task Order COR

		TBD by Task Order



		3.5.4

		Briefing (slides and meeting support)

		

		Briefing materials and slides to support the Monitoring Strategy Step

		

		Task Order COR

		TBD by Task Order



		3.6.1 

		Impact Assessment

		NIST SP 800-37

		The impact assessment documents proposed or actual changes to an information system or its environment of operation and the assessment of the potential impact those changes may have on the security state of the system or the organization. This is an important aspect of security control monitoring and maintaining the security authorization over time.

		Reference NIST site for best practices.

		Task Order COR

		TBD by Task Order



		3.6.2 

		Selected Security Control Assessment

		NIST SP 800-37

		Subsequent to the initial authorization, the organization assesses a subset of the security controls (including management, operational, and technical controls) on an ongoing basis during continuous monitoring. The selection of appropriate security controls to monitor and the frequency of monitoring are based on the monitoring strategy developed by the information system owner or common control provider and approved by the authorizing official and senior information security officer.

		Reference NIST site for best practices.

		Task Order COR

		TBD by Task Order



		3.6.2 

		Updated Security Assessment Report

		NIST SP 800-37, NIST SP 800-53A



		The updated security assessment report, prepared by the certification agent or his representative, provides the results of assessing the security controls in the information system during continuous monitoring to determine the extent to which the controls continue to operate as intended, and produce the desired outcome with respect to meeting the system security requirements. The updated security assessment report can also contain a list of recommended corrective actions.




		Reference NIST site for best practices.

		Task Order COR

		TBD by Task Order



		3.6.3 

		Updated Issue Resolution Report

		NIST SP 800-37, NIST SP 800-53A

		The updated issue resolution report documents the appropriate actions to take with regard to the security control weaknesses and deficiencies identified during the assessment. Issue resolution can help address vulnerabilities and associated risk, false positives, and other factors that may provide useful information to authorizing officials regarding the security state of the information system including the ongoing effectiveness of system-specific, hybrid, and common controls.  The issue resolution process can also help to ensure that only substantive items are identified and transferred to the plan of actions and milestones.

		Reference NIST site for best practices.

		Task Order COR

		TBD by Task Order



		3.6.3 

		Updated Remediation Status Report

		NIST SP 800-37

		The updated remediation status report is used to document the organization’s stand on review assessor findings.  The report provides the determination on the severity or seriousness of the findings (i.e., the potential adverse impact on organizational operations and assets, individuals, other organizations, or the Nation) and whether the findings are sufficiently significant to be worthy of further investigation or remediation.

		Reference NIST site for best practices.

		Task Order COR

		TBD by Task Order



		3.6.3 

		Remediation Actions

		NIST SP 800-37, NIST SP 800-53A

		The remediation actions are the result of remediation activities on the system.  It is the actual fixes to the system to remediate the findings that were discovered during the security assessment.

		Reference NIST site for best practices.

		Task Order COR

		TBD by Task Order



		3.6.4

		Updated System Security Plan

		NIST SP 800-18



		The updated system security plan is a formal document that provides updates to the overview of the security requirements for the information system and describes the updated security controls in place or planned for meeting those requirements. 




		Reference NIST site for best practices.

		Task Order COR

		TBD by Task Order



		3.6.4

		Updated Security Assessment Report

		NIST SP 800-37, NIST SP 800-53A



		The updated security assessment report, prepared by the certification agent or his representative, provides the results of assessing the security controls in the information system during continuous monitoring to determine the extent to which the controls continue to operate as intended, and produce the desired outcome with respect to meeting the system security requirements. The updated security assessment report can also contain a list of recommended corrective actions.




		Reference NIST site for best practices.

		Task Order COR

		TBD by Task Order



		3.6.4

		Updated Plan of Action & Milestones

		NIST SP 800-37

OMB M-02-01

		The updated plan of action and milestones, which is prepared by the information system owner, describes the measures that have been implemented or planned: (i) to correct any deficiencies noted during the assessment of the security controls; and (ii) to reduce or eliminate known vulnerabilities in the information system.




		http://www.whitehouse.gov/omb/memoranda/m02-01.html

http://csrc.nist.gov/groups/SMA/fasp/documents/pm/HHS_Plan_of_Action_and_Milestones_Guide_07192005.doc

		Task Order COR

		TBD by Task Order



		3.6.5 

		Daily, Weekly and/or Monthly Status Reports and Documentation, as required

		NIST SP 800-37



		Security status reports and documentation provide the authorizing official and other senior leaders within the organization, essential information with regard to the security state of the information system including the effectiveness of deployed security controls. Security status reports describe the ongoing monitoring activities employed by the information system owner or common control provider.  Security status reports also address vulnerabilities in the information system and its environment of operation discovered during the security control assessment, security impact analysis, and security control monitoring and how the information system owner or common control provider intends to address those vulnerabilities.

		Reference NIST site for best practices.

		Task Order COR

		TBD by Task Order



		3.6.6 

		Updated Residual Risk Statement

		NIST SP 800-37

		The updated residual risk statement identifies the updated determination of the level of risk to organizational operations and assets, individuals, other organizations, and the Nation resulting from the operation and use of the information system. These are an update to the risks that remain after all of the mitigation activities have been done on the system.  

		Reference NIST site for best practices.

		Task Order COR

		TBD by Task Order



		3.6.6 

		Updated Risk Acceptance Recommendation

		NIST SP 800-37

		The updated risk acceptance recommendation takes into account the residual risk of the system.  It is an updated recommendation to the authorizing authority on whether the level of residual risk is commensurate with the mission needs for the system.

		Reference NIST site for best practices.

		Task Order COR

		TBD by Task Order



		4.1

		Initial Risk Assessment Documentation

		NIST SP 800-30 and 800-37

		Initial risk assessment documentation records threats, vulnerabilities (weaknesses), existing controls, probability, impact, and risk identified during a discussion with key system personnel (e.g., System Owner, Authorizing Official, Information System Security Officer, Security Administrator, User, etc.).  This effort relies on knowledge of expert system personnel.  Vulnerabilities identified during this process should be rolled into the independent assessment.  If completed during system development efforts, modifications to the system should be made as applicable.




		http://csrc.nist.gov/groups/SMA/fasp/documents/risk_mgmt/RA_template.doc

Reference NIST site for best practices.

		Task Order COR

		TBD by Task Order



		4.2

		Business Impact Analysis

		NIST SP 800-34

		The Business Impact Analysis (BIA) is an analysis of an information technology (IT) system’s requirements, processes, and interdependencies used to characterize system contingency requirements and priorities in the event of a significant disruption.

		NIST 800-34, Appendix B

		Task Order COR

		TBD by Task Order



		4.2

		Contingency Plan

		NIST SP 800-34

		Contingency plans provide thorough procedures and technical measures that can enable a system to be recovered quickly and effectively following a service disruption or disaster.



		NIST 800-34, Appendix A

		Task Order COR

		TBD by Task Order



		4.3 1

		Change Management Documentation (including Risk Analysis)

		NIST SP 800-37



		The change management documentation records any relevant information about specific changes to hardware, software, or firmware such as version or release numbers, descriptions of new or modified features/capabilities, and security implementation guidance. It also records any changes to the environment of operation for the information system (e.g., modifications to hosting networks and facilities, mission/business use of the system, threats), or changes to the organizational risk management strategy.  

		Reference NIST site for best practices.

		Task Order COR

		TBD by Task Order



		4.3.2

		Security Assessment

		NIST SP 800-53A

		The security assessment is the action of assessing the security controls of the system.  It entails an assessment of the technical, operational, and management controls of the system, review of all documentation and process for the system, and interviews with system personnel to determine the extent to which the controls are implemented correctly, operating as intended, and producing the desired outcome with respect to meeting the system security requirements

		Reference NIST SP 800-53A

		Task Order COR

		TBD by Task Order



		4.3.2 

		Continuous Monitoring Test Plan

		NIST SP 800-37



		The continuous monitoring test plan identifies the plans for testing a subset of the security controls (including management, operational, and technical controls) on an ongoing basis subsequent to the initial authorization. The selection of appropriate security controls to monitor and the frequency of monitoring are defined in the plan and approved by the authorizing official and senior information security officer. The use of automation to support security control assessments facilitates a greater frequency and volume of assessments that is consistent with the continuous monitoring strategy established by the organization.

		Reference NIST site for best practices.

		Task Order COR

		TBD by Task Order



		4.3.2 

		Assessment Report

		NIST SP 800-37



		The assessment report provides information on the assessment of the agree-upon security controls during the continuous monitoring process.  This report is an important aspect of security control monitoring and maintaining the security authorization over time.

		Reference NIST site for best practices.

		Task Order COR

		TBD by Task Order



		4.3.2 

		Issue Resolution Report

		NIST SP 800-53A, Third Public Draft – June 2007 (Page 17 Last Bullet)

		The issue resolution process is a risk management technique that communicates identified issues and vulnerabilities to key stakeholders throughout the security assessment and documents risk-based decisions.  Resolution includes false positive, risk acceptance, correcting vulnerabilities and retesting, or creating a POA&M.  Risk acceptance requires detailed written justification/rationale (e.g., compensating controls).  For significant risk issues, risk acceptance justification should also be recorded in a separate document that fully assesses business risk associated with the decision, and requires signed approval from the Authorizing Official. 


The Issue Resolution Report provides a description of each vulnerability, its risk level, action taken or the resolution presented to mitigate risk, its status prior to accreditation (open or closed), whether it was elevated for a plan of action and milestone (POA&M), and completion/target date.


The Issue Resolution Report should be presented to the Information System Security Officer and Authorizing Official/Authorizing Official Designated Representative prior to C&A decisions.  This reduces the amount of time to obtain C&A decisions and increases the likelihood of obtaining an authority to operate.


The issue resolution provides an audit trail, accelerates the C&A, and documents management accountability. 




		Reference NIST site for best practices.

		Task Order COR

		TBD by Task Order



		4.3.3 

		Continuous Monitoring Report

		NIST SP 800-37, NIST SP 800-53A



		The continuous monitoring report, provides the results of continuous monitoring of the security controls in the information system to determine the extent to which the controls are implemented correctly, continue to operate as intended, and continue to produce the desired outcome with respect to meeting the system security requirements. 

		Reference NIST site for best practices.

		Task Order COR

		TBD by Task Order



		4.3.3 

		Plan of Action & Milestones

		NIST SP 800-37

OMB M-02-01

		The plan of action and milestones, which is prepared by the information system owner, describes the measures that have been implemented or planned: (i) to correct any deficiencies noted during the assessment of the security controls; and (ii) to reduce or eliminate known vulnerabilities in the information system.




		http://www.whitehouse.gov/omb/memoranda/m02-01.html

http://csrc.nist.gov/groups/SMA/fasp/documents/pm/HHS_Plan_of_Action_and_Milestones_Guide_07192005.doc

		Task Order COR

		TBD by Task Order



		4.3.3 

		Updated System Security Plan

		NIST SP 800-18



		The updated system security plan is a formal document that provides updates to the overview of the security requirements for the information system and describes the updated security controls in place or planned for meeting those requirements. 




		Reference NIST site for best practices.

		Task Order COR

		TBD by Task Order



		4.4.3

		Privacy Threshold Analysis

		

		A Privacy Threshold Analysis (PTA) can be used to determine whether a PIA is needed. The PTA should include whether or not the system exists or is new, if the system collects, maintains, or shares information in the identifiable form, if that the information is about the public, and specific attributes about that information. Once complete, the Privacy Act Officer will review the PTA and determine if a PIA is required. 

		http://www.dhs.gov/xlibrary/assets/privacy/DHS_PTA_Template.pdf 

		Task Order COR

		TBD by Task Order



		4.4.3

		Privacy Impact Assessment (if applicable)

		OMB Circular A-130, A-123, and OMB Memorandum 03-22




		A PIA is an analysis of how information in an identifiable form is collected, stored, protected, shared, and managed. The purpose of a PIA is to demonstrate that program managers, system owners, and developers have consciously incorporated privacy protections throughout the entire life cycle of a system.  




		http://www.dhs.gov/xlibrary/assets/privacy/privacy_pia_template.pdf 




		Task Order COR

		TBD by Task Order



		4.5

		E-Authentication Assessment Documentation

		OMB M-04-04

		To successfully implement a government service electronically (or e-government), Vendors must determine the required level of assurance in the authentication for each transaction. This is accomplished through an e-authentication risk assessment for each transaction. The assessment identifies risks, and their likelihood of occurrence. 




		http://www.whitehouse.gov/omb/memoranda/fy04/m04-04.pdf

Reference Carnegie Mellon Tool


Reference NIST site for best practices.

		Task Order COR

		TBD by Task Order



		4..6

		Memorandum of Understanding

		NIST SP 800-47

		A Memorandum of Understanding (or Agreement) (MOU/A) (or an equivalent document) defines the responsibilities of both parties in establishing, operating, and securing the interconnection

		NIST SP 800-47, Appendix B

		Task Order COR

		TBD by Task Order



		4.6

		Interconnection Security Agreement

		NIST SP 800-47

		An Interconnection Security Agreement (ISA) (or an equivalent document) documents the technical requirements of the interconnection.

		NIST SP 800-47, Appendix A

		Task Order COR

		TBD by Task Order



		4.7

		Decommissioning Plan

		NIST SP 800-64

		A decommissioning plan ensures that all stakeholders are aware of the future plan for the system and its information. This plan should account for the status for all critical components, services, and information. 




		Reference NIST site for best practices.

		Task Order COR

		TBD by Task Order



		4.7

		Tracking and Management System Information

		NIST SP 800-37

		The tracking and management system information is the information needed to update the tracking and management system (e.g., inventory system) for the organization.  This information is provided to the government to have the tracking system updated.

		Reference NIST site for best practices.

		Task Order COR

		TBD by Task Order



		4..7

		Decommissioning Security Status Report

		NIST SP 800-64

		Decommissioning security status report verifies system closure, including final closure notification to the authorizing and certifying officials, configuration management, system owner, ISSO, and program manager. 




		Reference NIST site for best practices.

		Task Order COR

		TBD by Task Order



		4.7

		Impact Assessment Report

		NIST SP 800-37

		The impact assessment report provides the results of an analysis of any security control inheritance relationships of the system being disposed of and the results of the assessment of impact of those relationships

		Reference NIST site for best practices.

		Task Order COR

		TBD by Task Order



		4.8

		Incident Response Plan and Procedures

		NIST SP 800-61

		The plan provides the organization with a roadmap for implementing its incident response capability. The plan should provide a high-level approach for how the incident response capability fits into the overall organization.  Standard operating procedures (SOPs) are a delineation of the specific technical processes, techniques, checklists, and forms used by the incident response team

		Reference NIST site for best practices.

		Task Order COR

		TBD by Task Order



		4.9

		Updated Risk Assessment

		NIST SP 800-30 and 800-37

		Updated risk assessment documentation updates the risk assessment.  It records threats, vulnerabilities (weaknesses), existing controls, probability, impact, and risk identified during a discussion with key system personnel (e.g., System Owner, Authorizing Official, Information System Security Officer, Security Administrator, User, etc.).  This effort relies on knowledge of expert system personnel.  Vulnerabilities identified during this process should be rolled into the independent assessment.  If completed during system development efforts, modifications to the system should be made as applicable.

		http://csrc.nist.gov/groups/SMA/fasp/documents/risk_mgmt/RA_template.doc

Reference NIST site for best practices.

		Task Order COR

		TBD by Task Order



		4.10

		Briefing and Meeting support

		

		Develop a set of briefing slides to summarize the contents of a deliverable for presentation to agency staff. Provide staffing to present the briefing to the agency in-person or via telephone and or web conference briefing.

		

		Task Order COR

		TBD by Task Order
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NIST SP 800-37 vs. NIST SP 800-37 Rev. 1 Comparison Chart


This chart is a comparison of the original requirements under NIST SP 800-37 and the updated NIST SP 800-37 Rev. 1 and is provided as a reference tool for the convenience of Contractors and Ordering Activities.

		Original 800-37

		800-37 Rev 1



		Phase/Task

		Sub -Task Number

		Sub Task Name

		Deliverable

		Step

		Task Number

		Task Name

		Deliverable



		Phase 1. Initiation

		

		

		

		



		Task 1: Preparation

		1.1

		Information System Description

		System Definition Document

		Step 1

		1-2

		Information System Description

		System Definition Document



		

		1.2

		Security Categorization

		FIPS 199 Security Categorization

		

		1-1

		Security Categorization

		FIPS 199 Security Categorization



		

		1.3

		Threat Identification

		Threat Identification

		

		1-1

		Security Categorization

		Threat Assessment



		

		1.4

		Vulnerability Identification

		Vulnerability Assessment

		

		4-3

		Security Assessment Report

		Vulnerability Assessment



		

		1.5

		Security Control Identification

		Security Control Identification

Privacy Threshold Analysis

Privacy Impact Assessment

E-Authentication Assessment

Business Impact Analysis

Identify preventive controls

Develop recovery strategies

Contingency Plan Documentation

		Step 2: Select Security Controls

		2-1

		Security Control Selection

		Security Control Selection Documentation


Privacy Threshold Analysis

Privacy Impact Assessment

E-Authentication Assessment

Contingency Plan Documentation

Business Impact Analysis





		

		

		

		

		

		2-2

		Common Control Identification

		Updated Security Control Selection Documentation, System Security Plan



		

		

		

		

		

		2-3

		Monitoring Strategy

		Monitoring Strategy



		

		1.6

		Initial Risk Determination

		Initial Risk Assessment Documentation

		

		1-1

		Security Categorization

		Initial Risk Assessment Documentation



		Task 2: Notification and Resource Identification

		2.1

		Notification

		Notification

		Step 1: Security Categorization

		1-3

		Information System Registration

		Registration



		

		2.2

		Planning and Resources

		Planning and Resources

		Step 4:  Assess Security Controls

		4-1

		Assessment Preparation

		Security Assessment Plan


Rules of Engagement



		Task 3: System Security Plan Analysis, Update, and Acceptance

		3.1

		Security Categorization Review

		Security Categorization Review

		

		4-2

		Security Control Assessment

		Security Categorization Review



		

		3.2

		System Security Plan Analysis

		System Security Plan Analysis

		

		4-2

		Security Control Assessment

		System Security Plan Analysis



		

		3.3

		System Security Plan Update

		System Security Plan Update 


Contingency Plan

		

		3-2

		Security Control Documentation

		Updated System Security Plan



		

		3.4

		System Security Plan Acceptance

		System Security Plan Acceptance Recommendation

		

		2-4

		Security Plan Approval

		Security Plan Approval Recommendation



		

		

		

		

		Step 3:  Implement Security Controls

		3-1

		Security Control Implementation

		Security Control Implementation



		

		

		

		

		

		3-1

		Security Control Implementation

		Implemented Controls



		Phase 2:  Security Certification

		

		

		

		



		Task 4:  Security Control Assessment

		4.1

		Documentation and Supporting Materials

		Documentation and Supporting Materials 


Security Assessment Plan

		

		4-1

4-2

		Assessment Preparation

Security Control Assessment

		Security Assessment Plan


Rules of Engagement

Documentation and Supporting Materials Report



		

		4.2

		Methods and Procedures

		Methods and Procedures 


Rules of Engagement

		

		4-1

		Assessment Preparation

		Security Assessment Plan


Rules of Engagement



		

		4.3

		Security Assessment

		Security Assessment

		

		4-2

		Security Control Assessment

		Security Assessment



		

		4.4

		Security Assessment Report

		Security Assessment Report

		

		4-3

		Security Assessment Report

		Vulnerability Assessment


Security Assessment Report



		Task 5: Security Certification Documentation

		5.1

		Findings and Recommendations

		Findings and Recommendations 


Issue Resolution Report

		

		4-3

		Security Assessment Report

		Vulnerability Assessment


Security Assessment Report



		

		

		

		

		Step 5:  Authorize Information System

		5-1

		Remediation Actions

		Remediation Actions, Issue Resolution Report,


Remediation Status Report



		

		5.2

		System Security Plan Update

		System Security Plan Update

		

		5-3

		Security Authorization Package

		Authorization Package 



		

		5.3

		Plan of Action and Milestones Preparation

		Plan of Action and Milestones

		

		5-2

		Plan of Action and Milestones

		Plan of Action and Milestones



		

		5.4

		Accreditation Package Assembly

		Accreditation Package Assembly 


Certification Recommendation Memo


Security Accreditation Package Letter

		

		5-3

		Security Authorization Package

		Authorization Package 



		Phase 3: Security Accreditation

		

		

		

		



		Task 6: Security Accreditation Decision

		6.1

		Final Risk Determination

		Accreditation Package Assembly

		

		5-4

		Risk Determination

		Residual Risk Statement



		

		6.2

		Risk Acceptability

		Accreditation Package Assembly

		

		5-3

		Security Authorization Package

		Authorization Package 



		Task 7: Security Accreditation Documentation

		7.1

		Security Accreditation Package Transmission

		Accreditation Memo

		

		5-5

		Risk Acceptance

		Risk Acceptance Recommendation



		

		7.2

		System Security Plan Update

		Accreditation Package Assembly

		

		5-3

		Security Authorization Package

		Authorization Package 



		Phase 4: Continuous Monitoring

		

		

		

		



		Task 8: Configuration Management and Control

		8.1

		Documentation of Information System Changes

		Configuration Management and Control: Documentation of Information Systems Changes

		Step 6: Monitor Security Controls

		6-1

		Information System and Environment Changes

		Impact Assessment



		

		8.2

		Security Impact Analysis

		Configuration Management and Control: System Impact analysis

		

		6-1

		Information System and Environment Changes

		Impact Assessment



		Task 9: Security Control Monitoring

		9.1

		Security Control Selection

		

		

		

		

		



		

		9.2

		Selected Security Control Assessment

		Security Control Monitoring: Selected Security Control Assessment

		

		6-2

		Ongoing Security Control Assessments

		Selected Security Control Assessment

Updated Security Assessment Report



		

		

		

		

		

		6-3

		Ongoing Remediation Actions

		Remediation Actions,

Updated Remediation Status Report,


Remediation Actions



		Task 10: Status Reporting and Documentation

		10.1

		System Security Plan Update

		

		

		6-4

		Critical Updates

		Updated System Security Plan


Updated Security Assessment Report



		

		10.2

		Plan of Action and Milestones Update

		

		

		6-4

		Critical Updates

		Updated  POA&M



		

		10.3

		Status Reporting

		Status Reporting and Documentation

		

		6-5

		Security Status Reporting

		Daily, Weekly, and/or Monthly Status Reports and Documentation



		

		

		

		

		

		6-6

		Ongoing Risk Determination and Acceptance

		Ongoing Residual Risk Statement, Updated Risk Acceptance Recommendation 



		

		

		

		

		

		6-7

		Information System Removal and Decommissioning

		Decommissioning Plan,

Tracking and Management System Information,


Decommissioning Security Status Report,


Impact Assessment Report



		Not a requirement in 800-37 (neither Original or Rev 1)

		

		

		Contingency Plan, Testing, Training and Exercise

		

		

		

		Contingency Plan, Testing, Training and Exercise



		

		

		

		

		

		

		

		Incident Response Plan and Procedures
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Instructions

		Risk Management Framwork Security Assessment Services Request Form

		Version 18

		This form is used to request security assessment services through the ISSLOB RMF Services BPA.  The sheet requests information that will be used by interested vendors to generate quotes and to calculate any discounts that may be available given unique characteristics of the system.

		Instructions for Requestors:  Please complete all tabs of this spreadsheet.  This will provide vendors with an adequate understanding of the system to be assessed and the level of effort required to do so.

		Instructions for Vendors:  This form will be completed by the requesting organization.  It is meant to provide adequate information about the system and assessment so that a correct understanding of complexity and level of effort can be obtained for bid, negotiation, and work planning purposes.  This form is for informational purposes only and does not require a response.

		Document Releasability:						This field is set on the Information Release tab.

								0



&LAppendix I
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Information Release

		Information Release Statement

		Please select the information release statement that applies to this request form:

		If the document release statement is "Other", please enter the release statement that applies:



&LAppendix I
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1. Basic Info

		Basic Information

		Requestor Information

		Name

		Mailing Address

		Physical Address

		Phone

		Email

		System Information

		What is the name of the system?

		Please list any commonly-used acronyms for the system:

		What is the system's ID number as reported to OMB for FISMA purposes?

		Key Contacts		Name		Email		Phone

		Primary POC

		Secondary POC

		Designated Accrediting Authority

		Certifying Authority

		Information System Security Officer

		Information System Security Manager

		Chief Information Security Officer

		Program Manager

		Contracting Officer's Technical Representative

		Information Owner

		Information Owner POC

		Security Information

		What are the personnel security requirements (e.g. security clearances, investigations, suitability checks) that the vendor must meet?

		What are the physical security requirements (e.g. facility access, badging, physical protection of assessment materials) that the vendor must meet?

		What are the information security requirements (e.g. system access rules or requests, protection of system and assessment information) the vendor must meet?

		Please describe any other security issues that the vendor should be aware of, if any.



&LAppendix I
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2. System Complexity

		System Complexity Questionnaire

		Question		Response (Cells shaded in blue are required)		Score for Calculation

		Documentation

		Is the system currently accredited?

		If yes to the question above, what is the accreditation type?

		How much time has elapsed since the last update of significant system documentation and/or system boundary descriptions?				0

		System Physical Location

		What is the number of physical computing locations that are included in the system boundary?				0

		What is the primary system location (city, state/country)?

		Is travel required to this location?

		Is there a backup system?

		If yes, where is it located (city, state/country)?

		If yes, is travel required to this location?

		Is there a remote site for management or other system-related purposes?

		If yes, where is it located (city, state/country)?

		If yes, is travel required to this location?

		User Information

		What is the estimated number of authorized users?				0

		What is the estimated number of privileged users?				0

		What is the estimated number of roles/account types?				0

		How many types of training are provided (e.g. for unprivileged users, for system operators, for helpdesk staff, etc.)?				0

		Infrastructure & Application(s)

		How many networked host devices are within the system boundary, including servers and workstations (desktops and laptops), but not including specialized security devices (firewalls, IDS, etc.)?				0

		How many specialized security components are there?				0

		How many defined system domains/zones are there (e.g. virtual, logical, or physical system partitions)?				0

		How many different technologies are used in the infrastructure and application(s) (e.g. Citrix, Java, .Net, Mainframe, RACF, DB2, Oracle, LDAP, Windows, Linux, Apache, IIS, etc.)?				0

		How many applications and databases are parts of the system?				0

		External Connectivity

		How many security boundaries are there?				0

		How many interconnections are there with external systems?				0

		How do users connect (including broadband and wireless)?				0

		What type of interface is provided?				0

		System Security Categorization

		What is the FIPS-199 security categorization of the system?				0

		Result

		System Complexity Rating		0

				Error!
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3. CLINs Requested

		RFQ # QTA-0-10-FK-B-0001

		Appendix I - CLINS Requested

		CLIN#		Deliverable		Requested

		Pre-C&A Review & Validation

		001		Pre-C&A documentation review and size/complexity confirmation per FIPS 199 & 200 (boundary & scope validation).  Includes review of system design documentation, security plans, and COOP/Disaster Recovery Plans.

		RMF Step 1:  Categorize Information System (SOW Section 3.1)

		002		FIPS 199 Security Categorization

		003		Threat Assessment

		004		System Definition Document

		005		Information System Registration

		RMF Step 2:  Select Security Controls (SOW Section 3.2)

		006		Security Control Selection Documentation

		007		Updated Security Control Selection Documentation

		008		System Security Plan

		009		Monitoring Strategy

		010		Briefing (slides and meeting support)

		011		Security Plan Approval Recommendation

		RMF Step 3:  Implement Security Controls (SOW Section 3.3)

		012		Implementation Status Report

		013		Implemented Controls

		014		System Security Plan

		RMF Step 4:  Assess Security Controls (SOW Section 3.4)

		015		Security Assessment Plan

		016		Rules of Engagement

		017		Securty Categorization Review

		018		System Security Plan Analysis

		019		Security Control Assessment

		020		Vulnerability Assessment

		021		Security Assessment Report

		022		Briefing (slides and meeting support)

		023		Issue Resolution Report

		024		Remediation Status Report

		025		Remediation Actions

		RMF Step 5:  Authorize Information System (SOW Section 3.5)

		026		Plan of Action and Milestones

		027		Security Authorization Package

		028		Residual Risk Statement

		029		Briefing (slides and meeting support)

		030		Risk Acceptance Recommendation

		031		Briefing (slides and meeting support)

		RMF Step 6:  Monitor Security Controls (SOW Section 3.6)

		032		Impact Assessment

		033		Selected Security Control Assessment

		034		Updated Security Assessment Report

		035		Updated Issue Resolution Report

		036		Updated Remediation Status Report

		037		Remediation Actions

		038		Updated System Security Plan

		039		Updated Security Assessment Report

		040		Updated Plan of Action & Milestones

		041		Daily Status Reports and Documentation

		042		Weekly Status Reports and Documentation

		043		Monthly Status Reports and Documentation

		044		Updated Residual Risk Statement

		045		Updated Risk Acceptance Recommendation

		Other Security Services: Initial Risk Assessment  (SOW Section 4.1)

		046		Initial Risk Assessment Documentation

		Other Security Services: Contingency Plan Documentation Development (SOW Section 4.2)

		047		Contingency Plan Documentation Development (Business Impact Analysis and Contingency Plan)

		Other Security Services: Continuous Monitoring (SOW Section 4.3)

		048		Continuous Monitoring (Change Management Documentation with Risk Analysis, Security Assessment, Continuous Monitoring Test Plan, Assessment Report, Issue Resolution Report, Continuous Monitoring Report, Plan of Action & Milestones, Updated System Security Plan)

		Other Security Services: Privacy Impact Assessment (PIA) (SOW Section 4.4)

		049		Privacy Impact Assessment (PIA)  (Privacy Threshold Analysis and Privacy Impact Assessment (if applicable))

		Other Security Services: E-Authentication Risk Assessment (SOW Section 4.5)

		050		E-Authentication Assessment Documentation

		Other Security Services: Memorandums of Understand and Interconnection Security Agreements (SOW Section 4.6)

		051		Memorandums of Understanding and Interconnection Security Agreements

		Other Security Services:  Information System Removal and Decommissioning (SOW Section 4.7)

		052		Information System Removal and Decommissioning  (Decommissioning Plan, Tracking and Management System Information, Decommissioning Security Status Report, Impact Assessment Report)

		Other Security Services:  Incident Response Plan and Procedures (SOW Section 4.8)

		053		Incident Response Plan and Procedures

		Other Security Services:  Updated Risk Assessment (SOW Section 4.9)

		054		Updated Risk Assessment Documentation

		Other Security Services:  Briefings (SOW Section 4.10)

		055		Briefing Slides

		056		In-Person Briefing

		057		Telephone/Web Conference Briefing

				TOTAL

		Travel:  In accordance with Federal Travel Regulations

		058		Travel and ODC



Author:
Split this into multiple items along the lines of the SOW?  So, there would be 3 pieces:  CM, Sec. Ctrl. Mon.; Status Reporting

Auto-populated from System Complexity Worksheet



4. Places of Performance

		Places of Performance

		Location		City		State/Country		Relevance to Assessment Effort
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5. System Information

		System Information

		Please provide a description of the system.

		Please describe the system boundaries.

		Please identify and describe the data being processed by the system using NIST SP800-60 categories.

		Please identify and describe any interconnections in use.

		Please identify and describe any service contracts or other agreements with external entities with regard to operation of the system.
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Lookups

		elapsedTime		physicalNumberProximity		numberUsers		numberPrivilegedUsers		numberPrivilegedUserTypes		numberTypesTraining		numberNetworkedDevices		numberSecurityComponents		numberDomainsZones		numberTechnologies		numberSecurityBoundaries		numberInterconnections		userConnectMethods		accessMethods		fips199Categorization

		<6 months		1 location		1-100		1-25		1-5		<3		1-49		<5		0-5		1-5		1		<3		LAN Only		Only one interface (whether public or private)		Low

		6-12 months		2-4 locations		101-250		25-75		6-15		3-5		50-149		5-25		6-15		6-7		2-3		3-5		LAN and Internet		Both a public interface and a private interface, provided through separate enclaves		Moderate

		>12 months		5+ locations		250+		>75		>15		>5		150+		>25		>15		8+		>3		>5		VPN or Private Network		Both public and private interfaces, provided through a single enclave		High

		CLINs Requested Sheet

		clinsYesNo

		Yes

		No

		Release Statement		yesNo				numberAppsDBs

		Publicly Releasable		Yes				1-3

		For Official Use Only		No				4-5

		Other						6+
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TRAVEL AUTHORIZATION REQUEST FORMAT

		TRAVEL AUTHORIZATION REQUEST - 



		

		

		

		

		

		

		



		Travelers:

		

		

		

		

		

		



		

		

		

		

		

		

		



		Destination:  



		

		

		

		

		

		



		Dates of Travel:  

		

		

		

		

		

		



		Purpose :  

CLINs: 


Task Order Number: 



		

		

		

		

		

		



		

		

		

		

		

		

		



		

		

		

		

		

		

		



		

		NAME

		NAME

		NAME

		NAME

		NAME

		Total



		Number of days

		0

		0

		0

		0

		0

		0



		Airfare

		 $400.00 

		 $-   

		 $-   

		 $400.00 

		 $-   

		 $800.00 



		Rental Car

		 $400.00 

		 $-   

		 $-   

		 $-   

		 $-   

		 $400.00 



		Lodging

		 $125.00 

		 $-   

		 $125.00 

		 $-   

		 $-   

		 $250.00 



		MIE

		 $87.00 

		 $-   

		 $-   

		 $-   

		 $-   

		 $87.00 



		Park/Cab/Mileage

		 $24.00 

		 $-   

		 $-   

		 $-   

		 $24.00 

		 $48.00 



		

		 $1,036.00 

		 $-   

		 $125.00 

		 $400.00 

		 $24.00 

		



		

		

		

		

		

		 Total - 

		 $1,585.00 



		

		

		

		

		

		

		



		Contractor PM APPROVAL:

		

		

		

		

		

		



		

		

		

		

		

		

		



		CONTRACTING OFFICER APPROVAL:

		

		

		

		

		

		





NOTE:   The travel cost shall not include fee or profit.
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Sample Format for 


Service Level Agreement

Each SLA proposed shall, as a minimum, list the items shown in the following table:


1.   Project Name: 

Activity:

CWBS:

CLIN:


SLA #:


Objective(s):


2.   Task Title:


3.   Service Description:


4. Applicable Service Category:


5. Levels of Service Category:


6. Performance Category:


7. Performance Measure Description:


8. Who:







9. Frequency:


10. Where Measured:


11. How Measured:


12. Performance Standard Applicable to Each Level of Service:


13. Level of Service:


14. Incentive/Disincentive:


Where each numbered block in the above table shall contain the following information:


1. Identify the specific project objectives and activities related to the service to be measured and the proposed CWBS, CLIN and SLA Number.


2. Provide a brief name for the service to be measured.


3. Briefly and concisely describe the service to be performed.


4. Identify where the service is to be delivered (e.g., DoD, 200 Page Street).


5. Identify how many levels of service apply and what they are (e.g., (1) routine, (2) critical).

6. Identify the category of performance (e.g., help desk resolution).

7. Describe what will be measured and the scope of measurement (e.g., measured from where to where and what the measurement includes).


8. Identify the organizational element responsible for measuring the service.


9. Identify how often the service is measured, summarized, and reported.


10. Identify where the service is measured (e.g., TCO).


11. Identify the measurement methodology (e.g., how calculated, how monitored/audited).
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