'Excerpt from the Federal Management Regulation (FMR) Bulletin B-1, 2007, entitled:  Information Technology and Telecommunications Guidelines for Federal Telework and Other Alternative Workplace Arrangements.'
III. Security

    a. According to an Office of Management and Budget (OMB) 

memorandum entitled “Protection of Sensitive Agency Information,” 

dated June 23, 2006, which addresses the lack of physical security 

controls when information is removed from or accessed from outside 

the agency location, agencies should implement the NIST checklist 

for protection of remote information 

(see http://www.whitehouse.gov/omb/memoranda/fy2006/m06-16.pdf),

and:
    (1) Encrypt all data on mobile computers and devices that carry 

agency data, unless the agency determines that the data are non-

sensitive;

    (2) Allow remote access only with two-factor authentication 

where one of the factors is provided by a device separate from the 

computer gaining access;

    (3) Use a “time-out” function requiring user re-authentication 

after thirty (30) minutes of inactivity for remote access and mobile 

devices; and

    (4) Log all computer-readable data extracts from databases 

holding sensitive information and verify that each such extract has 

been erased within ninety (90) days or that its use is still 

required.
    b. FISMA delegates to NIST the responsibility to develop 

detailed information security standards and guidance for federal 

information systems, with the exception of national security 

systems. Agency personnel involved in planning, implementing, and/or 

operating telework programs should consult the Web site of NIST's 

Computer Security Resource Center (see http://csrc.nist.gov) for up-

to-date information and guidance on secure computing. Listed below 

are key documents that can assist in the implementation of secure 

telework operations.
    (1) Security for Telecommuting and Broadband Communications 

(NIST Special Publication 800-46 (2002)), assists organizations in 

addressing telework security issues by providing recommendations on 

securing a variety of applications, protocols, and network 

architectures (see 
http://csrc.nist.gov/publications/nistpubs/800-46/sp800-46.pdf).
    (2) Recommended Security Controls for Federal Information 

Systems (NIST Special Publication 800-53, Rev. 1 (2006)), provides 

important guidance on security controls selection and specification, 

including information on Media Protection, Certification, 

Accreditation, Security Assessments, Identification and 

Authentication families, updating security controls, and the use of 

external information systems(see http://csrc.nist.gov/publications/nistpubs/index.html#sp800-53-Rev1).
    (3) Information Security Handbook: A Guide for Managers (see 

http://csrc.nist.gov/publications/nistpubs/#sp800-100).

    (4) Security Management and guidance (see http://csrc.nist.gov).
    c. Agencies should review and comply with applicable controls 

and guidance, especially sections on portable devices, remote 

access, and external IT systems set forth in NIST Special 

Publication 800-53, Rev. 1, when developing telework program 

implementation guidelines. Listed below are selected controls and 

guidance from NIST Special Publication 800-53, Rev. 1:
    (1) Access Control for Portable and Mobile Devices (e.g., 

notebook computers, personal digital assistants, cellular 

telephones, and other computing and communications devices with 

network connectivity and the capability of periodically operating in 

different physical locations):
    i. Establish usage restrictions and implementation guidance for 

organization-controlled portable and mobile devices;

    ii. Authorize, monitor, and control device access to 

organizational information systems;

    iii. Require that portable and mobile device access to 

organizational information systems be in accordance with 

organizational security policies and procedures. Security policies 

and procedures include device identification and authentication, 

implementation of mandatory protective software (e.g., malicious 

code detection, firewall), configuration management, scanning 

devices for malicious code, updating virus protection software, 

scanning for critical software updates and patches, conducting 

primary operating system (and possibly other resident software) 

integrity checks, and disabling unnecessary hardware (e.g., 

wireless, infrared).
    (2) Remote Access:
    i. Authorize, montior, and control all methods of remote access 

to the information system. Remote access controls should be applied 

to all information systems other than public web servers or systems 

specifically designed for public access;

    ii. Restrict access achieved through dial-up connections (e.g., 

limit dial-up access based upon source of request) or protect 

against unauthorized connections or subversion of authorized 

connections (e.g., using VPN technology). NIST Special Publication 

800-63 provides guidance on remote electronic authentication;

    iii. Employ automated mechanisms to facilitate the monitoring 

and control of remote access methods;

    iv. Use cryptography to protect the confidentiality and 

integrity of remote access sessions;

    v. Control all remote accesses through a limited number of 

managed access control points; and

    vi. Permit remote access for privileged functions only for 

compelling operational needs and document the rationale for such 

access in the security plan for the information system.
    (3) Use of External Information Systems Control:
    i. Establish terms and conditions for authorized individuals to: 

(A) access the information system from an external information 

system; and (B) process, store, and/or transmit organization-

controlled information using an external information system. 

Authorized individuals include organizational personnel, 

contractors, or any other individuals with authorized access to the 

organizational information system. This control does not apply to 

the use of external information systems to access organizational information systems and information that are intended for public access (e.g., individuals accessing federal information through public interfaces to organizational information systems).
    ii. Establish terms and conditions for the use of external 

information systems in accordance with organizational security 

policies and procedures. The terms and conditions should address, at 

a minmum: (A) the types of applications that can be accessed on the 

organizational information system from the external information 

system; and (B) the maximum Federal Information Processing Standard 

199 security category of information that can be processed, stored, 

and transmitted on the external information system.
    iii. Prohibit authorized individuals from using an external 

information system to access the information system or to process, 

store, or transmit organization-controlled information except in 

situations where the organization: (A) Can verify the employment of 

required security controls on the external system as specified in 

the organization's information security policy and system security 

plan; or (B) has approved information system connection or 

processing agreements with the organizational entity hosting the 

external information system.

