Attachment C

 Building Technologies 
Technical Requirements

Personal Security and use access
· Contractor shall comply with the requirements pertaining to mandatory HSPD-12 security clearances:  The mandatory minimum security clearance level for contractor access to any GSA IT system and VPN is the preliminary adjudication of the National Agency Check with Inquires (NACI), which is a prerequisite to acquiring ENT (GSA user domain) credentials, which are necessary to access any GSA furnished workstation or server. Failure to provide a staff member that can favorably obtain the required clearance may result in termination of the contract.  
System Security 
Hardware Evaluation 
· Any contractor- provided hardware requiring access to the GSA network, must be pre-approved for use by the GSA (PBS CIO).  All IP-enabled devices will be evaluated and scanned to determine any potential IT Security vulnerabilities. GSA will provide a report indicating the required configuration changes to the device that must be made in order for installation to be acceptable and approved.  Contractors must make any required configuration changes before their product will be accepted for use.  Configuration changes are not a change in scope and are not subject to equitable adjustment under the contract.
  
· Scanning  process includes sending devices that have not yet been scanned to PBS CIO to be scanned -> receiving a scan report from PBS IT Security -> working with PBS IT Security to mitigate identified vulnerabilities -> making the configuration changes to the device.  Not all devices will be scanned, only a representative model of the devices is scanned for security vulnerabilities. 

· The contractor must provide reasonable assurance to GSA that all applicable system- specific security controls are in place prior to implementing the given IT application or system, in a production environment.  This is achieved through a program of Certification and Accreditation (C&A) of the IT application or system which shall be accomplished by following NIST Special Publication 800-37.  In addition, GSA IT Security Procedural Guide 06-30, “Managing Enterprise Risk”, provides guidelines for how GSA will conduct the C&A process.  The scanning of vendor provided hardware/software and the C&A process can only be executed by the GSA. The IT application or system must undergo a C&A process in order to obtain a valid Approval to Operate (ATO) signed by the Federal government.  It is incumbent upon the A/E firm selected to review and understand the above-mentioned government and GSA IT C&A requirements. 

· The aforementioned C&A will be administered by and to the standards of the GSA. The selected vendor’s participation to provide documentation, assessment and proposed mitigation of identified vulnerabilities is required to achieve formal acceptance from the AO. The ability to integrate the entire systems or portions thereof on to the GSA network may be contingent on that formal acceptance.  

TECHNICAL SPECIFICATIONS
IT Security and Standards 
· All proposed standard installation, operation, maintenance, updates, and/or patching of software shall not alter the configuration settings from the approved Federal Desktop Core Configuration FDCC configuration (http://nvd.nist.gov/fdcc/index.cfm).

· Before non-standard software is installed on a GSA workstation or server, the End User License Agreements (EULA) or Terms of Service (TOS) will need to be reviewed by GSA. The EULAs cannot be inconsistent with federal statutes. Many solutions containing significant amounts of information technology contain EULAs or TOS’ which must be executed by the end-user.  In some instances, some of the terms are contrary to statutes enacted by Congress and the US Government as end-user cannot agree to these terms. The prime contractor is responsible for negotiating any End User License Agreements or Terms of Service according to the following matrix:


	Commercial Term
	Statutory Restrictions
	Action required by Prime

	Patent or other intellectual property indemnity – sellers of products or services often provide that in the event of a claim or litigation alleging infringement of patent (or other intellectual property rights) asserted by some third party that the seller will indemnify the buyer, provided that the buyer a) provide notice of the claim or litigation, b) and that the seller assume control of the litigation and, c) that the seller must approve any proposed settlement.
	Under the authority of 28 USC § 516, only the Attorney General, acting by and through the attorneys of the US Department of Justice may represent the US Government in litigation.
	The Patent or other intellectual property indemnity clause remains in effect, but any requirement that the seller control litigation or any proposed settlement is to be deleted.

	General Indemnity – sellers of products or services provide that in the event of any litigation arising from buyer’s use of the product or services that buyer will indemnify seller’s litigation costs and damages.
	Agreements to pay the attorney fees of a private party require a statutory waiver of sovereign immunity.  Agreements to pay some amount of money in the future when Congress has not already appropriated money for that purpose violate the restrictions of the Anti-Deficiency Act, 31 USC § 1341(a)(1)(B).
	General Indemnity clauses must be removed from the agreement.

	Arbitration of disputes – sellers of products or services provide that any disputes with buyer must be resolved through binding arbitration without recourse to litigation in state or federal courts.
	Under 5 USC § 575, Federal agencies are not allowed to use binding arbitration unless the head of the agency has promulgated guidance through administrative rulemaking on the use of binding arbitration.  
	Binding Arbitration clauses must be removed from the agreement.

	Venue and Jurisdiction – sellers of products or services provide that jurisdiction of any dispute will be in a particular state or federal court. 
	Litigation where the US Government is a defendant must be heard either in US District Court (28 USC § 1346) or the US Court of Federal Claims (28 USC §1491). 
	Clauses claiming that disputes will only be heard in state court will be revised to allow disputes in federal court, or before the Board of Contract Appeals as provided in the Contract Disputes Act, 41 USC § 601. 



Requirements Related to Vendor Provided Software
	
· Any Contractor proposed non-standard software must be pre-approved by GSA (OCIO).  "Non-standard software" is defined as software which is not widely dispersed and commercially available on desktops.  The software must be compatible with the standard GSA image.   The GSA standard image utilizes a Windows operating environment, with the most current updates, as recommended by Microsoft.  All software that is pre-installed on the image is updated with the latest security patches. Contractor proposed application software and server software must be compatible with the most current version of GSA standard desktop software (i.e. Windows, Adobe, JAVA and McAfee) and server software (VMware) Vendor software shall be current in accordance with industry standard to within one year of delivery to the government.  An updated list of the version of standard currently required for GSA workstations and servers can be provided by GSA. 

· The current versioning is required to such degree that the version on the vendor’s product does not render the product useless when interfacing with the GSA network and system infrastructure.

· The manager of Building Monitoring and Control (BMC) Systems devices shall ensure that all configuration hardening settings are compliant to Federal Information Security Management Act (FISMA).
  
· A list of “Top Ten Most Common Vulnerabilities in BMC Systems Scans” is included below, but is not limited to:

	Finding:
	Cross-Site Scripting

	Finding Description:
	This could result in impacts such as a hijacked account, information theft, browser redirection or denial of service.

	Host IP Address:
	
	Scan/Script Risk Level:
	Critical

	Recommended Fix:
	Cross-Site Scripting attacks can be avoided by carefully validating all input, and properly encoding all output. Implement validation globally using standard ASP.NET Validation controls, or directly in your code. More information: http://www.owasp.org/index.php/Top_10_2010-A2




	Finding:
	Insufficient Documentation

	Finding Description:
	The documentation available for the device does not provide administration instructions or complete information on the inbound and outbound communications of the device.

	GSA Guide or 800-53 Reference:
	SA-5
	Risk Level:
	High

	Recommended Fix:
	GSA CIO 2100.1F requires that, “Documentation must be obtained or created to describe how security mechanisms are implemented and configured within the IT system.”  Obtain documentation sufficient to install, configure, administer, and monitor these devices.




	Finding:
	Least Privilege

	Finding Description:
	The documentation available for the device does not provide required configuration settings to enforce least privilege compliance.

	GSA Guide or 800-53 Reference:
	AC-6, CM-2, CM-6
	Risk Level:
	High

	Recommended Fix:
	GSA CIO 2100.1F requires that, “Information systems must be configured to the most restrictive mode consistent with operational requirements and in accordance with appropriate procedural guides from NIST and/or GSA to the greatest extent possible. Implemented configuration settings should be documented and enforced in all subsystems of the information system.”  Obtain documentation sufficient to securely configure these devices.




	Finding:
	Configuration Management

	Finding Description:
	The documentation available for the device does not provide a configuration management plan.

	GSA Guide or 800-53 Reference:
	CM-2, CM-3, CM-6
	Risk Level:
	High

	Recommended Fix:
	GSA CIO 2100.1F requires that, “A system configuration management plan must be developed, implemented, and maintained for every IT system managed by GSA.”  Document and implement a configuration management plan to ensure that changes are authorized, tracked and validated.




	Finding:
	Insufficient Auditing

	Finding Description:
	No evidence was provided that the device is auditing to GSA required level of detail.

	GSA Guide or 800-53 Reference:
	AU-2
	Risk Level:
	High

	Recommended Fix:
	Document, add, and enable auditing features to the devices.  GSA CIO P 2100.1F states, “Security-activity auditing capabilities must be employed on all GSA information systems using GSA CIO IT Security 01-08, ‘Auditing & Monitoring Guide’ and NIST SP 800-37 as guides.”  Ensure that audit logs are in compliance with GSA auditing requirements.




	Finding:
	Unencrypted Login Form

	Finding Description:
	An attacker who exploited this design vulnerability would be able to utilize the information to escalate their method of attack, possibly leading to impersonation of a legitimate user, the theft of proprietary data, or execution of actions not intended by the application developers.

	GSA Guide or 800-53 Reference:
	IA-5, IA-7, SC-8, SC-9, SC-13, SC-23
	Risk Level:
	High

	Recommended Fix:
	Ensure that sensitive areas of your web application have proper encryption protocols in place to prevent login information and other data that could be helpful to an attacker from being intercepted.  GSA CIO P 2100.1F states, “Web sites (internal and public) with logon functions, must implement TLS encryption with a FIPS 140-2 validated encryption module.”




	Finding:
	Logins Sent Over Unencrypted Connection

	Finding Description:
	An attacker who exploited this design vulnerability would be able to utilize the information to escalate their method of attack, possibly leading to impersonation of a legitimate user, the theft of proprietary data, or execution of actions not intended by the application developers.

	GSA Guide or 800-53 Reference:
	IA-5, IA-7, SC-8, SC-9, SC-13, SC-23
	Scan/Script Risk Level:
	High

	Recommended Fix:
	Ensure that sensitive areas of your web application have proper encryption protocols in place to prevent login information and other data that could be helpful to an attacker from being intercepted.  GSA CIO P 2100.1F states, “Web sites (internal and public) with logon functions, must implement TLS encryption with a FIPS 140-2 validated encryption module.”




	Finding:
	No Encryption

	Finding Description:
	Sensitive information is transmitted without protection.

	GSA Guide or 800-53 Reference:
	IA-5, IA-7, SC-8, SC-9, SC-13, SC-23
	Risk Level:
	High

	Recommended Fix:
	Ensure that sensitive areas of your web application have proper encryption protocols in place to prevent login information and other data that could be helpful to an attacker from being intercepted.  GSA CIO P2100.1 states, “Web sites (internal and public) with logon functions, must implement TLS encryption with a FIPS 140-2 validated encryption module”.  Sensitive information, including usernames and passwords, could be intercepted.




	Finding:
	Unnecessary Services

	Finding Description:
	Services were available with no documented need for their use.

	GSA Guide or 800-53 Reference:
	CM-7
	Risk Level:
	Medium

	Recommended Fix:
	Disable all unnecessary services.  Document all necessary services. Unnecessary services provide a malicious user additional vectors to perform an attack.




	Finding:
	Unnecessary Ports Open

	Finding Description:
	Ports were open with no documented need for their use.

	GSA Guide or 800-53 Reference:
	CM-7
	Risk Level:
	Medium

	Recommended Fix:
	Close all unnecessary ports.  Document all necessary ports. Unnecessary ports provide malicious user additional vectors to perform an attack.




Cabling Requirements and Network Diagrams 

· Contractors are responsible for all network cabling required to connect building monitoring and control system components to the GSA network. This includes cabling to and between network switches back to the GSA router. All cabling in GSA buildings must be designed and installed in accordance with Chapter 16 (Building Automation) Building Industry Consulting Service International Inc., (BICSI) standards, for guidance on serial cables, and in conjunction with the GSA Telecommunications Distribution and Design Guide (TDDG), as it relates to Ethernet cabling.  
 
· A network diagram of all IP-addressable devices that terminate on the GSA network shall be provided to the GSA PM at the completion of design development of the system. The GSA shall be included in the design phase of the network infrastructure.  The network diagram must be approved by GSA prior to initiating work on construction documents.  Vendor-provided diagrams must be submitted in digital display in Microsoft Visio or PDF. 

· The PM must submit the network diagram to the OCIO for approval. the network diagram needs to:  show where the GSA presence is (room number and floor number ), clearly show every IP-enabled device that the vendor  plans to install, indicate cabled path from every IP-enabled device back to its switch location, show floor-by-floor location of cable runs, GSA switches and IP-enabled devices, reference the type of cable being used (taking into consideration that  all cabling in GSA buildings need to be done in accordance to the BICSI standards, and is in conjunction to the GSA Telecommunications Distribution and Design Guide TDDG), if  Fiber Optic riser used, display how it is connected through the building, and keeping in mind that daisy chaining is strongly discouraged. Please contact PBS CIO for more information on network diagram requirements.  

· Any IP addressable device that requires connection to a network switch may only be connected through a GSA-provided switch. 

Connectivity to the GSA network 

· The only permissible network connectivity is that which is provided via the GSA network.  

Government Furnished Equipment 

· Any required computer or server hardware (i.e. PC, laptop) and peripherals (i.e. mouse, keyboard, monitor) and/or routing and switching equipment, used to provide Ethernet connectivity [need to double check whether to use Ethernet or IP], must be government furnished and must be provided by the GSA.  

· GSA will provide servers and workstations for the ABAMS platform as well as network equipment at the facility, all of which will sit on the GSA private network.  The vendor is expected to provide any hardware or software required to capture building data points and forward to the ABAMS platform at GSA data center.   In addition vendor will provide ABAMS platform software.  All vendor provided hardware and software must be approved by GSA Security Group before it is authorized to run in the GSA IT environment.

· Typical Make/Model GFE includes but is not limed to:  
· Server:   		Dell PowerEdge T310/2900
VIrtual Machine on VMware Infrastructure
· Workstations:	Dell Optiplex 780
Dell Latitude E6400
· Network:	3Com OfficeConnect Managed Gigabit 8-Port Switch
3Com Baseline Plus 24-Port Switch 2226
Various Cisco models where needed
· UPS:  		APC Smart-UPS 1500VA LCD 120V

