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	#
	Question
	Answer

	1
	Where can I find the Third Party Assessor Organization (3PAO) presentations from Industry Day?
	Presentations are available to view on FedRAMP.gov.

	2
	Reference: Page 7, number 6: Experiences and Critical Success Factors.
Question: In addition to discussing Critical Success Factors, we would like to include some specifics on our Past Performance experience.
a. May we include additional detail on Government clients supported to date?
b. If so, should the information be included in the referenced section?
c. Would you prefer that the information be added as an appendix?
	a. Yes.
b. Yes.
c. No, all information you would like to include referencing past performance must fit within the page allotment provided for that section.

	3
	In the Industry Day one of the slides stated FedRAMP will use the existing NIST 800-37 rev. 1 process. The slide added one step after the SSP called “Control Implementation Summary”. This was not explained in detail but appears it is meant to address the cloud aspects.
a.  Please explain the purpose of this step in more detail;
b. Please explain how, if at all, we are to address it in the 3PAO application.
	a. This step is designed to aid agencies and cloud service providers (CSPs) to better address cloud computing in a security authorization and clearly delineate responsibility of the security controls among providers and consumers. The purpose of the step will be detailed with forthcoming FedRAMP documentation, and is above and beyond what is required in the 3PAO application. 
b. Please follow the instructions and templates listed in the 3PAO application.

	4
	Please confirm or correct our assumptions about the page allocations for submission as follows:
a. Methodology is to be no more than 6 pages;
b.  The SSP uses the template of 78 pages and that is all that is required. Not clear what “+ <=20 pages]” means, please explain;
c. SAP is to be based on the 8 “Test Case” Excel files and is not to exceed 20 pages;
d. The Assessment and Findings submission comprises the 8 “Test Case” Excel files filled in per instructions. There is no page limit;
e. SAR is the 30 page template filled in. Not clear what “+ <=15 pages]” means, please explain
f. Experience and critical success factors is to be no more than 5 pages.
	a. Methodology must be no more than 6 pages.
b. Applicants must use the System Security Plan (SSP) template provided and applicant responses within the template cannot extend the template page count by more than 20 pages. 
c. SAP is not to exceed 20 pages. Clarification to question: There are 9 Test Cases provided.
d. There is no page limit on the Assessment and Findings submission. Clarification to question: There are 9 Test Cases provided.
e. Applicants must use the Security Assessment Report (SAR) template provided and applicant responses within the template cannot extend the template page count by more than 15 pages. 
f. The Experience and Critical Success Factors response is limited to 5 pages.

	5
	a. In what circumstances will the Government require a 3PAO be used by a Cloud Service Provider?  
b. Will a 3PAO assessment be required for annual FISMA validations?  
c. How does the government intend to monitor Configuration status of accredited Cloud environments, and will a 3PAO assessment be required if a major change to an accredited cloud environment is made?  
d. Please clarify what the Government sees as the requirements for using a 3PAO.
	a. The FedRAMP security requirements make use of a 3PAO mandatory to independently verify and validate security control implementations to authorize all cloud systems. 
b. The FedRAMP security requirements implementation must be assessed by a 3PAO in accordance with the FISMA/National Institute of Standards & Technology (NIST) requirements. The continuous monitoring plan for an authorized CSP system will detail the frequency with which controls will continue to be assessed.
c. The FedRAMP PMO will be releasing more information about how FedRAMP and Federal Agencies and CSPs will monitor configuration management. This will include what the impact of a major change will be to a CSP authorization. 
d. Please see answer to 5(a).

	6
	The threshold being established for OCI differs from other Government and Industry standards, such as those for ISO 17020, NIST 800-37 or DIACAP independent assessments, where the accepted standard is that an independent 3rd party assessor cannot have supported the engineering or implementation of the system under evaluation or be part of a company that has supported the engineering or implementation of the system under evaluation.  With proper OCI mitigation strategies, it has also been acceptable to be part of another division within the same company that engineered or implemented the system under evaluation in certain circumstances.  For example, it has been acceptable for a company, as an integrator, to build data centers and support the engineering and implementation of one data center but still act as an independent 3rd party assessor for other data centers not engineered, implemented, or operated by their own company given those OCI mitigation policies were in place.  The 3PAO standard provided during the Industry Day discussions seems to imply that if a company has ever built a system or ever will build a system of any type, they can never act as a 3rd party assessor for other, completely independent, systems.  If we understand the Government’s position correctly, this would preclude anyone who has ever or will ever engineer, implement, operate, or maintain any cloud services offerings of any type or who has or will ever assist another organization in engineering, implementing, operating, or maintaining any cloud services offerings from ever acting as a 3PAO for any other cloud computing environment.  Since this seems to exceed the previously accepted US Government and industry standards as well as the standards of ISO 17020, will the Government further clarify these restrictions?
	All potential 3PAOs must conform to either (1) Type A inspection body or (2) Type C inspection body according to Section 4.2 of ISO/IEC 17020:1998.  These are defined in ISO/IEC 17020 as follows:
Inspection Body Type A:
The inspection body providing ‘third party’ services shall meet the criteria of annex A (normative) - See ISO/IEC 17020 annex A
Inspection Body Type C
The inspection body which is involved in the design, manufacture, supply, installation, use or maintenance of the items it inspects or of similar competitive items may supply inspection services to other parties not being its parent organization shall meet the criteria of annex C (normative) - See ISO/IEC 17020 annex C
For more details, please refer to ISO/IEC 17020:1998.

	7
	Do you envision the 3PAO's assuming any legal liability for the work they review and certify?
	Issues of legal liability should be addressed contractually between Federal Agencies, CSPs, and 3PAOs. 

	8
	Regarding the 4 Types (A, B and C) of assessment organizations identified in ISO 17020, it is unclear how these distinctions would be applied in practice under FedRAMP. That is, most commercial organizations who perform information security assessments have a ‘portfolio’ of Information Assurance services they offer. This may include performing NIST SP 800-37 based Certification and Accreditation processes, security control assessments, penetration testing, security engineering and consulting among others.
	 All potential 3PAOs must conform to either (1) Type A inspection body or (2) Type C inspection body according to Section 4.2 of ISO/IEC 17020:1998.  These are defined in ISO/IEC 17020 as follows:
Inspection Body Type A:
The inspection body providing ‘third party’ services shall meet the criteria of annex A (normative) - See ISO/IEC 17020 annex A
Inspection Body Type C
The inspection body which is involved in the design, manufacture, supply, installation, use or maintenance of the items it inspects or of similar competitive items may supply inspection services to other parties not being its parent organization shall meet the criteria of annex C (normative) - See ISO/IEC 17020 annex C
For more details, please refer to ISO/IEC 17020:1998.

	9
	Our understanding of the presentations at Industry Day is that organizations providing services to CSP’s in addition to Inspection (Security Assessments) would be required to erect “strong firewalls” to assure an acceptable level of independence.  Based on this understanding we have the following questions:
a. Can an organization that includes a 3PAO body provide Security Assessments (only) services to some CSP’s and security consulting (and or other information security related services) to different CSP’S?
b. Would such an organization be a Type A, Type B or Type C inspection body?
	a.  Yes.
b. Type C.

	10
	The IAF – ILAC A4 guidance document description of Type A’s states:   “...an Inspection Body shall not become a Type A Inspection Body if another part of the same organization is directly involved in design, manufacture, supply, installation, purchase, ownership, use or maintenance of the items inspected or similar competitive items, when such other parts of the organization do not have a separate legal identity.”
a. Does this restriction (on a Type A Inspection Body) only hold when the two parts of the parent organization provide these services to the same customer?
b. Do personnel performing Security Assessments services to CSP’s need to be ‘permanently assigned to an Inspection Body within the parent organization?
	a. No. 
b. 3PAOs must detail their organizational Polices and Approach to Independence as defined in ISO/IEC 17020:1998. This would include how personnel are assigned within the organization.

	11
	The descriptions of Type B and C organizations contained in the IAF – ILAC A4 guidance document seem to be inconsistent with the Industry Day presentations in that neither appear to meet the requirements for FedRAMP 3PAO’s.  Please clarify.
	Please refer to the definitions provided within ISO/IEC 17020:1998 for further guidance on what qualifies as a Type C organization. 3PAOs should detail how they meet the either a Type A or Type C organization in Bullet 8 of the “Evidence of Competence and Conformance” section of their application.

	12
	For Type B organizations, the A4 guidance document states:  “4.2.2a The two characteristics by which inspection bodies can be identified as Type B inspection bodies are the following: 
-Type B inspection bodies form a demonstrably separate and identifiable part of an organization that is involved in the design, manufacture, supply, installation, use or maintenance of items that they inspect; 
-Type B inspection bodies supply inspection services only to their parent organization.”  
The last restriction would appear to describe an organization that operates a CSP service and includes an ‘independent’ body that performs Security Assessments.  Please clarify/confirm our understanding of this restriction.
	Confirm, interpretation is correct.
Clarification to question: FedRAMP will only be accrediting 3PAOs that meet the definition of Type A or Type C organizations.

	13
	The IAF – ILAC A4 Guidance document also differentiates between Type B and Type C inspection bodies: “A Type C inspection body may offer its inspection service on the open market or to any other party and supply inspection service to external organizations. For example, it may inspect products supplied by it or by its parent organization and used by another organization. It may also supply other organizations with inspection of items that are similar to those designed, manufactured, supplied, installed, used or maintained by it or by its parent organization, and which may therefore be regarded as competitive.  Inspections carried out by Type C inspection bodies cannot be classified as third party inspections because they do not meet the requirements of independence of operations as stipulated for Type A inspection bodies in Annex A of ISO/IEC 17020.”  Please clarify whether/how Type B or C inspection bodies would qualify as FedRAMP 3PAO’s?
	FedRAMP will only be accrediting 3PAOs that meet the definition of Type A or Type C organizations. For further clarifications, please refer to the definition of Type A and Type C organizations within ISO/IEC 17020:1998.

	14
	Will FedRAMP provide reciprocity to 3PAO applicants that are licensed by the AICPA and will it deem the ISO/IEC 17020:1998 requirements to have been met by these organizations as long as proper documentation of the implementation of AICPA standards is supplied with the 3PAO application?
	FedRAMP will not be providing reciprocity to other accreditation bodies.

	15
	Will FedRAMP permit a 3PAO to report under AICPA standards using a standard AICPA report format as long as the 3PAO applicant can demonstrate that the resulting security assessment report is complete and informative as to the vulnerabilities and risks associated with the audited CSP entity?
	 All 3PAO applications must follow the templates and requirements detailed in the 3PAO Application Materials. 

	16
	Will Security Assessment Reports (SAR) prepared by a 3PAO be made public in whole or in part?
	 Application materials provided by 3PAOs will not be made public.

	17
	Where the application calls for a “Security Plan (SP) [FedRAMP abbreviated SSP template + <=20 pages],” does this mean we are to submit an SP up to 98 pages?  There are 78 pages in the template.  Or, can we submit an SP with 120 pages and then add up to 20 pages of additional documentation (e.g. Incident Response Plan)?
	Please refer to question 5. 

	18
	The application lists 9 controls plus enhancements that the notional system must be capable of implementing. It also states the Security Assessment Plan must also address those controls. However, the abbreviated SP template lists an additional 4 controls/enhancements in Section 5 (AC-18, AC-19, AC-20 & AC-22). Also, the entire PS and RA family of controls are listed in Table 3-24 of the abbreviated SP template. Should our SP, SAP, and SAR be limited to the 9 controls/enhancements shown in the application, the 13 controls/enhancements shown in Section 5 of the SP template, or the 21 controls/enhancements shown in Table 3-24 of the SP template? 
	Applicants only need to address the 9 controls/enhancements listed in the application. The template SSP has been updated on FedRAMP.gov and FBO.gov to reflect this.

	19
	The SSP template provided by FedRAMP has additional controls not listed in the application. Is it appropriate to remove the additional controls from the template or are they to be considered as part of the application submission?
	Yes, Applicants only need to address the 9 controls/enhancements listed in the application. Applicants may either remove the additional controls or use the new template which only contains the required controls which is available on FedRAMP.gov and FBO.gov to reflect this.

	20
	Are actual artifacts to be included as part of the assessment (i.e. screenshots, word docs, log files) or should the files be referred to by name in the write up of results?
	Applicant may include the actual artifacts, or a summary description of specific content of the relevant artifacts referred to in the write up of the results

	21
	Is there a template for the SAP?
	 No.

	22
	How will 3PAO’s assess products that are not in operational state at the CSP? How will controls referencing organizational defined parameters be addressed?
	All products are expected to be in an operational state or if not operational the results factored into the assessment of risks.   Within the 3PAO application, a 3PAO must address all products in a notional system that reflects organizational defined parameters.     

	23
	What is the expectation regarding interview type action steps (e.g. AC-2(7).1.1.4)?
	 To confirm that those responsible understand the requirements and are implementing those requirements as defined. 

	24
	Please clarify whether all personnel who are a part of a 3PAO organization require a resume to be submitted with the application.  
	Resumes for all personnel are not required. A 3PAO must provide the following for personnel (Bullets 5 and 6 of the Evidence of Competence and Conformance section of the application):
1. Copy of Qualifications of each of the Applicant’s personnel who oversee or are key in conducting assessments according to Section 8.2 of ISO/IEC 17020:1998.
2. Copy of the qualifications of each of the Applicant’s personnel who sign or otherwise approve inspection reports and inspection certificates according to Section 13.3 of ISO/IEC 17020:1998.

	25
	Will resumes submitted with the application factor in to 3PAO application evaluation?
	The qualifications submitted under bullets 5 and 6 of the Evidence of Competence and Conformance will be evaluated.

	26
	Please clarify whether the template provided and/or the delta will be counted in the overall page count for SSP, SP, and SAR.  
	 Please refer to question 5. 

	27
	We presume that there are no limitations on the SaaS application we can use for the mock assessment.  Please confirm.
	 3PAOs should use a notional cloud system in their evaluation. The limitations of any system should be detailed in the documentation provided with the application.

	28
	Can the 3PAO that is a Type C inspection body be under the same physical facility of the CSP organization, provided organizational firewalls have been implemented?
	ISO/IEC 17020:1998 refers to how inspection bodies have organizational firewalls for independence. If physical location of 3PAOs factor in to the organizational firewall, these should be detailed in bullet 8 of the ISO/IEC 17020:1998. 

	29
	a. Does the current FedRAMP guidance preclude a FedRAMP third party assessor organization from also being a FedRAMP cloud service provider for the Federal Government as a conflict of interest situation?  
b. If so, is there any kind of exception or waiver process?  
c. May a company establish a “firewall” or separation between CSP and 3PAO components?
	a. Yes. A FedRAMP accredited 3PAO cannot also be a CSP.
b. No, there is not an exception or waiver process.
c. FedRAMP accredited 3PAOs must meet the definition of a Type A or Type C organization as defined in ISO/IEC 17020:1998.

	30
	Can several companies form a team and apply to be a FedRAMP third party assessor organization as a “team entity”?
	[bookmark: _GoBack] Yes.  However the applicant must be a legally identifiable entity per ISO/IEC 17020, section 3.1.  The application cannot list two organizations as a partnership entity.  While partnerships can exist, only one legally identifiable organization is named the 3PAO.  

	31
	May the system that is the subject of the sample Security Plan (SP), Security Assessment Report (SAP), and Security Assessment Report (SAR) be a combination of actual systems, or must it represent one single prior assessment?  May it be a hypothetical system?
	3PAOs should use a notional cloud system in their evaluation. This system must meet the requirements defined in the 3PAO application.

	32
	How does the Federal Government plan to measure the success or failure of such third parties to monitor Cloud Security?
	 3PAOs will be accredited according to the FedRAMP 3PAO Program Description.

	33
	Why was the ISO standard chosen over US generally accepted auditing standards published by the AICPA or federal government auditing standards published by GAO?  These standards are already widely used in the federal government to ensure quality, independence, and professionalism.
	ISO/IEC 17020 specifically targets organizations performing inspections and not audits.

	34
	Why not leverage SOCII reporting standards issued by AICPA?
	FedRAMP continues to draw upon and consider the concepts and principles of many different reporting standards for FedRAMP and FISMA, of which SOCII is included. 

	35
	Why ISO 17020 as opposed to ISO 9001?  Will ISO 9001 certification be viewed as equivalent to ISO 17020?  The major sections of these two ISP standards seem very close.
	The requirements of ISO/IEC 17020 specifically address inspection bodies, rather than general quality management systems.  ISO 9001 is not intended to be applied to conformity assessment organizations.  Organizations whose mgmt systems comply with ISO 9001 may already meet some of the requirements of ISO/IEC 17020. 

	36
	If the mission is to reduce redundancy and use commercial private sector standards, how does the assessment process integrated with ISO270001, SOC2, PCI-DSS, and other security assurance models already adopted by CSPs?
	All assessment evidence must fully address the FedRAMP/FISMA security control requirements. FedRAMP encourages the reuse of assessment evidence if such evidence is timely, derived with appropriate degrees of independence, and relevant with respect to the security controls implemented by cloud service providers.

	37
	What testing sampling approach is required as part of the independent testing?  Do we need to follow a statistically valid sampling approach?
	ISO/IEC 17020, section 10.2 addresses the use of sampling by 3PAOs. 

	38
	Can you provide some examples of firewalls you have seen which would be acceptable for Type B organizations?
	All potential 3PAOs must conform to either (1) Type A inspection body or (2) Type C inspection body according to Section 4.2 of ISO/IEC 17020:1998.  These are defined in ISO/IEC 17020 as follows:
Inspection Body Type A:
The inspection body providing ‘third party’ services shall meet the criteria of annex A (normative) - See ISO/IEC 17020 annex A
Inspection Body Type C
The inspection body which is involved in the design, manufacture, supply, installation, use or maintenance of the items it inspects or of similar competitive items may supply inspection services to other parties not being its parent organization shall meet the criteria of annex C (normative) - See ISO/IEC 17020 annex C
For more details, please refer to ISO/IEC 17020:1998.

	39
	In addition to compliance with ISO12020 and demonstration (evidence) of control effectiveness are any “individual” certifications required (i.e. DoD 8570 requirements, SECURLIST, CISSP, CISA, etc.)?
	No. 

	40
	An ISO/IEC 17020 revision is due imminently – it is at DIS now.  Do FedRAMP propose conformance to the new version when it is published?
	FedRAMP will review the new edition of ISO/IEC 17020 upon publication and make program decisions based on that review.  

	41
	17020 Compliance.  How do we ensure that our company’s intellectual property is maintained during our application?
	The FedRAMP PMO will treat all application materials in the same way it would an acquisition and will ensure the confidentiality and protection of all applicant/company intellectual property

	42
	Is the applicant expected to provide actual evidence collected from a client to demonstrate competency?  Client confidentiality restrictions would prohibit this.  If not actual evidence, what is the expectation?
	3PAOs should use a notional cloud system in their evaluation. This system must meet the requirements defined in the 3PAO application.


	43
	I’m unclear on the ISO/IEC 17020 requirement.  The 3PAO has to document that they map to the standards but not necessarily be certified – correct?  Will there be an advantage to companies that are ISO certified?
	There is no requirement that an applicant 3PAO be certified or registered to other standards.  

	44
	Will there be a standard definition of what a system is?  Should cloud systems generally be scoped as “system of systems” or complex information systems?
	No. Information systems and the associated boundaries for those systems are defined by cloud services providers.  In general, information system boundaries include all information system components (i.e., hardware, software, and firmware) that cloud service providers agree to protect through the implementation of the FedRAMP security controls.  This includes all information processed, stored, and transmitted by the cloud-based information system defined by the established boundary.

	45
	What degree of independence will be required for 3PAO providers vice cloud providers?
	All FedRAMP accredited 3PAOs must meet the independence requirements defined in ISO/IEC 17020:1998.

	46
	Will there be periodic/mandatory training for 3PAOs?  At what cost?  Please remember that there are a lot of 3PAOs and CSPs in the West.
	Yes there will be periodic training for 3PAOs. There will not be a cost associated with the training. Considerations will be made for inclusion of industry partners outside of the Washington DC area.

	47
	What process will GSA use to ensure 3PAOs are strictly following A&A assessment Guidance? 
	The FedRAMP 3PAO accreditation process will include a test of 3PAO FISMA and NIST authorization knowledge.

	48
	Will contractors embedded in GSA and NIST be ineligible to apply for 3PAO due to COI?
	All FedRAMP accredited 3PAOs must meet the independence requirements defined in ISO/IEC 17020:1998.

	49
	Will the certification of 3PAOs be a prelude to FISMA II when internal assessments must be accomplished by a certified assessor?
	No.

	50
	If a 3PAO does an assessment of a CSP does that exclude them on bidding on re-competes for services in that cloud? 
	All FedRAMP accredited 3PAOs must meet the independence requirements for Type A or Type C organizations as defined in ISO/IEC 17020:1998. In order to maintain independence, organizations must ensure all new services do not change their organizational firewalls.

	51
	Is there a complaint filing process if 3PAOs are not doing the right job?
	ISO 17020:1998 requires 3PAOs to have a formally documented complaint process. Additionally, the FedRAMP PMO will consider complaints filed regarding 3PAO performance. 

	52
	Can the GSA Assessment template be modified by the 3PAO?
	All 3PAO applicants must use the templates provided in the 3PAO application materials and no alterations to the template should be made.

	53
	We are a CMMI Level 3 organization and have many of the process and procedures consistent with 17020 but have never been audited against 17020.  How do we complete the 3PAO application?
	Please follow instructions listed in the 3PAO application materials for completing the application. Organizations are encouraged to re-use prior documentation as long as it addresses the requirements and is timely and relevant.

	54
	Will there be an authorized list of tools for 3PAOs (such as vulnerability scanners, database scanners, etc.)
	No. 3PAOs should follow any DHS and NIST guidance for authorized and approved tools.

	55
	Will 3PAOs be allowed to have input on annual FedRAMP control review?
	Yes.

	56
	Will the 3PAO conduct assessments prior to the JAB provisional authorization or after an Agency wants to select a given CSP?

	3PAOs must assess a CSP system prior to a JAB provisional authorization. Agencies may select CSPs before selecting a 3PAO; however a 3PAO is required in authorizing that CSP environment.

	57
	Will the 3PAO process recognize or provide reciprocity for audit organizations operating under AICPA or GAO standards?
	No. However, organizations are encouraged to re-use prior documentation as long as it addresses the requirements and is timely and relevant.

	58
	What is the programs position on subsequent annual assessments/continuous monitoring as it pertains to independent assessor?  Must initial and ongoing control assessments be performed by a 3PAO?
	Further FedRAMP documentation to be released will detail the requirements for 3PAO involvement in the ongoing assessment and authorization (continuous monitoring) of CSP environments. 

	59
	Can a system integrator provide cloud services and also be a 3rd party assessor?
	3PAOs cannot provide cloud services. 3PAOs must meet the requirements for independence of Type A or Type C organizations as defined in ISO/IEC 17020:1998.

	60
	How much will it cost to become a 3PAO?  What is the fee?
	There is no cost to apply.

	61
	3PAO initial approved list = how many? When will the first list be released?

	The number on the first list will depend on the number of qualified applicants received by January 20, 2012. The first list is expected be released in March or April of 2012.

	62
	Can GSA publish a list of initial 3PAO applicants after January 20, 2012?
	GSA will not publish a list of applicants.

	63
	What checks and balances prevent large contractors or “favored” vendors from monopolizing 3PAO?
	All applicants must meet the same requirements, and neither large nor small vendors receive any preference. 

	64
	After the first set of f3PAO applications have been approved when is the next anticipated “open window” for applications?
	Applications received after January 20, 2012 will be reviewed and accredited on a rolling basis.

	65
	What is the impact on a CSPs provisional authorization if its 3PAOs accreditation expires or otherwise gets pulled?
	This process will be detailed in forthcoming FedRAMP documentation.

	66
	How long is a 3PAO accreditation valid for?

	There is not a time limit. However, an accredited 3PAO can have its accredited status removed if it is found to be no longer compliant with the accreditation requirements.

	67
	Who selects the 3PAO?  If the CSP selects and pays, how can GSA ensure independence?
	The payment and selection of a 3PAO is a contractual issue between a CSP and Federal Agency. Independence is assured through the ISO/IEC 17020:1998 requirements.

	68
	Will any statistics regarding 3PAOs be provided to CSPs?  For example,
a. Percentage of assessments performed by a 3PAO which are not adequate 
b. Percentage of systems assessed by a 3PAO which are given an ATO
	No. 

	69
	GSA released SSP, Assessment Test Cases, SP, and SAR templates were required for the IaaS BPA.  Are 3PAO applicants encourage/required to sue these templates, or are we allowed modify/improve on the templates?
	3PAO applicants must use the templates provided in the 3PAO application materials.

	70
	Please discuss what situations might constitute an OCI for a company that is a 3PAO, for example:
a. Would they be prohibited from other FedRAMP activities such as Continuous Monitoring?
b. Can a 3PAO support an agency’s IT Security if the agency used a Cloud Service they have assessed?
	a. No.
b. 3PAOs must meet the level of independence required for Type A and Type C organization as defined in ISO/IEC 17020:1998.

	71
	Are there agreed upon criteria within the ISO/IEC 17020 standard that do not apply to 3PAO organizations?
	No.

	72
	How does one demonstrate compliance with ISO/IEC 17020 for the 3PAO application?  We have not done compliance with 17020 and this may keep us from applying to be a 3PAO.
	The requirements for demonstration of compliance with ISO/IEC 17020:1998 requirements are detailed within ISO/IEC 17020:1998 as well as the 3PAO application materials.

	73
	What security/clearance requirements will 3PAO assessor require for the “provisional assessment”?
	These requirements will vary based on the CSP environment being tested and is dependent on the CSP contract with a Federal Agency.

	74
	Will there be any advantage to being a Type A versus Type C 3PAO?
	No.

	75
	Does performing other audits (ISO) to CSPs count as “other services” which would qualify a 3PAO as “Type B”?
	Please refer to ISO/IEC definitions for services to understand if the definition of audits used by your organization would be considered ‘other services’

	76
	Will current GSA IaaS BPA holders who have an IaaS ATO be required to be re-assessed by a 3PAO for FedRAMP certification?
	All CSPs wishing to have a FedRAMP JAB provisional authorization must use FedRAMP accredited 3PAOs.

	77
	If the concern is for 3PAOs assessing their own CSP can FedRAMP simply preclude this specific situation?  Is this only for FedRAMP CSPs or any CSP?
	ISO/IEC 17020:1998 requirements for Type A and Type C organizational independence do not allow 3PAOs to also be CSPs.

	78
	How many companies do you see ultimately getting approved to be 3PAOs?  How large is the pool going to be?
	The FedRAMP PMO expects a healthy competition of 3PAO accredited providers.
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