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1. [bookmark: _Toc310871105]Purpose
The Federal Cloud Computing Initiative (FCCI) at General Services Administration (GSA) has developed the Federal Risk and Authorization Management Program (FedRAMP), a unified government-wide risk management program focused on security for cloud-based systems. FedRAMP provides a standard approach for conducting security assessments of cloud systems based on an accepted set of baseline security controls and consistent processes that have been vetted and agreed upon by agencies across the Federal government. Agencies will be able to leverage security assessments for cloud services that have already received provisional authorization under FedRAMP. This “approve once, and use often” approach will save the cost, time, and staff required to conduct individual Agency security assessments. 
Conformity assessment is a key part of FedRAMP. Conformity assessment is a “demonstration that specified requirements relating to a product, process, system, person or body are fulfilled.” (Source: ISO/IEC 17000). Conformity assessment is built on a set of internationally recognized standards that help ensure that the program consistently supports the appropriate level of rigor and independence required. 
 FedRAMP uses a conformity assessment process to ensure that cloud computing services and systems offered by Cloud Service Providers (CSP) meet specified security requirements. CSPs will be required to use qualified, accredited Third Party Assessment Organizations to perform independent assessments on their service and systems. Third Party Assessment Organizations (3PAO) perform initial and periodic assessment of CSP systems per FedRAMP requirements, provide evidence of compliance, and play an ongoing role in ensuring that CSPs meet requirements. FedRAMP provisional authorizations must include an assessment by an accredited 3PAO to ensure a consistent assessment process. 
This document describes the process for achieving and maintaining 3PAO accreditation status in support of FedRAMP, and provides details on the role of 3PAOs within FedRAMP, Management and Technical requirements for 3PAOs, and the application process for 3PAOs.
2. [bookmark: _Toc310871106]Overview
[bookmark: _Toc310871107]2.1 Background
FedRAMP will use a conformity assessment process to demonstrate that cloud computing services offered by CSPs meet specified security requirements. The Federal Cloud Computing Program is implementing a formal process to assess whether independent 3PAOs are qualified to perform security assessments on cloud computing systems for FedRAMP. A list of accredited Third Party Assessment Organizations will be developed and maintained initially by GSA and eventually will be managed by a private-sector body. 
The conformity assessment process is designed to ensure that cloud computing services used by agencies have been assessed by qualified organizations. Specifically, conformity assessment:
Offers a methodology that allows agencies to ensure that cloud computing services meet Federal security standards for cloud computing systems 
Establishes a standard and consistent security assessment process
Provides a structure that requires CSPs to use a qualified 3PAO to ensure compliance with FedRAMP and that increases likelihood of a provisional authorization being granted
Provides CSPs with a framework to integrate with their internal processes and to measure their services against defined standards found at www.FedRAMP.gov
Provides a scalable framework that can be expanded in the long term, beyond cloud computing. 
[bookmark: _Toc310871108]2.2 Role of Accredited Third Party Assessment Organizations (3PAO) in FedRAMP
Under FedRAMP, CSP authorization packages must include an assessment by an accredited 3PAO to ensure a consistent assessment process. Accredited 3PAOs perform initial and periodic assessment of CSP systems per FedRAMP requirements, provide evidence of compliance, and play an on-going role in ensuring that CSPs meet requirements. To become an accredited 3PAO under the FedRAMP program, 3PAOs must submit an application that demonstrates compliance with requirements established under FedRAMP for security assessment of cloud-based information systems, as well as requirements based on ISO/IEC 17020:1998 for organizations performing inspections (requirements can be found in the Appendix). Applications will be evaluated by a Government Expert Review Board. A list of accredited 3PAOs will be published at www.FedRAMP.gov/3PAO. 
CSPs implement and document security controls as specified in the FedRAMP Security Control Baseline for Initial Assessment and FedRAMP Continuous Monitoring Controls. 3PAOs conduct an initial assessment of evidence that deployed security controls within CSP systems are effective. Following completion of the initial assessment, the CSP must demonstrate conformance with FedRAMP requirements by submitting a security authorization package to the FedRAMP Program Management Office (PMO) that contains a Security Plan (SP), Security Assessment Plan (SAP), Security Assessment Report (SAR), Plan of Action and Milestones (POA&M), and a Supplier’s Declaration of Conformity (SDOC), as evidence of compliance. 
[bookmark: _GoBack]If the CSP’s security authorization package meets FedRAMP requirements, the service will receive a provisional Authorization.[footnoteRef:1] [1:  A provisional authorization is an initial approval of an authorization package by the FedRAMP Joint Authorization Board (JAB) pending the issuance of a final authorization to operate by the Executive department or agency acquiring the cloud service.] 

FedRAMP will maintain a repository of provisional authorizations that Federal agencies can review and leverage to acquire services from authorized CSPs. Agencies retain their responsibility and authority to ensure their security needs are met. FedRAMP has been designed to maximize the potential for leverage and minimize the need for any additional controls. However, if necessary, agencies may require CSPs to demonstrate compliance with any security requirements that extend beyond the FedRAMP baseline controls. 
Once the provisional authorization has been granted, the CSP must maintain compliance with FedRAMP requirements and controls to retain their authorization. CSPs also will be required to have a 3PAO perform on-going assessments based on the frequency of review of controls specified in FedRAMP requirements.
3. [bookmark: _Toc310871109]Application Process
The following sections describe the application process for potential 3PAOs and the review process that will be used by FedRAMP to evaluate 3PAO applicants.
[bookmark: _Toc310871110]3.1 Submission
All documents required to apply for accreditation are available at www.FedRAMP.gov/3PAO. Directions for submission of applications are contained in the application form. If you have any questions concerning this process, please email 3PAO@FedRAMP.gov. 
[bookmark: _Toc310871111]3.2 Review
Submitted 3PAO applications will be evaluated by a Government Expert Review Board (ERB) for completeness, conformance, and competence, as required in the application form. The ERB will make a recommendation for approval of applicant organizations to the FedRAMP PMO. The FedRAMP PMO will make the final approval decision. In the long term, the Government Expert Review Board will be replaced by a private-sector accreditation body for determining qualified 3PAOs. 
[bookmark: _Toc310871112]3.2.1 Application Review Timeframe Leading to Initial List of 3PAOs
1. The FedRAMP PMO intends to publish the initial list of FedRAMP-accredited 3PAOs in 2QFY12. This list will be updated on an on-going basis.
2. FedRAMP PMO will start accepting applications for the initial list of FedRAMP 3PAOs on January 3, 2012. Applications will be accepted through 5:00pm January 20, 2012 to be evaluated for the initial list.
3. The FedRAMP PMO will evaluate applications by the process described in this section to select an initial set of accredited 3PAOs by the end of 2QFY12. Evaluations will then continue on a rolling basis, and 3PAOs will be added to the list as they are accredited into FedRAMP. 
4. Initially, applications will be queued in the order in which they are received. Each application will undergo the following FedRAMP requirements evaluation:
a. A completeness check of the application form
b. A review of the documents and evidence that accompany the application form
c. A determination that the applicant management system meets ISO/IEC 17020:1998
d. A determination that the applicant has the required technical competence
e. A determination that the applicant meets additional FedRAMP program-specific requirements.
5. Applicants that do not meet the above requirements will receive a non-conformity letter and be given the opportunity to resolve the non-conformance(s) and submit a revised application. An applicant receiving a non-conformity letter prior to 5:00pm January 20, 2012 will not be considered for the initial list, but will be processed subsequently.
6. All applicants that meet the above requirements will be listed, as a group, on the list of FedRAMP-accredited 3PAOs, on or about March 31, 2012.
7. After the initial list of FedRAMP-accredited 3PAOs is released, subsequent accredited 3PAOs will be listed on the FedRAMP website individually, in real-time, upon release of the accreditation memo from the FedRAMP PMO. 
8. The FedRAMP ERB will cease accepting applications when one or more private-sector accreditation bodies have been recognized by the FedRAMP PMO and have begun accepting applications. 
[bookmark: _Toc310871113]3.2.2 Evaluation of Applications 
The FedRAMP PMO will evaluate evidence documents submitted with the application. These documents are listed in the Evidence of Competence and Conformance section of the application. The FedRAMP PMO will use these documents to determine whether  both the 1) FedRAMP management system requirements, including ISO/IEC 17020:1998, and 2) the FedRAMP technical requirements, including technical competency, have been met. 
3.2.2.1 Evaluation of Management System Documentation 
The management system documentation submitted by the applicant will be evaluated to determine if the management system conforms to the requirements of ISO/IEC 17020:1998. All of the requirements of ISO/IEC 17020:1998 must be addressed through the submitted documentation. Additionally, the evaluation will focus on those key requirements related to the management system for organizational independence and avoidance of conflict-of-interest; confidentiality of information generated during the assessment; and the qualifications of the applicant’s key personnel. 
3.2.2.2 Evaluation of Demonstration of Technical Capability 
Technical competency will be determined by evaluating information submitted by the applicant, related to the security assessment process listed in the Evidence of Competence and Conformance section of the application. The applicant-supplied information will be used to determine if the applicant is capable of applying its assessment methodology and approach to assess an exemplar cloud service or technology in accordance with FedRAMP requirements. The FedRAMP requirements and supporting NIST publications to be used by the 3PAO applicants in preparing for their demonstration of technical capability are identified at www.FedRAMP.gov/3PAO. These requirements and publications also will be used by the ERB as a source of reference for the evaluation of 3PAO applications.
Focus will be placed on the applicant’s current competency and ability to maintain competency in the areas of:
a) Applying security assessment requirements using FedRAMP-approved standards, guidelines, templates, and security controls
b) Understanding cloud-based information systems, services, and technologies for each of the service models, deployment models, and the low and moderate impact levels
c) Developing effective security assessment plans
d) Performing security assessments
e) Preparing complete and informative security assessment reports.
[bookmark: _Toc310871114]3.3 Accreditation
Applications will be accredited if 3PAOs satisfactorily document and demonstrate that they meet all of the above factors.
a) The FedRAMP PMO will notify the applicant's authorized representative of its satisfactory application and successful achievement of accredited 3PAO status.
b) Once notified by the FedRAMP Program Management Office of its successful achievement of accredited 3PAO status, the applicant may represent itself as a 3PAO and begin assessing cloud service technologies and services consistent with its accreditation status.
[bookmark: _Toc310871115]3.4 Application Non-Conformities
If the FedRAMP PMO determines that non-conformities in the application exist, the FedRAMP PMO will issue a non-conformity letter to the applicant and return the application. The non-conformity letter will identify the areas of the application that require additional information or correction. In this case, this application will move to the end of the queue for processing. 
[bookmark: _Toc310871116]3.5 Revised Application
a) An applicant is permitted to submit a revised application in response to a non-conformity letter. 
b) To receive reconsideration for accredited 3PAO status, an applicant's revised application must address the specified non-conformity. The applicant is not required to respond within a specified timeframe. 
c) The FedRAMP PMO will review a revised application and may request clarification of statements and the correction of errors or omissions in a revised application. 
d) If the FedRAMP PMO determines that a revised application still contains non-conformities, the applicant will be issued a denial notice. This notice will indicate that the applicant will no longer be considered for accreditation in the program. Applicants may request reconsideration of a denial, in accordance with the Application Reconsideration section, below.
[bookmark: _Toc310871117]3.6 Application Reconsideration
An applicant may request that the FedRAMP PMO reconsider an issued denial notice only if the applicant can demonstrate that clear, factual errors were made in the review of the application and that the errors' correction could lead to the applicant obtaining accreditation status.
[bookmark: _Toc310871118]3.6.1 Reconsideration
An applicant is required to submit, within 15 business days of receipt of a denial notice, a written statement to the FedRAMP PMO contesting the decision to deny its application, and explaining with sufficient documentation the factual errors that account for the denial. If the FedRAMP PMO does not receive the applicant's submission within the specified timeframe, its reconsideration request will be rejected. 
[bookmark: _Toc310871119]3.6.2 Reconsideration Request Review
If the FedRAMP PMO receives a timely reconsideration request, the FedRAMP PMO is permitted up to 15 business days from the date of receipt to review the information submitted by the applicant and issue a decision.
[bookmark: _Toc310871120]3.6.3 Decision
a) If the FedRAMP PMO determines that clear, factual errors were made during the review of the application and that correction of the errors would remove all identified non-conformities, the applicant's authorized representative will be notified of the FedRAMP PMO’s decision to reverse the previous decision(s) and to approve the application.
b) If, after reviewing an applicant's reconsideration request, the FedRAMP PMO determines that the applicant did not identify any factual errors or that correction of those factual errors would not remove all identified non-conformities in the application, the FedRAMP PMO will reject the applicant's reconsideration request.
c) Final decision: A reconsideration decision issued by the FedRAMP PMO will be final and not subject to further review. 
4. [bookmark: _Toc310871121]Requirements for Maintaining Accredited 3PAO Status 
[bookmark: _Toc310871122]4.1 Maintaining 3PAO Status
a) In order to maintain accredited status, the 3PAO must comply with the Management and the Technical requirements of the FedRAMP program. 
b) The FedRAMP PMO will review any reported changes that materially affect the ability of the 3PAO to perform assessments and continue to meet FedRAMP Management and Technical requirements. 
[bookmark: _Toc310871123]4.2 Suspending 3PAO Accredited Status
a) The FedRAMP PMO may temporarily suspend the 3PAO’s accredited status when one or more of the FedRAMP Management and Technical requirements for accreditation due to either an intentional or unintentional action on the part of the 3PAO. 
b) Suspended assessment organizations will remain on the 3PAO accredited list but be clearly distinguished from fully compliant 3PAOs for the duration of the suspension period. The suspension period will end when there has been a resolution to the cause for suspension.
[bookmark: _Toc310871124]4.3 Revoking 3PAO Accredited Status
a) The FedRAMP PMO may permanently revoke the accredited status of a listed 3PAO when one or more of the FedRAMP Management and Technical requirements for accreditation fail to be met due to either an intentional or unintentional action on the part of the 3PAO. 
b) The FedRAMP PMO also may revoke the accredited status of a listed 3PAO if the 3PAO fails to satisfactorily resolve the cause for suspension.
c) Revocation of the 3PAO will result in removal from the FedRAMP Accredited Third Party Assessment Organization list. 
4.4 Requests for Withdrawal of 3PAO Accredited Status 
a) The 3PAO may request withdrawal of its listing from the FedRAMP Accredited Third Party Assessment Organization List. The 3PAO’s request for withdrawal shall be submitted to the FedRAMP PMO in formal written correspondence that includes an explanation of the request. Withdrawal of the 3PAO Accredited status will result in removal of the 3PAO from the Accredited List.
[bookmark: _Toc310871125]5. Transition to Private Sector Accreditation Body
It is anticipated that, in the long term, the FedRAMP PMO will make use of a private-sector accreditation body for determining qualified 3PAOs. After the private-sector accreditation body has been established and has accredited 3PAOs, the program will transition to accepting only Security Assessment Reports that have been issued by an accredited 3PAO. Once a starting date is known for the private-sector accreditation body to begin accepting applications for accreditation, the FedRAMP PMO will announce a transition schedule. The transition schedule will detail when the program will cease accepting Security Assessment Reports from prospective 3PAOs under the process defined above, and when the private-sector accreditation body will begin accepting Security Assessment Reports only from previously accredited 3PAOs. It is anticipated that GSA will begin the privatization of the accreditation body in FY14.


[bookmark: _Toc310871126]Appendix A: Evidence of Competence and Conformance 
Management and technical requirements are described in the Agreement to Adhere to the Requirements for FedRAMP Third Party Assessment Organizations (3PAOs) section of the Application for FedRAMP Third Party Assessment Organization (3PAO) Status.
 
Please provide the following information as evidence of conformance to management requirements.
ISO/IEC 17020:19981
1. Copy or Description of Applicant’s Management Structure and organization chart according to Section 6 of ISO/IEC 17020:1998. The organization chart shall clearly show the functions and lines of authority for staff within the application organization and the relationship, if any, between the FedRAMP Security Assessment functions and other activities of the application organization.
2. Documentation of the Completion and Results of the Self-Audit Against All Sections of ISO/IEC 17020:1998
3. Copy of the Applicant’s Quality System Manual according to Section 7.3 of ISO/IEC 17020:1998.
4.  Cross matrix indicating where in the quality system each requirement of ISO/IEC 17020:1998 is addressed. (Note a companion requirement in the Methodology section of the Demonstration of Technical Capability section below.)
5. Copy of Qualifications of each of the Applicant’s personnel who oversee or are key in conducting assessments according to Section 8.2 of ISO/IEC 17020:1998.
6. Copy of the qualifications of each of the Applicant's personnel who sign or otherwise approve inspection reports and inspection certificates according to Section 13.3 of ISO/IEC 17020:1998
7. Copy of Applicant’s Policies and Approach to Confidentiality According to Section 5 of ISO/IEC 17020:1998.
8. Copy of Applicant’s Polices and Approach to Independence as a ‘Type A inspection body’ or ‘Type C inspection body’ according to Section 4.2 of ISO/IEC 17020:1998.


[bookmark: _Toc302122683][bookmark: _Toc310871127]Instructions for Applicants to Provide Demonstration of Technical Competence and Capability
Please provide the following information as evidence to demonstrate technical competence and capability consistent with FedRAMP program requirements.
Please use 12 pt. font size, 8-1/2" by 11" page size, 1-inch margin, and double-sided paper to respond to the sections below. Pages must be numbered.
1. Methodology [<= 6 pages] 
For each of the following three sections the applicant shall include with the explanations or descriptions a cross reference indicating where in the applicant's Quality System Manual the corresponding explanation or description is addressed.
Explain how the FedRAMP program requirements/procedures/templates, and supporting NIST publications concepts and principles are integrated in the applicant's instructions, procedures, methods, tools, etc. for security assessments.
a. Summarize the applicant's methodologies, processes, and approaches to be used in security assessment of cloud-based information system technologies and practices.
b. Summarize the applicant's methodologies and processes to generate an effective security assessment plan that, as a minimum, is consistent with the concepts and principles exemplified in NIST SP 800-53A, and describe any methodology considerations that are specific to cloud service models (IaaS/PaaS/SaaS) or deployment models (public/private/hybrid/ community).
2. Security Plan (SP) [FedRAMP abbreviated SP template + <=20 pages] **
Develop a sample Security Plan (SP) for an applicant-selected, cloud-based information system, drawing upon a system the applicant has either previously assessed or an equivalent experimental system. The applicant selected system shall be for an SaaS cloud service model (the applicant may choose the cloud deployment model [i.e., private, public, hybrid, or community]) that is categorized as moderate-impact and, as a minimum, is capable of implementing the following FedRAMP security controls:
a. AC-2 Account Management with control enhancements (1), (2), (3), (4), (7)
b. AC-17 Remote Access with control enhancements (1), (2), (3), (4), (5), (7), (8)
c. AU-2 Auditable Events with control enhancements (3), (4)
d. CM-6 Configuration Settings with control enhancements (1), (3)
e. CP-9 Information System Backup with control enhancements (1), (3)
f. IR-4 Incident Handling with control enhancement (1)
g. RA-5 Vulnerability Scanning with control enhancements (1), (2), (3), (6), (9)
h. SC-9 Transmission Confidentiality with control enhancement (1)
i. SI-2 Flaw Remediation with control enhancement (2).
(An abbreviated version of the FedRAMP SSP template identified as “Abbreviated 3PAO Applicant Security Plan (SP) Template” is available on the website www.FedRAMP.gov/3PAO for the applicant's use.)
**The applicant is requested to provide an example of an SSP to demonstrate its capability in developing and executing an effective Security Assessment Plan (SAP). Although the applicant is not being evaluated on the capability to develop SSP's, the SSP should be of sufficient detail to enable the applicant to develop a full and complete SAP and SAR.
3. Security Assessment Plan (SAP) [extended* FedRAMP assessment procedure templates + <=20 pages]
Provide a complete SAP for the system, using the applicant-developed SSP above. The plan shall include all of the security controls (a-i) described above. Refer to NIST SP 800-53A rev. 1 for guidance on developing a security assessment plan. The plan shall use the set of FedRAMP assessment procedures for security controls (a-i) above that are posted on the website www.FedRAMP.gov/3PAO and identified as “Abbreviated Set of 3PAO Applicant Assessment Procedures”. The applicant’s assessment procedures must be tailored to address considerations that are specific to an SaaS cloud service model and applicant-selected deployment model. 
*The FedRAMP abbreviated assessment procedures are expected to be extended as appropriate to accommodate assessment of system-specific security control implementation technologies and practices described in the applicant-developed SSP.
4. Assessment Procedure Evidence and Findings 
Provide documented evidence and findings from simulated execution of the SAP above. Documented evidence and findings shall be recorded in the blank information blocks in the FedRAMP-provided abbreviated assessment procedure templates. The blank information blocks are located in the: 
a. Assessment Case, Action Step, Evidence (assessment details and observations to support findings) column, and the Rating (NS,PS, FS or N/A) column; and
b.  Security Assessment Reporting Forms Section III Assessment Findings, “Finding” column, and Section IV Assessor Comments and Recommendations, “Assessor Comments” and “Assessor Recommendations” blocks (first two blocks).
The Assessment Evidence and Findings must include several examples of potential assessment results that range from fully satisfied to varying degrees of severity of other than satisfied that could be expected from execution of the SAP. The assessment results must include, as a minimum, two (2) examples that are judged to be of the category of “other than satisfied” (e.g., NS, PS, or N/A) for each security control (a-i) above.
The completed Assessment Procedure templates, with the documented assessment evidence and findings, shall be returned for each assessed security control and associated enhancement as supporting information for the SAR. 
5. Security Assessment Report (SAR) [FedRAMP abbreviated SAR template + <=15 pages]
Provide a complete SAR based on the assessment evidence and findings above, from simulated execution of the SAP. An abbreviated version of the FedRAMP SAR template, identified as “Abbreviated 3PAO Applicant Security Assessment Report (SAR) Template,” is available on the website www.FedRAMP.gov/3PAO for the applicant’s use.
6. Experiences and critical Success Factors [<=5 pages]
Provide descriptions of critical success factors (a minimum of five [5]), including potential resolutions, that are important to consider in providing effective security assessments. The factors may draw from experiences in the above demonstration or prior security assessment experiences.


[bookmark: _Toc310871128]Appendix B: Management Requirements for FedRAMP Third Party Assessment Organizations (3PAO) 
This section defines the management requirements that prospective 3PAOs must meet to be a FedRAMP Accredited Third Party Assessment Organization (3PAO).	
1. Conduct inspections in accordance with ISO/IEC 17020:1998. ISO/IEC 17020:1998, General criteria for the operation of various types of bodies performing inspection, ISO/IEC 17020:1998(E); http://www.iso.org/iso/iso_catalogue/catalogue_tc/catalogue_detail.htm?csnumber=29342
2. Maintain an effective quality management system which addresses all requirements of ISO/IEC 17020:1998
3. Attend all mandatory training and program update sessions. Initially, FedRAMP PMO will conduct virtual training and meetings quarterly.
4. Maintain a training program, consistent with the ISO/IEC standards that include documented procedures and training requirements to ensure its personnel are competent to perform security assessments.
5. Conduct inspection of information security implemented in cloud-based information systems and deployment environments, including associated technology products and services implemented in those environments, (for initial and continuous monitoring purposes) for conformity to program requirements. 
6. Report to the FedRAMP Program Management Office within 5 business days of completed transaction any changes that materially affect its: 
a. Legal, commercial, organizational, or ownership status
b. Organization and management, including key inspection body personnel
c. Policies or procedures
d. Location
e. Facilities, working environment or other resources
f. Accredited 3PAO authorized representative (point of contact) or alternate representative
g. Other such matters that may otherwise materially affect its ability to perform assessments.
7. Retain all records related to inspections according to ISO/IEC 17020:1998 and applicable federal policy on record retention.
8. Maintain technical competency to perform assessments.
9. Ensure that proprietary information is protected per client agreement
10. Agree to abide by the requirements of the 3PAO program to achieve and maintain accreditation as a Third Party Assessment Organizations as described in Section 4.0 of this document. 


[bookmark: _Toc310871129]Appendix C: Technical Requirements (TR) for FedRAMP Third Party Assessment Organizations (3PAO)
1. Maintain knowledge, understanding, and competency in the application of the FedRAMP program security assessment standards, guidelines, and requirements. (See www.FedRAMP.gov/3PAO for a list of references.)
2. Maintain knowledge, understanding, and competency in the application and assessment of cloud-based information system-related technologies and practices.
3. Maintain knowledge and understanding in the use of supporting NIST publications/programs. (See www.FedRAMP.gov/3PAO for a list of references.)
4. Maintain instructions, procedures, methods, worksheets, etc., relevant to the work of security assessment of cloud-based information systems that are consistent with the FedRAMP program requirements, and supporting NIST publications/programs. 
5. Select assessment team personnel that collectively have the relevant knowledge, skills, and abilities for conduct of the given security assessment.
6. Prepare a security assessment plan for each assessment consistent with the FedRAMP program requirements.
7. Review the assessment plan with the cloud service provider to ensure that the security assessment plan is appropriate for the assessment; and that all necessary cloud provider information, documentation, data, artifacts, personnel, etc., for the security assessment is (or will be) available. 
8. Conduct the security assessment, in accordance with the the security assessment plan.
9. Prepare a security assessment report consistent with the FedRAMP program requirements.


[bookmark: _Toc310871130]Appendix D: Templates for FedRAMP Third Party Assessment Organizations (3PAO)
[bookmark: _Toc310871131]Abbreviated 3PAO Applicant Security Plan (SP) Template
<insert attached document>
[bookmark: _Toc310871132]Abbreviated 3PAO Applicant Security Assessment Report (SAR) Template
<insert attached document>
[bookmark: _Toc310871133]Abbreviated set of 3PAO Applicant Assessment/Test Procedure Templates
<insert attached document>
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