Attachment 2

PIA Template

PRIVACY IMPACT ASSESSMENT 

PART I.  PIA Contacts and Qualification QUESTIONS


A.  Contact Information

	System Title:

Excluded Parties List System (EPLS)

	Office of Responsibility:

Office of the Chief Acquisition Officer (OCAO)

Integrated Acquisition Environment (IAE)
Office of Acquisition Systems (VS)
Central Office

	Program Manager Name and Title:

Teresa Sorrenti

Phone:  (703) 872-8610
E-mail:  teresa.sorrenti@gsa.gov
Organization Title and Correspondence Code:  OCAO/VS

	System or Project Manager/Project PIA Contact Name and Title:

Priscilla Owens, Information Management Specialist
Phone:  (703) 872-8620
E-mail:  priscilla.owens@gsa.gov
Organization Title and Correspondence Code:  OCAO/VSI


	DAA Name and Title:
Molly Wilkinson, Chief Acquisition Officer
Phone:  (202) 501-1043
E-mail:  molly.wilkinson@gsa.gov
Organization Title and Correspondence Code:  OCAO/V



Note on template formatting:  Responses to questions should replace the Explanations/Instructions in the space provided in column two.   
B.  Qualification Questions

	Question
	Explanation/Instructions

	1. Does your system collect any information in identifiable form (personal data) on the general public?  (YES or NO.  If YES, a PIA is required, starting in FY 2004.)


	Yes.


	2. Does your system collect any information in identifiable form (personal data/information) on government employees?  (YES or NO.  If YES, a PIA is required, starting in FY 2005.)
	No. 

   

	3. Has a PIA been done before for the system?  (YES or NO)
	Yes. 

July 15, 2005   




PART II.  SYSTEM ASSESSMENT

A.  Data in the System

	Question
	Explanation/Instructions

	1.  Describe all information to be included in the system, including personal data.  


	The EPLS contains two portals; (1) the Public site which is available to all users, including Government employees conducting official business, and is not password protected and, (2) the Private site which is only available to Federal agency Debar Users (Debar User) for maintaining their agency’s exclusion activities in EPLS.  Access to the Private site (i.e., Debar Maintenance) requires a user ID and password account.  GSA is the agency responsible for training Debar Users and assigning each trained Debar User account access to the Debar Maintenance site.
a.  The Individual/Firm’s name, address, SSN, TIN, or DUNS, type of exclusion, the “Action Date” of the exclusion, the “Term Date” when the exclusion ends, the acronym of the agency who took the exclusion action, and the cause and treatment for the exclusion.
b. SSNs and individual street address information.


	1.a.  What stage of the life cycle is the system currently in?
	Operation and Maintenance  



	2.a.  What are the sources of the information in the system?
	The data originates from Federal debarring agencies and each agency’s authorized Debar Maintenance User enters the data in EPLS.


	2.b.  What GSA files and databases are used?


	None. 


	2.c.  What Federal agencies are providing data for use in the system?


	Federal agencies who take debarment and suspension (exclusion) actions.


	2.d.  What State and local agencies are providing data for use in the system?


	None.

	2.e.  What other third party sources will the data be collected from?


	Dun and Bradstreet (D&B) to collect DUNS for records that do not have a DUNS listed.

	2.f.  What information will be collected from the individual whose record is in the system? 
	None.  

	3.a.  How will the data collected from sources other than Federal agency records or the individual be verified for accuracy?
	D&B is the authoritative source for DUNS.


	3.b.  How will data be checked for completeness?


	The agencies are responsible for the completeness of their data.


	3.c.  Is the data current?  How do you know?
	While FAR Part 9.404(c)(3) requires agencies to report their data in the EPLS within 5 working days from the date of the action, it is impossible for GSA to monitor or track if agencies are timely reporting their data.  However, once the data is reported in the EPLS, it is real-time data.


	4.  Are the data elements described in detail and documented?  If yes, what is the name of the document?


	Yes.  The System Design Document and the Data Dictionary Document for the EPLS.



B. Access to the Data

	Question
	Explanation/Instructions

	1. a.   Who will have access to the data in the system? 


	The EPLS contains two portals; (1) the Public site which is available to all users, including Government employees conducting official business,  and is not password protected and, (2) the Private site which is only available to Federal agency Debar Users (Debar User) for maintaining their agency’s exclusion activities in EPLS.  Access to the Private site (i.e., Debar Maintenance) requires a user id and password account.  GSA is the agency responsible for training Debar Users and assigning each trained Debar User account access to the Debar Maintenance site.

The Public site is available to all users.  Access to privacy data is not available through the Public site.

The Private site is only available to the Debar Users, the GSA EPLS PM and the EPLS contractor maintaining the system.  Each Debar User will only have access to their agency’s data. 




	1.b.  Is any of the data subject to exclusion from disclosure under the Freedom of Information Act (FOIA)?  If yes, explain the policy and rationale supporting this decision.


	Yes.  SSNs and street address information for individuals are exempted from disclosure by 5 U.S.C § 552(b)(6) as release would constitute an unwarranted invasion of personal privacy. 


	2.  How is access to the data by a user determined?  Are criteria, procedures, controls, and responsibilities regarding access documented?


	Public site –The Public site does not disclose privacy data, The information available on the Public site is considered public information.  Therefore, access controls are not needed.
Private site - By Agency and User ID and Password.  Yes, information is documented in the Debar Maintenance User’s Manual.

	3.  Will users have access to all data in the system or will the user's access be restricted?  Explain.


	Public site – No. Public users will have access to all publicly available data.  Therefore, public users will not have access to data protected by the Privacy Act and other applicable laws.

Private site - No.  Debar Users will only have access to their agency’s data.


	4.  What controls are in place to prevent the misuse (e.g. browsing) of data by those having access?


	Public site – None required.
Private site – User ID and Password.  Each Federal agency debar user is assigned a User ID and Password that will provide access to their agency data only.

	5.a.  Do other systems share data or have access to data in this system?  If yes, explain.


	Yes.
Public Portal – Users extract data using a Web Service.  Privacy data is not released on the public portal.
Private Portal – Debar Users upload data using a secured XML transmission.


	5.b.  Who will be responsible for protecting the privacy rights of the clients and employees affected by the interface?


	All users as well as the GSA contractor that maintains the system.  The GSA contractor is also responsible for monitoring and safeguarding the system from attacks such as intrusions, unauthorized attempts, etc.

	6.a.  Will other agencies share data or have access to data in this system (International, Federal, State, Local, Other)?


	All users have access to the Public site.  Only the Federal agencies debar users, the GSA EPLS PM and the contractor has access to the Private site.

	6.b.  How will the data be used by the agency?


	To determine if contractors are eligible to participate in federal procurement and nonprocurement programs. 



	6.c.  Who is responsible for assuring proper use of the data?


	All users have a responsibility for assuring proper use of the data as stated in the “Disclaimer for EPLS Information” displayed on the EPLS Main page.


	6.d.  How will the system ensure that agencies only get the information they are entitled to?


	While the Public site is available to all users, access to the Private (Debar Maintenance), Administration and Upload sites are restricted and protected by User ID and Password. 


	7.  What is the life expectancy of the data?
	Permanently, for historical purposes. Once a current exclusion has terminated, the information is maintained in a record archive contained in the system.


	8.  How will the data be disposed of when it is no longer needed?


	When a current exclusion has ended (expired), it is sent to the archive list of past exclusions.  The data will be retained in the archive list of past exclusions permanently for historical purposes.  



C.  Attributes of the Data

	Question
	Explanation/Instructions

	1.  Is the use of the data both relevant and necessary to the purpose for which the system is being designed?


	Yes.  


	2.a.  Will the system derive new data or create previously unavailable data about an individual through aggregation from the information collected?


	No.

	2.b.  Will the new data be placed in the individual's record (client or employee)?


	No.

	2.c.  Can the system make determinations about individuals that would not be possible without the new data?


	No.  

	2.d.  How will the new data be verified for relevance and accuracy?


	N/A.


	3.a.  If the data is being consolidated, what controls are in place to protect the data and prevent unauthorized access?  Explain.


	N/A.


	3.b.  If processes are being consolidated, are the proper controls remaining in place to protect the data and prevent unauthorized access?  Explain.


	N/A.


	4.  How will the data be retrieved? Can it be retrieved by personal identifier? If yes, explain.


	Data is retrieved from the EPLS by performing a search or downloading a report.  It is possible to retrieve data from the EPLS by personal identifier by search option “Exact Name and SSN/TIN”.  Personal identifiers stored in the EPLS database are never displayed to the users.  It is not possible to download a report using personal identifiers.


	5.  What are the potential effects on the privacy rights of individuals of:

a.  Consolidation and linkage of files and systems;

b.  Derivation of data;

c.  Accelerated information processing and decision      making; and

d.  Use of new technologies.

How are the effects to be mitigated?


	a. None.


b. None.


c. None.



d. None.


      N/A.


D.  Maintenance of Administrative Controls

	Question
	Explanation/Instructions

	1.a.  Explain how the system and its use will ensure equitable treatment of individuals.


	EPLS does not disclose privacy data to public users.  EPLS users can contact the debarring agency’s point of contact to verify and determine if an excluded party listed in EPLS is the same individual that they are checking. 


	1.b.  If the system is operated in more than one site, how will consistent use of the system be maintained at all sites?


	A load balance mirror site is operated in a different location that also handles EPLS requests at the same time.  Consistency is maintained by Oracle’s replication manager which allows for multi-master replications.  


	1.c.  Explain any possibility of disparate treatment of individuals or groups.


	N/A.


	2.a.  What are the retention periods of data in this system?


	Once a record is removed from the current list of exclusions, it is then placed on the archive list of exclusions permanently for historical purposes.


	2.b.  What are the procedures for eliminating the data at the end of the retention period?  Where are the procedures documented?


	EPLS data is not disposed.  The archive maintains data permanently for historical purposes.


	2.c.  While the data is retained in the system, what are the requirements for determining if the data is still sufficiently accurate, relevant, timely, and complete to ensure fairness in making determinations?


	Agencies are responsible for the maintenance of their data for current exclusions.

	3.a.  Is the system using technologies in ways that Federal agencies have not previously employed (e.g. Caller-ID)?  


	No.


	3.b.  How does the use of this technology affect individuals’ privacy?


	N/A.


	4.a.  Will this system provide the capability to identify, locate, and monitor individuals?  If yes, explain.


	Yes.  While the EPLS Web site does not automatically collect personal information about those who access it, it does collect summary information, which is used for statistical purposes to assess information interest, determine technical design specifications, and to identify system performance or problem areas. Also, permanent "cookies" may be used to store information on the user's computer. Therefore, users have no expectation of privacy while using the web site or any material on the system. Anyone using the Web site expressly consents to such monitoring, per the “Security Notice” located on the EPLS Main page.


	4.b.  Will this system provide the capability to identify, locate, and monitor groups of people?  If yes, explain.

	Yes.  While the EPLS Web site does not automatically collect personal information about those who access it, it does collect summary information, which is used for statistical purposes to assess information interest, determine technical design specifications, and to identify system performance or problem areas. Also, permanent "cookies" may be used to store information on the user's computer. Therefore, users have no expectation of privacy while using the web site or any material on the system. Anyone using the Web site expressly consents to such monitoring, per the “Security Notice” located on the EPLS Main page.


	4.c.  What controls will be used to prevent unauthorized monitoring?


	N/A.

	5.a.  Under which Privacy Act System of Records notice (SOR) does the system operate?  Provide number and name.

	GSA/Govt-8, Excluded Parties List System (EPLS)


	5.b.  If the system is being modified, will the SOR require amendment or revision? Explain.


	No.
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