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PART II.  SYSTEM ASSESSMENT

A.  Data in the System

	Question
	Explanation/Instructions

	1.  Describe all information to be included in the system, including personal data.  


	a.  This system will be used for emergency communication for all employees and on-site contractors. The methods of communication include work email, telephone, cell telephone, and paging devices and on a voluntary basis provided home email and telephone.
b.  Telephone number, cell telephone number, and email address provided on a voluntary basis.


	1.a.  What stage of the life cycle is the system currently in?
	Select:  Implementation


	2.a.  What are the sources of the information in the system?
	The source of the information is collected in the EMID system in Lotus Notes.


	2.b.  What GSA files and databases are used?


	A programmed query of the system will produce a file for insertion into the NAAS application on a weekly basis is the current plan.


	2.c.  What Federal agencies are providing data for use in the system?


	GSA


	2.d.  What State and local agencies are providing data for use in the system?


	None

	2.e.  What other third party sources will the data be collected from?


	None

	2.f.  What information will be collected from the individual whose record is in the system? 
	Information will be collected by EMID and then provided to NAAS.  There is no direct data collection.  


	3.a.  How will the data collected from sources other than Federal agency records or the individual be verified for accuracy?
	Each Lotus Note account holder will be solicited for updated information on a regular basis in GSA Identity.


	3.b.  How will data be checked for completeness?


	Yes, a query is run by the Lotus Notes technical team and reported to the NAAS program manager.  Since the data input is voluntary, we can only request that employees and contractors comply at this point.


	3.c.  Is the data current?  How do you know?
	Based on the query by the Lotus Notes team, we can determine when updates occurred.  The data being supplied to the vendor will be updated weekly.


	4.  Are the data elements described in detail and documented?  If yes, what is the name of the document?


	The data elements are documented as part of Lotus Notes.


B.  Access to the Data

	Question
	Explanation/Instructions

	1. a.   Who will have access to the data in the system? 


	Approximately 40 Emergency Coordinators, Regional Coordinators and OERR employees and their alternates will have access only to their area of responsibility.  The OCIO Program Manager and Lotus Notes technical staff will have access to all data as a support function.  The supplier of the service, National Notification Network, will have access to the data in support of GSA.


	1.b.  Is any of the data subject to exclusion from disclosure under the Freedom of Information Act (FOIA)?  If yes, explain the policy and rationale supporting this decision.


	No


	2.  How is access to the data by a user determined?  Are criteria, procedures, controls, and responsibilities regarding access documented?


	Access will be limited to administrators describe in B.1.a. by password.  Automated access to populate and maintain the data transfer will be through an encrypted method.


	3.  Will users have access to all data in the system or will the user's access be restricted?  Explain.


	Access will be restricted to specific areas of responsibility.


	4.  What controls are in place to prevent the misuse (e.g. browsing) of data by those having access?


	Formal training by the vendor and program management will alert users to use of and maintenance of the application.  Program management will monitor and communicate with administrators on a regular basis to assure compliance.

	5.a.  Do other systems share data or have access to data in this system?  If yes, explain.


	No



	5.b.  Who will be responsible for protecting the privacy rights of the clients and employees affected by the interface?


	Josh Sawislak, Acting Chief, Office of Emergency Response and Recovery
Phone:  (202) 501-1682

E-mail:  josh.sawislak@gsa.gov

Organization Title and Correspondence Code:  D

	6.a.  Will other agencies share data or have access to data in this system (International, Federal, State, Local, Other)?


	None

	6.b.  How will the data be used by the agency?


	N/A


	6.c.  Who is responsible for assuring proper use of the data?


	N/A



	6.d.  How will the system ensure that agencies only get the information they are entitled to?


	N/A



	7.  What is the life expectancy of the data?
	Contact data is retained on the system for as long as the GSA employee or contractor has an active employment status with GSA.


	8.  How will the data be disposed of when it is no longer needed?


	The administrator is notified when employees are terminated so contact information can be removed.



C.  Attributes of the Data

	Question
	Explanation/Instructions

	1.  Is the use of the data both relevant and necessary to the purpose for which the system is being designed?


	Yes


	2.a.  Will the system derive new data or create previously unavailable data about an individual through aggregation from the information collected?


	No

	2.b.  Will the new data be placed in the individual's record (client or employee)?


	No

	2.c.  Can the system make determinations about individuals that would not be possible without the new data?


	No

	2.d.  How will the new data be verified for relevance and accuracy?


	It will be the employee’s responsibility to verify their information through their Lotus Notes account.


	3.a.  If the data is being consolidated, what controls are in place to protect the data and prevent unauthorized access?  Explain.


	N/A



	3.b.  If processes are being consolidated, are the proper controls remaining in place to protect the data and prevent unauthorized access?  Explain.


	N/A


	4.  How will the data be retrieved? Can it be retrieved by personal identifier? If yes, explain.


	Data will be retrieved based on organizational code as related to COOP exercises.


	5.  What are the potential effects on the privacy rights of individuals of:

a.  Consolidation and linkage of files and systems;

b.  Derivation of data;

c.  Accelerated information processing and decision      making; and

d.  Use of new technologies.

How are the effects to be mitigated?


	The data that is being gathered may be obtained by the public using the Internet or a telephone directory.  We are storing the data on a secure Lotus Notes server and transmitting via encryption to a secure server at the vendor site.


D.  Maintenance of Administrative Controls

	Question
	Explanation/Instructions

	1.a.  Explain how the system and its use will ensure equitable treatment of individuals.


	Only specific contact data is entered into the system for each individual.  The data requirements are the same for all individuals.  


	1.b.  If the system is operated in more than one site, how will consistent use of the system be maintained at all sites?


	There is a primary site in Burbank, CA and a secondary site in Denver, CO.  The data is replicated to the secondary site to redundant servers that are identical to the primary site.  Changes in data to the primary site will be reflected in the secondary site.  


	1.c.  Explain any possibility of disparate treatment of individuals or groups.


	There is none.  All data falls under the same requirements and is entered following the same guidelines.


	2.a.  What are the retention periods of data in this system?


	Contact data is retained on the system for as long as the GSA employee or contractor has an active employment status with GSA.


	2.b.  What are the procedures for eliminating the data at the end of the retention period?  Where are the procedures documented?


	The administrator is notified when an employee has been terminated and updates to the system are made accordingly.  Refer to section 3.1.4 PS-4 : Personnel Termination of the OERR NAS SSP for documented procedures. 

	2.c.  While the data is retained in the system, what are the requirements for determining if the data is still sufficiently accurate, relevant, timely, and complete to ensure fairness in making determinations?


	The contact information from the GSA COOP is used as the source of contact data in the system.  When changes are made in COOP, the administrator is notified and changes to the system are made accordingly. 

	3.a.  Is the system using technologies in ways that Federal agencies have not previously employed (e.g. Caller-ID)?  


	No.


	3.b.  How does the use of this technology affect individuals’ privacy?


	N/A


	4.a.  Will this system provide the capability to identify, locate, and monitor individuals?  If yes, explain.


	No.

	4.b.  Will this system provide the capability to identify, locate, and monitor groups of people?  If yes, explain.

	No.


	4.c.  What controls will be used to prevent unauthorized monitoring?


	Only pre-determined individuals are granted access to the system.  In order to access the system, administrators are given a username and password.


	5.a.  Under which Privacy Act System of Records notice (SOR) does the system operate?  Provide number and name.

	GSA/HRO-9 (Emergency Management Records)


	5.b.  If the system is being modified, will the SOR require amendment or revision? Explain.


	If any of the information in the SOR is altered, such as acquisition of new privacy information, new implementations, etc., explain how or why the SOR should be amended.  Coordinate preparation of a revised SOR with the GSA Privacy Act Officer.   
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