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"“ Today’s Agenda
(4
Agenda/Topic

Welcome & FedRAMP Overview Bajinder Paul 9:00-9:20
FedRAMP Security Controls Baseline Katie Lewin 9:20-9:30
FedRAMP Security Assessment and Matt Goodrich 9:30-9:45
Authorization Process

Overview of Third Party Assessment Lisa Carnahan 9:45 - 10:00
Organization (3PAO) Accreditation

through FedRAMP

10:00 - 10:15

Agency Responsibilities and Timelines Katie Lewin 10:15-10:25

FedRAMP Concept of Operations Matt Goodrich 10:25-10:45
Overview

Q&A Session Panel 10:45-11:25
Closing Remarks Katie Lewin 11:25-11:30




’“ Welcome
C(d

 Please Set All Cell Phones to Silent
 |ndex Cards

— During the presentations, please write your question(s) on
the provided index cards.

— Index cards will be collected throughout the session

* Feedback Survey — via e-mail message, if you
registered



’“‘ What is FedRAMP?
C(d

FedRAMP is a government-wide program that provides
a standardized approach to security assessment,
authorization, and continuous monitoring for cloud
products and services.

= This approach uses a “do once, use
many times” framework that will save
cost, time, and staff required to
conduct redundant agency security
assessments.




edRAMP " Key Benefits
((d

e Re-use of existing security assessments across
agencies

* Savings in cost, time and resources — do once, use
many times

* Risk based not compliance based

* Transparency between government and cloud service
providers

 Transparency mmm) trust, reliability, consistency, and
quality of the Federal security authorization process



- Office of Management and
Budget Policy

. #
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& o A . 1SIMC Guidance
RTINS - Cross Agency Coordination
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- FedRAMP PMO

« FISMA Standards
» Technical Advisors
- Technical Specifications

« US-CERT Incident Coordination

» (yberScope Continuous Monitoring
Data Analysis

Joint Authorization
Board (JAB)




" FedRAMP Stakeholder Roles and Interaction

DHS NPPD Develop Continuous Monitoring, Incident

Joint Authorization Board (JAB)

. . o Response, and Threat Notification Standards
« Coordinates Continuous Monitoring

Automation through CyberScope

« Coordinates Incident Response and
Threat Notification through USCERT
Reports Continuous

Monitoring
Information

Federal Agencies

« Contract with Cloud Service Provider

« Leverage FedRAMP Assessment and
JAB Provisional Authorization

« Grant Authority to Operate (ATO)

« Coordinate Continuous Monitoring
between CSP and DHS

T

Provides Live Data Feeds
and/or Measures of Measures
for Continuous Monitoring

Grant & Leverage
Authorizations

Submits Security Authorization Package &
Suppliers Declaration of Conformance

—

Contracts for
Services

Cloud

» Approve Risk Criteria
« Approve Assessment Criteria
« Issue Provisional Authorization

« Develop Continuous Monitoring
Strategy

?

Reports Results

|
Provides Provisional
Authorizations

v

« Finalize Documentation

« Support Implementation

« Maintain Secure Repository

« Coordinate Reporting

» Conduct Communication & Outreach
« Provide Contract Templates / SLAs

Accredits According ISO/IEC
Standards and FISMA Knowledge

v

Third Party Assessment
Organization (3PAO)

« Offer Products &
: Services Retains Approved 3PAO to Validate
Ser‘{lce « Meet Requirements Implementation of Controls »
Provider

« Implement Security
Controls

(CSP)

Conducts Security Assessment and
' Creates Security Authorization Package

« Accredited according to ISO/IEC
Standards and FISMA Knowledge Tests

« Conduct Assessment of CSP Security
Control Implementation

» Generate Security Assessment Package




" FedRAMP Phases and Timeline

Phased evolution towards sustainable operations allows for the management of risks,
capture of lessons learned, and incremental rollout of capabilities

FY12 FY12 FY13 Q2 FY14
Pre-Launch Activities Initial Operational Full Operations Sustaining
Capabilities (10C) Operations
Finalize Requirements and Launch I0C with Limited Execute Full Operational
Documentation in Scope and Cloud Service Capabilities with Manual
Preparation of Launch Provider (CSP)s Processes
Key ¢ Publish FedRAMP e Authorize CSPs e Conduct Assessments &
Activities Requirements (Security « Upodate CONOPS Authorizations
Controls, Templates, pda L .
Guid Continuous Monitoring * Scale Operations to
H .ance) . Requirements and CSP Authorize More CSPs
* Publish Agency Compliance Gui
: uidance
Guidance
* Accredit 3PAOs
« Establish Priority Queue Gather Feedback and Incorporate Lessons Learned
Outcomes * Initial List of Accredited * Initial CSP Authorizations » Multiple CSP
SO * Established Performance Authorizations
* Launch FedRAMP into Initial Benchmark * Defined Business Model

Operating Capabilities * Measure Benchmarks
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FedRAMP Security Controls Baseline
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GSA Office of Citizen Services and Innovative Technologies
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Cloud
Computing
Security
Working
Group
Creates
Security
Requirements
Baseline

A >

JAB Technical
Representative
s (TRs) Identify

Additional

Controls and

Enhancements

Agencies can add
controls to address the
unique elements of
cloud computing in their
environment

Public Vetting
of Security
Control
Baseline with
Agency and
Industry

)

Multi-tenancy

control
prov'\

der’s infrastru

JAB TRs
Evaluate and
Incorporate

Public
Feedback

Shared resource
pooling

of the service
cture

Lack of trust

Establishes
Security
Controls
Baseline

with
Recommend
ations from

TRs,

Industry, &
Agencies

JAB

Y



" Security Controls

See FedRAMP.gov for list of security controls
Additional FedRAMP Total Controls Agreed to
Impact level NIST Baseline Controls Controls By JAB for FeEdRAMP
Low 115 1 116

Moderate 252 45 297

Areas with additional controls

Access Control (6) Audit and Security Assessment Configuration
Accountability (5) and Authorization (1) Management (4)

Contingency Planning Identification and . :

2) Authentication (3) Incident Response (1) Maintenance (1)

System and Services System and
Media Protection (1) Risk Assessment (4) A\:: sisition (4) Communications
a Protection (11)
System and Information
Integrity (1)




" Fully Implemented Control Examples

Risk Acceptability Criteria:

e controls that must be fully implemented — or risk level is unacceptable for CSP
risk posture

* established by JAB

* relate to OMB Policy Memos, NIST Special Publications, or other Federal

mandates

Examples:
Description*** Rationale Associated

Controls
Two Factor Authentication for access Provides additional assurance that the user 1A-2 (1) (2)
has been identified and authentication. (3)

Incident Handling and Incident Reporting CSPs must support agency needs in IR-4, IR-6
consistent with Federal Guidelines handling and reporting incidents.
Boundary protection and effective All points surrounding the accreditation SC-7
separation of logical and physical devices boundary must be identified and
within the authorization boundary protected.

***The three criteria listed are not comprehensive. The risk acceptability criteria will be made publicly
available once finalized by the JAB.



’“‘ Maintenance of Security Controls
((d

Ongoing Process for Agencies Reconcile
Agencies to Provide Input Their Security
to the JAB Regarding

Security Controls

Controls Against
FedRAMP Controls

Continual Review
of Security
Controls Alignment

to NIST SP 800-53 A,

JAB TRs Evaluate CSP
Environments & Submit
Security Control update
Recommendations to JAB

Agencies Submit
Recommendations for
Changes to FedRAMP
Security Controls
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Management Program
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Overview of Security Assessment and Authorization
Matthew Goodrich
FedRAMP Program Manager

GSA Office of Citizen Services and Innovative Technologies edRAMP
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ARAMPY FedRAMP and the Security Assessment and
&7’ Authorization Process

*Maintains Security Baseline including
Controls & Continuous Monitoring

FedRAMP iz
e *Maintains Assessment Criteria

*Maintains Active Inventory of

Approved Systems
Consistency and Quality Trustworthy & Re-useable Near Real-Time Assurance
Provisional Ongoing A&A
* CSP must retain an e Joint Authorization e DHS - CyberScope Data
independent assessor Board reviews Feeds
from FedRAMP assessment packages  DHS - US CERT Incident
accredited list of and grants provisional Response and Threat
3PAOs authorizations Notifications
e Agencies issue ATOs * FedRAMP PMO -
using a risk-based POA&Ms
framework




‘“‘ FedRAMP Security Assessment Process
((d

Security Assessment Process
2.2
Control 2.3 2.4 = 26
mplementatio Security Plan Test Plan et oS isaal
P y Execution Authorization
Summary

* All templates, guidance, requirements will be
publicly available

e Aligns with NIST SP 800-37 Risk Management
Framework

e Same process CSPs follow in working with individual
agencies
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Agency Additional Controls

FedRAMP baseline security controls standardize how Federal Agencies
and CSPs assess and authorize cloud solutions for government use.

Agencies may have a need to add additional
controls to address specific agency security needs:

FedRAMP JAB Initiation

® Agency adds controls during
initiation with FedRAMP JAB

® JAB considers request and
approves the controls for
the Security Authorization
Package for the specific CSP

Agencies are responsible for
Continuous Monitoring activities
associated with the additional
controls

FedRAMP JAB Initiation

® Agency may negotiate
additional controls with CSP
directly

® Agency must assess
controls, FedRAMP will NOT
evaluate additional controls

Agencies are responsible for the
Continuous Monitoring activities
associated with the additional
controls

to FedRAMP Control

Baseline

® Agency requests JAB to add
controls to the Baseline

® "If controls are added to the
Baseline, stakeholders will
incorporate additional
controls into their reviews -
see change control process
in the FedRAMP Concept of
Operations
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Timeline for Assessments

Security Assessment Process

 EDEDEDE

8 * FIPS 199 * SSP: System Security * SAP: Security * Complete
re) * CIS: Control Plan and Supporting Assessment Plan Authorization
© Implementation Documents (IT * SAR: Security Package (All Stage
Q °>" Summary Contingency Plan, Assessment Report Deliverables)
%D —_ * CTW: Control Privacy Impact * POA&M: Plan of
i';; 8 Tailoring Workbook Questionnaire, etc.) Action and Milestones
* FIPS 199: Categorization * SSP: Check That Control * SAP: Test Procedures * Complete
n of Data Supports Implementation and Cover all Controls, Authorization Package:
&= System Impact Level Supporting Documents Adequately Test Assess Overall Risk
; 5 * CIS: Ensure Meet FedRAMP Vulnerabilities Presented by the
Q E Implementation and Requirements, Review * SAR: Review Residual Authorization Package
'S ) Safeguards Meet System Boundaries for Risks after Testing
U = FedRAMP Acceptability, Review * POA&M : Residual
x S Requirements, Review Hardware and Software Risks Have a Planned
aQ g Control Ownership Inventory for Action and Timeline
s (a' ¢ CTW: Validate Security Completeness for Remediation
Controls and Prequalify
the CSP




‘“‘ FedRAMP Authorization Process Areas
((d

Authorization Process

2.0
Grant JAB Provisional
Authorization

3.0
Agencies Leverage
Provisional Authorization

1.0
Review Completed
Assessment Package

e Authorizations or Authority to Operate (ATOs)
required by FISMA

* JAB Provisional Authorization = “seal of approval”

* Agencies leverage JAB provisional authorization to
make risk-based decision to use a CSP

‘Do once, use many times’



m FedRAMP Ongoing Assessment & Authorization
&7 (Continuous Monitoring)

Ongoing Assessment and Authorization (Continuous Monitoring) Process
1.0 3.0

2.0
Change Control

Operational Visibility Incident Response

 Maintain ongoing awareness of vulnerabilities and
threats to support risk management decisions.

 Maintain operational visibility of CSP information
systems to maintain acceptable risk

e Focus on automation and real-time data feeds

e Work with DHS and NIST to evolve more standards
for automation and real-time data feeds
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Federal Risk and Authorization
Management Program
(FedRAMP)

Overview of Third Party Assessment ganization 3PAO

Accreditation

Lisa Carnahan edRAMPYS

Computer Scientist - NIST Services ((,-




,M Notional Conformity Assessment Hierarchy for
&7 |nspection

Communication

ISO/IEC 17020 +
FedRAMP
competency
requirements

/ Inspection Body(ies)

ISO/IEC 17011 +
re uwements Oversight &
d Accreditor(s) versig

FedRAMP

requirements

for Provisional Cloud Service
Authorization Providers

/

ISO/IEC 17011; Conformity assessment -- General requirements for accreditation bodies accrediting conformity assessment bodies
ISO/IEC 17020; General criteria for the operation of various types of bodies performing inspection

P

3



>
& Approaches

Federal Programs using Conformity Assessment

e Examples: Health IT, FCC,
CPSC (toys), WaterSense,
CMVP

* Balance confidence to
impact of non-
conformance

e Maximize confidence and
minimize market burden
and cost

* Maximize private sector
business to minimize Fed
resource

Cost

Certification

3 party
conformity
assessment

Supplier’s
Declaration

1%t party

conformity
assessment

Independence and Rigor of Conformity Assessment

24




’“‘ 3PAO Conformity Assessment Process
<«

FedRAMP requires CSPs to use Third Party Assessment Organizations (3PAOs) to
independently validate and verify that they meet FedRAMP security requirements

Conformity assessment process to accredit 3PAOs based on NIST program
Conformity assessment process accredits 3PAOs based on:

(1) Independence and quality management in accordance with I1SO standards; and
(2) Technical competence through FISMA knowledge testing.

* Consistency in performing

Benefits of security assessments
|everaging a formal e Ensures 3PAO independence

from Cloud Service Providers

3PAO approval * Establishes an approved list of

process: 3PAOs for CSPs and Agencies
to use




V" 3PAO Technical Requirements

Maintain competency in FeEdRAMP program requirements

Maintain competency in assessment of cloud-based
information systems

Maintain quality system consistent with program
requirements and supporting NIST publications

* Select assessment team personnel collectively that have
relevant knowledge, skills and abilities for conduct of given
security assessment

* Prepare Security Assessment Plan (SAP) for each assessment
consistent with program requirements

* Review assessment plan with CSP
— Appropriate for the computing environment
* Conduct security assessment following SAP

* Prepare Security Assessment Report (SAR) consistent with
FedRAMP program requirements



’“ 3PAO Acceptance Process
((d

« 3PAO candidate reviews application at www.FedRAMP.gov;
business decision to apply.

Review Application

Gather Materials « 3PAO candidate gathers artifacts and completes application

Spe il o 3PAO candidate submits application

Review by ERB » Expert Review Board with members from GSA and ISO
independent cybersecurity experts review the application.

 FedRAMP PMO reviews ERB recommendation and provides

Applicant Decision -
3PAQO an acceptance decision.




siid” 3PAO Application Process

* Application received by today at 5:00 will be considered
for initial list

e Afterinitial batch, applications will be queued in order
received

* Applicant undergoes a FedRAMP requirements
evaluation by FedRAMP PMO and Expert Review Board
(GSA & NIST)

— Completeness check

— Review of documents and evidence received with application
form

— Determination that applicant meets ISO/IEC 17020:1998

— Determination that applicant has required technical
competence

— Determination that applicant meets additional FedRAMP
program-specific requirements



SUSVA" 3PAO Application Process (cont.)

* If requirement(s) are not met
— Applicant receives a non-conformity letter
— Applicant may address with a revised application

— Non-conformance letters received prior to Jan 20 indicates
that applicant will not be considered for initial list;
however can be listed subsequently

e All applicants meeting the requirements

— Receive an accreditation memo stating acceptance as
FedRAMP 3PAO

— Will be listed, AS A GROUP, on the initial list of FedRAMP-
accredited 3PAOs

* Subsequent accredited 3PAOs will be added to the
list, in real-time upon release of accreditation memo



,M

15 Minute Break
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Federal Risk and Authorization

Management Program
(FedRAMP)

Agency Responsibilities

Katie Lewin

Federal Cloud Computing Initiative Director

GSA Office of Citizen Services and Innovative Technologies
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SV Agency Responsibilities -

 Must use FedRAMP baseline controls and
templates for initiating, reviewing, granting, and
revoking security authorizations for cloud services

e Establish and implement continuous monitoring
plans through incident response and mitigation
capabilities

* Require cloud services providers to meet FedRAMP
requirements via contractual provisions

 |dentify Agency cloud services that cannot meet
FedRAMP requirements including rationale and
proposed resolution
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SV Agency Timeline .

e June 2012

— New cloud projects must begin using FedRAMP baseline
controls and templates once FedRAMP has declared
Initial Operating Capability

e June 2014

— All cloud projects currently implemented or in the
acquisition process have 2 years to meet FedRAMP
requirements



LN FedRAMP Stakeholders

(4

- Executive Branch Policy Owner

« Executive Sponsor

« ISIMC Guidance
« Cross Agency Coordination

 FedRAMP PMO

« FISMA Standards
» Technical Advisors
- Technical Specifications

« US-CERT Incident Coordination

« CyberScope Continuous Monitoring
Data Analysis

Joint Authorization
Board (JAB)

3

4



Established Federal policy for the protection of Federal
information in cloud services — Memo released 12/8/11
Described the key components of FedRAMP and its operational
capabilities

Defined Executive department and agency responsibilities using
FedRAMP in the acquisition of cloud services

Send questions about FedRAMP policy to
fedramp@omb.eop.gov

* Publish and disseminate information from the FedRAMP
PMO and JAB to Executive departments and agencies
including:

eStandardized baseline of security controls, privacy
controls, and controls selected for continuous monitoring

* Coordinate vetting of controls and requirements from JAB




LUGNVA" Joint Authorization Board — DoD, DHS, GSA

(4

* Define FedRAMP security
authorization requirements

e Approve accreditation criteria for
third party assessment
organizations

e Establish a priority queue for
authorization package reviews

e Review FedRAMP authorization
packages

e Grantjoint provisional
authorizations

* Ensure that provisional
authorizations are reviewed and
updated regularly




edRAMPYy

NIST/DHS

Developed 3PAO Conformity Assessment
Program

Technical advisors regarding FISMA compliance

through special publications
— SP800-53, 800-37, FIPS 199 & 200
Advise JAB on compliance requirements

Leads operations of agency cybersecurity

- FISMA

Manages FedRAMP continuous monitoring

Data feed criteria

Reporting structure

Threat notification coordination
Incident response

3

7



Liaison between Agencies, CSPs, and
JAB to provide FedRAMP provisional
authorizations

Delivers program communication

Creates contract language templates
and sample service level agreements
for use in cloud service acquisitions

Creates standard process flows,
procedures and templates for agencies
to use

3

8
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Management Program
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FedRAMP Concept of Operations Overview

Matthew Goodrich
FedRAMP Program Manager
GSA Office of Citizen Services and Innovative Technologies
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FedRAMP Document Hierarchy

Baseline Security
Controls

Operating Model

Assessment A Asse_sso_r Authorization
& ccreditation (Continuous

Authorization Monitoring)

Security
Assessment — Annual Attestation

Templates & Program
Guidelines Description
& Application Event / Incident Handling
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- FedRAMP Concept of Operations — High Level

1.0 Security Assessment

3.0 On Going

2.0 Leverage

Authorization
(Continuous Monitoring)

ATO

" Initiation Logs and Queues ¢ Sponsor CSP for
1.1 Initiate Request 2 1 Request
1

FedRAMP

1.2 Document Security o .l Notifies Start of Process Tailor Controls

Controls Sys
Security Plan (SSP) ﬁ :
1 Approves or Provides

€~==~m=—' Feedback on SSP

1.3 Perform Security Securi
Testing ecurity Assessment
Results (SAR) —s
3PAO — | Approves or Provides

Audit / Testing P - —! Feedback on SAR

1.4 Finalize Security Securit 3 Grants Govt.-wide Provisional
Assessment P:z::g: ATO and Store Data in
I Repository

2.1 Review of ATO FedRAMP Data
and Security Package Repository

2.2 Grant Agency-Level ATO

Updates/ Self Maintains ATO /
- - >
Attestation Update Repository

Coordinates Incident
Notifications 3 :
i Response Handling

3.1 Perform POAM / Annual
Self Attestation

Notify Events / Incidents

Provide Continuous Monitoring
Data Feeds

Govt. Agency




- Security Assessment

Govt. Agency

Initiation [ '“L Ll sponsor CSP

Request Form | Queues for FedRAMP
1.1 Initiate Request <=1 ~ Request

1.2 Document Security Sys Security Notifies Start of g
Tailor Controls
Controls Plan (SSP) —>‘ Process <
<1 — Approves or Provides
Feedback on SSP

1.3 Perform Security Security

Testing B Assessment Approves or Provides

Results (SAR) i Feedback on SAR
Testing

1.4 Finalize Security

Securit Grants Govt.-wide
Assessment y —> Provisional ATO and
Package :
Store Data in

Repository

1.0 Security Assessment




- Leveraging Authorizations

2.0 Leverage ATO

2.1 Review of ATO
and Security Package

2.2 Grant Agency-Level
ATO

FedRAMP Reviews Security

Data

Repository
Assesses impact

and negotiates
contract with CSP

Grants Agency
Specific ATO




"“ FedRAMP Repository
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FedRAMP will maintain a repository of standardized security
assessment packages Federal Agencies can leverage to make their
own risk-based decisions to grant an Authority to Operate for a cloud
solution for their Agency.

This repository is key to the “do once, use many times” approach.

A&A Rating A&A Level of Review

JAB Provisional

Per OMB policy memo,
all assessment packages
must use the FedRAMP
security requirements —
which includes the
FedRAMP baseline set
of controls as well as all
FedRAMP templates

=

ATO

Agency ATO w Agency ATO
FedRAMP w/o FedRAMP
3PAO 3PAO**

Level of Trust

CSP w FedRAMP CSP w/o FedRAMP
3PAO 3PAO**

** A&A packages without a FedRAMP 3PAO do not meet the independence requirements
created by the JAB and will not be reviewed by FedRAMP but can still be leveraged




SV Ongoing Assessment and Authorization
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Govt. Agency

3.1 Perform POAM / I BV AV — S gintains ATOY
Annual Self Attestation Attestation Update Repository

Notify Events / Incidents Coordinates Incident

Response Handling

3.0 On Going Authorization
(Continuous Monitoring)

Provide Continuous

Monitoring
Data Feeds DataFeeds Baill v e

Collects and Analyzes
Data Feeds




SVe" FedRAMP Template Contract Clauses and SLAs
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The FedRAMP PMO will be releasing template contract clauses and
SLAs for agencies to use when procuring cloud solutions

SLA Guidance
Templates
" Templates will be designed for agencies to ® Guidance will be designed to help
leverage for use within cloud agencies ensure CSP services meet
procurements acceptable levels of service
" Templates will help agencies address: ® Guidance will be aligned with NIST Cloud
® Qverall security requirements Computing Roadmap
® Ensure all agency FedRAMP requirements ® Guidance will help agencies address:
are met within the contract ® Unique areas per deployment model
® Address unique contract issues related to (infrastructure, software, platform)
security such as data location, two factor ® Creating clear definitions for agreements
authentication, etc.

All templates and guidance are available for agencies to leverage, but are not FAR or
official government clauses and can be altered as agencies see appropriate.
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’“ What’s Next
((d

Activity . pate
3PAO Applications End for Initial Today at 5pm EST
Batch*

FedRAMP CONOPS Release February 5, 2012
Release of Initial List of 3PAOs March — April 2012
Launch FedRAMP Initial June 2012
Operating Capabilities

Initial CSP Authorizations Q4 2012, Q1 2013

*After initial batch, applications for 3PAOs processed on an ongoing basis.



For more information, please contact us or visit
us at any of the following websites:

http://FedRAMP.gov

http://gsa.gov/FedRAMP
Follow us on Suoitber 30 @ FederalCloud



